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ABSTRACT
The motivations behind the long term evolution
(LTE) networks are low latency, high
bandwidths and high data rates. The low latency
requirement is tricky and cumbersome to achieve
during handovers given that the communication
process requires secure and privacy-preserving
strategies and hence the introduction of
authentication and encryption. Increased latency
at cell boundaries leads to packet losses which
results in denial of services, and is the reason
behind lack of authentication during handover
process in some cellular networks such as 2G.
Unauthenticated handovers expose cellular
communication to attacks such as eavesdropping,
illicit modifications and traffic re- direction, all
which compromise both confidentiality and
integrity of the exchanged data. As such, a
number of researchers have developed
authentication strategies such as ticketing and
group key security. However, these approaches
concentrate on the security aspects of the
handovers, ignoring the latency issues. In this
paper, LTE tracking area partitioning is
combined with advance figures of merit
measuring and buffering to reduce latencies
during the handover process, and hence
permitted the incorporation of handover entities
authentication. The simulation results indicated
that our approach reduced the handover latency
from 2.598 seconds for handovers without timing
advance to an average latency of 0.048 seconds.
In addition, a GUTI based authentication
protocol was implemented that was observed to
be resistant against attacks such as denial of
service, de-synchronization, session hijacking,
masquerade and network impersonation.

KEYWORDS: De-synchronization, Handovers,
multi-factor authentication, Neuro-fuzzy, low
latency, LTE security.
I.

INTRODUCTION

In LTE specifications, signaling protocols
were strengthened by requiring authentication
and encryption (ciphering). However, [1]
point out that LTE access network protocol
still has several vulnerabilities that facilitate
attacks that make LTE devices leak their
locations. In their paper, [2] examined
handover procedures in LTE and established
that there is complexity in achieving seamless
handovers, lack of backward security related
to complex key management mechanism as
well as lack of a uniform procedure structure.
During inter- eNB handover, the serving eNB
sends authentication parameters with session
key to the target eNB though the X2 interface
directly with no mutual authentication
between the serving eNB and target eNB,
making it vulnerable to attacks such as
eavesdropping and masquerading attacks
through rogue base station.
This is because the authentication parameters
are exchanged among the UE, serving eNB
and target eNB in clear text [3]. For the case
of S1 handovers, MME sends recent
parameters as clear text to the serving eNB
through S1 to enable it generate a new session
key to perform the handover process with the
UE [4]. The subsequently capture of these
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parameters by an adversary using a rogue
base station can disrupt and modify the
refresh values of the authentication
parameters, leading to desynchronizing
attack.
In [5], the authors explain that in cellular
networks, authentication occurs before any
location update or call set up can be
permitted into the network. In ideal
situations, the authentication process takes
0.5 seconds. The accepted time interval
between handover command and handover
execution is 0.5 ˗ 1.5 seconds. This means
that, if the UE is to authenticate itself to
the target eNB during handovers, then
the authentication process will be a
bottleneck since it may introduce further
delays, leading to the dropping of an ongoing
call. As such, cellular networks such as 2G
do not perform any authentication during
handovers.
Neuro-fuzzy optimization has been applied in
fields such as adaptive control systems and
system identification. In Fuzzy Logic (FL)
mathematical models, human language is
employed to express inputs as well as
outputs and it offers a straightforward
method of achieving a conclusion based on
imprecise or ambiguous input information [6].
Low-complexity FL
is
suitable for
wireless sensor networks (WSNs) and as
such, [7] investigated FL-based routing path
search for a maximum network lifetime and
minimum delay. The fuzzy membership
function was employed for formulating a
multi-objective cost aggregation function that
reflected the effects of all the objectives
collectively as a scalar value.
To address the authentication and delay
constraints during the handover process, this
paper developed a Globally Unique
Temporary Identifier (GUTI) based handover
authentication and optimization protocol
based on timing advance where the handover
figures of merit are measured and buffered as
the user equipment (UE) approaches the
handover region. The GUTI has five
components which are frequently refreshed
and hence overcome the updating issues in

the current Authentication and Key
Agreement protocol (AKA). The contributions
of this paper include the following:
I. We develop a GUTI-based protocol that
addresses the root key updating issues
in the current LTE AKA.
II. We partition the tracking area into three
regions namely the No Handover Region
(NHR), Low Probability Handover
Region (LPHR) and High Probability
Handover
Region
(HPHR)
that
facilitated timing advance by buffer
handover figures of merit (FOM)
whenever an UE was detected at the
LPHR.
III. We develop a multi-factor authentication
protocol composed of six parameters: the
frequently refreshed GUTI, which we
hash, salt and pad to further randomize the
root key; the next chaining counter (NCC);
next hop next chaining counter (NHNCC);
key derivation function (KDF); Physical
Cell Identity (PCI); and E-UTRAN
Absolute Radio Frequency Channel
Number on the Download (EARFCN-DL)
are utilized to authenticate the handover
entities.
IV. We demonstrate that (II) above prevents
denial of service (DoS) while (I) and (III)
render the handover resistant against desynchronization,
session
hijacking,
masquerade and network impersonation
attacks. In so doing, both (I) and (III)
assure both confidentiality and integrity of
the communication process.
The rest of this paper is organized as
follows: Section (II) illustrates related work
in as far as LTE handover and security are
concerned while section (III) provides the
methodology that was adopted to achieve the
results presented and discussed in section
(IV). Lastly, part (V) concludes the paper.
II. RELATED WORK
Researchers in [8] proposed a scheme based
on pre-loaded shared group key between all
eNBs and MME to address desynchronization attacks. However, this
scheme does not completely solve de-
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synchronization, replay and redirection
attacks.
Further,
[9]
proposed
an
authenticated key management scheme for
intra-MME handover where the MME acts as
a third party and the source eNB is kept out of
the key management process. The scheme
partially achieves mutual authentication
between handover entities by employing preshared key for each eNB to protect the
handover parameters exchanged between
eNBs and the MME. Unfortunately, this
technique increases the communication
overheads of handover process.
The hierarchical SDN based handover
proposed by [10] exhibit very high
communication and signaling overhead that
result in increased handover delay and packet
losses while the vertical handover framework
developed by [11] takes longer durations in
making handover decisions. On the other
hand, the SDN-UAV proposed by [12] cannot
be supported by future network such as 5G
due to network architecture complexity, high
energy consumption, high costs and short
lifespan of UAVs.
The handover management with fuzzy logic
designed by [13] concentrates only on
increased resource utilization for higher
successful connections, fewer calls blocking
and dropping. User authentication using
wireless smart card has been proposed but
this method lacks user friendliness, does not
provide user anonymity and unfairness in key
agreement. In [14], the authors developed a
novel anonymous roaming authentication
scheme (ARHAP) for the LTE-A based
VANETs, but it employs elliptic curve public
key cryptography which is computationally
intensive.
In [15], a new Lightweight Intelligent
authentication protocol that assigns each eNB
a certificate issued by Certificate Authority
(CA) is designed. This CA may become a
bottleneck when several handovers are
executed in LTE networks. Researchers in
[16] employed the concept of Mobile Relay
network (MRN), but which experiences long
delays and does not authenticate the UEs. In
[17], an X2-based handover in a SDN-based

and partially virtualized LTE networks is
designed. This technique excluded other
mobility management aspects such as
handover decision, network selection, and
admission control.
The authors in [18] present a handover
authentication scheme based on USIM and
ECC for 5G-WLAN heterogeneous networks.
However, there are many computational
issues over the elliptic curve cryptosystem,
hence this technique yields high handover
latency. In [19], a 4G double authentication
scheme handover in which the target
generates its own key for future
communications instead of using the one
generated by the source node is proposed.
However, this technique falls short of
protecting the handover process due to lack of
mutual authentication between handover
entities, coupled with inexistence of
backward and forward keys separation.
Researchers in [20] and [21] described how
network operators can establish an optimal
interval for root key updates to protect the
LTE network from de-synchronization
attacks. Unfortunately, this reduces the
efficiency of the entire network by increasing
communication overheads. Authors in [22]
introduced cell radio network temporary
identifier
(C-RNTI)
to
thwart
desynchronization attacks in LTE handovers.
However, this led to high communication and
computation costs due to increased
communications between the entities.
III.
METHODOLOGY
In this paper, timing advance was achieved by
partition the tracking area into three regions,
NHR, LPHR and HPHR, measuring and
buffering the handover figures of merit in
Home Subscriber Server (HSS) before the
actual handover detection. At the center of all
these regions is the serving eNB and the UE is
free to move to any of these regions at any
particular time. At NHR, the signal strength
from the source eNB is very strong, and so the
UE should not scan the neighbouring cells.
When at LPHR, the signal strength from
source eNB is relatively strong, and at this
point, the UE may start analyzing beacons
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from the surrounding cells and send this
information to the MME.
At the HPHR, t h e s e r v i n g e N B s i g n a l
strength is very weak and the UE should be
handed- over to a cell with better figures of
merit. The neuro-fuzzy architecture was
significant during the handover decision
making phase as it helped optimize this
process. Its main components were the
knowledge base, database, inference engine,
and the explanation facility.

The inference engine was instrumental in
linking the rules in the knowledge base and
FOMs in the database, and hence facilitated
the execution of the handover decisions. The
explanation facility provided justification for
the choice of the target eNB. The neurofuzzy rules combines the various criteria
using AND or OR logic connectors to arrive
at appropriate conclusions, which can be to
deny or grant the handover to the mobile
user. At any given moment during the
time when the UE is in the cell
overlapping region, the MME utilized this
proposed handover to reduce the handover
latency and the attacks.
Regarding the authentication phase, it
consisted of 18 steps and it employed Hashed
Message Authentication Code- Secure
Hashing Algorithm (HMAC-SHA-512) as the
key distribution function (KDF). To
overcome horizontal key derivation that may
compromise forward key secrecy, the
frequently refreshed hashed salted padded
form of GUTI shown in Figure 1 was
employed as the root key, KASME. The GUTI
comprised of the Globally Unique MME
Identifier (GUMMEI) and MME Temporary
Mobile Subscriber Identity (M-TMSI) which
was 32-bits in length. The GUMMEI

On its part, the PLMN ID comprised of the
Mobile Country Code (MCC) that was 12 bits in length, and the Mobile Network Code
(MNC) which was 12 or 8- bits long.
GUTI

GUMMEI

M-TMSI

PLMN ID

MCC

S-TMSI

The knowledge base consisted of handover
conditions expressed in modus ponens
statements that evaluated to HIGH or LOW.
The database on its part acted as a repository
of all measured handover FOMs such as
power density, received carrier power, traffic
density, call blocking probability and path
loss.

consisted of the Public Land Mobile Network
Identifier (PLMN ID) and the MME Identifier
(MMEI).

MMEI

MNC

Padding

MMEGID

Salting

MMEC

Hashing

Figure 1: Salted GUTI Architecture

Since the mixing of MCC and MNC bits is
not allowed in the 3GPP specification, the
MNC bit length depends on the value of
MCC and hence 12 bits were employed for
MNC instead of 8 bits. The MMEI consisted
of the MME Group ID (MMEGID) which
was 16- bits in length and the MME Code
(MMEC) that was 8-bits long. A combination
of the MMEC and M-TMSI formed the
System Architecture Evolution Temporary
Mobile Subscriber Identity (S-TMSI) that
was therefore 40 –bits long.
GUMMEI peculiarly identifies an MME that
has allocated a particular GUTI while the MTMSI uniquely identifies an UE within an
MME using the allocated GUTI. The S-TMSI
is a temporary UE identifier provided by the
EPC to peculiarly identify an UE within a
tracking area. The PLMN ID uniquely
identifies a particular network and consists of
an MCC to denote the UE home country and
MNC that identifies the home PLMN of the
UE. The MMEI uniquely identifies an MME
within a certain network. In LTE-A, an MME
pool is controlled by one or more MMEs and
represents locations in which an UE can
move without changing its serving MME.
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Here, these MME pools are identified using
MMEGID and an MMEC uniquely identifies
a particular MME within these pools. The

algorithm employed to simulate the salted
GUTI is shown in Figure 2.

INPUT : MCC, MNC
OUTPUT: Salted GUTI, hashed salted GUTI
BEGIN:
/* GUTI is 80 bits long*/
1.
Initialize MCC
2.
Instantiate MNC
3.
Generate M-TMSI, MMEC, MMEGID, SALT
4.
Derive GUTI
GUTI= binary(MCC)+binary(MNC)+binary(M-TMSI) +binary(MMEC)+ binary(MMEGID)
5.
Derive Padded GUTI
Padded_GUTI=binary(MCC)+binary(MNC)+binary(M-TMSI) +binary(MMEI)+binary(PAD_BITS)
6.
Derive SALTED PADDED GUTI
SALTED _PADDED_GUTI= Padded_GUTI +binary(SALT)
7.
Compute hashed SALTED PADDED GUTI
Hashed_ SALTED _PADDED_GUTI=hash (SALTED _PADDED_GUTI)
8.
Buffer Hashed_ SALTED_PADDED_GUTI in HSS
END

Figure 2: Algorithm for Salted GUTI

Since GUTI consisted of five components
which were frequently refreshed, it was
considered an ideal root key. To execute
handover entities authentication, the hashed
salted padded GUTI is employed as the root
key to achieve faster root key refreshment
and hence thwart de-synchronization attacks.
The salting and padding were utilized to
further randomize the GUTI while hashing
was executed to prevent reverse engineering
the GUTI components.

The other parameters utilized for the
authentication process included NCC, NHNCC,
KDF, PCI, and EARFCN-DL. As such, the
authentication was truly multi-factored such
that the capture and compromise of any of
them would still render it difficult for
adversaries to compute valid authentication
keys. Here, the serving eNB computes K*eNB
using UE GUTI as KASME as illustrated in
Figure 3.

INPUTS : MCC, MNC, 𝑃𝐶𝐼, 𝐸𝐴𝑅𝐹𝐶𝑁 − 𝐷𝐿
OUTPUTS : Salted GUTI, hashed salted GUTI, 𝐾𝑒𝑁𝐵, 𝐾 ∗ 𝑒𝑁𝐵, SH

BEGIN:
/* 𝐾 ∗ 𝑒𝑁𝐵 and SH are 512 bits long* /
1.
Initialize MCC, MNC
2.
Instantiate HMAC_SHA_512 /* KDF for this protocol */
3.
Generate M-TMSI, MMEI, SALT, PAD_BITS
4.
Derive Hashed_ SALTED _PADDED_GUTI
5.
Compute initial 𝐾𝑒𝑁𝐵 , 𝐾𝑒𝑁𝐵 0
𝐾𝑒𝑁𝐵 = Hashed_ SALTED _PADDED_GUTI0 /* for initial padding and salting */
6.
Compute 𝑁𝐻0
𝑁𝐻0 = 𝐾𝑒𝑁𝐵 0
7.
Calculate 𝑁𝐻1
𝑁𝐻1 = HMAC_SHA_512 (Hashed_ SALTED _PADDED_GUTI, 𝑁𝐻0)
8.
Derive 𝑁𝐻2
9.
𝑁𝐻2 = HMAC_SHA_512 (Hashed_ SALTED _PADDED_GUTI, 𝑁𝐻1)
10.
Compute 𝑁𝐻𝑁𝐶𝐶
𝑁𝐻𝑁𝐶𝐶 = HMAC_SHA_512 (Hashed_ SALTED _PADDED_GUTI, 𝑁𝐻𝑁𝐶𝐶 − 1)
11.
Compute 𝐾 ∗ 𝑒𝑁𝐵
𝐾 ∗ 𝑒𝑁𝐵 = HMAC_SHA_512 (𝑁𝐻𝑁𝐶𝐶 , 𝑃𝐶𝐼, 𝐸𝐴𝑅𝐹𝐶𝑁 − 𝐷𝐿)
12.
Derive SH
𝑆𝐻 = 𝐻𝑎𝑠ℎ (𝐾 ∗ 𝑒𝑁𝐵 , 𝑁𝐶𝐶) /* NCC validation parameter */
END

Figure 3: Algorithm for Authentication Tokens Generation

As shown in Figure 3, the inputs to the
authentication tokens generation included the
MCC, MNC, PCI, EARFCN-DL while the
outputs included the salted GUTI, hashed
salted GUTI, KeNB, K*eNB and NCC
validation parameter, SH. In Figure 4, the
proposed
multi-factor
authentication

algorithm is presented. This figure shows that
the input to the authentication process
comprised of MCC, MNC, PCI, EARFCNDL, hashed salted padded GUTI, KeNB,
K*eNB and SH. On the other hand, the outputs
were the path switch requests and channel
allocation commands.
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INPUTS: MCC, MNC, 𝑃𝐶𝐼, 𝐸𝐴𝑅𝐹𝐶𝑁 − 𝐷𝐿, hashed salted padded GUTI, 𝐾𝑒𝑁𝐵, 𝐾𝑒𝑁𝐵 ∗, SH
OUTPUTS: Path switch requests, channel allocations
BEGIN:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
15.
16.
17.
18.

Execute admission control /*channel reservation for incoming UE at TeNB */
SeNB computes K*eNB
SeNB sends hashed K*eNB and NCC value via the X2 interface to the TeNB.
TeNB re-computes the hash in (3) above
IF hashes in(3) and (4) match THEN
TeNB sends authentication SUCCESSFUL message to the SeNB
Else
Explicitly deny handover request
SeNB acknowledges receipt of the message in (6) above
TeNB transmits NCC parameter to connect the UE with it
SeNB sends handover request command to the UE together with NCC sent from TeNB
UE confirms the handover message to the TeNB as its new SeNB
TeNB sends S1 path switch request message to the MME via S1 interface
MME receives path switch request and computes the fresh NH key and NCC values
MME sends S1 path switch request ACK message back to the new SeNB
MME sends NHNCC+1 and NCC+1 for next handover to the new SeNB
TeNB allocates the incoming UE the reserved channel
MME instructs the previous eNB to release the channel for the just handed over UE
ENDIF

END

Figure 4: Algorithm for the Proposed Multi-factor Authentication

The authenticated entities included the source
eNB(SeNB), target eNB(TeNB) and the UE
to be handed over. This authentication served
to prevent attacks such as session hijacking,
masquerading and network impersonation.
IV.
RESULTS AND DISCUSSIONS
In this section, the simulation results are
employed to demonstrate that the developed

protocol was capable of preserving
confidentiality, integrity and availability of the
communication process.
To address the updating issues in the current
AKA and hence thwart de-synchronization
attack, GUTI components were refreshed after
every handover as evidenced in Table 1 for
the first five handovers.

Table 1: Periodic GUTI Refreshing
Handover
HO_1

HO_2

HO_3

HO_4

HO_5

MCC

MNC

MMEC

MMEGID

M-TMSI

001001111111

000000000010

01010111

0001110100011000

00011000011001001000110100100100

(639)

(2)

(87)

(7448)

(409242916)

001001111111

000000000010

01001100

0001101000011011

00101110001011001111001101011101

(639)

(2)

(76)

(6683)

(774697821)

001001111111

000000000010

00011011

0001111100101110

00101001100100000110011001111100

(639)

(2)

(27)

(7982)

(697329276)

001001111111

000000000010

01001101

0001001000111111

00110001101000110001110010010001

(639)

(2)

(77)

(4671)

(832773265)

001001111111

000000000010

00010110

0001100110101000

00001110011110110101110101001011

(639)

(2)

(22)

(6568)

(242965835)

As shown in Table 1, the values of MCC and
MNC remained constant at 639 and 2
respectively since they are globally assigned
to a particular country and network
respectively. In addition, the values for salting

and padding were also refreshed after each
and every handover as shown in Table 2 that
follows. However, the values of MMEC,
MMEGID and M-TMSI varied widely over
the five handovers with the greatest variation
being observed for the M-TMSI.
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Table 2: Refreshment of Padding and Salting Parameters
HANDOVER

HO_1

PADDING

00010010010001101010
(74858)

HO_2

00001001000001010110
(36950)

HO_3

00000101000000001110
(20494)

HO_4

00010010010101100010
(75106)

HO_5

00000110001000010101
(25109)

This is because the M-TMSI is provided by
the EPC to temporary identify an UE within a
tracking area and hence needed to be hard to
guess or brute force in order to preserve the
privacy and prevent disclosure of user
identity. To demonstrate that the developed

SALTING

00001100011110111011
(51131)
00000001111011010011
(7891)
00010100010000110001
(82993)
00000011011001101111
(13935)
00001000011100001011
(34571)

Protocol
was
resistant
against
desynchronization attack, both horizontal and
vertical key derivations were simulated.
Figure 5 shows the vertical key derivation
process where the previous NCC and the
current NCC values match.

Prev_NCC
: [40506192]
(a)
Prev_NH_NCC : [29734781855097]
PCI
: [26b49e349f27ad5051641b9ee68ed0845173e41c977764f811b0569aa78467e3c23d6acaec0f7ae2040caa52d5e41c9e6efa226e82dc993f4c49757e6baba2ee]
EARFCN-DL
: [ e59a011e68a9686299690cc1605e697b4e3a77feb8e75bc0c0fbdf9d0cb84590975e8a7ad7697e3059ce576ec0e53a43a30ad65cb9efe96fbc43c3d2603beab2 ]
K*eNB
: [ 5ac5136f6b668e5f2d747a3a94e6373a5b33f6e624297ffc4efb7569303d9ea9f0dc67b8d5f1d741bf0c5a09cc8b06f317523abc5d7d1cb7a16f3fabf08952ec ]
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------Pres_NCC
: [40506192]
(b)
Pres_NH_NCC : [29734781855097]
PCI
: [26b49e349f27ad5051641b9ee68ed0845173e41c977764f811b0569aa78467e3c23d6acaeYc0f7ae2040caa52d5e41c9e6efa226e82dc993f4c49757e6baba2ee]
EARFCN-DL
: [ e59a011e68a9686299690cc1605e697b4e3a77feb8e75bc0c0fbdf9d0cb84590975e8a7ad7697e3059ce576ec0e53a43a30ad65cb9efe96fbc43c3d2603beab2 ]
K*eNB
: [ 5ac5136f6b668e5f2d747a3a94e6373a5b33f6e624297ffc4efb7569303d9ea9f0dc67b8d5f1d741bf0c5a09cc8b06f317523abc5d7d1cb7a16f3fabf0895 2ec ]

Figure 5: Vertical Key Derivation

As shown in Figure 5(a), the values of
previous NCC (Prev_NCC) and present NCC
(Pres_NCC) shown in Figure 5(b) match and
as such, the K*eNB computed through vertical
key derivation process using the parameters
shown match. Horizontal key derivation was
simulated by attempting to derive K*eNB

using the current value of KeNB whenever
received NCC was greater than the current
NCC. In Figure 6, the values of Prev_NCC
and Pres_NCC are different and as such, an
attempt was made to compute K*eNB based on
the current KeNB.

Prev_NCC
: [78210332]
(a)
Prev_NH_NCC : [39273610236173]
PCI
: [ 8808731390754168a86029deafa61b5a171b8513bf2a625a7c8a9eb95694c7bc70afca5206cfebc4bd8aebf5748bb02839003ef1b3f03cf34d7056fe2 3beab08 ]
EARFCN-DL : [ a24d31876688a1404d9573a521ab66d6fba63b3f97c1fb5c0150d299c779f6da05ec20eeba6ae513e6248c0bb10dc185c6f5a9728bc3dc9be63853e2ced8eba9 ]
K*eNB
: [ 0c91659b57da0fbf56f6f960f324682082eefc831e293d22a9e3e38f0753b3646f94564e20a8493fadb0964be7a054e49809fcbb625371fa 63a9b73f1fd6c880 ]
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------Pres_NCC
: [77257790]
(b)
Pres_NH_NCC : [28295601723948]
PCI
: [ 7bf57316d500ee44d23eff3a6377320e49c373b8791d0263dc1c20a9b2b601f3f0bd27c975f98409e01fd10688a044ea0312f997aa11b85323a1ba0ce 2a7b5b5 ]
EARFCN-DL : [ d7327139ac44a78638c6c82d96d817bc67f724aa36a99382f2d3de64380ac8e9f7b456d2b122477a0a5468d0c44310298dbea36e25e5d2bb1d41296a26594c08 ]
K*eNB
: [ 94bb552bb29feca8813581292b810b2447b720f7ade69385c811bceaf141dcfb13f3fb5b191c920690e6c645b6595ff9afd07f647d43d577d1ba7dc62c180daf ]

Figure 6: Horizontal Key Derivation

It is clear from Figure 6 that the value of the
present NCC is less than the received NCC
value and as such, the K*eNB in Figure 6 (b)
was computed using the K*eNB in Figure 6

(a), which in this case was the current KeNB.
Since the values of the computed K*eNB in
Figure 6 (a) and Figure 6 (b) are different, the
horizontal
key
derivation
failed.
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transmits altered data containing valid 𝑁𝐶𝐶
until a new AKA procedure is invoked.
As such, an attacker can compute the next
KeNB before this new AKA procedure and
hence
forward
security
has
been
compromised and de-synchronization attack
is possible. Other attacks that employ desynchronization as a vector, such as session
hijacking, replay, DOS, masquerade, and
MitM are hence possible as illustrated in
Table 3.

Consequently, de-synchronization attack
using horizontal key derivation as a vector
failed as well. Another important aspect of
the developed protocol was the handover
entities authentication. In the current LTE
authentication, when de-synchronization
attacks occur, the UE and TeNB employ the
current KeNB to generate the next session key
through horizontal key derivation. Once the
subscriber has moved to TeNB, an attacker

Table 3: Security Comparison of LTE and the Proposed Protocol
Security Feature
Standard LTE
Proposed
Security Goal Compromised
Protocol
Protocol
Forward Secrecy
No
Yes
Confidentiality
De-synchronization Attack No
Yes
Confidentiality, integrity
MitM
No
Yes
Confidentiality, integrity
IMSI Interception
Yes
Yes
Confidentiality
Session Hijacking
No
Yes
Confidentiality, integrity, availability
Replay
No
Yes
Integrity
DOS
No
Yes
Availability
Masquerade
No
Yes
Confidentiality, integrity

In the developed protocol, de-synchronization
attack is prevented by implementing an 𝑁𝐶𝐶
validation phase that verifies that 𝑁𝐶𝐶 value
sent from SeNB to TeNB is the same one that
is sent from the SeNB to the UE. Here, if
these 𝑁𝐶𝐶 values are not similar, handover
request is explicitly denied as demonstrated in
step (8) of Figure 4. As such, the developed
protocol is robust against attacks that utilize
de-synchronization as a vector. Such attacks
include session hijacking, replay, DOS,
masquerade, eavesdropping, and MitM.

The security of the developed protocol was
also compared with other protocols, strategies
and schemes that have been proposed to
secure LTE and 5G networks. These include
double authentication scheme, root key
update, certificate authority based, and CRNTI –based techniques as shown in Table 4.
From Table 4, it is clear that only the
proposed protocol, double authentication, and
C-RNTI based techniques can assure
authentication, confidentiality and integrity.

Table 4: Security Comparison of Proposed Protocol with other Techniques
Security Technique

Authentication

Confidentiality

Integrity

Trade-off

SeNB

TeNB

SeNB

TeNB

SeNB

TeNB

Double Authentication Scheme

Yes

Yes

Yes

Yes

Yes

Yes

High latencies

Root key update

Yes

Yes

Yes

No

No

No

Insecurity

Certificate authority based

Yes

Yes

Yes

No

Yes

Yes

High latencies

C-RNTI –based

Yes

Yes

Yes

Yes

Yes

Yes

Increased costs

MRN-based

Yes

Yes

No

No

No

No

High latencies

Proposed Protocol

Yes

Yes

Yes

Yes

Yes

Yes

One extra cost

In double authentication scheme, the TeNB
generates its own key for future
communication instead of utilizing the
SeNB generated key. In so doing, forward
secrecy is assured. Here, the UE compares

the received 𝑁𝐶𝐶
with its own and
provided they are equal, TeNB key is
generated via vertical derivation. However,
the UE 𝑁𝐶𝐶 received 𝑁𝐶𝐶 are not equal, a
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request is sent to the HSS over the S1
interface for verification of the TeNB. The
S1 interface carries heavy loads from the
MME to various eNBs under its control and
as such, this scheme can lead to long
handover delays.

It is also clear that the average handover
latency was 2.498 seconds. In Table 6, the
handover latencies after tracking area
partitioning are presented.

Although C-RNTI based techniques
achieves authentication, its communication
and computation costs are high due to the
high number of communication between the
handover entities. In the developed protocol,
the extra one communication cost is incurred
during 𝑁𝐶𝐶 validation phase that verifies
that 𝑁𝐶𝐶 value sent from SeNB to TeNB is
the same one that is sent from the SeNB to
the UE. However, since this message flows
through the less busy Uu interface, it does
not lead to long handover delays.

Handover

In MRN-based technique, the emphasis is on
MRN and the eNBs authentication, but
authentication between the UEs and MRN is
not carried out and hence is susceptible to
MitM, and de-synchronization attacks. The
root key update strategy does not assure
TeNB confidentiality nor does it protect
SeNB and TeNB integrity, hence is insecure.
Regarding certificate based techniques, the
security challenge is possibility of DOS due
to long delays when multiple requests are
made to the certificate authority.
To demonstrate that the developed protocol
was resistant against DoS and hence upheld
availability of the network resources, the
handover durations in the LTE network
without the partitioning of the coverage
network were measured and compared with
the handover durations when the tracking
area partitioning was implemented. Table 5
gives the handover latencies for the twelve
sampled handover instances. As shown in
Table 5, different handovers experienced
varied handover latencies.

Table 5: Handover Latencies without
Timing Advance
Latency (Secs)

SeNB
eNB-3
eNB-5
eNB-7
eNB-5
eNB-2
eNB-3
eNB-7
eNB-7
eNB-5
eNB-3
eNB-7
eNB-5
Average Latency

TeNB
eNB-1
eNB-1
eNB-6
eNB-4
eNB-3
eNB-1
eNB-6
eNB-1
eNB-4
eNB-1
eNB-6
eNB-1

2.808
2.917
2.957
2.651
2.296
2.371
2.493
2.739
2.502
2.407
2.649
2.384
2.598

It is evident from Table 6 that the handovers
here experienced shorter latencies compared
to the ones in Table 5. As such, partitioning
the coverage area into NHR, LPHR and
HPHR and starting probing neighbouring
beacons at LPHR and buffering these values
Table 6: Handover Latencies with Timing
Advance
Handover
SeNB
TeNB
eNB-7
eNB-6
eNB-5
eNB-4
eNB-3
eNB-1
eNB-2
eNB-3
eNB-7
eNB-6
eNB-5
eNB-4
eNB-3
eNB-1
eNB-7
eNB-1
eNB-2
eNB-3
eNB-3
eNB-1
eNB-7
eNB-6
eNB-5
eNB-4
Average Latency

Latency (Secs)
0.042
0.033
0.036
0.033
0.074
0.039
0.025
0.057
0.025
0.076
0.040
0.078
0.048
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in the HSS neuro-fuzzy database, and
employing the neuro-fuzzy inferencing
mechanism in selecting the most ideal target
eNB greatly reduced the handover
latencies. For instance, the average
latencies in Table 5 were 2.598 seconds
against an average latency of 0.048 seconds
in Table 6. Consequently, this protocol was
resistant against DOS that may lead to packet
losses during the handover process.
V.
CONCLUSION
In this paper, a GUTI-based handover
authentication and optimization protocol
has been developed and simulated. The
simulation results demonstrated that the
developed protocol was resistant against
horizontal key derivation and hence desynchronization attack and other attacks
that utilize it as a vector were effectively
thwarted. The protocol also facilitated
faster handovers when the UE was
detected at the HPHR. It is evident that
handovers where timing advance was
implemented exhibited lower latency
compared with handovers without timing
advance. This enabled the incorporation of
authentication during the handover process
to preserve subscriber privacy and ensure
security of the communication process.
Future work lies in the investigation of how
the developed protocol performs in other
cellular networks such as MANETs and
WSNs.
There
is
also
need
to
validate the performance of the developed
authentication protocol in terms of
transmission load and space complexity.
REFERENCES
[1] Altaf, S., Ravishankar, B., Asokanz, N., Valtteri,
N. and Jean-Pierre, S.: Practical Attacks Against
Privacy and Availability in 4G/LTE Mobile
Communication Systems. arXiv, pp. 1-16, (2017).
[2] Cao, J., Li, H., Ma, M., Y. Zhang, Y., and Lai, C.:
A simple and robust handover authentication between
HeNB and eNB in LTE networks, Comput.
Networks, Vol. 56, No. 8, pp. 2119–2131, (2012).

[3] Tayade, P., and Vijaykumar, P.: A
Comprehensive Contemplate on Security Aspects of
LTE and LTE Advanced in Wireless Communication
Network. International Journal of Control Theory and
Applications. Vol. 10, No 31, pp.197-217, (2017).
[4] Agarwal, P., Thomas, D., and Kumar, A.:
Security Analysis of LTE/SAE Networks under Desynchronization Attack for Hyper-Erlang Distributed
Residence Time, IEEE Communications Letters. Vol.
21, No 5, pp.1055-1058, (2017).
[5] Kastell K., Meyer U.,& R. Jakoby R.: Secure
Handover
Procedures.
Department
of
Computer Science, Darmstadt University of
Technology, pp. 1-5, (2013).
[6] AlShawi I., L. Yan L., Pan W., and Luo B.:
Lifetime enhancement in wireless sensor networks
using fuzzy approach and A-star algorithm, IEEE
Sensors Journal, vol. 12, no. 10, pp. 3010–
3018, (2012).
[7] Gao T., Song J., Zou Y., Ding H., Wang D., and
Jin R.: An overview of performance trade-off
mechanisms in routing protocol for green wireless
sensor networks, Wireless Networks, vol. 22, no. 1,
pp. 135–157, (2016).
[8] Lin, Y., Longjhuang, W., & Chen, Y.C.:
Enhanced 4G LTE Authentication and Handover
Mechanism. International Journal of Electrical,
Electronics and Data Communication. Vol. 3, Issue 9,
pp. 45-47, (2015).
[9] Khairy, K., Diaa Eldien, A., Abdel-hafez, A., and
Abd El-Wanis, E.: Authenticated Key Management
Scheme for Intra-Mme Handover over LTE
Networks. International Journal of Research in
Engineering and Science. Vol, No 10, pp. 19-28,
(2016).
[10] Correia, S., Boukerche, A., Meneguette, R.: An
Architecture for hierarchical software-defined
vehicular networks. IEEE Commun Mag. Vol.
55(7):80-86, (2017).
[11] Li, X., Liu, F., Feng, Z., Xu, G., Fu, F.: A novel
optimized vertical handover framework for seamless
networking integration in cyber-enabled systems.
Future Generation Computer Systems. Vol. 79(1):
417-430, (2018).
[12] Sharma, V., Song, F., You, I., Chao, H.:
Efficient management and fast handovers in software

10

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 9(1): 1-11
The Society of Digital Information and Wireless Communications (SDIWC), 2020 ISSN: 2305-0011

defined wireless networks using UAVs. IEEE Netw.
Vol. 31(6):78-85, (2018).
[13] Shanmugam, K.: A novel candidate network
selection based handover management with fuzzy
logic in heterogeneous wireless networks. In 4th
International Conference on Advanced Computing
and Communication Systems (ICACCS), IEEE, pp.
1-6, (2017).

[18] Amit, K., & Hari O.: Design of a USIM and
ECC based handover authentication scheme for 5GWLAN
heterogeneous
networks.
Digital
Communications and Networks. Pp. 1-13, (2019).
[19] Mathi, S., and L. Dharuman, L.: Prevention of
Desynchronization Attack in 4G LTE Networks
Using Double Authentication Scheme. Open Access
Procedia Computer Science. Vol. 89, pp.170- 179,
(2016).

[14] Cheng X., Xiaohong H., Maode M., and Hong
B.: An Anonymous Handover Authentication
Scheme Based on LTE-A for Vehicular Networks.
Wireless Communications and Mobile Computing.
Volume 2018, pp. 1-16, (2018).

[20] Han, C., and Choi, H.: Security analysis of
handover key management in 4G LTE/SAE
networks. IEEE Trans. Mobile Comput., Vol. 13, No.
2, pp. 457- 468, (2014).

[15] Mahmoud E.O., Mohamed H.M., and Hassan
A.: Design and Simulation of a New Intelligent
Authentication for Handover over 4G (LTE) Mobile
Communication Network. In Proceedings of the 11th
ICEENG Conference, pp.1-12, (2018).

[21] Eman, F., Hussein, E., & Hesham, M.:
Evaluation of Intrusion Prevention Technique in LTE
Based Network. International Journal of Scientific &
Engineering Research. Volume 5, Issue 12, pp. 13951400, (2014).

[16] Jin, C., Maode, M., and Hui, L.: G2RHA:
Group-to-Route Handover Authentication Scheme
for 4G LTE-A High Speed Rail Networks. IEEE
Transaction on Vehicular Technology, (2017).

[22] Xiao, Q., Baojiang, C., and Lingrong, L.: An
Enhancement for Key Management in LTE/SAE X2
Handover Based on Ciphering Key Parameters. 2014
Ninth International Conference on IEEE P2P,
Parallel, Grid, Cloud and Internet Computing
(3PGCIC). pp.256-261, (2014).

[17] Prados, G.J., Adamuz, H.O., Ameigeiras, P.,
Ramos, J. J., Andres, P., & Lopez, J. M.: Handover
implementation in a 5G SDN-based mobile network
architecture. In IEEE 27th Annual International
Symposium on Personal, Indoor, and Mobile Radio
Communications (PIMRC) pp. 1-6, (2016).

11

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 9(1): 12-25
The Society of Digital Information and Wireless Communications (SDIWC), 2020 ISSN: 2305-0011

Factors Related to Small Business Cyber-Attack Protection in the United States
Michael Udofot and Ruzanna Topchyan
University of Phoenix and Grand Canyon University
4025 S. Riverpoint Pkwy. | Mail Stop: CF-K601 | Phoenix, AZ 85040
mudofot@email.phoenix.edu, ruzanna.topchyan@my.gcu.edu

ABSTRACT
The purpose of this quantitative predictive
correlational study was twofold. First, the study
attempted to identify whether there is a predictive
relationship between company characteristics (i.e.
length of company ownership, number of employees,
cyber-attack knowledge, cyber-attack success index)
and cyber-attack protection (i.e. network systems
communication dependability, network operations
dependability and cyber-attack protection activity).
Second, the study attempted to identify if cyberattack protection is the same in businesses with and
without cyber-attacks. The data from 335 small
business owners or managers were analyzed. The
results of the study suggested that cyber-attack
knowledge was the main predictor of cyber-attack
protection and its three identified dimensions, and
that cyber-attack success index was a significant
predictor for network systems communication
dependability dimension of cyber-attack protection.
Additionally, the findings suggested that cyber-attack
protection is significantly higher in businesses with
no cyber-attack than in those with cyber-attack.
Recommendations for future research are provided.

of the Internet no one predicted cyber-attacks
would occur [2], in recent years, information
security has been a serious focus of research. In
an attempt to improve the level of cyber-security
a number of suggestions were made some of
which were: enforcing security policies and
notifying customers of security incidents [3],
taking more appropriate steps to avoid security
breaches [4], raising user awareness to avoid
security breaches and data leaks [5], [6], [7], [8].
Some other sources suggested that investments
that companies make into security to protect
information network systems are inadequate [9].

1 INTRODUCTION

Many make false assumptions that large
corporations are more vulnerable to cyberattacks than small ones because of the scale of
their operations. Thompson [10] studied data
breach in organizations and reported that 67% of
cyber-security compromises occurred in
organizations with under 100 employees. As per
Symantec [11], cyber-attacks in small businesses
increased by seven percent between 2003 and
2004. An explanation of this increase is provided
by Corey Nachreiner, the security and strategy
director of WatchGuard who explained the
vulnerability of small and medium size
businesses (SMBs) by their wrong assumption
that their network systems are safe, and their
agencies are not valuable for cyber-attackers
[12].

In the early days of the Internet adoption, there
were several innovations and experiments that
held promise for users. Today, the Internet
allows companies of different sizes to conduct
business worldwide at the same time making
them vulnerable to cyber-attacks. Sales [1],
defines
cyber-attacks
as
unauthorized
interceptions of data on computer network
systems by hackers with the intent to obtain or
manipulate data for financial, political, terrorist,
and blackmail purposes. While, in the early days

In recent years, several studies were conducted
on cyber-attack in small businesses. For
instance, Jenab and Maolehpour [13] conducted
a study on cyber-security management. The
results of the study suggested that businesses
need to raise cyber-attack awareness and
enhance employees’ use of best practices in
combating cyber-attacks. Mayadunne and Park
[14] explored information security investment
decisions made by small-size and medium-size
risk-taking and risk-neutral firms. The findings,

KEYWORDS
Cyber-Attack Prevention; Cyber-Attack Awareness;
Cyber-Attack Knowledge; Cyber-Security; Small
Business Protection
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among other things, suggested that the two types
of firms have different approaches towards
cyber-attack protection and invest in different
cyber-security activities. Watad, Washah and
Perez [15] examined the efforts of security
adoption by small businesses. The findings of
the study indicated that many owners and
managers of these businesses, when considering
their business core competency, do not perceive
security tools as a contributing factor. Because
businesses need to be able to deliver goods and
services at acceptable levels, when there are
disruptive incidents many businesses are
implementing business continuity management
programs in their systems. However, during
business continuity risk planning, many
businesses are facing difficulties when
attempting to decide what the most appropriate
to implement is [16]. Additionally, the adoption
rate of cyber-security means depends on the
owner or manager level of awareness and
understanding of the importance of security tools
for protecting company assets from many types
of malicious attacks.
Previous research does not seem to report studies
on cyber-attack protection in small businesses
using company characteristics. This study is
designed to fill this gap. Company characteristics
in this study are length of business ownership,
number of employees, cyber-attack knowledge
and cyber-attack coefficient. Cyber-attack
protection in this study is measured both as a
summed score variable and along its three
dimensions: network systems communication
dependability, network operations dependability
and cyber-attack protection activity.
Thus, the primary purpose of this study is to
identify if length of company ownership, number
of employees, cyber-attack knowledge, and
cyber-attack success index have predictive
relationship with cyber-attack protection and its
dimensions in small firms. The secondary
purpose of the study is to identify, if the average
cyber-attack protection is the same in businesses
that had cyber-attacks versus those that did not
have cyber-attacks.
2 BACKGROUND

2.1 Cyber-Attack Protection
Cyber-attack protection needs strategies. Kim,
Sharman, Rao and Upadhyaya [17] noted that
business strategies are measured in terms of
effective decision-making that is investment in
cyber-security tools, which means using
Information Technology(IT) experts to deal with
cyber-security issues, being prepared with a
strategic recovery planning, letting business
owners, CEOs, board members know that cyberattacks
are
business
risks,
expanding
understanding of cyber-security challenges and
so on. To make effective decisions about cybersecurity, small business owners should explore
the following: (a) discover why small- to
medium-sized businesses are targets; (b) learn
why the time between the occurrence and
discovery of an attack is critical, and (c)
understand the business risk of cyber-threats and
how to ensure the protection of assets. Cyberattack protection activities include employees
adopting best practices and using technology
with constant awareness and training. A good
example would be making sure all computer
programs and Internet applications are daily
scanned and updated and network systems
require users to create very strong passwords that
are changed every month.
Nobles and Burrell [18] studied the use of cybersecurity communities of practice (CoPs) as a
stage for small and mid-size business owners to
professionally develop, exchange ideas, and
attempt to solve practice-specific problems of
cyber-attacks. In the study, small business
owners with employees directly responsible for
the information security efforts and those who
focused on using cyber-security CoPs as a
continuum participated. Findings suggested that
cyber-security CoPs are cost-effective platforms
to assist small businesses in critical areas and
vulnerability management to impede cybertargeting efforts of cybercriminals. Although
CoPs addressed small business specific problems
by leveraging knowledge from government,
industry, and academia experts, the community
participants employed the lessons learned from
previous CoPs to develop objectives that
enhanced abilities to implement cyber-security
practices. The findings of the study suggested
that some small business owners believed that
13
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their companies were safe from cyber-attacks
despite significant cyber-security exposures.
However, business characteristics were not
employed as predictors in their study.
Amoroso [19] studied how managing
vulnerability and risks can detect attacks on
network infrastructures given best use of modern
technology tools and practices in combating
cyber-attacks. The researcher studied security
operations center (SOC) models and a national
cyber-security awareness program associated
with infrastructure attacks and risk assessment
by collecting security information about small
business attack but did not use business
characteristics to predict cyber-attacks. The
findings of their study indicated that small
businesses are easy targets for attacks due to
their vulnerability or may be less attractive to
cyber-attackers based on attackers’ choice.
Xinxing Zhao, Chandra Sekar Veerappan, Peter
Loh, Caleb Wee [20] alerted that the attackers
trick the users to visit certain malicious websites
and gain first a footstep into the system via its
browser, then inject and run the malicious code
directly in memory and continue to infiltrate or
move to other endpoints laterally [20]. These
types of attacks are stealthier and can cause
long-term data loss and damage to the system
[20]. The trick was also confirmed by Hussein
Sudi-Lema and Fatuma Simba in a study on
preventing IP spoofing attacks in a shared
resources network [21]. The authors studied
network intruders who modify headers of IP
packers to fool people who believe that email
transmissions are originating from the trusted
source [21]. The authors studied how network
intruders modified headers of the Internet
Protocols (IP) packers to fool Internet users who
believed that email transmissions were
originating from trusted sources [21]. Their
study employed Mininet network emulator, POX
controller, Layer 3 software switches (L3S)
packets analyzer, and packet constructor to
designed a prototype of an algorithm in a Local
Area Network (LAN) environment capable of
returning packets to an attackers as a warning
mechanism in a LAN level.
Mamonov and Benbunan-Fich [22] conducted an
experimental study on the ways and methods of
motivating computer users to protect themselves

against security and privacy threats. The authors
evaluated the effects using the strength of
passwords and personal information disclosure
by conducting an online experiment to compare
user reactions to potential security and privacy
threats within an organization. Findings
indicated that small businesses reacted to
security breaches or attacks by planning or
providing protection to business assets. Findings
were consistent with security and privacy
protective activities conducted automatically
when responding to cyber-security threats or
attacks. Security breaches were mentioned to
promote the use of stronger passwords in order
to limit the disclosure of personal and private
sensitive information. However, business
characteristics were not used in the study.
A study by Tsohou, Karyda, Kokolakis, and
Kiountouzis [23] on type of network and
vulnerability suggested a relationship between
the type of network systems and business
vulnerability to cyber-attack. Additionally, the
study suggested a growing dependence on cyber
technology and control systems, but there was no
mention of any business characteristic models in
predicting cyber-attacks.
2.2 Length of Company Ownership
Kuhn, Galloway and Collins-Williams [24]
explored factors underlying the value of advice
that advisors provide to small business owners
and managers during decision making process. A
total of 525 business owners were asked to
indicate if they had relied on formal and
informal sources for advice. Findings indicated
that newly owned businesses depended on
outside experts to inform them on what to do
while those who owned businesses for a long
period of time had tools in place to combat
cyber-attacks. Owner demographics, business
characteristics, and overall network systems
breadth were associated significantly with the
type or nature of advice, action, and security
support tools the owners may have experienced.
Marshall, Niehm, Sydnor, and Schrank [25]
studied how small businesses respond to
catastrophic events, preparations and recovery
given the length of business ownership. Findings
suggested that new small business owners and
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managers were more likely to meet demise
during catastrophic periods, in terms of what to
do than those who had more industry experience
and had owned their businesses for a long time.
These findings seem to be an indication that
length of business experience may provide
knowledge and insight on how small business
owners will operate during cyber-attacks; how
they will respond to attacks, how they will act
during recovery periods from attacks; and how
they will prepare for disaster after attacks. This
study suggested that among other things, length
of business ownership was found to relate to
cyber-attack protection. While the owner or
manager of a newly owned business may be
learning how to protect the business, an owner
who has been in the same business for a long
time, would have the experience to know what
threats to consider [26]. With all the above
discussed this study hypothesizes:

applications. The authors also noted that in some
cases, disgruntled employees from within an
organization can create vulnerabilities by
sabotage or due to carelessness, thus making any
vulnerability to become a prime target for
exploitation by cyber-criminals, and since
employees are human beings, human errors can
create risks for cyber-attacks and that cyber
threats. Another point made was that more
vulnerabilities occur in businesses with larger
number of employees, with no security training
or awareness, which means that businesses with
larger number of employees should have higher
standards and effective protection activities for
cyber-security purposes. With all the above
discussed this study hypothesizes:

H1: Length of business ownership will have
predictive relationship with cyber-attack
protection activities.

2.4 Cyber-Attack Knowledge

2.3 Number of Employees
It is assumed that the more employees the small
businesses have, the more vulnerable they may
be to cyber-attacks. Gyunka and Christiana [27]
conducted a case study to explore the errors
caused by humans and the attitudes exhibited
towards the security of an organization and
employees. The authors confirmed that lack of
use of best practices and lack of other basic
security practices are damaging to security
protection.
Suciu, Anwar and Istrate [28] analyzed the
security risk for E-Learning as a method of
learning using information and communication
technologies and electronic devices. Participants
of the study included businesses with large
number of employees and those with fewer
employees, who claimed to have prepared for
threats and those in the process of preparing for
threats. The authors examined security risks for
those educating their employees to use
appropriate security controls in protecting their
network system. Findings indicated that
unsecured network vulnerabilities were exposed
when untrained employees used network

H2: Number of employees will have predictive
relationship with cyber-attack protection
activities.

Cyber-attack knowledge for a small business
owner or manager includes external factors and
efficiency. It is important for a small business
owner or manager to know that cyber-attacks are
unauthorized means of intercepting computer
network systems and computer data with the
intent to obtain or manipulate data for financial,
political, terrorist, and blackmail purposes [1],
[37]. A small business owner should also know
that cyber-crime is a criminal act using
computers and the Internet to attack computer
network systems for identity theft, illegal
downloads, distribution of viruses, theft from
online bank accounts, posting confidential
information on a website, or creating a denial of
services to users by illegally blocking data flow
[38], [39].
Proper protection against cyber-attack requires
small business owners and managers to be wellrounded in understanding of the internal and
external vulnerabilities of their businesses [17].
With no knowledge on cyber-attacks, small
business owners or managers may not be able to
succeed in protecting their businesses against
attacks. Huang, Siegel and Madnick [40]
conducted a study on publicly available reports
on cyber-attacks attempting to understand them
in a systematic way. The authors examined and
15

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 9(1): 12-25
The Society of Digital Information and Wireless Communications (SDIWC), 2020 ISSN: 2305-0011

identified value-added services used by
businesses for cyber-attack protection. Findings
confirmed
that
understanding
the
commercialization and specialization of cyberattacks by criminals do help in identifying key
value-added activities and their relations to
cyber-security. In another study, Soluade and
Opara [41] showed how attacks are changing the
cyber platform and why traditional and legacy
defenses are functioning below par and below
expectations. The results showed that the attacks
occur during the vulnerability window that exists
between the timepoints when a loophole is first
exploited and when software developers start to
develop and publish a counter measure to the
threat.
Tsohou and Colleagues [23] explored the
problems many organizations are up against
when they try to establish initiatives that
incorporates security awareness and training
within their organizations. The researchers
concluded that top management found the
overall security awareness initiative to be well
designed and very satisfactory. However, they
also stated that implementation of the awareness
actions was slow by the organizations studied,
with no commitment to radical changes. With
all the above discussion, this study hypothesizes:
H3: Cyber-attack knowledge will have predictive
relationship with cyber-attack protection
activities.
2.5 Cyber-Attacks Success Index
The higher the number of cyber-attacks, the
more vulnerable a small business is to attacks,
therefore the eager the owner or manager should
be in terms of being ready to act by making sure
that security and protection controls are in place
in the business network system. Uchenna,
Hongmei and Ashutosh [42] noted that as the
rate of cyber-attacks continues to grow, small
business owners or managers who lack cyberattack knowledge continue to operate within the
current highly competitive environment until
they are attacked. Gilbert and Prion [43] defined
cyber-attack success index (cyber-attack success
coefficient) as the number of penetrated attacks
divided by the number of attacks launched, a

number that cannot be larger than 1. The index is
used to provide information regarding the level
of system protection. And it is assumed that
cyber-attach success index should predict cyberattack protection activities. With all the above
discussed this study hypothesizes:
H4: Cyber-attack success index will have
predictive relationship with cyber-attack
protection activities.
2.6 Cyber-Attack Protection in Companies
with and without Attack
Cyber-attack protection in small businesses with
cyber-attacks and those without has a lot to do
with attack knowledge, awareness, budget, and
management. Although there is no guarantee of
protection or prevention of any attack as
criminals always find ways to bypass security
controls, and that cyber-attacks can occur in any
businesses based on the choice of the attacker,
small business owners and managers who have
cyber-attack knowledge do protect their
businesses across a spectrum of possible
protection options despite the odds of being
attacked. This requires risk assessment, skills,
tools, costs and benefits associated with
protection
options
[14].
Cyberattacks enable cyber-criminals
to
perform
information theft, fraud, and ransomware
schemes. Criminals or attackers also use
malicious malware software to launch an attack.
Jenab and Moslehpour [13] alerted that malware
software is the chief weapon of cyber-attacks,
which includes viruses, worms, trojans,
ransomware, adware, spyware bots, bugs and
rootkits. A malicious malware can be sent by an
attacker to a small business, whether the
business is protected or not. However, any
cyber-attack can impact a business in ways that
include, but not limited to, loss or damage to
electronic data; customer boycott that would lead
to loss of income, and extra expenses required to
cure the catastrophic results and restore a
system. A small business owner or manager
should invest in cyber-attack protection tools to
safeguard his or her business in order to be
protected against attacks. It seems that those who
do not protect their businesses may not have the
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knowledge, awareness, budget, or tools to
combat cyber-attacks, given the potential risk of
attacks. Owners or managers of small business
who only dismiss the fact that any attack can
happen to their businesses [13] [14] [15] do not
understand the impact of attacks, therefore they
are not prepared to protect their businesses and
take a very high risk.
Nobles and Burrell [18] confirmed that small
business owners and managers are unprepared to
combat emerging and continuous persistence of
cyber threats. This affirms Raineri and Fudge
study [44] that small businesses using
technology are at risk of cyber-attacks and often
do not have adequate cyber-security knowledge,
budgets, or dedicated security staff. Attackers
know that small businesses are vulnerable.
Although cyber-attacks can occur in any
business based on the choice of the attacker, it
seems that businesses that are attacked do not
have adequate knowledge of cyber-attacks and
the proper tools to combat attacks, whereas those
without cyber-attacks do have the knowledge
and tools to stay ahead of cyber-criminals in
time. An attack can result in severe losses or the
closure of business, thus making cyber-attack
knowledge critical to business owners and
managers. According to Huang, et.al. [40],
understanding
the
specialization,
commercialization, and cooperation for cyberattacks help to identify key value-added
activities to stop attacks. It seems that any
knowledge gained in combating cyber-attacks
and the framework of attacks do help in
understanding cyber-criminal service ecosystem
and hacking innovations. However, a small
business owner or manager who has cybersecurity knowledge, budget, or dedicated
security staff may not be vulnerable to attacks in
comparison to a business owner or manager who
is not knowledgeable and prepared. It is assumed
that those small businesses who did not
experience cyber-attacks are equally cognizant
about the importance of cyber-security
protection activities as noted by Moyo, and
Loock [45] whose study suggested that cyberattack protection is significantly higher in
businesses with no cyber-attacks than in those
with cyber-attacks. With all the above discussed
this study hypothesizes:

H5: Cyber-attack protection is higher in
companies that did not experience cyber-attacks
than in those who did experience cyber-attacks.
2.7 Theoretical Framework
The theoretical frameworks supporting this study
are the open rational systems theory [46] and
network theory [47]. The open rational systems
theory supports the use of rational ideas to make
better decisions, such as allowing individuals to
choose whether to believe that cyber-attacks
occur as a result of negligence in securing a
network or something else, such as, lack of
investments in researching corrective measures
to protect data and privacy. This theory is
appropriate for this study because mall business
owners and managers use rationality when
making decisions based on their skills,
knowledge,
experiences,
and
available
information. The network theory [47] involves
the use of the Internet, social networks, logistical
networks, and epistemological networks to
conduct on-line activities. It also involves the
use of e-mail systems, websites, blogs, podcast,
intranet, extranet, VPN, and social media. The
network theory [47] identifies some weaknesses
in more conventional manner and suggests that
‘critical’ and ‘public’ orientated sociologists can
learn from the analytical precision and
ethnographic sensibilities that characterize the
network theory as a framework of analysis in
research programs. Mills [48] noted that many of
the strengths of network theory are leveraged in
modern research studies.
This theory is
appropriate for this study because according to
Newman, Barabasi and Watts [49], applications
of network theory are appropriate for a study of
the Internet, social networks, logistical networks,
and epistemological networks and e-mail system
and websites are examples of tools used by
network systems.
3 METHODOLOGY
3.1 Participants
This study used a crowdsourcing approach [50]
to data collection through Amazon MTurk data
collection agency. The agency allowed expedited
data collection through providing minimal
incentives to individuals registered with them to
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take surveys. Because the incentives were very
small (almost symbolic) there was no concern
that they could create a threat to internal and
external validity of the study. Landers and
Behrend [51] suggested that the incentives that
MTurk workers receive has a minimum impact
on participant responses since financial
incentives as a source of bias should only be a
concern if they are related to the outcomes.
Several sources argued for the quality of data
obtained from MTurk not differing from that
collected using more traditional survey methods
(e.g. Behrend, Sharek, Meade, & Wiebe,
2011; Feitosa, Joseph, & Newman) [52] [53]
[54]. In the current study, the use of Amazon
MTurk services allowed to collect data from a
large sample size in an expedited way. The
electronic
survey
was
posted
on
SoGoSurvey.com platform and the link to the
platform was posted on Amazon MTurk for
participants.
3.2 Questionnaire Development

The questionnaire was prepared for the study
using the following three steps: (a) questionnaire
compilation, (b) field test, and (c) construct
validation. Questionnaire items were borrowed
from the following sources: (a) Kim, Sharman,
Rao, and Upadhyaya [17], (b) Anti-Terrorism
Standards developed by Department of
Homeland Security [55], (c) National Institute of
Standards and Technology - NIST Handbook
[56]. Additionally, demographic items were
developed using expert opinion to collect data on
the length of business ownership, total number
of employees, type of security architecture, type
of network system, number of cyberattacks, and
number of cyberattacks penetrated. Based on the
last two, the cyber-attack success index was
calculated. More detailed information about the
different measures is provided below.
Measure of Cyber-Attack Protection. Cyberattack protection 38-item scale was designed
adopting 18 items from National Institute of
Standards and Technology – NIST computer
security standards [56] and 20 items from Kim,
Sharman, Rao, and Upadhyaya [17] eight-factor,
28-item scale designed to measure the efficiency
of critical incident management systems

(CIMSn). A five-point Likert-type scale ranging
from “strongly agree” to “strongly disagree” was
used on the instrument. The researchers reported
a reliability coefficient of greater than 0.7 on the
different factors.
Fourteen items were
selectively adopted from this scale and adapted
for this study context.
Measure of Cyber-Attack Knowledge. The cyberattack knowledge six-item scale was designed
adopting 4 items from National Institute of
Standards and Technology – NIST [56]
computer security standards and 2 items from
Department of Homeland Security AntiTerrorism standards [53]. A five-point Likerttype scale ranging from “strongly agree” to
“strongly disagree” was used on the instrument.
Demographic Information. The demographic
information collected was: (a) length of business
ownership, (b) total number of employees,
number of cyber-attacks (i.e. no attack vs. attack
that is one attack or more). Data were also
collected on the type of network system used
(e.g. LAN EPN), type of network security
architecture (e.g. firewall, honeypot), computer
network system level of protection (i.e. no
protection, low, medium and high level of
protection) to better describe the sample.
Cyber-Attack Success Index (CASI) – CASI was
calculated by dividing the number of penetrated
cyber-attacks by the number of cyber-attack
attempts.
3.3 Actual Sample
At the end of the survey, complete responses
were obtained from 362 participants. After
cleaning the dataset for outliers, the analyses
were performed for N = 335 participants. The
sample was represented by higher percentage of
businesses: with less than 10 employees
(60.2%), using LAN (51.7%), with high level of
protection (43.9%), using only firewall or
firewall combined with other security
architecture (82.99%), having no cyberattacks
during last 12 months (68.2%), and with no
successful attacks (88.5%). Considerable number
of previous studies used organizations as a unit
of analysis [52] [54]. In this study, the unit of
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analysis was the individual small business owner
or manager.

network operations dependability, and Factor 3cyberattack protection activity.

3.4 Data Analysis

3.4.2 Checking the Assumptions of Multiple
Regression

3.4.1 Construct Validation
Cyber-Attack
Knowledge Construct.
An
Exploratory Factor Analysis (EFA) was
performed on the cyber-attack knowledge sixitem construct. Eigenvalues above 1.0 were
requested and item loadings below .30 were
suppressed. The results of the analysis extracted
a one-factor five-item construct for cyberattack
knowledge (KMO = .839, p<.001). As the next
step, a Confirmatory Factor Analysis (CFA) was
performed. The analysis confirmed a four-item
factor (χ2 =.39, TLI = 1.03, CFI = 1.00, PGFI =
.20, RMSEA = .00, SRMR = .00, PCLOSE =
.85). The loadings of the four items ranged
between .55 and .85. The scale reliability
analysis yielded a Cronbach’s alpha of .82.
Cyber-Attack Protection Construct - An
Exploratory Factor Analysis (EFA) was
performed on the cyber-attack protection 38-item
construct. Eigenvalues above 1.0 were requested
and item loadings below .30 were suppressed.
The analysis yielded a 5-factor model: Factor 1 –
eight items, Factor 2 – five items, Factor 3 – five
items, Factor 4 – three items and Factor 5 – two
items (KMO = .926, p<.001). Confirmatory
Factor Analysis (CFA) confirmed a four-factor
model with Factor 1 – seven items, Factor 2 –
four items, Factor 3 – five items and Factor 4 –
three items (χ2 =1.73, TLI = .95, CFI = .96,
PGFI = .72, RMSEA = .04, SRMR = .04,
PCLOSE = .81 items. The analysis identified
that Factor 5 had negative covariance with the
other factors and was removed from the model.
The scale reliability analysis yielded a
Cronbach’s alpha of .87, .76, .79 and .60 for
Factors 1, 2, 3, and 4 respectively. The reliability
coefficient of Factor 4 was below the accepted
level of .70. For this reason, a decision was made
to eliminate Factor 4 as well. Additionally,
removing the items that caused loading problems
during the CFA analysis, a three-factor model
was confirmed: Factor 1 - six items, Factor 2 six items and Factor 3 – four items. The factors
were named: Factor 1 – network systems
communication dependability, Factor 2 –

The dataset was checked for the assumptions of
multiple regression.
The dataset met the
assumption of regression analysis that the
dependent variable should be interval-ratio
because a summed score on the outcome variable
and its dimensions were used in the analysis.
First the linear relationship between the
predictors and the outcome variable was
checked. The results of the correlation analysis
suggested that only two of the predictors, that is
cyber-attack success index and cyber-attack
knowledge had linear relationship with cyberattack protection. So, only these two predictors
were entered into the regression model which
was also in line with the requirement of the
number of predictors for multiple regression
analysis that has to be two or more in the model.
Independence of observations (i.e. independence
of residuals) was explored obtaining DubinWatson statistic of 1.89 which rounded would
yield 2.0 showing absence of the relationship
between magnitude of the residuals and the
cases. A simultaneous multiple regression
analysis was performed to obtain the coefficients
to check the assumptions of multiple regression
analysis. Multicollinearity was checked using
correlation analysis and obtaining Tolerance/VIF
in multiple regression. It seems that there are no
unanimously agreed upon regression values for
correlation to point to multicollinearity and VIF.
Different sources suggested values .7, .8 and .9
as cut off points for multicollinearity and values
between 5 to 10 as cut off points for VIF, so a
decision was made to use r =.7 as a cut-off point
for detecting multicollinearity, and 5 as a cut-off
point for VIF. Correlation above r =.7 and VIF
above 5 was not detected. The SPSS analysis for
multivariate outliers suggested that 5 cases were
outliers. Those cases were eliminated from the
dataset leaving the dataset with a sample size of
N=335.
3.4.3 Predictive Analysis on Cyber-Attack
Protection
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A multiple regression analysis was performed to
identify if and to what extent cyber-attack
knowledge and cyberattack success coefficient
predict cyber-attack protection. Cyber-attack
protection was used as a summed score variable.
The ANOVA table showed that the regression
was statistically significant F(2, 332) = 66.352,
p<.001. Table 1 presents the standardized and
unstandardized coefficients from the regression
analysis.
Table 1
Standardized and unstandardized coefficients

(Constant)
CASC
CAK

B
26.371
-2.265
1.105

Std.
Error
2.471
1.488
0.102

Beta
-0.071
0.514

T
10.672
-1.522
10.841

Sig.
0.000
0.129
0.000

Note: R2 = .286, ΔR2=.281, p<.001; CASC – Cyber-Attack
Success Coefficient; CAK – Cyber-Attack Knowledge

The results of the analysis suggested that the
model accounted for approximately 28% of
variance (large effect) in cyber-attack protection
(R2 = .286, ΔR2=.281, p<.001). However, only
cyberattack knowledge was found to be a
significant predictor of cyber-attack protection.
The results of the analysis suggested that if
cyber-attack knowledge increases by 1 point,
cyber-attack protection will increase by
approximately 110%. As the next step, the same
multiple regression analysis was performed on
individual dimensions of cyber-attack protection
that is on network systems communication
dependability, network operations dependability
and cyberattack protection activities.
3.4.4 Predictive Analysis on Network Systems
Communication Dependability
A multiple regression analysis was performed to
identify if and to what extent cyber-attack
knowledge and cyberattack success coefficient
predict network systems communication
dependability. The results of the analysis
suggested that the regression model is significant
F(2, 332) = 51.92, p<.001. Table 2 presents the
standardized and unstandardized coefficients
from the regression analysis.

Table 2
Standardized and unstandardized coefficients

(Constant)
CASC
CAK

Std.
Error
1.222
0.736
0.050

B
11.815
-1.511
0.470

Beta
-0.101
0.457

t
9.667
-2.052
9.324

Sig.
0.000
0.041
0.000

Note: R2 = .238, ΔR2=.234, p<.001; CASC – Cyber-Attack
Success Coefficient; CAK – Cyber-Attack Knowledge

The model accounted for approximately 24% of
variance (moderate effect) in network systems
communication dependability (R2 = .238,
ΔR2=.234, p<.001). In this model, both cyberattack knowledge and cyber-attack success
coefficient were significant predictors of
network systems communication dependability,
with cyber-attack success coefficient having a
negative value, which means that if cyber-attack
success coefficient will decrease by 1 point, the
network systems communication dependability
will increase by approximately 150% percent.
Additionally, if cyber attack knowledge
increases by 1 point, the network systems
communication dependability will increase by
47%. Next the analysis was repeated on network
operations dependability.
3.4.5 Predictive Analysis on Network Operations
Dependability

A multiple regression analysis was performed to
identify if and to what extent cyber-attack
knowledge and cyberattack success coefficient
predict network operations dependability. The
results of the analysis suggested that the
regression model is significant F(2, 332) =
42.550, p<.001. Table 3 presents the
standardized and unstandardized coefficients
from the regression analysis.
Table 3
Standardized and unstandardized coefficients
Std.
Error
0.928

Beta

(Constant)

B
6.185

t
6.666

Sig.
0.000

CASC

0.096

0.559

0.009

0.172

0.864

CAK

0.347

0.038

0.453

9.052

0.000

2

2

Note: R = .204, ΔR =.199, p<.001; CASC – Cyber-Attack
Success Coefficient; CAK – Cyber-Attack Knowledge
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The model accounted for approximately 20% of
variance (moderate effect) in network operations
dependability (R2 = .204, ΔR2=.199, p<.001). In
this model also, only cyber-attack knowledge
was a significant predictor in the model. As the
results suggested, if cyber-attack knowledge
increases by 1 point, network operations
dependability will increase by approximately
35%.

calculated sing G*Power. This sample was
randomly selected from the dataset.

3.4.6 Predictive Analysis
Protection Activity

4 CONCLUSION

on

Cyberattack

A multiple regression analysis was performed to
identify if and to what extent cyber-attack
knowledge and cyberattack success coefficient
predict cyberattack protection activity. The
results of the analysis suggested that the
regression model is significant F(2, 332) =
31.649, p<.001.
Table 4
Standardized and unstandardized coefficients
Std.
Error
0.954

Beta

(Constant)

B
8.371

t
8.773

Sig.
0.000

CASC

-0.850

0.575

-0.076

-1.480

0.140

0.039

0.377

7.329

0.000

0.288

CAK
2

2

Note: R = .160, ΔR =.155, p<.001; CASC – Cyber-Attack
Success Coefficient; CAK – Cyber-Attack Knowledge

The model accounted for approximately 16% of
variance (moderate effect) in cyberattack
protection activity (R2 = .160, ΔR2=.155,
p<.001). The table of coefficients suggested that
only cyber-attack knowledge is a significant
predictor for cyberattack protection activities.
As the results suggested, if cyber-attack
knowledge increases by 1 point, cyberattack
protection
activity
will
increase
by
approximately 29%.
3.4.7 Comparison of Cyber-Attack Activities in
Small Businesses with and without Cyberattacks
An independent samples t-test was performed to
identify if cyber-attack protection is higher in
companies that did not experience cyber-attacks
than in those who did experience cyber-attacks.
For this test, the needed sample size was N=102
(i.e. 51 samples in each group), for a moderate
effect size and a power of 0.80, which was

The results of the analysis suggested that cyberattack protection activities in businesses with no
cyberattack were significantly higher (M=54.24,
SD = 1.05) than those in businesses with
cyberattacks (M=50.13, SD = 1.33); t(100) = 2.42,
r = 0.24 (small effect), p<.05.

Length of Company Ownership and CyberAttack Protection (H1). The study failed to
confirm the hypothesis on the predictive
relationship between length of owner experience
and cyber-attack protection because no linear
relationship between the two variables was
identified. This is not in line with previous
studies. It contradicts the Kuhn, Galloway and
Collins-Williams [24] study, which explored
factors underlying the value of advice that
advisors provide to small business owners and
managers during decision making process. The
researchers noted that the actions of owners who
may not do anything with the advice would be
due to lack of cyber-attack knowledge, money
and IT skills. Further investigation in this area is
needed.
Number of Employees and Cyber-Attack
Protection (H2). The study failed to confirm the
hypothesis of the predictive relationship between
number of employees and cyber-attack
protection because no linear relationship
between the two variables was identified. This
finding is not in line with previous research
studies. Gyunka and Christiana [27] study
revealed the huge impact of human errors that
are damaging and the attitudes against security
of businesses and individuals. The authors
confirmed that employees’ lack of use of best
practices and lack of other basic security
practices create risks for security protection. In
some cases, disgruntled employees from within
organizations can create vulnerabilities by
sabotage or due to carelessness. The
vulnerabilities become target for exploitation by
attackers. It seems that vulnerability by humans
can create substantial problems and may predict
cyber-attacks since more employees may create
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higher vulnerability for a business. More
research needs to be conducted on this.
Cyber-Attack Knowledge and Cyber-Attack
Protection (H3). The study confirmed the
hypothesis that cyber-attack knowledge predicts
cyber-attack
protection.
The
predictive
relationship was identified both for the summed
score cyber-attack protection variable and its
dimensions. This confirmation is in line with
Kim, et.al. [17] study on proper protection
against cyber-attack, whose findings state that
small business owners and managers must be
well-rounded to understand the internal and
external vulnerabilities of their businesses. With
no knowledge on cyber-attacks, small business
owners or managers may not be able to succeed
in protecting their businesses against attacks.
Cyber-Attack Success Coefficient and CyberAttack Protection (H4). The study partially
confirmed the hypothesis that cyber-attack
success coefficient predicts cyber-attack
protection. Although the number of attacks
launched depends on the attackers, this is in line
with Demir, Nayyer and Suri [57] research study
findings arguing that successful attack
penetration depends on the strength of firewall
layers and security controls in a network system,
employee awareness, and how skilled or
experienced the attacker may be with cyber theft
maneuvering.
Cyber Attack Protection in Companies with and
without Cyber-Attack (H5). The study confirmed
the hypothesis that cyber-attack protection in
companies with no cyber-attack were higher than
those with cyber-attacks. This confirmation is in
line with Moyo and Loock [45] whose study also
suggested that cyber-attack protection was
significantly higher in business with no cyberattack than in those with cyber-attack. It seems
that a small business owner or manager who has
cyber security knowledge, budget, and dedicated
security staff may not be vulnerable to cyberattacks in comparison to a business owner or
manager who is not knowledgeable and
prepared. It also seems that small businesses that
are successfully attacked by criminals do not
have adequate knowledge of cyber-attacks and
proper tools to combat attacks, whereas those
with no successful cyber-attacks do have the

knowledge and tools to stay ahead of cybercriminals in time. Although cyber-attacks can
occur to any business based on the choice of the
attacker, it is assumed that those small
businesses who did not experience attacks are
equally cognizant about the importance of cyberattack protection activities.
5 RECOMMENDATIONS FOR FUTURE
RESEARCH
At the conclusion of the current study, a few
recommendations for future research could be
made.
First, the current study could be
replicated using a different database in case
Amazon MTurk database has limitations to see if
the replicated study may yield the same results.
Second, future research may also invite
participants from other countries with profiles
that are like those of the United States to broaden
the research population and scope of small
businesses. It seems that research could benefit
from access to global data that provide insights
into security problems and issues around the
world. The findings may reflect experiences of
small business owners in various situations
around the world that may not be relevant to
those in the United States. Third, a similar study
can be conducted on a regular basis because
cyber-attacks happen daily, and the nature of the
attacks and the tactics of hackers seem to change
with time and small business owners and
managers must always seek more knowledge to
respond to attacks over time. This would also
provide a comprehensive evaluation of attacks.
Fourth, a mixed methods study could be
conducted so that open-ended questions are used
to gain more insight into cyber-security issues
that is impossible to gain through a numeric
survey [58]. Qualitative feedback could provide
insight into new ways to mitigate security issues.
Fifth, similar studies could be conducted at midsize and large companies or organizations.
Researchers could compare data on cyber-attacks
by business size. Businesses or organizations of
all sizes must review cyber-security policies and
create new ones to protect against cyber-attack.
Sixth, since only two predictors showed
statistically significant predictive relationship
with some dimension of cyberattack protection,
choosing other instruments to measure the
constructs may also result in identifying more
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predictive relationships in the model. Seventh,
the questionnaires used in this study can be
updated so that they do not become obsolete
within time. This may require updating the
constructs to be measured because the field or IT
is ever emerging. The updates would address
current exposures, protection activities, policies,
tactics of cyber-criminals, and how businesses
combat cyber-attacks. Eighth, other predictors
can be used to measure business characteristics
since the business characteristics used in this
study did not seem to be good predictors of
cyber-attack protection.

7. Raman, R., & Pramod, D. A study on data
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ABSTRACT
Misuse based Intrusion Detection System (IDS)
employs various signature matching techniques against
stored databases to find intrusions in a network.
Anomaly-based Intrusion Detection System does
behavior modeling of network traffic and classifies it
as normal behavior or attacks. A behavior which
deviates from normal is the indication of an attack. The
proposed integrated IDS combine the benefits of both
approaches. An agent is a software program that is
capable of doing independent actions on behalf of user.
In the proposed system is a multi-agent based IDS
three agents are used (Interface agent, training agent,
and detector agent). In the proposed integrated
approach, first the incoming packets are classified
using a misuse approach based on a decision tree by
agents, and then the packets are passed to the anomaly
phase where these packets are again classified via
agents using anomaly approach based where payload
frequencies are categorized. The final decision is made
by taking the output from both approaches. The
primary benefit of an integrated strategy is that it can
uncover both known and novel attacks in the network.
The proposed integrated intrusion detection system is
tested on the standard data set, i.e., DARPA and
collected data set of Panjab University, Chandigarh. It
is observed from the results that integrated approach
achieve higher accuracy than the individual
approaches.

KEYWORDS
Anomaly Detection, Integrated Scheme, Intrusion
Detection, Misuse Detection, Multi-Agent System
1.

INTRODUCTION

Misuse based IDS uses various procedures that
correspond in pattern to determine similarity
among system events and well-known attack
signatures warehoused in the signature database.
Anomaly detectors generate normal profiles of
operators, computer machines, and all the network

links by utilizing their recognized behaviors. After
the profiles are generated, the system observes
new occurrence of data, match the new data with
previously warehoused profiles, and attempts to
find deviations from usual behavior. The data with
significant deviations are anomalies. Benefits of
misuse based IDS are that they are a perfect and
effective technique for the uncovering of known
attacks and have high, revealing speeds as it
devotes a smaller amount of time for fixing false
positives.
Benefits of anomaly-based IDS are they are
efficient to sense novel and unforeseen attacks.
Limitations of misuse based IDS are that they are
ineffective to identify unfamiliar attacks and
variation of well-known attacks. Limitation to
anomaly-based IDS is that it can make a
misclassification in the uncovering of attacks
because of intrusive training data, and it is quite
challenging to generate warnings in real-time [1].
Hence, there is a need for integrated IDS in which
both the approaches are incorporated and produce
more efficient results in terms of accuracy, less
false alarms, and less delay.
Hybrid IDS takes advantages of both
signature-based detection and anomaly detection
approaches and is proficient of detecting both
known and novel attacks with low false positive
rates. Hybrid IDS can be constructed using either
sequential approach or parallel approach. In
sequential approach either misuse detection is
followed by anomaly detection or vice-verse. In
parallel approach both the approaches work
simultaneously. Most of the researchers are using
sequential approach for their work and the reason
for using it is that most of the packets get
classified in the first attempt and only remaining
ones are passed to the second phase and lots of
computing overhead can be saved.
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An agent is an entity that observes its environment
through sensors, performs actions in that
environment towards achieving its goals, and is
capable of acting independently with negligible
support from other entities and interacts with other
agents or humans. A multi-agent system (MAS)
comprises of several collaborative agents with
every single one performing a specific task such
as data analysis, feature extraction, etc.
Agent-based IDS comes in the category of
distributed IDS. In this, there is no central station
and henceforth no particular point of failure.
Agents used in these systems gain knowledge
from their experience, communicate and work
together to accurately detect network intrusions.
The proposed work use agents to detect attacks in
the network and to prevent human intervention.

2.

MAISNID consists of three agents: Interface agent
(IA), Training Agent (TA) and Detector Agent
(DA). IA captures network packets and extracts
useful features from them and sends attack packets
information to the administrator for further legal
action. TA accomplishes training for misuse-based
and anomaly-based intrusion detection using
decision tree and n-gram approach respectively.
DA is a mobile agent which collects packets from
different machines in the network by migrating
itself along with its state and code. Then DA
predicts the class of coming packets by moving to
the machine where the database resides and sends
related information about abnormal packets to the
administrator. Thus the integrated scheme
combines both misuse-based and anomaly-based
approach. Multi-Agent System is more beneficial
for this purpose as it can gain knowledge from
their experience, communicate, and work together
to detect network intrusions accurately. The main
benefit of the integrated scheme is that it can
discover both known and novel attacks in the
network. This system assists in the analysis of
network packets and detects affected hosts in the
network.

DIDS (Distributed Intrusion Detection System)
was implemented by employing co-operative
intelligent agents distributed across the networks
[3]. Fuzzy rule-based classifiers are used to
identify attacks in a network. Distributed Soft
Computing-based IDS (D-SCIDS) was developed
as a mixture of several classifiers like a
neuro-fuzzy and genetic-fuzzy classifier. By
hybridizing fuzzy classifiers, robustness and
flexibility are achieved. The main disadvantage of
this system was the extreme usage of system
resources and the correlation of alarms. Zhang et
al. [4] designed agent-based distributed IDS,
which was known as HIDSFCN. The authors used
sequential hybrid IDS in which misuse detection
was followed by anomaly detection. It uses a
Radial Basis Function (RBF) of SVM to construct
the classifier. In this system, there is no direct
communication between agents; instead, they only
intercommunicate with local sensors and local
transreceivers. The proprietary component of this
system was the Information Collect Center, which
was used to gather data from the transceivers and
store them in a built-in SRAM-the rule database.

The proposed integrated intrusion detection
system is tested on standard data-set, i.e., DARPA
and collected data-set of Panjab University. On
DARPA data-set, the testing is done on three ports,
namely, port 21 (FTP), port 23 (TELNET), and
port 80 (HTTP). On university data-set, the testing
is done on port 80 (HTTP) and port 443 (HTTPS).

RELATED WORK

Yu et al. [2] present the co-operative architecture
for multiple IDSs which was intended to identify
real-time attacks in the network. Co-operative
agents and several detection sensors were used to
discover attacks in the network. Various IDS
products were combined to discover intrusions in
a dynamic environment. Communication between
agents is accomplished by exchanging messages
and agents take decisions in a co-operative manner.
Agents used in this system were IDMEF
(Intrusion Detection Message Exchange Format)
Agent, Merging Agent, Clustering Agent, Host
Agents, and Coordinator Agents. The framework
was designed for post-detection alert examination
and adopting defensive safety actions.

MObile-VIsualization Hybrid IDS (MOVIH-IDS),
was a hybrid artificial intelligent IDS proposed by
Herrero et al. [5]. It incorporates an unsupervised
connectionist IDS to provide an efficient network
security architecture. The agents that were used in
this system: Sniffer, Preprocessor, Analyser,
ConfigurationManager,
Coordinator,
and
Visualizer have been designed and implemented.
Sniffer agent captures the network traffic, and the
captured network packets were passed to other
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agents for analysis. Preprocessor agent does the
preprocessing of the network packets captured by
sniffer agent. Preprocessing involves the feature
selection from the packets. Analyzer agent then
analyzed the processed packets. This agent
incorporates two behaviors, namely, learning and
exploitation. Configuration Manager agent
manages the preprocessing and analysis of
network traffic depending upon the values of
parameters such as segment length, features to
extract, etc. Coordinator agent coordinates the
agents and balances the workload among them.
Visualizer agent provides information about the
system and analyzed data to other agents in the
system in a graphical form.
An agent-based IDS was suggested by Ganapathy
et al. [6] for MANETs. Techniques were used for
feature selection, outlier detection, and improved
multiclass SVM classification. Outlier detection
and SVM were used as preprocessing techniques.
Two new algorithms were suggested for
identifying the intruders in a distributed database
environment. Trust management and coordination
in the processing of transactions were taken care
of by Intelligent Agents. The system consists of
six agents, namely, data collection agent,
Preprocessing data agent, outlier detection agent,
weight assignment agent, and classification agent,
and selection agent. Network data was collected
by the data collection agent. The data
preprocessing agent used attribute selection
algorithm and selects only the useful attributes
from the dataset by means of projection. Outlier
Detection Agent used weighted-distance-based
outlier detection technique in which the agent used
an outlier factor for finding the outlier point in the
attribute set. Weight Assignment Agent allocates
the most appropriate weight to all the features of
the dataset. Classification Agent used an enhanced
SVM algorithm where the agent uses the
appropriate distance measurement formula to
classify the data efficiently. Selection Agent
chooses the distance measure to use for
classification. From the experiments, it has been
observed that the classification accuracy for DoS
is 99.77%, Probe is 99.70%, and other attacks is
79.72%.
Okba et al. [7] proposed a mobile-agent based
distributed IDS. Four types of agents were
developed in this system by using the Aglets
platform. Collector agent was used for gathering

information; Analyzer agent and Redirector agent
were used for analyzing the captured data, states,
and behavioral analysis, respectively. Last, the
generator agent launches these agents and
manages the messages got from Analyzer and
Redirector agents. Dasgupta et al. [8] developed
an IDS which is an agent-based IDS that can
simultaneously monitor several network activities
at different levels. It can monitor the activities at
system level, packet level, user level, etc. The
identification of anomalous events and response to
those events are managed not at the central system
instead the work is distributed by agents. The
system integrates artificial intelligence methods
such as fuzzy logic and neural network for
detection of network attacks. Elbasiony et al.
proposed a sequential hybrid IDS in [9] in which
misuse detection phase is followed by anomaly
detection phase. Random Forest was used in
misuse detection phase to generate signature
patterns automatically from the training data-set.
In anomaly detection, network connections
records were clustered by weighted k-means
clustering technique. But when high number of
clusters is used for detecting numerous attacks the
system generates high false positive rates because
of low alert correlation between clusters.
It is observed from the review that there are many
issues in intrusion detection systems including
high resource consumption, large number of false
alarms, a lot of time to train the model, etc.
However hybrid systems can address a number of
these issues. Hybrid IDS can be constructed either
by running misuse and anomaly module
simultaneously in parallel or it can be constructed
by running one module after another in sequential
way. In either case the main issue is the updating
of attack database to find the most recent attack in
the network. In our proposed integrated scheme,
the IDS not only detect the attacks but also the
signature database is also updated time to time to
detect the latest attacks in the network.
3.

AGENT-BASED
SCHEME

INTEGRATED

3.1 Design of Intrusion Detection System using
Integrated Scheme
Design of proposed Multi-agent based Integrated
Scheme for Network Intrusion Detection
(MAISNID) consists of three modules, namely,
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misuse detection module, anomaly detection
module and integrated module. All these modules
are implemented using three software agents.
These three agents work in tandem with each
other for deployment of the proposed integrated
scheme.
3.2 Decision Tree-based Misuse Detection
Misuse-based IDS is also acknowledged as
signature-based IDS. This approach is provided
with a database that has a number of attack
signatures. The test data gathered by IDS is
matched against stored attack signatures using
various pattern-matching techniques, and if a
match exists, an alert is generated. The instances
that do not equalize with any attack signatures are
seen as a part of genuine activities. Two critical
steps of misuse detection are extracting useful
features and classifying based on those features.
For our research work, we used information gain
ratio for feature selection. For selecting features to
build a classifier model, the gain ratio is chosen
because it gives equal importance to all the values
in the attribute domain so that there is no bias
towards multi-valued attributes, and it can work
for both supervised and unsupervised classifiers.
The classification algorithm is applied to build a
model from the labeled data set. Every data
element is well-defined by the values of the
features. We developed a classifier model for
misuse detection using decision tree because of its
capability to efficiently manage missing values in
training data. It can also delete the branches that
do not play an important role in data classification.
Decision trees are developed by searching
recursive splits on learning which attempts to find
the best partition for predicting the output class.
Each split is done according to the values of an
attribute. At the first step, the root node is selected
by finding the best split among all attributes. Then
this process is repeated at every new node till
certain ending criterion is reached [10]. The most
important concern in creating a decision tree is the
selection of a node that partitions the data-set into
two or more classes. We have proposed an
algorithm for constructing a decision tree which is
based on C4.5 decision tree algorithm, which is
explained in [11].

3.3 N-gram based Anomaly Detection
To create normal profiles for our research work,
statistical modeling of experimented data streams
using n-gram analysis for byte frequency
distribution is performed. In context with network
packets, an n-gram is the arrangement of
n-adjacent bytes in a payload element. A sliding
window with size n is passed over the entire
payload and existence of each one n-gram is
calculated. Further, the payload bytes are
converted into ASCII characters, and the
frequency vector is computed for each length [12].
Frequency vector is the count of each ASCII
character in the payload of the packet in which the
data is in the form of bytes. In order to model the
payload, we fragment this stream of bytes into sets
based on port number, IP addresses and payload
length. Within one port, there is a deviation in the
payload length, for example, for TCP packets on
port 80, the payload length ranges from 0-1460.
We constructed the model on a specific port for
each payload length from each connection. Before
model construction, feature extraction is
performed. Anomaly detection model is based on
the frequency distribution of n-grams in the
payload. As there are 256 characters in the ASCII
character set, the payload can be represented by
256n dimensional feature space. With higher n, a
higher quantity of information can be taken out
from payload. However, as n goes higher, the
feature space dimension grows exponentially.
Also, with a given payload P of length m, the
frequency of n-grams can be figured out in O(n)
time. We choose n=1 for model construction
which reduces feature space to 256 dimensions
only and also it computes the frequency model in
O(1) time.
To reduce the number of models and save storage
space, the length of payload for each port coming
from specific source and to particular destination
are clustered using lengthwise clustering where
the length is divided into groups of 10 each from
1-1460. The details of how length-wise clustering
is done are given in [13]. After doing length-wise
clustering of payload data, payload bytes are
converted into ASCII characters and frequency
vector is computed for each length group.
Frequency vector is the count of each ASCII
character in the payload of the packet. Then the
mean and standard deviation of all frequency
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vectors for each payload length is computed.
Mean and variance are calculated and are used as
the model for the given length group. This
procedure is repeated for all other IPs in the set.
The algorithm for this is proposed in [13] which
describe the steps for generating normal profiles.
3.4 Integrated Scheme
The integrated scheme includes two-layers. At the
first layer, misuse detection model is constructed
then anomaly detection is done at the second layer.
Coming packets are analyzed in misuse module
and if the packet-attributes are matched with
stored-attack signatures, it is tagged as an attack
packet; otherwise it is passed to the anomaly
module. In anomaly module, payload of the packet
is converted to ASCII frequency vector using the
algorithm proposed in [13]. Then Cosine
Similarity is used to find distance between packet
frequency vector and normal profiles stored in the
database. If distance is greater than the predefined
threshold, then packet is labeled as anomalous.
Equation 3.1 gives the mathematical formula for
calculating Cosine Similarity. Cosine Similarity is
used as it is highly efficient for high-dimensional
spaces by taking less time in computation.
Cosine Similarity = cos (θ)

=

X.Y
X .| Y |

(3.1)

Cosine Distance = 1 − Cosine Similarity

where, X and Y are vectors.

3.5 Multi-Agent Design of Integrated Scheme
Figure 1 shows the overall design of the model, in
which three agents are working in a multi-agent
environment. The three agents used in the
proposed scheme are Interface Agent (IA),
Training Agent (TA) and Detector Agent (DA).
Communication between agents takes place to
send and receive messages, analyze messages, and
comprehend them. Administrator interacts with IA,
and in turn, IA interacts with TA and DA. IA, on
the request of the administrator, captures packets
from the organization network, and extracts the
useful features from packets for further processing.

It also collects log files of the same time duration
at which network packets are captured. Then the
extracted features from packets and information
about these features from log files are passed by
IA to TA. TA then labels these packets by
analyzing log files information and creating a
database of attack signatures.

Figure 1: Multi-Agent based Intrusion Detection Model

TA next uses this database, which contains attack
as well as normal connection packet information
and builds the misuse detection model using
decision tree algorithm. TA also builds normal
profiles from the captured packets by computing
the frequency vector of payload data using the
n-gram approach. These normal profiles serve as
anomaly detection models and are stored as the
database for anomaly detection. After making
detection models for both misuse-based module
and anomaly-based module, TA informs IA that
training has been done and the models are ready to
detect attacks in the network. IA then asks the DA
to test the newly coming network packets. IA does
not only capture these packets, but features are
also extracted by IA and passed to DA. DA first
uses the misuse detection model to classify
packets and passes the obtained results to IA. The
packets, classified as normal by misuse detection
model, are passed to the anomaly detection
module and are classified by it. The information of
detected attack packets as a result of the integrated
module is kept by DA, and then this information is
passed to IA and then to the administrator for
further action.
After testing the information of all those packets
which are tagged as ‘Anomalous' in any module is
kept in a file, and this information is later passed
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to the administrator for further action. Also, the
Internet Protocols (IPs) which are tagged
anomalous again and again within a certain period
are considered as attack IPs and based on that the
signature database is also updated. This updated
database of attack signatures is then used to
rebuild the decision tree model so that the newly
coming attacks in the network are found at an
early stage. Detector Agent by applying the
integrated approach tests the data and displays the
anomalous packets information such as IP, port
number, etc.
Role of each agent is important for the
functionality of the system. Interface Agent is
designed to capture network packets for training
misuse and anomaly detection model and provide
useful information about observed attack packets
to the administrator. Training Agent is designed to
train the model for both modules. Detector Agent
is used to find attacks in the network. Specific
tasks performed by each agent are given in Figure
2.

Figure 2: Tasks of Agents
4.

IMPLEMENTATION OF INTEGRATED
SCHEME

4.1 Data-sets Used
DARPA’99 Data-set: DARPA data-set is a
well-known standard data-set for intrusion
detection. It consists of different types of data
such as TCPDUMP data, Basic Security Module
(BSM), and audit data. For our experiments,

DARPA 1999 TCPDUMP data is used [14]. As
most of the Internet applications use TCP
Transmission Control protocol), we only
examined the inbound TCP traffic from the hosts
172.16.X.X for ports 21, 23, and 80. In this
research work, network packets have been read,
and useful features are extracted using information
gain. The features selected for misuse detection
are source IP, source port, destination IP,
destination port, payload length, and TCP flags.
The values for source port range from 23 to 49724;
payload length ranges from 0-1460. The built-in
MATLAB function grp2idx() is used to create
groups of data categorized by IPs. There are 38
unique source IPs and 11 unique destination IPs in
DARPA’99 training set.
Panjab University Data-set: In Panjab
University, a Unified Threat Management System
(UTM) is placed between campus network and the
Internet. This UTM has a firewall and other
features embedded in it. It inspects the total
incoming and outgoing traffic. The UTM is
further connected to the campus network through
a layer core switch. The 10Gbps port on which
this Layer 3 switch is connected is mirrored to
another port on the same switch. The mirrored
port on core switch is used to collect whole the
inward and outward traffic of campus to and from
the Internet and is dumped to a server connected
on this port. University data-set is collected to
model normal and anomalous events and also for
testing the proposed model. For this purpose, 3
hours of Panjab University campus network data
is collected at the egress router and analyzed using
Wireshark. Log files are also collected of these 3
hours which are maintained by the server. From
the research point of view, we have extracted only
web traffic of port 80 and port 443 (i.e., HTTP and
HTTPS only) on which we train the IDS. The
different parameters like protocol, source IP,
destination IP, source port, destination port,
payload length, flags associated to the packets, etc.
are extracted from each network packet. To label
these packets the fields in log files associated with
these packets where UTM shows that these
packets are blocked or allowed are used. This
database acts as input to build a misuse detection
model.
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4.2 Tools and Techniques used in implementing
the proposed model
Several
tools,
libraries,
and
techniques/technologies are used in different
phases for implementation of proposed integrated
scheme. The details are shown in Table 1.
Table 1: Tools and Libraries Used
S.
No.

Tool / Library

Purpose

1

Java Development Kit

For the development of Model

2

Java
Swings
JFrames

To design interface

3

Java
Agent
Development
Environment (JADE)

For multi-agent system development

4

MySQL

For database creation and management

5

JDBC drivers

The database is connected with agents
using JDBC drivers.

6

Wireshark

For capturing network packets

7

jNetPcap

To extract useful information from
network packets.

8

MATLAB

9

MATLAB
Library

For mathematical computation,
algorithm implementation, and interact
with functions written in Java.
To integrate Java programs with MATLAB.

5.

and

Control

TESTING AND RESULTS

The integrated approach is tested on DARPA as
well as on collected University data-set. The
results of testing of the integrated approach are
given in Table 2. The performance is based on
accuracy, detection rate (DR), and false positive
rate (FPR).
This table shows the DR, FPR and accuracy of all
Approach

Data-set

DR
(in %)

FPR
(in %)

Accuracy
(in %)

Misuse
Approach

Detection

DARPA’99

70.08

19.84

72.04

Anomaly
Approach

Detection

DARPA’99

53.67

0.29

57.2

Integrated Approach

DARPA’99

80.45

12.02

81.36

Misuse
Approach

Detection

Panjab University

85.7

14.54

85.68

Anomaly
Approach

Detection

Panjab University

71.2

1.23

71.5

Panjab
University

88.69

10.25

88.71

Integrated Approach

three modules i.e., misuse detection module,
anomaly detection module, and integrated module
on both data-sets.
From the table, it is observed that the integrated
approach gives better results than the approaches
used individually for misuse detection and
anomaly detection. The detection rate for both
data-sets is less when using misuse or anomaly
approach individually but it increased when
integrated approach is used. Also the accuracy
increases with proposed integrated approach for
both data-sets as not only the attacks in the
database get detected but also the novel attacks on
which the classifier was not trained were
discovered.
6.

CONCLUSION AND
FUTURE WORK

SCOPE

FOR

The proposed integrated scheme is developed and
tested by utilizing multi-agent technology. This
integrated scheme uses three agents, namely,
Interface Agent, Training Agent, and Detector
Agent. The time and effort involved in the
evaluation of network packets are optimized by
the use of agents as they are capable of working as
independent software modules and can easily
communicate with each other. This makes the
system autonomous, and the administrator only
needs to take future actions about the suspected
machines. Updating the attack signature database
is also done by the training agent whenever new
intrusions are found in the network. By updating
the database new intrusions coming in the network
are easily found out at early stages of detection.
Integrated scheme used decision tree approach in
misuse detection module to train the system. In
constructing the decision tree, the split value on
which the tree is divided into two parts is of
foremost concern. This system used a gain ratio
to compute the split value of a node. Proposed
scheme used statistical approach, i.e., 1-gram
approach for training the system and testing
packets payload in the anomaly detection
module that takes the linear time to scan the
payload. This can be extended further for 2 or 3
grams to construct more efficient models of
normal
profiles
by
providing
more
computational resources with respect to
processor, memory, and storage. Instead of the
statistical
approach,
machine
learning
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techniques such as SVM and Neural Network can
also be used. There is also scope for combining
multi-agent based intrusion prevention system
which can take decisions on its own to protect the
system and data without the need for any human
intervention.
In our research, for anomaly detection, we are
dealing with complete packets. The proposed
approach is more suitable for offline or
sand-boxing. For online analysis, an alternate
approach based on flows can be employed. In
flow-based approach, only header part of packets
is considered for analysis. Based on the type of
network devices deployed in the network NetFlow,
sflow, jflow, or other flow tools can be used.
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ABSTRACT
In the last years, cybersecurity has become the most
important issue. Many researchers have investigated
the development of cybersecurity tools, and several
solutions have proposed to protect computer systems
from attacks. However, the old traditional ways can no
longer be relied upon. This paper introduces the need
for the development of cybersecurity skills in an
innovative way and how artificial intelligence can be
implied to improve many security systems such as
intrusion detection systems. A lot of companies
around the world adopt AI techniques to enhance their
systems safety and to optimize nearly everything.
Then, it comes to no surprise that AI is radically
transforming cybersecurity.
In this paper, the advanced cybersecurity solutions
driven by artificial intelligence for improving
intrusion detection systems are discussed, as well as
an explanation of the advantages and the
disadvantages of existing methods. Furthermore,
some promising future research directions are
introduced.

KEYWORDS
Artificial Intelligence, Cybersecurity, Security,
Intrusion Detection, Attacks, Threats, AI.

1

awareness,
and
creativity
(human-like
intelligence). Weak AI is performing intelligent
human processes without really understanding the
process that is being done. Also, weak AI
completes a task where strong AI completes
multiple intelligent tasks. Existing systems are all
weak AI systems, where strong AI still does not
exist.
AI has many techniques such as machine learning,
deep learning, speech recognition, natural
languages processing etc. AI can be used in many
areas including but not limited to healthcare,
gaming, problem solving, finance, education,
self-driving cars, cybersecurity and many more as
shown in figure 1.

Banking
Smart Homes

Education

Cybersecurity

Hospitality

Artificial
Intelligence
Politics &
Goverment

Entertainment

INTRODUCTION

Online
Shopping

Social Networks

Artificial intelligence (sometimes called machine
intelligence) can be defined as the ability of
computers to perform tasks that are associated
with intelligent beings. AI has shown tremendous
growth in the last 20 years. AI can be categorized
into 1) weak AI 2) strong AI. Strong AI is where
the machine could have common sense, self-

Agriculture

Figure 1. Usages of Artificial Intelligence

Adding artificial intelligence techniques to
security systems can reduce the threats of
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cybersecurity tremendously. As data acquisition
is getting hugger in size, to a point it is difficult
for humans to handle, as well as storage
capabilities and computing power increasing
there is a need for a comfortable and efficient way
to handle all of this. So, organizations and experts
are using AI with machine learning to reduce the
data processing in milliseconds which will lead
the organizations to quickly identify threats and
recover from them.
Artificial intelligence techniques can be also
utilized to improve the access control and the
authentication procedures used in different
systems. As the saying each coin has two sides so
does artificial intelligence. AI can be used to do
good as mentioned previously and it can be used
to steal private information and perform huge
dangerous attacks. This risky side of AI arises due
to the possibility of manipulating AI methods so
that it can perform in a preferable way to the
attackers [1].
In this paper, we’ll cover how AI improves
cybersecurity in terms of intrusion detection, as
well as, provide some future directions for AI and
cybersecurity.
2 APPLICATION OF ARTIFICIAL

which it can be matched. Thus, it is evident that
the detection and prevention of intelligent attacks
can be achieved only by an intelligent tool [1],[2].
So, this issue can be handled by applying
techniques of artificial intelligence that play an
essential role in cybersecurity. AI can be a
powerful tool in detecting and fighting the latest
security threats. Therefore, employing AI in
cybersecurity can improve its performance and
help in building a solid defense against new
attacks.
AI offers numerous methods for cybercrime
detection and prevention such as neural networks,
deep learning, intelligent agents and immune
systems, pattern recognition, machine learning,
fuzzy logic, etc. [3],[4]. These mechanisms
depend on simulating human behavior to take an
appropriate decision. They are able to analyze
huge amounts of data and learn continuously from
those data to adapt to changes and new security
threats. This type of learning makes it possible to
design automated detection systems. AI
algorithms could help not only providing threats
detection, but also take proactive actions to
remediate certain situations. Moreover, they can
defend against security attacks and categorize
malware and threats, eventually protecting
computer systems.

INTELLIGENCE IN CYBERSECURITY
Extent of threats in computer systems and
networks has grown beyond the point where
people can control them. Since the amount of data
to be used in security threats detection and
prevention cannot be handled by humans [1].
Therefore, it became necessary to automate
threats management. Furthermore, as threats are
dynamically evolving, developing software with
classic fixed techniques for effectively defending
against such attacks became difficult. In fact,
security attacks often change their appearance
which considered one of the main challenges for
cybersecurity. As a result, when a new kind of
attack strikes, even common security solutions
often fail to detect and prevent these intelligence
threats, as there are no previous patterns against

3 AI-BASED INTRUSION DETECTION
AND CLASSIFICATION TECHNIQUES
Although
computer
networks
within
organizations provide communication and
facilitate
business
transactions,
this
interconnectivity among computers can be
exploited by malicious users to misuse resources
and launch security attacks. Intrusions are one of
such attacks that pose a severe risk in computer
systems and networks environment. Several
intrusions can compromise the security objectives
namely, availability, integrity and confidentiality.
To stop such attacks, a number of intrusion
detection systems (IDS) have been designed [5].
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IDS is an effective technique to detect, prevent
and react to the computer attacks [6]. The main
goal of IDS is to detect the anomaly and
suspicious behavior of the host or network and
report it and consequently enable administrators
to avoid it in the future [7]. However, the
continuously growing attacks pose critical
challenges to develop an adaptive and flexible
IDSs. Therefore, in order to detect new intrusions,
researchers have employed artificial intelligence
techniques in the intrusion detection system to
improve its work. AI techniques play a notable
role in the development of IDS. AI-based IDS is
capable of learning and recognizing new attacks
by analyzing a large amount of data.
In fact, there are three types of intrusion detection
techniques namely, statistical, knowledge-based
and artificial intelligence-based techniques, as
illustrated in figure 2. Statistical techniques use a
statistical model for defining the observed
behavior of the system. While knowledge-based
IDS techniques use expert system to capture the
observed behavior [7], [8]. On the other hand, AIbased IDS techniques used to determine a suitable
classification model to recognize normal and
abnormal behavior. In this paper, we will focus on
the third type which based on using some
approaches such as genetic algorithm, neural
network, fuzzy logic, artificial immune system,
etc. for intrusion detection. An overview of the
applications of these AI techniques to intrusion
detection is discussed in the following
subsections.

complex and non-linear relationships between
data [9]. Figure 3 shows the architecture of NNs.

Univariate
Multivariate

Statistical based

Time Series Model

Finite State Machine

IDS

Knowledge based

Description Languages
Expert Systems

Bayesian Networks
Markov Models
Neural Networks

AI based
Fuzzy Logic
Genetic Algorithm
Clustering Detection

Figure 2. Intrusion Detection Techniques

Figure 3. Architecture of Neural Networks

3.1. Neural Network (NN)
Neural Network (NN) mimics the human brain to
create an information processing system which
consists of large number of interconnected nodes
(neurons) working with each other to solve a
specific task. The output of each node is weighted
and processed to fed as an input to all other nodes
in the next hidden layer. The self-learning process
that generated by the architecture of neural
networks makes it capable of capturing highly

NNs can extract the patterns, detect the
relationships in data and learn through experience
in order to gather knowledge. The idea behind the
application of NNs in IDSs is to include an
intelligent agent in the system that is able to
disclose and analyze the normal and abnormal
behavior of system users. If properly designed,
NN can address many problems of other
approaches. The main advantage of NN is its
ability to infer solutions from collected data
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without having any prior knowledge of the
regularities in these data. This in combination
with their ability of generalization from learned
data which enables NN to detect and classify
unknown attacks and different types of the known
attacks. Further, once an attack recognized by
NN, it cannot take place in the future. The speed
is also another advantage of the neural network.
All these properties have made NN an appropriate
method for intrusion detection. In order to apply
this method to IDS, data representing attacks and
non-attacks should be introduced to the NN to
adjust network coefficients automatically during
the training phase [6], [7], [8], [10].
In the last few years, many researches have
investigated the application of NNs to intrusion
detection [11]. One of the most recent studies has
been prepared by Yaser A. Jasim [12]. In this
work, the Backpropagation Neural Network is
used due to its ability and speed to recognize
packet patterns obtained from the network to
detect intrusion of the system. Many attacks
features have been extracted and analyzed of both
standard and unusual packets. The analyzing
results of these packets have been used to learn
the NN on the pattern of both types of packets
using standard Backpropagation algorithm. The
experimental results show that the system can
recognize the standard packets from the unusual
ones and also classify them into different five
types with efficiency reaches 100%.
Another approach is proposed by A.Alhello and
Kaur [13] to generate artificial neural networks
(ANNs)-based model which is able to detect
intrusions in a system and to give alerts. In this
work, data of 100 datasets have been trained to
learn ANNs. The results prove that this model is
a robust model for intrusion detection.
In order to overcome the low detection rate, high
rate of false positives and other defects of IDS, a
new intrusion detection algorithm based on a
fuzzy neural network is presented by Liang [14].
This algorithm classifies objects and recognizes
normal and abnormal behaviors. It is

demonstrated through extensive experiments that
the proposed model is feasible, effective and has
a better generalization. In addition, the rate of
correct intrusion detection is increased, and the
false detection rate is reduced.
3.2. Fuzzy Logic (FL)
Fuzzy logic deals with reasoning that is
approximate rather than exact and fixed. Its
variables values may range between 0 and 1, and
its truth value may range between completely
false and completely true. Fuzzy logic builds on
a set of human language rules provided by the
user. Then, these rules are converted to their
mathematical equivalents in order to make strict
decisions. Due to its simplicity and flexibility,
fuzzy logic techniques have been employed in the
area of computer security, especially in intrusion
detection. The fuzziness concept helps to smooth
out the abrupt separation of usual behavior from
unusual behavior. Fuzzy logic can handle
problems with incomplete and imprecise data.
Therefore, it is able to represent those imprecise
forms of reasoning in some areas where firm
decisions should be made in undefined
environments like intrusion detection [6], [15],
[16].
Recently, several researchers around the world
focused on fuzzy rule learning for efficient
intrusion detection using data mining techniques.
Yu and Wu [17] proposed a novel model based on
naïve Bayes classification (a data mining
technique) to classify system call sequences of
privileged processes as “anomalous” or “normal”
to detect anomaly intrusions. The frequency of
each system call is provided as the basis of the
classifier. The probabilities ratio of a sequence
generated from a process and not from the process
is provided as the input to a fuzzy system for the
purpose of classification. The results show that
the suggested model can effectively detect most
of the intrusion traces with a low rate of false
alarms.
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Another fuzzy model based on data mining
techniques has been proposed by Chapke and
Deshmukh [18]. This model is developed with the
aim of improving the intrusion detection rate of
the existing IDS using C4.5 data mining
technique, which is a modified version of the
Apriori algorithm. Moreover, it aims to generate
alerts and detect all types of malicious users. The
analysis of performance results in higher
detection rate and lower false positive rate when
compared with other systems.
A combination of some AI techniques is another
manner which followed by many researchers to
improve the performance of IDS. For example,
Dixit and Ukarande [19] presented improved IDS
based on fuzzy logic and neural network. The
fuzzy system used a defined set of rules to classify
the test data as normal or anomalous and detect
the intrusion behavior in the network. Whereas
neural network trains and tests the data for
intrusion detection. The evaluation depicts the
effectiveness of the proposed model in terms of
obtaining good precision in attack detection.
3.3. Genetic Algorithm (GA)
The genetic algorithm is an optimization
technique to find approximate solutions to search
problems. It begins with a set of random or
selected solutions called chromosomes. The
entire set of these chromosomes forms a
population. The algorithm works iteratively
which enables the chromosomes to improve
during these iterations or generations. Eventually,
the best solution is generated [20], [21]. The GA
has been extensively employed in the domain of
intrusion detection to recognize normal network
traffic from anomalous one. Each time there is a
new attack, the GA-based IDS will update itself
automatically to detect new malicious activities.
This makes the GA for better than any technique
presents in the intrusion detection field [7].
Many researchers have used GA for intrusion
detection in different ways [22]. Some researchers
have used it directly to derive classification rules,

while others use it to select convenient features,
while different techniques of data mining are then
used to obtain the rules [6]. Gupta and et al. [23]
developed a robust intrusion detection using GA
to detect the network intrusions. This study aims
to develop IDS which adapt itself with changing
time. The initial population of GA includes the
previously detected attacks. The selected
chromosomes consist of those attack patterns
which have a high probability to change in the
new patterns. Therefore, this enables the system
to detect new attack pattern. The results show that
the system is very helpful in detecting different
types of attacks on the network.
Another approach is suggested by Pawar and
Bichkar [24]. They used GA with variable length
chromosomes for intrusion detection. In this
work, fewer chromosomes are used for rule
generation, since each one is a complete solution
to the problem. Each of these chromosomes will
have a limited number of rules. After the
classification rules have been generated, the fittest
rule is taken for the purpose of detection. Then,
this rule is used to classify normal and abnormal
behavior. Using fewer chromosomes reduces the
search space. Further, the experiments prove that
the suggested approach is effective in network
intrusion detection. A combination of GA and
fuzzy logic technique is presented by
Jongsuebsuk et al. [25] for intrusion detection.
The aim of this work is to detect new or unknown
network attack types. The fuzzy system generates
fuzzy rules which later are used by GA to make
them able to learn new types of attacks by
themselves. After the training phase, the system
with the obtained rule can detect network attacks.
The results show that the Fuzzy GA is able to
detect new and unknown attack types with low
false positive rate and high accuracy.
3.4. Artificial Immune System (AIS)
AIS is inspired by the biological immune system
which transform the biological models and
functions of the immune system into
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mathematical models in order to help solve
problems [26]. Basically, AIS is based on a
number of algorithms. The negative selection is
one of the most significant of these algorithms
that fits naturally into the field of intrusion
detection due to its ability to differentiate between
self and non-self. In the case of anomaly
detection, the algorithm provides a set of
exemplar pattern detectors trained on normal
patterns that detect anomalous or unseen patterns.
To construct the detection set, Shen and Wang
[27] used the negative selection algorithm to
generate random immature detectors. Then, these
immature detectors are compared with the normal
network parameter patterns. If there is a matching
between a random pattern and a normal pattern,
the immature detector will be rejected and
deleted. Those which do not match any normal
patterns will be kept as mature detectors. In the
detection stage, a monitored network parameter
pattern is compared with mature detectors in the
detection set. If it is matched with any mature
detector, then an intrusion is detected. The
experiments prove that the system has an
excellent detection accuracy.
To achieve higher accuracy in intrusion detection,
a new detector generation algorithm for AISbased intrusion detection is proposed by
Tabatabaefar et al. [28]. In this work, negative and
positive selection algorithms are used to generate
antibodies for both types normal and attack
records in order to save normal samples.
Immature detectors are generated and then trained
for each type separately. Simulation results show
that the presented algorithm improves the
detection rate and reduces the detection time.
Although AI techniques achieved excellent
results in terms of improving the intrusion
detection systems, they have some limitations that
can affect the intrusion detection performance
[29]. Table 1 summarizes some advantages and
disadvantages of the mentioned AI techniques in
the intrusion detection domain.

Table 1. Advantages and Disadvantages of AI-based
Intrusion Detection Techniques

Technique

NN-based
IDS

FL-based
IDS

GA-based
IDS

AIS-based
IDS

Advantages

Disadvantages
• Requires long
• Classifies
time at training
unstructured
phase.
network packets
• Requires large
effectively.
number of samples
• Multi-layers
for training
in NN increase
effectively.
efficiency of
• Less flexible than
classification.
others.
• Has better
• Detection
flexibility to
accuracy is lower
some uncertain
than NN.
problems.
• It is a complex
• Used to select
method to represent
best features for
a problem.
detection.
• Used in specific
• Has better
manner rather than
efficiency.
general.
• Provides
• Requires large
excellent
number of
detection
parameters.
accuracy.

4 Future Directions
Using AI in cybersecurity is often mentioned in
papers. However, most of these papers used preexisting AI techniques and applied them to
different aspects of security such as intrusion
detection. This may work in a few cases due to
some limitations of AI techniques as we
mentioned before. Therefore, new AI tools will
have to be developed in the future to fit the
specific needs of security.
Many new AI tools could be inspired from
existing ones to be suitable for security. This
makes AI useful to solve other security issues.
Thus, not only AI can improve security but also
security can be an area of development of AI.
5 CONCLUSION
Security threats have become so varied and smart,
that traditional techniques don’t seem to be a
viable approach anymore. So, it became
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necessary to automate threats management using
AI techniques. Therefore, we intended to provide
the most important effective solutions by
discussing many AI techniques that have proven
their effectiveness and success in detecting
security attacks and threats, and these methods
have been compared to clarify the advantages and
disadvantages for each one.
There are multiple levels of connections between
AI and cybersecurity. In this paper, we have
introduced some levels of these connections
between both fields in order to improving
intrusion detection systems. The demand for
utilizing these connections to enhance the
performance of the cybersecurity and intelligent
aspect of applications from different domains
should encourage experts from these two fields to
cooperate their efforts in this intersection.
Ultimately, we must be aware that though
artificial intelligence plays an essential role to
improve security performance, it is a doubleedged sword. Artificial intelligence can become a
risk to security since it can be exploited by
attackers to launch attacks.
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ABSTRACT
Surge of smartphones in criminal activities has made
mobile forensics an integral part of digital forensic
investigation. However, there are several deterrents
to the forensics of these smartphones. Rapidly
increasing number of diversified models in the
market, lack of industry standard for mobile forensic
investigation process, lack of generic forensic tools
and trained professionals are some of the critical
challenges in this discipline. In this paper, the general
mobile forensic process is studied in detail and the
key challenges in each phase are indentified. In
preservation phase, the identified challenges are:
secure handling of seized mobile device, preventing
alteration and/or deletion of data. In acquisition
phase, the identified challenges are: enormous
quantity of heterogeneous mobile phone models in
the market, security mechanism provided by
manufacturers, lack of standard format for data
storage, dynamic nature of data, and use of cloud to
store data. Challenges identified in examination
phase are: possible flaws in the implementation of
forensic tool, different report formats produced by
different tools for the same set of data. Similarly,
challenges identified in reporting phase are:
maintaining proper documentation of each and every
action as well as output produced by forensic tool,
preserving evidence and reports for longer duration
of trials.

held in 2001 where Digital Forensic science was
introduced as “a multifaceted concept that relies
on scientifically proven methods to provide an
end-to-end support to the digital evidence
lifecycle”[1]. Here digital evidence is “the
information and data that is stored on, received,
or transmitted by an electronic device that is
used for investigation”[2].The evidence are
accepted in the court of law if and only if the
method used for their derivation is forensically
sound failing which the evidence is dismissed as
an invalid evidence. The term „forensic
soundness‟ is defined by Rodney McKemmish
as “application of the digital forensic process to
protect the original meaning of the data for use
in legal proceedings”[3]. One of the most
important keys for „forensic soundness‟ is the
documentation. To document each and every
action at every stage of investigation right from
seizing the digital device is very much important
[4].
The rapid growth in the electronics industry has
proliferated myriad of digital devices. Thus
depending on the digital device involved, digital
forensic is further classified into several
branches [2, 5-7] as shown in figure1:

KEYWORDS
Mobile Forensic Process; Preservation; Acquisition;
Examination; Analysis; Challenges in Mobile
Forensic Process.
Figure 1: Branches of Digital Forensics

1 INTRODUCTION
The rapid evolution in digital technology has
extensively increased use of computers and
many other digital devices in the day-to-day life.
Their proliferated use in criminal and
cybercriminal activities has resulted into the rise
and growth of the digital forensic investigation.
The first Digital Forensic Science workshop was

Increased computing power and storage
capabilities of smartphones have made them a
very strong and efficient alternative to traditional
computing devices including computers and
notebooks [5]. However, they are proving to be a
double-edged sword. On one hand where they
are simplifying users‟ lives, they are also being
abused for criminal activities. Digital forensic
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investigation of various civil, criminal and high
profile cases include forensic investigation of
mobile phone [2]. The diverse range of
functionalities provided by smartphones makes
them a substantial storage for enormous amount
of data including personal, confidential and
sensitive data. This data is of utmost importance
for the cybercriminals to carryout illegal
activities. Hence they try to exploit them to gain
access to this data [8]. The storage of personal
information on these devices, their increased use
in performing online activities as well as in
several crimes has lead to the growing need for
mobile forensics [4].
Most of the previous studies on mobile forensics
have focused on mobile forensic phases such as
data extraction and analysis; and issues
associated with them. This research work
elaborates all phases in general mobile forensic
process model and identifies and addresses all
the hindrances in each of these phases in detail.
2 RELATED WORK
This section provides an overview of research
publications relevant to the topic of the article.
A. Goel et al.(2012)[9] have put light on
different challenges in mobile forensics
including difficulties in reproducing proofs in
dead forensic analysis, dependencies of dead as
well as live forensic analysis on network
connectivity options, issues related to hardware
variation and software variations, limitations of
mobile forensics tool-kits.
K. Barmpatsalou et al. ( 2013) [10] have
presented the holistic approach of evolution in
the field of mobile forensics at different levels
such as operating systems, acquisition types and
data types.
Now-a-days, cloud has emerged as the obvious
and preferred choice of smartphone users for
data storage and other services in order to
overcome the shortcomings of smartphones such
as limited storage and processing capacity of the
smartphones. Hence possibility that digital
evidence can reside in cloud-based applications
and services, cannot be neglected. B. Martini et
al.(2014)[11], have surveyed literature on
various cases where cloud-based services are
considered as the potential sources of digital
evidences.

S. Khan et al. (2014) [12] have addressed
mobile-cloud computing environment challenges
such as dispersion of data, interoperability, lack
of control over user data privacy policy of Cloud
Service Providers (CSPs), multi-tenancy,
multiple CSPs, and inaccessibility to the
network.
N. Samet et al. (2014) [13] have presented
challenges related to mobile cloud infrastructure
such as, virtual environment, inaccessible
physical infrastructure, lack of control over data,
and lack of tools for mobile cloud environment
forensics.
M. Faheem et al. (2015) [14] have identified
some potential factors hampering the digital
forensic investigation process in mobile cloud
computing environment. These factors are
heterogeneity in device hardware, software
(including operating systems and applications),
file formats, cloud platforms and storage media,
distributed architecture.
F. Immanuel et al. (2015) [15] presented a
process for Android cache forensics. The process
is mainly designed for classification, extraction
and analysis of Android caches in a forensically
sound way.
M. Huber et al. (2016) [16] have addressed
various problems associated with data
acquisition from main memory of mobile
devices and presented a novel forensic
framework where cold-boot attack is used for
data acquisition from mobile devices.
N. Roy et al. (2016)[7] have elucidated how
increased
number
of
mobile
device
manufacturers have added to challenges.
A. Azfar et al. (2016) [17] addressed the issue of
non-availability of published taxonomy for the
forensics of communication apps for Android
smartphones.
M. Chernyshev et al. (2017) [6] presented
advances in mobile forensic discipline,
challenges and future research opportunities.
Key challenges, which a digital forensic
investigator may face and can curtail the
acceptability of the acquired digital evidence in a
court of law, are explained.
K. Barmpatsalou et al. (2018) [5] have
highlighted the rising as well as most critical
challenges in the mobile forensics, analyzed
these challenges and discussed potential
solutions. They identified open issues and
organized them into different categories such as
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issues related to data, device, operating system,
security, cloud, forensic tools.
M. Goel and V. Kumar(2019)[18] illustrated the
importance of mobile forensics with the help of
two cases: molestation case and a case of
Mumbai attack (26/11/2008). A layered
architecture, comprising of seven layers, is
proposed for mobile phone forensic investigation
process. The framework provides the flexibility
to increase or decrease the number of layers as
per the requirement of case being investigated.
S. Krishnan et al. (2019)[19] have suggested
improvements such as time and cost
management, training and skills management,
proper understanding of capability, reliability
and maturity of forensic process to overcome
challenges faced by mobile forensic investigator.
Organizations and laboratories conducting
forensic investigations are advised to get
accreditated by ASCLD/LAB (American Society
of Crime Laboratory Directors /Laboratory
Accreditation Board), in order to improve
productivity and reliability by meeting
international standards.
3 PHASES IN MOBILE FORENSIC
PROCESS AND CHALLENGES
ASSOCIATED WITH THEM
Mobile forensics mainly deals with recovery of
digital evidence from the mobile devices being
investigated. A process model provides a
structured procedure that must be followed by
forensic investigator. It provides proper guidance
as well as necessary recommendations for
secured preservation, storage and handling of
seized digital device during data acquisition
process[16].
Different
researchers
have
suggested different process models to explain
phases involved in mobile forensics. The mobile
forensic process model explained in NIST
(National Institute of Standards and Technology)
guidelines[20] involves four basic phases (as
shown in figure 2): preservation, acquisition,
examination/analysis and reporting/presentation.

3.1 Preservation
This phase involves the seizure and secure
storage of the mobile device for investigation.
Generally the seized device is transported from
the crime scene to the forensic lab in anti-static
bag to protect its electronic components from
damages caused by static electricity. Preventing
modification of data in seized mobile device is
one of the fundamental rules in mobile forensics.
Hence handling the seized device is very
important and investigator should take proper
care to ensure that none of his/her or
investigating team‟s action should modify any
data residing on the device[4].
3.1.1 Challenges in Preservation phase
This phase is very important since failure to
preserve the digital evidence in their original
condition may lead to potential loss of precious
information significant to the case and thus
consequenly the whole investigation may be
jeopardized[20]. Key challenges associated with
this phase are identified and explained below:
1. If the device is found in switched-on state, it
may communicate with the outside world
through wi-fi, cellular network, infrared or
bluetooth. It can send and receive data over
communication channel. This may alter data,
a possible digital evidence, on device. To
prevent this data alteration, the device should
be placed in the Faraday bag (see figure 3)
which
keeps it
shielded from
communication. However the problem with
the Faraday bag is that the battery of the
mobile device drains in search of network.
Hence before keeping the device in the
Faraday bag, it‟s flight mode/ aeroplane mode
should be enabled. This will disable all
network connections, prevent draining of
device battery as well as protect it from leaks
in the bag[2, 20].

Figure 2: Phases of mobile forensic process

Figure 3: Faraday bag [21]
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2. If the device is found in switched-on state and
if it is locked i.e. password/PIN protected,
then the investigator should unlock it by
determining correct password/PIN or should
bypass the lock to access the device without
modifying any data [2,4].
3. Once powered-off, some mobile devices may
lose data (which may be a potential digital
evidence), or some advanced device-specific
security measures may get initiated further
making data inaccessible [22].
4. If the device is found in switched-off state,
then switching it on may alter the data on the
device. This is because many mobile devices
allow background processes to run even in off
state. An abrupt transition from one state of
the device to another state may cause
alteration or loss of data[2,4].
5. Some mobile operating systems have some
automated processes which destroy data on
mobile device on power-on or after
predefined time interval[22].
6. Some mobile devices may be configured in
such a way that whenever the GPS of the
device detects that it has entered or left the
specific predetermined geographic area, it
will automatically wipe all the data[20].

3.2.1 Manual acquisition
This represents the simplest form of data
extraction where the investigator physically
browses the phone to investigate using the
simple user interface. The limitation of this
method is that it allows extraction of only those
data and files that are visible through a normal
user interface. It does not support extraction of
hidden or deleted data. This method can be
very expensive in terms of time and energy
when a great amount of data is to be captured.
It may be of little or no use in cases where
seized device is having a damaged LCD screen
or disrupted
keyboard-interface.
Menu
navigation can be difficult for investigators in
devices configured to display languages
unknown to them.
Examples of common tools available for
manual acquisition : EDEC Eclipse, ProjectA-Phone (see figure 4) and Fernico ZRT[23].

3.2 Acquisition
This is the crucial phase in mobile forensics
which deals with imaging or extracting overall
information from the device and its peripheral
equipments as well as media. In today‟s
smartphones, information is stored across
number of locations viz. internal memory (i.e.
RAM), external memory (most commonly
known as Secure Digital Card or SD card) and
SIM(Subscriber Identity Module) card. The most
commonly sought after data include call logs,
contacts,
Short
Text
Messages(SMS),
Multimedia Messages(MMS), photos(including
those clicked by mobile phone camera as well as
downloaded from internet), videos(including
those captured through mobile camera as well as
downloaded from internet), audio, e-mails,
documents, maps, calendar and many more.
Acquisition methods to extract these data are
broadly classified as manual acquisition method,
logical acquisition method and physical
acquisition method. These methods are
explained below [ 2,4,20,22]:

Figure 4: Project-A-Phone Tool for Manual
Acquisition[24]

Project-A-Phone tool (see figure 4) allows the
investigator to take high quality screen shots of
every screen on the mobile phone during
manual acquisition. It comes with the HD
camera that gets connected to the computer
where investigator can preview each image and
take the picture just by clicking mouse. He/she
can even record high quality video of the entire
acquisition process [24].
3.2.2 Logical acquisition
Here the term „logical‟ refers to the file-system,
which includes the files and directories residing
on it. In logical acquisition method, the
smartphone manufacturer‟s API (Application
Programming
Interface)
is
used
for
synchronizing the smartphone‟s content with
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the forensic workstation. This method can
recover all files existing on the mobile phone
but does not support recovery of data residing
in the unallocated space.
Examples of common tools available for
logical acquisition: SPF Pro (Smartphone
Forensic System Professional)(see figure 5),
Oxygen Forensic Suite, Cellebrite UFED
(Universal Forensic Extraction Device)
standard, XRY Logical, MOBILedit forensic,
Lantern,
Secure
view
for
forensics,
FINALMobile forensics[23, 25].

through which the phone is instructed to
dump entire phone memory into the
workstation. This memory dump is the raw
image of phone memory in its natural binary
format; hence a technical expertise is
necessary for its analysis. This method
acquires all data from mobile phone
memory including deleted data and data
residing in unallocated spaces.
Examples of common tools available for
hex dump: XRY Physical – XACT(see
figure 6), Cellebrite UFED Physical Pro,
Pandora‟s box[23,25].

Figure 6: XACT Tool for hex dump [25]
Figure 5: SPF Pro Tool for Logical Acquisition [26]

SPF pro (see figure 5) is a forensic tool for
extraction, recovery, analysis and triage data
from mobile devices. It supports different
operating systems including Android, iOS,
Blackberry and Symbian. The data that it can
extract include contacts, communications,
messages, multimedia files, apps data, cloud
data and deleted data[ 26].
3.2.3 Physical Acquisition
This method creates a bitwise copy of the entire
physical storage. In this method information is
acquired from the mobile by directly accessing
the flash memory which is a non-volatile type
of memory mainly used in memory cards. This
is very powerful method capable of extracting
each and every bit of data present on the
device, including data residing in unallocated
spaces as well as deleted data. Depending upon
the requirement of the case and the condition of
the seized mobile phone, physical acquisition is
carried using various processes as explained
below:
o

Hex Dump: In this process, the mobile
phone is connected to the forensic
workstation, an unsigned code or a bootloader is pushed into the mobile phone

XACT (see figure 6) enables forensic
investigators to securely generate the hex
dumps from phone memory (including
memory cards), allows the recovery of
deleted data. It automatically decodes the
acquired memory dumps for reconstruction
of the content[25].
o Chip-off: As the name suggest this
method involves the physical removal of
memory chip from mobile phone. The
removed chip is then inserted into the chipreader or another mobile phone. This
requires an in-depth knowledge of hardware
as inappropriate handling may physically
damage the memory chip thus rendering the
data residing on it impossible to extract. As
this method is destructive it is preferred only
in the situation where the state of the
memory needs to be preserved exactly as it
exists on the device. This method is the only
alternative in cases where the seized mobile
phone is destroyed including its CPU, but
the memory chip in it is unharmed.
Examples of common tools and
techniques available for chip-off :
Magnetic logic PCB Holder(see figure 7),
FEITA Digital Inspection Station, Chip
Epoxy Glue Remover,
Xytronic 988D
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Solder Rework Station, iSesamo Phone
Opening tool[23,35].

Examples of common tools and
techniques available for JTAG: Z3X Easy
JTAG box(see figure 8), Riff JTAG box,
Medusa Pro JTAG box[21, 30].

Figure 7: The magnetic logic PCB holder for chip-off [27].

The magnetic logic PCB holder(see figure
7) has very strong magnetic fixing nodes
that provide a very solid fixture for work
such as chip-off, reworking, reflowing,
micro soldering and cleaning up of logic
boards of any size[27].
o

Joint Test Action Group (JTAG): This
process communicates most commonly
through USB or Test Access Ports (TAPs) to
explore the particular area of the mobile
phone memory and the „boundary scan
method‟ is used to push the data from the
memory to the forensic workstation. This
process is preferred in the situations where
the mobile device is damaged, debugging
mode of device is disabled, and/or the
device is password locked with no bypass
support. Sometimes this process is used
when the data extracted through logical
acquisition is not sufficient [28].
However limitations of this method
are[21,29]:
 Even if the mobile phone is
damaged, it‟s CPU and memory
must be intact;
 Not all mobile devices have a JTAGenabled chip and thus no support to
JTAG;
 TAP (Test Action Port) connections
commonly known as JTAG pins are
very difficult to find or sometimes
not even incorporated on printed
circuit board;
 Considering the size of internal
storage of the present smartphones,
the process of creating forensic
image is relatively slow.

Figure 8: Z3X Easy JTAG box [21]

Z3X Easy JTAG box (see figure 8) is one of
the tools used for JTAG extraction method.
After the identification of GND line, this
JTAG box automatically identifies all the
remaining JTAG pins. It then extracts
complete memory contents of the attached
mobile device [21].
o Micro Read: In this process, an electron
microscope (see figure 9) is used in order to
view as well as to analyze physical gates on
the mobile phone‟s memory chip. The gate
status is then translated to 0s(zeroes) and
1s(ones) so as to determine corresponding
ASCII characters. As the process is very
expensive
and
involves
extreme
technicalities, it is carried out only for highprofile cases (which are corresponding to
the national security disaster) where all of
the other acquisition method have been
exhausted[20].

Figure 9: Hitachi S-450 SEM for Micro Read [31]

All these acquisition methods are summarized
in Figure 10.
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Figure 10: Acquisition methods

3.2.4 Challenges in acquisition phase
Inherent security features of underlying
operating system makes this acquisition
process difficult. Once the device is seized
properly, based upon the make and model of
the device and base operating system, the
retrieval/extraction method and corresponding
forensic tool is decided [4]. Various challenges
in this phase are as follows:
1. Significant mobile operating systems
available in market are Android, iOS,
Windows and Blackberry. They are available
in a huge number of versions in total. Android
is the most dominating among them with
around 10 versions. For every version,
different manufacturers have their own
customizations. Thus approach to acquire
forensic artifacts is different for different
manufacturers. Even within the same
operating system, file structure and data
storage options may differ. Hence a single
tool cannot work on all types and versions of
mobile operating system available in the
market[4].
2. Due to short product development life cycle,
new smartphone models arrive in the market
very frequently. These models differ in
hardware, operating system and features.
Forensic investigators must remain updated
on these new arrivals as well as acquisition
techniques for these devices[2].
3. Different mobile phone models require
different forensic acquisition accessories such
as chargers, batteries and USB cables. Due to

increasing number of mobile phone models,
required accessories are also increasing.
Forensic investigator need to maintain them
to acquire those devices[2].
4. Today‟s smartphones are equipped with wi-fi
and Bluetooth connections for wireless
communication. Sometimes USB connection
may not be possible, either due to damaged
connector or due to unavailability of cable or
driver, then in such situations wireless
connection
can
be
an
alternative.
Unfortunately, there is no software which can
read data via Bluetooth from Android based
or iOS based smartphones. None of the
mobile forensic tools use wi-fi as a media for
data transfer[31]. (Today very few forensic
tools, such as MOBILedit forensic, support
wi-fi [33].)
5. There is a lack of standard format for the
storage of data on smartphones; also data, a
probable digital evidence, can be found at
different types of memories such as SIM card,
SD card, RAM and/or ROM[34].
6. The most significant characteristic of
smartphones is that, they are always poweredon and active. Hence data on them is
continually changing. No write-blocking
methods are available for them[22].
7. Some of the activities during acquisition, such
as browsing an application, may alter the
data( a potential digital evidence) stored by
that application on the mobile phone[2].
8. Most of the mobile phones come with the
features to reset everything. An accidental
device reset during its examination can result
into loss of data[2].
9. To enhance the security of user data and
privacy, today‟s mobile operating systems are
designed with intrinsic security features such
as default encryption mechanisms at the
software level as well as hardware level.
These features make the task of acquisition
very difficult[4].
10. If the seized mobile device is passwordprotected, the device must be accessed
without damaging the data on it. Although
several techniques are available to bypass the
screen lock, they may not necessarily
applicable to all versions. Traditional methods
for password cracking may destroy data or
render it permanently inaccessible[2,4,20].
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11. The mobile phone may contain the malware
which can infect the forensic workstation[2].
12. Persistently increasing use of cloud
technology (for data storage and data
processing) as well as third party applications
makes it mandatory for investigators to
extract data from cloud and third-partyapplication providers. However only some of
the available forensic tools support extraction
of evidentiary data from particular third party
application providers[14].
3.3 Examination / Analysis
This phase involves the examination and the
analysis of data acquired in the acquisition
phase. The examination process in this phase
involves uncovering the potential digital
evidence from the acquired data including
obscured, hidden and deleted data. In
examination process the established scientific
methods and tools are applied to determine
results which should fully depict the content and
the state of data, including its source and
probable significance [20]. Analysis process
mainly focuses on segregating relevant data from
the rest and to explore data which is of
significance to the case being investigated [2].
The forensic examiner should have complete
knowledge regarding the case being investigated
and all the parties concerned. This knowledge
guides the forensic examiner about the type of
data to be targeted and use of precise keywords
and phrases while searching for potential digital
evidence from the acquired data. Different types
of cases need different strategies. For example, if
the underlying case involves internet related

offense then forensic examiner should browse all
internet history files; whereas if the case is
regarding child-pornography then the strategy
should be to browse all the images on the mobile
phone[20].
Examples of common tools available for
mobile data examination and analysis:
Autopsy (see figure 11), AccessData, EnCase,
Oxygen Forensic suite, Cellebrite UFED
standard, MOBILedit forensic, FINALMobile
Forensics[25,33,35].
3.3.1 Challenges in Examination / Analysis
phase:
This phase is crucial and decisive step in the
mobile forensic investigation process. Forensic
examiner may face challenges as mentioned
below [2, 20, 22]:
1. Forensic examiner should have fair
understanding of the working of forensic tools
being used for examination. He/she should
remain updated on versions and features of
these tools.
2. Forensic examiner should have sufficient
experience of using the tool to understand its
limitations, compensate for it whenever
needed and minimize errors to achieve the
more accurate results.
3. Sometimes
the
programming
or
implementation flaw in the tool makes it
incapable of producing the results in a format
comprehensible to the forensic examiner.
Hence the examiner should be competent
enough to identify such type of situations and
select the alternative tool accordingly.
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Figure 11: An Example of Mobile Data Analysis by Autopsy Tool[4]

Figure 12: An Instance of Report Generated by Autopsy Tool [36]

4. Different vendors develop forensic tools with
different specifications. These tools, when
extracting evidence at the same level, can
produce significantly different results, which
may be even contrasting with each other. The
examiner may faces difficulty in selecting the
admissible evidence from the extracted
outcomes [6].

5. In some cases, the owner of the seized mobile
phone may be knowledgeable enough to
tamper with the information residing on the
device. For example, he/she may modify the
file extensions which may thwart the working
of the tool, may alter the date and/or time of
the device in order to falsify the timestamps
of all the logged activities, may create fake
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transactions in the internal memory or
external storage (including SIM card and SD
card) of the device. He/she may even wipe the
data on the device remotely.
6. Drivers needed for forensic tools may be
included with them or may be downloaded
from the websites. It is important to identify
proper drivers. Furthermore, if two or more
forensic tools are installed on the analysis
machine, their drivers may possibly compete
for the control of the same resource.
7. Today many mobile forensic tools are
available with a collection of all drivers,
known as driver pack, for all supported
models. If a forensic workstation has several
mobile forensic products from different
vendors installed on it, the forensic
investigator must be very careful since driver
packs from different vendors can include
older versions of drivers which can interfere
with one another [32].
3.4 Reporting/Presentation
This is the final phase of the mobile forensic
process. It deals with the preparation of in-depth
documentation of each and every step taken and
subsequent conclusions drawn from the results
by the forensic investigators and examiners
during investigation of the case. This phase
begins once the data acquired during acquisition
phase is examined and analysed thoroughly and
evidences relevant to the underlying case are
bookmarked [20]. Today many mobile forensic
tools come with reporting facility as their built in
feature which auto-generate the report and at the
same time provide the scope for customization in
order to provide a more professional look
customized to the organization‟s requirements.
These auto-generated reports typically include
case number, title of case, date, category of
evidence and the evidence, which are relevant to
the case, found [20].
Figure-12 shows an instance of the report
generated by Autopsy forensic tool. Links in the
left panel can be clicked to view the result for
the required data type [36].
This software-generated report is merely a part
of the overall report. Apart from this toolgenerated information, a final report contains
data accumulated throughout the investigation
process including detailed summary of each and

every action taken, the examination and analysis
done, and the relevance of the digital evidence
that are uncovered. As mentioned in NIST
guidelines[20], the forensic investigation report
should include following information:
 Reporting agency‟s identity
 Case identifier/case submission number
 Name and the identity of forensic investigator
investigating the case
 Identity of the submitter
 Date of receiving evidence
 Date of report
 Detailed list of all the items submitted for
examination. The description includes serial
number, make and model.
 Identity and the signature of the examiner
 Equipments and set-up used in the
examination
 A brief description of different steps taken
throughout investigation and examination,
such as searches for strings and graphics
images, and recovery of deleted files.
 All the supporting materials including
hardcopies (printouts) and
softcopies
(electronic copies) of evidence and chain-ofcustody documentations.
 Details of findings, which should necessarily
include:
o Particular files which are relevant to the
request and all other files supporting the
findings
o Internet-related evidences including
emails, chat-logs, website traffic analysis,
cache files and social group activities
o Analysis of graphics images related to the
request
o Data analysis
o Techniques (such as steganography, file
name anomalies, hidden partitions,
hidden attributes and encryption) used to
hide or mask data
o Report conclusion
3.4.1 Challenges in Reporting Phase
1. As digital evidence together with tool,
techniques and methodologies used during
investigation and analysis are challenged in
the court; documentation should be done
carefully and properly so that the whole
investigation process can be re-created from
beginning till end. During reporting phase, a
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copy of software used along with the copy of
the output generated by the tools used should
be made so that the forensic processing
results could be reproduced if needed [20].
2. Today‟s mobile phones come with capability
of capturing audio and video. In some cases,
the probable digital evidence can be an audio
and/or video captured by the seized phone.
Such type of evidence cannot be presented in
the printed form; hence they should be
included with the final report on the
removable
media
(such
as
CDROM/DVDROM drives, flash drives)
together with the suitable application to
present them in the court[20].
3. A legal proceeding may continue over years.
Thus, required digital evidence are needed to
transport frequently from forensic laboratory
to the court and back to the laboratory. Hence
preserving these evidence and maintaining
their integrity for long period is a big
challenge.
4 MISCELLANEOUS CHALLENGES
ASSOCIATED WITH MOBILE FORENSIC
PROCESS
There are further numerous key challenges
which affect the overall mobile forensic process,
but they are not confined to a specific phase of
the process. Some of them are explained below:
 Today a huge number of mobile device
manufacturers are active in the mobile device
industry. To stay ahead in the competition,
everyone among them is bringing a mobile
device into market with some special features.
Although base operating system is same
(most
commonly
Android),
every
manufacturer implements it with his own
variation. This leads to the massive
permutations of file system and data
structures. Mobile forensic investigators are
facing difficulties in searching for the right
location of the digital evidence and a correct
technique to extract it. There is further risk
that one forensic tool will work absolutely
fine for a specific version of the device but
may fail for its successor [7].
 Accurate identification of the make, the
model and the operating system of the seized
device is very crucial for a potent
investigation. Mistakes in identification









further increase the complexity of forensic
process. Today‟s mobile phone market is
flooded with enormous variety of mobile
phones. They include phones from standard
legitimate brands as well as fake Chinese
phones. The manufacturer‟s name imprinted
on the phone does not guarantee the
genuineness and originality of
the
manufacturer. For example, Chinese company
„Nokla‟ produces mobile phones which
exactly replicate the look and even name of
models of a legitimate company „Nokia‟.
Similarly, companies like Samsung and LG,
produce mobile phone models which are
indistinguishable in look but differ in
operating systems[32].
To assure and enhance the privacy and
security of smartphone owner‟s data, many
manufacturers employ different anti-forensic
techniques including secure wiping, data
hiding, data forgery and data obfuscation.
These anti-forensic techniques make mobile
forensic process more and more difficult [2].
Forensic investigation of obstructed or
physically damaged mobile phones poses
critical challenge for investigator. Most of the
mobile forensic tools available in the market
do not support forensics of such devices [14].
In some cases, the seizure and subsequent
recovery of data from the damaged or
contaminated mobile device may pose the
threat of electric shock or probable spread of
blood-borne pathogens; hence proper
precautions must be taken to protect the
health and safety of the forensic investigator
and the integrity of the mobile device [22].
The criminal case being investigated may
span across several countries with their own
jurisdiction and governing laws. Hence to
tackle
such
multijurisdictional
cases,
investigator must thoroughly understand the
nature and physical scope of the case and
should have knowledge about regional
laws[4].

5 CONCLUSION
Extensive use of smartphones in personal,
official as well as criminal activities has lead to
the generation, storage and transmission of
enormous amount of data. Their forensic
investigation helps an investigator to find
significant evidence required for the case. Rapid
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developments in mobile communication
technology, cutthroat competition among
manufacturers and availability of billions of
mobile applications have created a mountain of
difficulties for forensic investigators. In this
research work, several such difficulties are
organized into different stages of the mobile
forensic process. More and more research is
required towards the standardization of the
process and the development of generic mobile
forensic tools and techniques to ease the life of a
mobile forensic investigator.
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ABSTRACT
In various malware-based cyber security research
endeavors, it is not uncommon to rely on free online
static and dynamic [mobile] analyzers to determine
whether an application is vulnerable or holds
potentially malicious code. One such malware
analyzer is the Immuniweb Mobile App Security
Test, which evaluates the maliciousness of a selected
or given application, displays and categorizes which
specific vulnerabilities, if any, are detected,
displaying their threat level and offering remediation
suggestions. Our proposed work is essential since we
deeply analyze and prove the accuracy and the
effectiveness of threat detection and remediation
suggestions given by Immuniweb, which is necessary
to determine its reliability and legitimacy. Our
analysis compares Immuniweb against some other
free online mobile analyzers and scanners by
comparing calculated false negative rates before and
after code remediation and quantifying the
differences as percentages to determine how well
these free online static and dynamic tools perform for
the general consumer and/or fellow researchers.
Moreover, our research allows us to visualize if
certain malware types are more difficult to detect
than others due to obfuscation as well as suggest
code changes to improve the performance of such
tools in the future.

KEYWORDS
Malware, Android mobile development, static and
dynamic analysis, mobile security, mobile app
testing.

1 INTRODUCTION
Malware, or malicious software, is any computer
software intended to harm the host operating
system or to steal sensitive data from users,
companies, or organizations. Generally, malware
is a term used to describe programs which contain at least one malicious code snippet that may
pose a major threat to any user [1]. Malicious
code can infiltrate hosts using a variety of

methods, such as attacks that exploit social
engineering, hidden functionality in regular
programs, and known software flaws [2].
Typically, malware is used to steal information
that can be readily monetized, for instance credit
card and bank account numbers, login
credentials, or intellectual property such as
financial algorithms, trade secrets, and computer
software [1].
Malware is intended to be hidden so that it
may reside inside a target system for a certain
duration of time without the knowledge of the
system owner; this feat is normally possible as
the malware is often disguised as a clean,
harmless, and benign program, making the
detection of the latest malware even difficult for
antiviruses, whose main purpose is to detect such
potentially dangerous code vulnerabilities. An
antivirus, also known as a virus scanner, is a type
of malware detector which identifies and
contains malware before it can reach a system or
network. A thorough evaluation of the quality of
a malware detector must consider the wide
variety of threats that malwares pose [2]. To
combat malware, malware analyses are
performed in attempts to provide the needed
information to deal with malware attacks by
determining what occurs in the system, the
location of the infected file, detecting how the
malware works, and which types of malware it
belongs to [3]. Thus, malware analysis is the
study or process of determining the functionality, origin, and potential impact of a given
malware sample such as a virus, worm, Trojan
horse, rootkit, or backdoor [1].
There are two main types of analysis: static
analysis and dynamic analysis. In a static
analysis, software is analyzed without being
executed. In a dynamic analysis, software is
analyzed through execution. Our research
considers both static and dynamic analysis. To
conduct our analyses, we have opted to employ
the use of a few free online mobile malware
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analysis tools which conduct both static and
dynamic analyses in tandem. In doing so, our
goal was to evaluate and quantify the usefulness
and accuracy of said tools. The main analyzer we
focused on was Immuniweb’s free Mobile App
Security Test [4], which incorporates the
OWASP mobile top 10 vulnerabilities and
weaknesses [5] in their penetration testing and
gives a statistic breakdown of which weaknesses
are most prevalent in the apps which they test
upon. For this reason, it is important to note
which categories of vulnerabilities are in the
OWASP mobile top 10, as issues belonging to
these categories are what Immuniweb searches
for in malware samples and are thus the exact
weaknesses that must be remedied. Because of
Immuniweb’s popularity and ability to report on
specific vulnerabilities belonging to specific and
major categories of mobile weaknesses, we
opted to use other analyzers, that is, Joe Sandbox
[6], SanDroid [7], and VirusTotal [8], as a basis
for comparison. We evaluated the accuracy of all
analyzers by using the same set of Android
malware samples on each analyzer and
quantifying the differences as percentages in
malware detection by each analyzer before and
after remediation of the samples. To achieve
remediation, we reverse engineered the malware
samples to retrieve and alter the code according
to suggestions that Immuniweb reported on in
order to alleviate one or more vulnerabilities. We
also quantified the accuracy by calculating false
positive and negatives rates for Immuniweb’s
analyzers, and false negative rates for the other
analyzers. In our case, a false positive occurred
when a benign sample was reported as
malicious, and a false negative occurred when a
malicious sample was reported as benign.
1.1 Problem Definition and Motivation
We intended on launching an exploration of the
accuracy and effectiveness of threat detection
and remediation suggestions by Immuniweb’s
free online Mobile App Security Test in order to
determine the reliability and legitimacy of not
only Immuniweb, but also of free online
analyzers and scanners as a whole. To do so, we
utilized a varied set of Android malware
samples/test cases for analysis, for a total of 30
applications. We selected Android applications
because of Android’s open source, accessible

nature as well as the fact that it’s been known to
be less secure than iOS applications. These
samples were able to be classified into different
types of malware, which we used to determine
whether or not and how well the analyzers
employed could detect said samples. The
thoroughness of the analyzer’s reports depended
on the underlying algorithm they relied on to
detect malware, and if some analyzers weren’t as
effective or accurate as others, we suggested
ways in which to improve the analyzers
themselves algorithmically. We derived a false
positive and false negative rate for Immuniweb
through testing, which isn’t reported for their
free mobile app test service and does not
guarantee a zero false positive SLA (service
level agreement) as their paid service does. We
achieved this by assigning scores to each report
generated from each application through
Immuniweb as well as the other analyzers and
calculating averages for each analyzer from
these scores for robustness. By doing so, we
were able to quantify how well these free online
static and dynamic tools perform for the general
consumer and/or fellow researchers, visualize if
certain malware types are more difficult to detect
than others due to obfuscation, and suggest
changes to improve the performance of such
tools in the future.
1.2 Challenges
When conducting this research, it was difficult to
find suitable malware samples with a known
specific malware type (trojan, rootkit, virus, etc.)
and sufficient background about the sample so
that it was clear what information any generated
reports should have contained. In addition, not
much information was available on the algorithms behind the analyzers we used as they
are online tools and thus not open source as the
code resides on the server side, with the
exception of any code made available for the
user to understand how said tool functions.
Finally, decompiling, alleviating vulnerabilities,
and recompiling for each malware sample
application proved difficult and time consuming
at times and would have been more taxing had
many samples been utilized. Not all changes
made to the reverse engineered code were
reflected in the regenerated reports.
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Table 1. A list of all collected malware samples as well as
the category of malware to which they belong to and
whether they have been explicitly reported as advanced or
persistent.

as well as possibly encrypting files or sending
junk emails [1] [9]. Adware, or advertising
supported software, is malware which is usually
bundled with free downloaded applications or
software such as games; it continuously sends
and displays advertisements to your device [9].
A backdoor is a way in which to bypass normal
authentication procedures, likely over a
connection to a network such as the Internet.
These may be installed by Trojan horses or
implants; and once a system has been
compromised via this network connection, at
least one backdoor may be installed in order to
facilitate future access for other malware such as
viruses, spam, or hackers [1] [3]. A rootkit is a
software package that allows for the
concealment of other malicious software on a
system, which it achieves by modifying the
host’s operating system so that the malware is
hidden from the user. In doing so, a rootkit
prevents harmful processes from being visible in
the system’s list of processes as well as keeps its
files from being accessed and read. In addition to
concealment, rootkits may contain procedures to
evade identification and/or removal attempts and
allows other types of malware to access the
system [1] [9].

2 MORE ON MALWARE
2.1 Types of Malware
Evidently, malware can be categorized into
several types (Fig. 1). Starting with the most
prevalent malware type, a Trojan horse is a
harmful program disguised as a benign program
in order to convince a victim to install it; it carries a hidden destructive function which is
activated when the application is started [1].
These programs allow attackers to gain access to
the host device and extract confidential user
information such as passwords and banking
details [9].
A virus is software that is usually hidden
within another seemingly harmless application
and produces copies of itself as well as injects
itself into other programs and files to perform a
harmful action such as destroying data [10]. A
worm replicates itself much like viruses but
differs in that it does not embed itself in other
programs. Rather, it moves along a network
connection in search of vulnerable machines
which it may infect by destroying files and data

Figure 1. The percentage breakdown of malware by
categories [1].

2.2 The Increase of Malware
According to Google statistics, 70% of malware
comes from popular sites, and according to an
Osterman research survey, 11 million malware
variants were discovered by 2008, 90% of which
came from hidden downloads as well as pointers
in trusted and popular websites. Critical
57

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 9(1): 55-70
The Society of Digital Information and Wireless Communications (SDIWC), 2020 ISSN: 2305-0011

vulnerabilities are reported daily on a wide
variety of operating systems and applications. In
addition, malicious activities executed via the
Internet are quickly becoming the number one
security problem, ranging between the
exploitation of critical vulnerabilities and largescale social engineering attacks. More recent
sophisticated attacks use polymorphism, and perhaps metamorphism, in conjunction with
cryptographically strong algorithms and selfupdating functionality, making analysis and
defense increasingly difficult [1]. Fortunately,
the Android OS was designed with security in
mind. Each app runs in its own sandbox and
even mobile security apps have limited access to
the system. This practice reduces the number of
malware-related features that are included; for
instance, a safe browsing feature is included in
less than 25% of available mobile security apps.
Due to the increasing number of malwares
targeted at mobile devices, the support of such
features may increase [11]. Despite these efforts,
the Android OS remains a bigger target than iOS
due to its numbers of users as well as its widely
available open source code and thus adaptable
platform, which makes it more vulnerable to
cyberattacks [12]. For this reason, our testing
focuses on Android applications.
Unfortunately, there is no universally
effective anti-malware program, therefore
current malware defense is based on the implicit
assumption that at least the popular anti-malware
programs can provide sufficient security. This
assumption had been neither justified nor examined in a systematic fashion until Morales, et al.
conducted experiments which demonstrated that
a single anti-malware program isn’t sufficient
security-wise to be considered what they define
as competent: able to detect and clean all
malware present on a system. This experimentation led researchers to forecast that
employing a minimum of five anti-malware
programs on a system may be necessary to
accomplish competence in a diverse and wide
range of malware scenarios. To utilize this
number of anti-malware programs on a single
system may prove too numerous and unrealistic
for practical use, thus it is ideal to instead use
one anti-malware program that employs the
detection techniques of several antimalware
programs, although to do so may be impractical

given the nature of open market competitiveness [13].
2.3 Types of Malware Analysis
Not only are there different types of malware,
but there are also different types of malware
analysis. When performing malware analysis, the
malware sample used is in an executable file
format, which is not human readable. Therefore,
some methods are used to extract the file so that
it can get information from malware. There are
two main malware analysis approaches, namely
static analysis and dynamic analysis; both
methods are subsequently categorized as basic or
advanced [3].
In a static analysis, an application is broken
down using reverse engineering tools and
techniques in order to rebuild the algorithm and
source code the application has created.
Advanced static analysis involves program
analysis, disassembly, or debugging to analyze
strings, libraries, and functions linked by using
IDA disassembler such that the portable
executable files (PE files) and not the execution
itself are analyzed [3]. Rather, the control and
data flow of the program are checked to
determine its characteristics. Backtracking is
used to analyze all the possibilities in which the
code can be executed [1]. Malware often uses a
binary packer such as ASP Pack Shell and UPX
to avoid being analyzed, such that a PE file must
be unpacked and decompressed prior to analysis.
A disassembler tool can be used to decompile a
windows executable file to display assembly
instructions, provide information about the
malware, and extract patterns to identifier the
attacker. Static analysis may be used to extract
the detection pattern, for instance, string
signature, opcode (operation code) frequency,
control flow graphs (CFG), byte sequence ngrams, and Windows API (Application
Programming Interface) calls. Strings are good
indicators of malicious existence as they reveal
the attacker's intent and goals since they often
hold critical semantic information. Opcodes are
the first part of a machine code instruction which
identify what operation to be executed by the
CPU and are thus often employed as a feature in
malware detection by testing for frequency or
calculating the similarity between opcode
sequences. A CFG is a directed graph that
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demonstrates the control flow of a program and
can be used in malware detection to capture the
behavior of a PE file and extract the program
structure. N-grams are contiguous subsequences
of a sequence of a length N which have been
utilized with various detection features like API
calls and opcodes. Other features used in static
analysis include function length and file size as
well as networking features such as UDP and
TCP ports, HTTP requests, and destination IP
[9].
Dynamic analysis or behavior analysis is the
process of analyzing the behavior of the actions
performed by the application while it’s
executing. Dynamic analysis is more effective
compared to static analysis as it’s able to detect
known and unknown malware, cannot be evaded
by polymorphic and obfuscated malware, and
there’s no need to disassemble the infected file
to analyze it. Conversely, dynamic analysis is
time intensive and resource consuming in
comparison to static analysis [9]. In a dynamic
analysis, either a virtual machine, such as an
emulator or simulator, or a sandbox (any form of
controlled virtual environment) is used to
execute and monitor the behavior of malware
and other suspicious files such that if the
executed malware is damaging the virtual
system, the main system is not damaged in the
process of running the malware [3]. It is crucial
that these infected files be analyzed in an
invisible environment as some malware contain
anti-virtual
machine
and
anti-emulator
techniques and thus behave normally and do not
exhibit any malicious activity when they detect
such an environment [9]. The application is
categorized as malicious if the application
behaves unusually; dynamic analyzers are used
to overcome the limitations of static analyzers,
as dynamic analyzers actually execute code to
check its behavior using an emulated
environment. In this manner, even selfmodifying code may be observed and used to
create a signature. It is conducted through
monitoring system, API, and function calls;
analyzing
function
parameters;
tracing
instructions; and tracking the information flow.
Function calls invoked by the program don’t
provide all information on the actions performed
using said functions. The information flow of an
application is logged into a log file to keep a
trace on the information and to see who has

which information, then, the information and
data collected from one’s system is kept track on
to see where the information goes so that it
doesn’t fall into the wrong hands and is leaked
[1]. Advanced dynamic analysis sees the analysis
of the Windows OS (operating system), malware
debugging, registry analysis monitoring, and
analysis of data packages created by malware [1]
[3].
There also exists hybrid analysis, which
combines both static analysis and dynamic
analysis. With hybrid analysis, the code is first
inspected and checked for any malware signature
present, and then the behavior of the code is
monitored. This analysis technique is advantageous as it reaps the benefits of both static and
dynamic techniques [1], thus increasing the
ability with which malicious programs are
correctly detected. Both static and dynamic
analyses are not without their limitations. Static
analysis is fast, cheap, and safer in comparison
to dynamic analysis, yet malware evades it using
obfuscation techniques. Alternatively, dynamic
analysis is reliable, detects obfuscation
techniques, and can recognize malware variants
and unknown malware families. Unfortunately, it
is time intensive and resource consuming [9].
From [advanced] static and dynamic analysis,
malware analysis reports are generated; these
reports relate information and valuable insight
about the characteristics of malware [3] and
provide an in-depth understanding of the
malware’s behavior. All analysis systems are
required to have an appropriate representation
for malwares which are then used for
classification, based on either feature vectors or
a similarity measure [1].
2.4 Malware Detection Techniques
Not only are there different types of malware
analysis techniques, but there are also different
malware detection techniques. The two main
types, both carried out with static analysis, are
signature-based and heuristic-based detection.
Most antivirus software uses a signature-based
approach, where unique signatures are extracted
from captured malware files and used to detect
similar malware. A signature is a sequence of
bytes or a file hash injected in the application
program by malware authors which can be used
to identify specific malware, meaning this
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method yields a small false positive (FP) rate [9].
This technique is also known as pattern matching or a fingerprinting technique [1]. The
signature-based
approach
depends
on
implementing static analysis to extract marks, or
exceptional byte sequences, and the signaturebased general procedure for malware detection is
described in Fig. 2. Unfortunately, it is possible
for hackers to alter the malware signature in
order to evade detection. Despite this setback,
this approach is very effective and quick in
detecting known malware, although it is unable
to detect newly released malware [9].

Figure 2. Signature-based general flow of malware
detection [9].

The second main malware detection technique
is heuristic-based detection, which is also
referred to as a proactive technique or anomaly
or behavior-based detection. Instead of searching
for a particular code signature as with signaturebased detection, heuristic-based detection
searches for commands or instructions which are
not present in the application program, meaning
it is easy to detect new, undiscovered malware
variants [1]. With this technique, activities
performed by malware during runtime are
analyzed in a training or learning phase, after
which the file is either labelled as malicious or
benign during a testing or monitoring phase that
is based on the pattern extraction performed on
the training set. This approach is able to detect
both new malware and malware which utilizes
obfuscation (compressing and concealing)
techniques, however, it boasts a considerable
false positive rate and excessive monitoring
time. The latter issue directly affects the ability
of detecting zero-day malware attacks. Heuristicbased detection usually depends on data mining
techniques such as Support Vector Machines,
Naïve Bayes, Decision Trees, and Random
Forest to learn and understand the behavior of
executing files [9].

2.5 Online Malware Analyzers
There are several malware and mobile malware
analysis tools available online, and even some
websites which provide free online malware
analysis. Our research utilizes only free online
malware analyzers in order to evaluate the
usefulness of such tools.
2.5a Immuniweb
One such online malware analyzer is hosted by
the Immuniweb AI platform [4], which was
publicly launched in 2015 by Swiss company
High-Tech Bridge after nearly five years of
research in machine learning and application
security in an attempt to eliminate traditional
penetration testing and provide quick, costeffective and DevSecOps enabled (development,
security, and operations enabled) application
penetration testing. Immuniweb’s offerings and
successes have grown since then, as evidenced
by the numerous awards it has won for its
innovation, most notably the IDC Innovator in
2018, Gartner Cool Vendor in Security 2017,
and SC Awards Europe 2018’s “Best usage of
Machine Learning and AI” category, besting
IBM’s Watson for Cybersecurity. Evidently,
Immmuniweb has distinguished itself as a global
brand of mobile [and web] application security
testing and risk ratings. High-Tech Bridge is ISO
27001:2013 certified, indicating their customer
data is kept confidential, their Quality
Management System is reviewed annually, and
business continuity and compliance with
information security management best-practices
are ensured. This company is also CREST
accredited, which requires an annual review
confirming their technical and business
processes establish and maintain high standards
of business, integrity, and confidentiality ethics.
The Immuniweb AI is a part of the Threat and
Vulnerability Management Framework and thus
trusted by global companies and organizations of
all sizes in upwards of 158 countries. Known
users and customers of Immuniweb vary and
include haymarket, a global, specialist media and
information business; Banca dello Stato del
Cantone Ticino, a Swiss cantonal bank; BDO, a
NYC CPA, Accounting, Consulting, and Tax
Firm; Sim University, eBay, and many more.
These customers have all been satisfied with the
efficient and easy to use interface as well as the
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detailed, straightforward reports that have been
returned to them. These reports have greatly
increased the confidence in the security of their
applications or otherwise aided in the
identification of possible vulnerabilities and risks
with recommendations as to how to make web
products more secure, in addition to assisting
with the analysis of possible weaknesses through
the development of new digital activities. These
users have praised Immuniweb for its
assessments with no impact to the product being
tested, its unbeatable ROI (return on
investment), effectiveness, stellar support, fast
response time, and the ability to quickly and
easily guarantee these customers’ customers that
their data is safe [4].
Immuniweb’s Mobile App Security Test is a
free online service capable of testing mobile
applications for both Android and iOS platforms,
including native as well as hybrid applications.
The site reports to conduct many automated tests
for each mobile application, including static app
testing (SAST), dynamic app testing (DAST),
behavior testing for malicious functionality and
privacy, software composition analysis, mobile
app outgoing traffic, and mobile app external
communications. The SAST has the ability to
detect
the
following
weaknesses
and
vulnerabilities: the creation of world readable or
writable files, the dynamic load of executable
code, enabled external app backup which may
store sensitive data, enabled debug mode,
exported activities, external data in raw SQL
queries, external data storage, hardcoded
[sensitive] data and/or encryption keys,
Javascript enabled in WebView, missing tapjack
protection, possible man-in-the-middle attacks,
predictable random number generator, usage of
intent filter, usage of malloc() function, weak
encryption, and weak hashing algorithms, etc.
The SAST test also reveals all remote hosts
present in the source code of the mobile
application where the application may connect to
either send or receive data when a specific event,
for instance, user action, occurs. The DAST has
the ability to detect the following weaknesses
and vulnerabilities: cleartext SQLite database,
the exposure of potentially sensitive data, and
the list of binary cookies, etc. Behavioral testing
is also conducted in order to detect when a
mobile application attempts to access some
privacy-related or sensitive functions such as

Camera, Calendar, Contacts, Microphone, and
Location. In addition, the analysis reports any
third-party libraries which may pose privacy and
security risks if they are either outdated or
originate from an untrusted source – commonly
accepted and trusted libraries such as Google and
Facebook SDK are not reported. In practice, the
free mobile analyzer reports back any potential
security flaws, security flaws and weakness that
may impact the application according to
OWASP’s mobile top ten list marked as either
SAST or DAST, and mobile application
behavior. In addition, DAST is only performed if
the uploaded application is compiled for an x86
Emulator. Unfortunately, Immuniweb’s free
online mobile security test only analyzes the
mobile applications themselves, as they state on
their site that the backend (e.g. APIs and web
services) of the app should also be tested using
their MobileSuite which you must purchase, as
this is where the most dangerous vulnerabilities
usually reside [4].
2.5b OWASP Mobile Top Ten
The OWASP Mobile Security Project is a
centralized resource intended to give developers
and security teams the resources they need to
build and maintain secure mobile applications.
The project seeks to classify mobile security
risks and provide developmental controls to
reduce their impact or likelihood of exploitation.
They have created a Mobile Security top 10 to
raise awareness for the current and most pressing
mobile security issues, as shown in Fig. 3.

Figure 3. OWASP’s latest (2016) mobile top ten list of
most pressing vulnerabilities.

M1 covers the misuse of a platform feature or
failure to use platform security controls, and may
include misuse of TouchID, the Keychain,
Android intents, platform permissions, or
another OS security control; mobile apps can
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experience this risk in many different ways. M2
covers insecure data storage and unintended data
leakage, whereas M3 covers weak negotiation,
cleartext communication of sensitive assets,
incorrect SSL versions, poor handshaking, etc.
M4 captures notions of authenticating the end
user or bad session management, which includes
the failure to identify the user and failure to
maintain the user's identity when it is required.
M5 applies cryptography to a sensitive information asset such that it was attempted but
carried out incorrectly. M6 captures failures in
authorization (i.e. forced browsing, authorization
decisions in the client side, etc.) and M7
recognizes code-level implementation problems
in the mobile client, which is distinct from
server-side coding mistakes, as M7 captures
format string vulnerabilities, buffer overflows,
and various other code-level mistakes where the
solution is to rewrite code that runs on the
mobile device. M8 addresses the malicious
modification of code and data resources after
they have been deployed to a mobile device via
an application, which presents the attacker with a
direct method of subverting the intended use of
the software for monetary or personal gain. M9
includes analysis of the final core binary to
determine algorithms, source code, and libraries
which may be used to exploit other
vulnerabilities in an app as well as reveal
information about intellectual property, back end
servers, and cryptographic constants and ciphers.
M10, the last of the top 10, checks for hidden
backdoor functionality or other internal
development security controls not intended to be
released into a production environment, but
which developers have included in apps for
testing purposes [5].

According to their analysis report, most
common to least common is M1: improper
platform usage, M2: insecure data storage, M7:
poor
code
quality,
M10:
Extraneous
Functionality, and M3: insecure communication
(Fig. 4).
2.6 False Positives and Negatives
One common issue with automated software and
application scanners are false positives and false
negatives. A false positive is an item in a report
marked as a vulnerability or weakness that
doesn’t exist and was erroneously detected by
the scanner [5]. False positives are troublesome
because they alarm security teams, putting them
on the offensive when there isn’t even a true
security threat present, thus the false positive
rate should be as low as possible. Conversely, a
false negative is a vulnerability that is
overlooked by the scanner and thus not included
in a report, which can be quite dangerous as it
leads to a false sense of security [5]. Immuniweb
promises a zero false-positive SLA, so much so
that they provide a money back guarantee if a
single false positive is ever found [4]. To claim
that a security test yields zero false positives is
quite a feat and indicates the test itself is a good
and strong measure for mobile security
application analysis and a reliable tool.
Unfortunately, no information is available
regarding Immuniweb’s false negative rate.
However, Immuniweb only claims to ensure a
zero false-positives SLA and advanced manual
testing of an application with its MobileSuite,
which requires payment. They recommend using
this tool for more advanced testing, including
mobile app backend testing, but offer no false
positive SLA or rate for their free Mobile App
Security Test; it would therefore be worthwhile
to gauge the actual zero false positive rate for
this more accessible tool via testing.
3 THEORETICAL/COMPUTATIONAL
APPROACH

Figure 4. A division of the most prevalent OWASP
mobile top 10 weaknesses detected on Immuniweb’s
Mobile App Security Test.

In an attempt to discover how well free online
mobile malware analyzers are able to detect
vulnerabilities, we acquired a variety of 30
Android malware samples from various malware
datasets [14] [15] as well as 30 benign .apk
samples from an online .apk provider [16], and
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classified the malware samples according to
malware type (Table 1).
We ran both the malware and benign samples
through Immuniweb, as well as a few other free
mobile app scanners for comparison, tallying the
number of false negatives using the malware
samples and the number of false positives using
the benign samples, based on whether or not the
resulting reports were able to correctly detect the
nature of the sample, with 0 signifying that the
sample was identified correctly and 1 signifying
that the sample was not correctly identified.
Once the sums of the attributed binary values for
each malware and benign samples were
determined, they were used to calculate the
experimental false negative and false positive
values using their respective equations (Table 2,
(1), & (2)). These values are indicative of the
analyzers’ ability to correctly and thoroughly
identify vulnerabilities.

Table 2. How to classify the results of the analyzed
malware and benign samples to determine the false
negative and false positive counts, which can be used to
derive the true negative and true positive counts and thus
the sensitivity and specificity.

We then decompiled the .apk file (the format
of Android mobile app files), worked through
the source code, and made the necessary changes
to alleviate one to three of the most prevalent
vulnerabilities as reported by Immuniweb’s
[malware remediation] report. To reverse
engineer the .apk files, we used a combination of
dex2jar [17] to convert each malware sample’s
classes.dex file into a jar file which was
converted into Java classes by either JD-GUI
[18] or Luyten [19], and apktool [20] to retrieve
the .xml files and repackage the application after
the desired changes were made. Afterwards, we

recompiled and repackaged the Android
application as an .apk file and reanalyzed it with
each of the scanners from the first round of
testing. In this manner we could see not only
how Immuniweb reanalyzed the “patched”
application file, which was improved with
modifications that it suggested, but also have the
security analysis results of the altered code by
other analyzers for a more impartial analysis.
Once we alleviated one to three of the vulnerabilities in each malware application sample as
identified by Immuniweb’s report results and
included remediation suggestions, we again
assigned scores to each analyzer based on the
number of vulnerabilities it detected and
averaged a score for each tool from each report
generated. We also used the maliciousness
scores from each report before and after the
remediation of a sample to quantify the
difference our remediation efforts made in
detection and calculated the average difference
per analyzer for comparison.
Aside from Immuniweb, the other free mobile
app scanners utilized were Joe Sandbox [6],
SanDroid [7], and VirusTotal [8]. We’ve used
these Android app malware analyzers in the past
and thus knew them to function correctly and
provide accurate and detailed reports. In
addition, there was some information available
for each of these static and dynamic tools
regarding their source code and how they work
algorithmically. In order to diversify our test
dataset, we selected a variety of malware
injected Android mobile application samples
from different Google Play/App Store defined
categories: games, social media, productivity,
etc., and made sure to include malware
categorized as advanced and persistent.
4 RESULTS AND DISCUSSION
4.1 Original Samples’ False Positive and
Negatives
When scanning 30 malware and 30 benign
samples through Immuniweb’s Mobile App
Security Test, not all reports were successful in
commenting on the maliciousness of the sample;
thus, reports which did not do so were not taken
into consideration when calculating the
experimental false positive and false negative
rates. While there is an option to check for
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malware when running the scan, in some cases,
despite this option being checked, there was no
statement dictating whether the Android mobile
sample was possible malware or free of
malware. If no statement regarding whether
malware is present was included in the report,
then the sample was not counted in either the
false positive or the false negative rate. As a
result, we found that 27 total malware samples
resulted in a 3.7% false negative rate, as there
was one false negative, and 14 total benign
samples resulted in a 7.14% false positive rate,
as there was also one false positive. To achieve
more accurate rates, we will need to utilize more
samples, as the maliciousness of all were not
successfully reported.
The same malware samples were then
analyzed with another static and dynamic
analyzer, SanDroid, and we gauged the false
negative rate from this tool to be 8% based on 25
malware samples, two of which were false
negatives. Similarly to Immuniweb’s Mobile
Application Test, in some cases when using the
SanDroid analyzer, certain Android malware
samples were either unable to upload or did not
possess a report that could be generated due to
loading issues. Therefore, these samples were
not considered when calculating the false
negative rate. Again, the more samples utilized,
the more accurate the experimental rate is to the
true rate.
The malware samples were then run through
another static and dynamic analyzer, Joe
Sandbox, through which each malware sample
was deemed detected by the analyzer so long as
it was at least reported to be suspicious, which
happened on one occasion. All 30 samples were
successfully reported upon, which yielded a
strong 3.33% false negative rate, meaning only
one sample was a false negative.
Finally, the samples were run through
VirusTotal, and all 30 were again successfully
reported on, such that many engines would
collectively determine whether the file was
malicious or went undetected. If at least one engine detected the sample, it was considered
malware, but if all engines (~60) failed to detect
any malware, the sample was deemed benign. Of
the 30 malware samples, there were two false
negatives for a false negative rate of 6.67%.
4.2 Observations

During the process of reverse engineering
malware samples, alleviating vulnerabilities,
repackaging, and reanalyzing each sample, we
found that for several cases, when we alleviated
a certain vulnerability, more than one
vulnerability disappeared from the list of
vulnerabilities as generated by Immuniweb once
the malware sample was reanalyzed. More
specifically, when we alleviated 'missing tapjack
protection', if present, the 'exposure of
potentially sensitive' data vulnerability disappeared as well. This phenomenon indicates that
either the two vulnerabilities are interrelated and
resolving one resolves both, the unaddressed
vulnerability is still present but undetected, or
the unaddressed vulnerability was never an issue
to begin with.
One challenge faced was that not all changes
made to a malware sample were reflected in the
report of the repackaged malware sample. There
are certain vulnerabilities that were no longer
present in the reports, indicating they are no
longer vulnerabilities, but others simply
remained unchanged and pointed to the same
examples as in the previous report, despite my
having remedied these vulnerabilities and altered
those very examples. It is unclear as to why
these certain vulnerabilities remain changed, but
as a result, we resolved to remedy vulnerabilities
that we knew were resolvable (Table 3), which
we found through trial and error.
4.3 Repackaged Samples’ False Positive and
Negatives
Upon reanalyzing the repackaged malware
samples through Immuniweb’s Mobile App
Security Test analyzer, we again tallied whether
or not the resulting reports were able to correctly
detect the nature of the sample, with 0 signifying
that the sample was correctly identified as
malware and 1 signifying that the sample was
incorrectly identified as benign. It is important to
note that the goal of the alterations we made to
the samples was not to make them benign, but
merely to make them less malicious. We found
that all 30 total repackaged and reanalyzed
malware samples resulted in a 0% false negative
rate, as there were zero false negatives. None of
the malware samples we ran through SanDroid
generated reports, thus no subsequent results can
be reported from this analyzer. As a result of Joe
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Sandbox’s analyzer, 29 repackaged samples
were successfully reported upon, resulting in a
high 13.79% false negative rate, meaning four of
the samples were false negatives. Upon running
the samples through VirusTotal, all 30 were
again successfully reported on, and of said
samples, there was one false negative for a false
negative rate of 3.33%.

4.4 Quantifying Differences
By counting the number of vulnerabilities
reported on the first and second malware reports
and quantifying the differences as a percentage
of the original reported vulnerability count, we
found that with Immuniweb’s Mobile App
Security Test analyzer, on average, 26.15% of
the original vulnerabilities were remedied, which
is a significant improvement achieved from
addressing merely one to three vulnerabilities for
each malware sample. Only 3/30 malware
reports displayed no improvements in the
subsequent report, otherwise the number of
vulnerabilities reduced between the first and
second reports ranged from one to six (Table 4).

Table 3. A selection of vulnerabilities both resolvable and
unresolvable as deter-mined through trial and error, listed
in reports generated by Immuniweb’s Mobile App Security
Test analyzer.

Table 4. Immuniweb’s Mobile App Security Test analyzer’s number of vulnerabilities for the original and repacked malware
samples, along with the differences (in %) between the two.

By recording the scores attributed to each
malware sample before and after remediation

through Joe Sandbox and quantifying the
differences as a percentage of the original score,
we found that, on average, 28.27% of the
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original vulnerabilities were remedied, which is
relatively consistent with and an improvement
of Immuniweb’s average improvement score.
One report could not be generated and thus this
malware sample was not counted in the average.
Furthermore, 3/29 malware reports bore a 0/100
score, meaning that the repackaged malware
sample was no longer considered malicious, but
rather benign. All subsequent reports derived
through Joe Sandbox displayed a reduced
malware score, indicating we were successful in
alleviating a portion of the vulnerabilities present
(Table 5).
To evaluate the results generated from
VirusTotal reports, we tallied the scores from
both the original and repackaged samples: these
were counts of how many engines identified the
sample as malware out of the total number of
engines available, which varied. We took these
values, found the differences in percentages be-

tween the original and repackaged malware
sample scores, and converted them to
percentages. The average difference and thus
percentage of maliciousness that we were on
average able to remove amounted to 17.80%,
which is much lower than the differences
calculated from Immuniweb’s and Joe
Sandbox’s results. This lower difference could
be due to the fact that the number of total
engines varied and thus not all the same engines
were used for each trial of each sample, which
could cause variances. Regardless, 28/30
malware samples were included in this average,
as one amounted to no difference and another
was deemed to be more malicious than its initial
test (which was not malicious at all) and thus resulted in NaN. These two values aside, all other
subsequent reports displayed a reduced malware
score, again indicating we were successful in

Table 5. Joe Sandbox’s vulnerability scores for the original and repacked malware samples, along with the differences (in %)
between the two.
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Table 6. VirusTotal’s malicious scores over the number of engines used for the original and repacked malware samples, along
with the differences (in %) between the two.

remedying a number of present vulnerabilities
(Table 6).
4.5 Results Evaluation
Whether or not a malware sample is detected as
such depends on the maliciousness of the sample
itself, in addition to whether it is an advanced
persistent threat, which is known to be more
difficult to detect. While we expected our results
to support this notion, we found that the malware
samples
explicitly
labeled
as
advanced/persistent (Table 1) were not less

inclined to be able to be remedied and displayed
difference percentages (Tables 4, 5, & 6)
comparable to less advanced malware samples.
Additional testing using more clearly defined
advanced persistent threats and a larger malware
sample set may or may not further these initial
findings and clarify whether certain types of
malware are more easy or difficult to detect
using online analyzers than others. The amount
and the nature of present vulnerabilities also
likely played a role in decreasing the maliciousness of a sample, as most samples boasted a
much lower score inversely proportional to the
amount of vulnerabilities remedied. Moreover,
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weaknesses were categorized on Immuniweb as
either warnings, low risk, medium risk, or high
risk, thus addressing higher risk vulnerabilities
are believed to have a higher reduction on the
malware score. In addition, alleviating one
weakness and having more than one disappear
occurred with regard to certain vulnerabilities.
Based on the results gathered, we can
conclude that altering the malware sample
applications according to Immuniweb's Mobile
App Security Test report suggestions either
diminished or inhibited the maliciousness of the
app, as in most cases for each analyzer utilized,
malware was still detected for the repackaged
samples but to a lesser degree than the original
samples. For this reason, we are certain that the
vulnerabilities Immuniweb lists are actual,
existing security weaknesses as opposed to quick
fixes. While the scoring differences were
consistent for both Immuniweb’s Mobile App
Security Test analyzer and Joe Sandbox’s
analyzer, they were less consistent and differed
by about 10% for VirusTotal’s analyzer. This
difference could be due to VirusTotal’s different
scoring mechanism, which was inconsistent in
the number of engines used both between
samples and between the original and
repackaged samples, and/or, more likely, the
underlying algorithm between determining
whether a submitted sample is malicious.
Both Immuniweb and Joe Sandbox perform a
static analysis and fully automate their file
sample execution in a controlled environment to
monitor the behavior of applications, the
operating system, and network interactions for
suspicious activities; they then generate reports
based on the results of these tests [4] [6].
VirusTotal, on the other hand, evaluates samples
using 50-70 antivirus scanners (the exact number
varies in practice), URL/domain blacklisting
services, website scanners, file and URL analysis
tools, and user contributions and creates reports
based on this aggregated data. The file and URL
characterization tools utilized cover a wide range
of purposes: heuristic engines, known bad
signatures, metadata extraction, identification of
malicious signals, etc [8]. Earlier tests which
purport VirusTotal boasts a higher false negative
rate than both Immuniweb’s Mobile App
Security Test and Joe Sandbox’s Android
analyzer lead us to believe that these two online
analyzer tools are more adept and superior at

detecting malware than VirusTotal. Thus, we
recommend using either Immuniweb or Joe
Sandbox, as both appear to provide reliable,
consistent
results;
more
specifically,
Immuniweb’s free online Mobile App Security
Test has shown to provide accurate and effective
threat detection and remediation suggestions. To
improve their malware analysis, we suggest that
VirusTotal use a consistent number of engines
for each analysis as well as utilize the scores attributed to the sample by its individual engines
(if available) to garner an average, as opposed to
a simple malware detected/malware undetected
scoring system for each engine in order to better
mirror the algorithms of Immuniweb and Joe
Sandbox.
5 FUTURE WORK
Future work could focus on further determining
and testing the accuracy of these free online
mobile analyzers by using more malware
samples for robustness, perhaps around 50-100,
belonging to a variety of different malware
categories which could all be considered
advanced persistent threats, which is the latest
and most difficult category of malware to come
about. In addition, future work could utilize and
compare different types of mobile OS system
applications, such as iOS as well as Android, in
order to visualize how the malware threats may
or may not differ in both impact and detection
between platforms.
6 CONCLUSIONS
We intended on launching an exploration of the
accuracy and effectiveness of threat detection
and remediation suggestions by Immuniweb’s
free online Mobile App Security Test in order to
determine the reliability and legitimacy of not
only Immuniweb, but also of free online
analyzers and scanners as a whole. In order to do
so, we utilized 30 Android malware samples of
varying malware type and found that
Immuniweb had a 3.7% false negative rate and
7.14% false positive rate, SanDroid had an 8%
false negative rate, Joe Sandbox had 3.33% false
negative rate, and VirusTotal had a 6.67% false
negative rate. The ~30 repackaged and
reanalyzed malware samples could not be
analyzed through SanDroid, but yielded a 0%
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false negative rate for Immuniweb, a 13.79%
false negative rate for Joe Sandbox, and a 3.33%
false negative rate for VirusTotal. To achieve
more accurate experimental rates, more samples
should be employed.
By using the maliciousness results reported on
the first and second malware reports and
quantifying the differences as percentages, we
found that, on average, 26.15% of the original
vulnerabilities were remedied with Immuniweb’s
Mobile App Security Test analyzer, 28.27% of
the original vulnerabilities were remedied with
Joe Sandbox’s analyzer, and 17.80% of the
original vulnerabilities were remedied with
VirusTotal’s analyzer. Through our testing, we
found that malware samples explicitly labeled as
advanced/persistent were not less inclined to be
able to be remedied and displayed difference
percentages comparable to less advanced
malware samples. In addition, altering the
malware sample applications according to
Immuniweb's Mobile App Security Test report
suggestions either diminished or inhibited the
maliciousness of the app. This observation
indicates that Immuniweb provides accurate and
effective threat detection and remediation
suggestions, as does Joe Sandbox, which appears
to use a similar underlying algorithm for
malware detection. Evidently, these free online
static and dynamic tools prove valuable to both
fellow researchers and cautious general
consumers, as could VirusTotal if they rework
their underlying algorithm to provide similar
values in accuracy.
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