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ABSTRACT

1 INTRODUCTION

Digital Forensics is the technique used for the
investigation of crimes related to computers and other
digital or electronic devices such as mobile phones,
tablets etc. It includes different stages such as
collection, extraction, preservation, examination,
analysis and documentation of data from different
digital storage devices such as hard disks, USB
thumb drives, CDs, DVDs etc. In order to evade the
digital forensic tools, the criminals or perpetrators
use methods and techniques to hide the data or
destroy the evidence, which is known as AntiForensics. In this research work, our aim is to use
open-source and proprietary disk forensic tools to
attempt in recovering anti-forensically doctored data.
Various anti-forensic tools and techniques are used
for hiding data items or manipulating their metadata
properties, onto digital exhibits such as USB thumb
drive. After performing anti-forensics, the exhibit is
examined and analysed using different types of disk
forensic tools in an effort to recover the traces of
hidden and manipulated data items. Lastly, a
comparative analysis is done to determine the relative
performances of the disk forensic tools. The results
would prove useful for forensic experts to apply
appropriate forensic tools for recovering evidences
efficiently even when anti-forensics have been done.

According to Dr. Debarati Halder and Dr. K.
Jaishankar (2011), cybercrime is defined as “An
act of offence committed against individuals or
group of individuals with a criminal motive to
intentionally harm the reputation of the victim or
cause physical or mental harm, or loss, to the
victim directly or indirectly, using modern
telecommunication networks such as internet and
mobile phones [1]. Cyber-crime can be
committed using computer as a tool or target.

KEYWORDS
Disk Forensic Tools, Anti-Forensically, Data Hiding,
Autopsy, FTK Analyzer, Bit-shifting, Trail
Obfuscation, File Signature Mismatch, Deleted
Partition, File Encryption.

For investigation of the cyber-crime incidents,
evidential data is identified and collected from
computer systems and/or other digital storage
media at crime scene or laboratory, scientifically
examined and analysed using various software
applications and hardware tools, so that it can be
made admissible in the court of law. This entire
process from the crime scene to the court room is
defined as Digital Forensic Investigation [2,3].
The primary goal of digital forensics is to
uncover data from various locations of the
storage media or computer system, which might
relate to the incident. However, in some cases,
the precise location of the data might not be
apparent and easy to find either for the
investigator or the forensic tool being used for
extraction [4]. This is because of the use of
processes and techniques known as “AntiForensics”, which is used by criminals to hinder
and the forensic processes and make them
ineffective.
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Anti-Forensics can be defined as the process of
using tools and techniques to destroy, hide or
tamper the existing data and metadata in such a
manner so that it becomes difficult for computer
forensic tools (CFTs) to unearth and extract them
easily [14]. The primary aim of criminals using
anti-forensic techniques is to tamper the
evidences to such an extent so that they are not
recoverable in their original state [5,12]. This
makes the evidence acquisition phase highly
complex and difficult. The common anti-forensic
techniques include data erasure, data hiding, and
manipulation of the metadata, data encryption,
kernel-level rootkit and many more. With the
emergence of open-source and free tools
available online, the application of anti-forensics
has got a boost, making it much easier and
effective to execute them.

2 BACKGROUND AND RELATED
LITERATURE

Over the years, researchers have proved the
effectiveness and accuracy of various antiforensics tools and techniques [6,7,8], making
recovery of hidden or tampered data a major
challenge for forensic examiners. Earlier, the
main motive for using anti-forensic practices was
to hide or manipulate evidences from the crime
scene. However, in the new generation of antiforensics, their target has been different digital
forensic tools such as EnCase, Forensic Toolkit
etc., which has inspired us to carry this research
work. In this research, some open-source tools
and techniques have been used for hiding,
manipulating and tampering data and metadata
items (apart from the conventional anti-forensic
techniques such as deletion or erasure of data),
after which an attempt have been made to
recover them in their original state, with the help
of both open-source and proprietary digital
forensic tools that are popularly and frequently
used all over the world. Our motive has been to
determine and compare the performance of both
types of forensic tools, so as to ascertain their
suitability of application for the purpose of
examination and analysis of digital artifacts.

Anti-forensic tools and techniques have evolved
over the years. The traditional techniques such as
overwriting, cryptography, steganography are the
most common forms of anti-forensics available
today [9,12]. The availability of tools has
enabled even non-technical individuals to
operate these tools easily, giving a rise to the
application of anti-forensic techniques. The
methods involved in this process can be broadly
classified into several categories to understand
the anti-forensic practices in use.

The
development
of
computer-aided
technologies and software applications also gives
rise to anti-forensic activities, distinguishing it to
be more of a technology due to its
characteristics, procedures, applications and the
types of attacks [5]. Liu and Brown identify four
primary objectives for anti-forensics, as follows:





To avoid any kind of detection that some
event has occurred.
To disrupt the collection of information.
To increase the time duration spent by a
forensic examiner on a case.
To cast doubt on a forensic report or
expert testimony [10]

2.1 Commonly used Anti-forensic Techniques
To make investigation of digital artifacts more
complicated and hassle-prone, several antiforensic practices have evolved and the
availability of effective open-source tools have
made the criminal’s task easier and hassle-free.
The commonly applied anti-forensic techniques
in the cyberspace, include:
a. Artifact Wiping: Artifact Wiping is the
technique where the specific file or data
item is erased from the disk, removing all
its traces. The data is destroyed or
sanitized by using repeated overwrites,
such that it is not possible to retrieve it
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using any tool. Some tools such as BC
Wipe, Eraser etc. are available data
sanitization tools [11].
b. Steganography: Steganography is the
technique wherein data is hidden or
embedded inside another data file, known
as the carrier file or cover medium. The
objective is to avoid detection. One of the
techniques of performing steganography
is the use of Least Significant Bit (LSB),
which makes detection of hidden data
extremely difficult. Some of the tools
such as QuickStego, Steghide, StegDetect
[24] can be used for steganography.
c. File Signature Mismatch: A file is
recognized by the file extension, also
known as file signature. File extension is
a suffix to the filename, which identifies
the file format of its content or usage [2].
Modifying the signature of the file hides
its contents and renders it useless as
Windows will not be able to open the
file.
d. Hidden or Deleted Partitions: Partitions
are created either by the operating system
or user for storage and management of
data. As with files, it is also possible to
mark partitions hidden or deleted [18].
The deleted or hidden partitions are not
very useful means to hide data because
most operating systems and file manager
is able to detect them even though they
are deleted [13]. The partition can be
deleted using the “Disk Management”
tool in Windows.
e. Trail Obfuscation: The intent of trail
obfuscation is to confuse and disorient
the investigation process through
techniques
like
file
metadata
manipulation. Timestamping, which is an
essential part of metadata of any file,
consists of Last Modified Time, Last
Access Time, Last Created Time and
Change Time, also called MACE. This

type of anti-forensic activity can make
investigation harder and slow it down
[15,16]. The timestamps of a NTFS file
can be changed using tools such as
Attribute Changer, File Touch etc.
f. Data Encryption: Data encryption is yet
another effective anti-forensic technique,
which renders the data useless unless
decrypted. Files can be encrypted by
manipulating their header information or
by using the “encryption with password”
feature of Microsoft Office. The contents
of the encrypted file are not recoverable
easily.
g. Alternate Data Streams (ADS):
Alternate Data Streams is a feature,
which is present only in NTFS file
system. Every file consists of an attribute
“$DATA”, which describes the content
of the file. More than one $DATA
attribute associated with a file is an ADS
[25]. The ADS is not visible when
browsing files through Windows
Explorer and does not affect the size of
the carrier file in a significant manner. It
goes undetectable without the use of
specialized
utilities,
and
enables
criminals to hide sensitive information
efficiently.
h. Bit Shifting: A well-known technique for
data hiding is to alter the byte value of
data by shifting the bit patterns. By
shifting bits, the data, which is in
readable format, changes to data in
binary executable format. The scrambling
of bits can be done using a tool known as
Hex Workshop or WinHex [20].
Digital forensic tools are used for acquisition of
information and evidences from digital exhibits.
Such evidences might be present in an active
state, deleted or in hidden form. Therefore, the
strength of these tools lies in their ability to
discover data that has been hidden, manipulated
252
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or tampered, which is our effort in this research
work.
3 EXPERIMENTAL DESIGN
The experimentation process has been performed
by preparing sample anti-forensically doctored
dataset using a sterile USB thumb drive of
capacity 16 GB. This section also describes the
different tools used for preparation of sample
dataset and the methodology adopted for
conducting the experiments.
3.1 Tools Used
The following tools and techniques have been
used for preparing the sample anti-forensically
doctored dataset and subsequent attempts to
recover the same from the USB thumb drive.
Attribute Changer: Attribute Changer is an
open-source tool, which is used for modifying
the date and timestamps information stored in
files and folders [17].
Eraser: Eraser is an open-source advanced tool
for Windows, which can be used to remove
sensitive data completely from the hard drive by
overwriting it several times using carefully
selected patterns [19].
WinHex: WinHex is an open-source tool, which
is used for editing the raw data contents of a file,
unlike other software applications that interpret
the data. The raw data content is present in
hexadecimal form. This tool can be used for
performing operations such as bit-shifting and
modification of file header [23].

FTK Analyzer: FTK Analyzer is used for
forensic analysis of digital exhibits and
evidences. It can recover not only active data,
but also carve out deleted and hidden data from
the digital exhibit or its forensic image [22].
Autopsy: Autopsy is a HTML-based digital
investigation analysis tool, which can run on
both Windows as well as UNIX platform. Both
active and deleted files can be analysed and the
contents can be viewed in raw or Hex format
[21].
3.2 Methodology
The experiment is conducted by using USB
thumb drive to store the anti-forensically
prepared dataset i.e. various tools and techniques
(as mentioned in sec 3.1) are used for performing
anti-forensic activities (data hiding, wiping,
manipulation etc.). After preparing the dataset,
the thumb drive is imaged using FTK Imager and
the bit-stream images are analysed using both
proprietary and open-source digital forensic tools
to trace evidences of anti-forensic activities and
in the attempt, determine the performance of
both the open-source and proprietary tools.
The various anti-forensic activities performed,
are as follows:
Steganography: Steganography is performed
using command prompt in which file
“sample.zip” of size 64KB is embedded in cover
file “cat.jpg” of size 5881KB to prepare the
steganographed file “final.jpg” of size 5945 KB,
as shown in Fig. 1.

Command Prompt: Command prompt is a
powerful in-built feature in Windows, which can
be used for executing various anti-forensic
operations such as Steganography, Alternate
Data Streams etc.
FTK Imager: Forensic Toolkit (FTK) Imager is
a bit-stream imaging tool, which is used for
creating forensic images of a physical drive,
logical drive or contents of file and folder in
Raw (dd), E01, AFF or SMART format [22].

Figure 1: A snapshot showing Steganography process
using command prompt
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Bit-Shifting: A text file by the name
“Sample.txt” is created with content “abcd” and
the Right bit-shifting by 1-bit is done using the
tool WinHex, as shown in Fig. 2.

Alternate Data Streams: The command prompt
is used for creating an alternate data stream
(ADS) named “Hidden.txt” inside another text
file named “Alternate.txt”. The ADS created, is
not visible to the operating system either through
the command prompt or Windows Explorer and
no variation in size of the original file is
observed. The process is shown in Fig. 4.

Figure 2: A snapshot showing technique of Bit-shifting
using WinHex

Trail Obfuscation: A MS-Word file named
“Trail_Obfuscation.docx” is created. The date
and timestamp values of the file are changed
using the tool Attribute Changer. The creation,
modified and accessed date are changed from
“13-09-2019” to “13-09-2018” and the
timestamps are changed from “17:25:05” to
“09:55:23”. The process is shown in Fig. 3.

Figure 4: A snapshot showing creation of Alternate
Data Streams using command Prompt

Artifact Wiping: A word document file by the
name “Sample Wiping File.docx” is created and
wiped from the storage device using the tool
Eraser, as shown in Fig. 5.

Figure 5: A snapshot of data wiping technique done
using Eraser

File Signature Mismatch: The file signature of
a word file is changed from “.docx” to “.pdf”
using the feature of Windows Explorer in
Windows, as shown in Fig. 6.
Figure 3: A snapshot showing technique of Trail
Obfuscation using Attribute Changer
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files) are stored in the partition. After storing the
data files, the partition is deleted using disk
management features available in Windows
Operating System, thus rendering it invisible.

4 RESULTS AND ANALYSIS

Figure 6: File Extension/Signature changed from .docx
to .pdf

File Encryption: Two different files (1 MSWord file and 1 Image file) are created and used
for encryption. The word document is encrypted
using the “Encryption by Password” feature
available in Microsoft Word, while the image
file is encrypted by replacing some of the bit
values in its header portion, rendering it
unreadable (shown in Fig. 7).

The anti-forensic activities (as mentioned in Sec
3.2) are performed using different tools and
techniques and sample is prepared. A bit-stream
imaging of the USB thumb drive is done using
FTK Imager and the acquired image is analysed
using both FTK Analyzer 7.0 (proprietary tool)
and Autopsy 4.12.0 (open-source tool) in an
attempt to recover the data items in their original
state. The results obtained for each of the antiforensically doctored data item is illustrated in
this section, as follows:
4.1 Examination and Analysis of Image
Steganography
On examination by both types of disk forensic
tools, it is seen that none of the tool could detect
that the file “final.jpg” has another image file
embedded in it. No trace of steganography could
be found even on analysing the file metadata, as
shown in Fig. 8, respectively.
4.2 Examination and Analysis of Bit-Shifting

Figure 7: A snapshot of file encryption by replacing bit
values in its header, using WinHex

The file “sample modified.txt”, which has been
subjected to bit-shifting is also undetectable by
either by the proprietary or open-source tool. The
content as seen during analysis and examination
is different from the original content of the file.
Hence, it is not possible to trace evidences of bitshifting using disk forensic tools, as shown in
Fig. 9, respectively.

Deleted Partition: A separate partition of 4GB
is created in the USB thumb drive and different
types of data files (text, image, audio and video

Figure 8: Snapshot of FTK Analyzer 7.0 used for the analysis and examination of Steganographed image
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Figure 9: Snapshot of Autopsy used for analysis and examination of data file subjected to bit-shifting

4.3 Examination and Analysis of Trail
Obfuscation

4.4 Examination and Analysis of Wiped
Artifact

The file “Encryption.docx”, which was modified
using Attribute Changer is examined using both
Autopsy and FTK Analyzer. It is observed that
the date and timestamp of the file are shown to
be modified even by the tools. However, the
value of date and timestamps as present in the
Master File Table (MFT) entry (File Metadata)
are the original values when the file is actually
created, accessed or modified, as shown in Fig.
10, respectively.

The file “Sample Wiping file.docx”, which is
wiped using specialized artifact wiping software,
could not be recovered by either of proprietary or
open-source tools. No traces of the file could be
detected either in the slack space or unallocated
space of the disk.
4.5 Examination and
Signature Mismatch

Analysis

of

File

The altered file extension could be detected by
both FTK Analyzer (as shown in Fig. 11
respectively) and Autopsy. Both the tools show
similar performances.
4.6 Examination and Analysis of Alternate
Data Streams (ADS)

Figure 10: Snapshot of Detection of original values of
date and timestamps by FTK Analyzer

Hence, it can be inferred that in detection of trail
obfuscation as an anti-forensic activity, both
proprietary and open-source tools show similar
performances.

On analysing and examining the bit-stream
image of the USB thumb drive, it is found that
the ADS named “Hidden.txt”, which was hidden
inside the text file “Alternate.txt” could be
recovered by both the tools, along with its
content. On careful examination of the file
metadata, especially the entries in the MFT, the
date and time of creation could also be found (as
shown in Fig. 12). Hence, it can be inferred that
the tools show similar performances in recovery
of Alternate Data Streams, which are not visible
through normal browsing activities in Windows.
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Figure 11: File Signature Mismatch detected during analysis by FTK Analyzer

Figure 12: Detection of Alternate Data Streams (ADS) by Autopsy

4.7 Examination and Analysis of Deleted
Partitions

4.8 Examination and Analysis of Encrypted
Files

The data stored in the deleted partition could be
recovered along with its complete metadata
information, using the disk forensic tools. The
recovered data consists of text document, image
file, audio file and a video file (as mentioned in
Sec 3.2), as shown in Fig. 13, respectively. The
reason for data recovery is because that the
partition was simply deleted and not formatted or
wiped, as a result of which the data still resided
in the device. Thus, in this scenario, both tools
are able to show same performances.

Two different files have been encrypted using
different techniques. The MS-Word file
“Encryption.docx” is encrypted using the
“Encryption by Password” feature of Microsoft
Word, as a result of which both the tools are able
to detect it. However, none of the tools could
either recover the file content or the password for
decryption, as shown in Fig. 14, respectively.
The other file, which is encrypted by modifying
the raw bits in the file header, is also found along
with contents, which is not in readable format.
257
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Figure 13: Recovery of Video file from deleted partition of the USB thumb drive, using Autopsy

Figure 14: Detection of Encrypted Word file without its content, using FTK Analyzer

Therefore, based on the observations made
during analysis and examination of the antiforensically doctored data samples, using both
open-source

and proprietary disk forensic tools, their results
and comparison of performances can be
summarized, as given in Table 1.

Table 1: Comparative Analysis of the performance of FTK Analyzer and Autopsy based on examination and
analysis of anti-forensic activities

S.No

Tools used

Detection by
Autopsy

Detection by
FTK Analyzer

Remarks, if any

1

Anti-Forensic
Activity Performed
Steganography

Command
Prompt

×

×

2

Bit-Shifting

WinHex

×

×

3

Trail Obfuscation

Attribute
Changer





Cover Image found
but steganography
not detected
Original content not
detected
Changed date and
timestamps detected
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4

×

×

Change of
file extension
Command
prompt
Disk
Management
(Windows)
Encryption
by password

















Encryption
by changing
file header

×

×

Artifact Wiping

Eraser

7

File Signature
Mismatch
Alternate Data
Streams (ADS)
Deleted Partitions

8

Encrypted Files

5
6

Based on examination of the forensic image, a
comparative analysis of the performance of both
types of disk forensic tools has been done, as
shown in Table 1. From Table 1, it is observed
that majority of the anti-forensic activities such
as trail obfuscation, file signature mismatch,
ADS, deleted partitions and file encryption
(using password) could be detected by both
Autopsy as well as FTK Analyzer. However,
some of the other activities like steganography,
artifact wiping, bit-shifting and file encryption
by header modification went undetected by the
tools. In the case of encryption using password,
although the encrypted file could be detected,
however, the contents of the file could not be
recovered by either of the tools. Also, while
analysing steganographed image, the cover
image could be recovered without being able to
detect the presence of hidden information or file
in it. Both the ADS and its hidden content were
recovered and extracted successfully.

5. CONCLUSION AND SUGGESTIONS
This research work has been conducted with the
objective of comparing the relative performance
of well-known and frequently used open-source
and proprietary Disk Forensic tools in recovering
of anti-forensically doctored (i.e. hidden, wiped,
encrypted etc.) digital artifacts. The experiments

Wiped artifact
destroyed beyond
recovery
Altered file
extension detected
ADS detected
successfully
All data recovered
successfully
Encrypted file
detected but contents
not recovered
Contents unreadable

have been conducted on samples of antiforensically doctored datasets, prepared using
different tools and techniques in sterile USB
thumb drive. The analysis and examination of
the thumb drives have been done using both
open-source (Autopsy) and proprietary (FTK
Analyzer) digital forensic tools on an acquired
bit-stream image of the exhibit
Based on the experiments undertaken in this
research work, it has been concluded that both
open-source (Autopsy) and proprietary (FTK
Analyzer) portray relatively similar performance,
while recovering or finding traces of antiforensically doctored artifacts. Both types of
tools have certain drawbacks, which hinder their
ability in unearthing traces of certain antiforensic activities like steganography, bitshifting and encryption due to file header
alteration. Since both open-source and
proprietary tools portray similar performance,
therefore, expert opinion and forensic report
given based on the results of open-source tool
like Autopsy should also be considered
admissible in the court of law.
The results achieved from this research would be
useful in overcoming the hurdles that computer
forensic tools might present infront of AntiForensic
Techniques,
assisting
forensic
examiners during digital investigations. Also,
this would make it easier for them to perform
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examination using open-source tools producing
reliable and efficient results. Although, earlier
researches with similar objectives have been
conducted, but none of them have portrayed an
analysis in the performance of open-source and
proprietary tools. Since, both Autopsy and FTK
Analyzer are very frequently used digital
forensic tools in majority of cyber-crime
investigation cases, therefore, the results of our
research work would prove to be significant in
modifying the approach and perspective of
digital forensic practitioners towards carrying
out investigation of digital exhibits, especially
focussing on hidden and manipulated data items.
In the future, the same experiment can be
conducted to determine the performance of other
disk forensic tools and in-turn develop stronger
tools that can be used for unearthing maximum
hidden data and counter anti-forensic practices.
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ABSTRACT
There are software tools in the open market which
help in safeguarding the computer system from
malware, viruses and other unintentional changes to
the users Operating System. Faronics’ Deep Freeze is
one such type of software, which can be used to
freeze any hard drive partition, so that any write
operation to that partition is reset once the computer
system is shutdown or rebooted. However, from the
perspective of Digital Forensics, the same software
application can also be used as a perfect anti-forensic
tool to leave no traces of any activity, thus adding to
the challenges of a forensic analyst. In this research
work, our primary objective is to perform a forensic
analysis of the Deep Freeze software using various
tools and techniques, by collecting volatile and nonvolatile data. This would be useful in further
examination of the frozen partition of the hard disk in
an attempt to recover the data, which might be lost
after reboot or shutdown. Lastly, based on the results
and conclusions of the experiments, some best
practices necessary for handling of computer systems
(with frozen virtual hard disks), will be suggested.
Such best practices would be enlightening for the
forensic practitioners in dealing with cyber-crime
cases involving frozen virtual hard drives.

KEYWORDS
Deep Freeze, Virtual Machine, Frozen Virtual Hard
Disk, Anti-Forensics, Background Process, Digital
Forensics, Volatile Data, Data Recovery, Frozen
Partition

1 INTRODUCTION
Computers now-a-days are an essential part of
any educational institution, conventional library

setups and corporate organizations, where it is
mode of communication. They can be used for
downloading harmful files from unknown
websites or play around with the configurations
of the system. In such circumstances, the need is
to have a software application, which can keep
the system safe from malwares and other
unintentional changes. Faronics’ Deep Freeze is
an application software, which can be used to
freeze the partitions of the hard drive, as a result
of which any changes made (for e.g. addition or
deletion of files, modification of files etc.) to the
frozen partitions will revert and reset, once the
computer system is rebooted or shutdown [3].
This will set the partition to its original state, as
defined by the user. As the storage space
increases, more and more data are being stored
in digital exhibits such as hard disks or other
USB storage devices [11,12]
The ability of Deep Freeze to reset the computer
system back to its original state (defined by user)
after every reboot or shutdown, makes it an
excellent tool for performing anti-forensic
activities. After committing an act of crime, this
software can be used to remove all the traces of
evidential data from the hard disk and set it to a
state, which might not yield any footprints of the
criminal. This makes forensic investigation a
challenging task for the examiners. However,
researches have been conducted by performing
static forensic analysis on frozen hard disks of
computer systems [2]. Different digital forensic
tools have been used, resulting in the recovery of
files from unallocated spaces of the frozen hard
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drive, even after the use of Deep Freeze
software. No researches have been conducted by
using the software inside virtual machine in a
computer system. Therefore, in this research
work, our primary objective is to perform a
forensic analysis of a virtual machine installed
with Deep Freeze software using various tools
and techniques. Volatile data is collected to find
artifacts of deep freeze software running as a
background process in the computer. By
establishing the presence of the software, it
would in turn be useful in following a new data
acquisition technique and further examination of
the frozen partition of the virtual hard disk for
recovery of data that might have been lost after
reboot or shutdown. Lastly, based on the results
and conclusions of the experiments some best
practices necessary for handling of computer
systems (with frozen virtual hard disk), will be
suggested. It will also be helpful in uplifting the
knowledge of forensic practitioners allowing
them to deal more efficiently with different
cyber-crime cases, involving frozen virtual hard
disks.
The research paper has been organized as
follows: Related Literature Survey has been
presented in Section 2. This is followed by
Experimental Design i.e. Section 3, which
further consists of the tools used for the
experiments and methodology adopted. Section 4
discusses the Results and Analysis based on the
various tools and techniques used in carrying out
the experiments. The Applicability of this
research work is highlighted in Section 5,
followed by Section 6, which consists of
Conclusion and Future Scope.
2 RELATED LITERATURE SURVEY
Faronics Deep Freeze is a software, which helps
in preserving the configurations of a computer
system by reverting any unintentional or
malicious changes on reboot [9]. All the write
operations performed on a partition that has been
frozen by Deep Freeze software, will be returned

to their original state when the computer is
shutdown or restarted [1,2]. This provides a
high-end protection for the workstation or
computer system by saving the desired
configurations and settings each time. Thus, it
ensures 100% recovery of workstation with
every restart.
It is an efficient software to clear the computer
system off all malicious programs including
zero-day threats. This removes all the software
applications, which might be installed without
the authorization of the user. The software uses
patented technology, which allows it to keep the
original data intact by re-directing the newly
written changes to an allocation table in the hard
drive [2,9]. Once the computer system is
restarted, the reference to the redirected
information in the allocation table is lost, thereby
restoring the system to its original configurable
state, down to the last byte of data.
This type of technology is an excellent weapon
in the hands of cyber-criminals. Since, a
computer system having such software installed
in it, loses all the last written data on the hard
disk, it becomes easier for them to commit the
crime and leave the system switched off. Thus,
any trail of evidence or digital footprints will be
lost even if the system is seized from the crime
scene and forensic examination is done. Without
any kind of digital evidence, conviction of the
criminal would not be possible. Therefore, in
other words, we can say that this is one of the
most efficient anti-forensic tools for criminals
and perpetrators, whereas on the other hand, it is
a big challenge for forensic practitioners.
Forensic analysis of frozen hard drives using
static analysis methods have shown that it is
possible to recover document files, image files
and log files from frozen hard disks by using
forensic tools such as Winhex, Foremost etc. [2].
Similar experiments performed on frozen SolidState Drives (SSD) have concluded that not all
files can be recovered due to damage of the file
structure and data. Also, it is not possible to read
all the artifacts by existing forensic tools. Only
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some artifacts can be acquired using the forensic
tools [1].

Base Memory
Storage

Although, researches in the past have shown that
data can be recovered even when deep freeze is
working in a computer system, but no literature
has been found suggesting on how evidences can
be acquired from frozen hard disk in a virtual
machine, with special focus on collection of
volatile data. This is highly essential to be
considered during digital investigations, since it
is probable that computer systems with running
virtual machines could be found at the crime
scene. Taking the challenge as a foundation for
our research, we make an attempt in tracking and
detecting the presence of this software (in
running condition) and recovering data from the
frozen hard disk of a virtual machine, based on
which some best practices can be suggested for
handling cases involving frozen virtual hard
drives.

Shared Folders

3 EXPERIMENTAL DESIGN
This experiment has been conducted by
installing Deep Freeze software in a virtual
machine (VM). The host machine/base machine
configuration are shown in Table 1.
Table 1: Configurations of host machine used for
conducting experiment

Model
Processor
Memory
Operating
System
Graphics
Storage

MacBook Air (Mid 2013)
1.3 GHz Intel Core i5
4GB 1600 MHz DDR3
MacOS_Sierra
Intel HD Graphics 5000 1536 MB
Apple SSD SD0128F: 128 GB

The guest machine installed in the virtual
machine is Windows 10 Professional with
configurations as shown in Table 2.
Table 2: Configurations of guest machine used for
conducting experiment

Operating
System

2048 MB
Windows
50.00 GB)
01

10.vdi

(Normal,

3.1 Tools Used
The following tools have been used
conducting the research:

in

a) Oracle VM VirtualBox 6.0
b) Faronics
Deep
Freeze
Standard
(Evaluation Version)
c) Win-UFO (Windows Ultimate Forensics
Outflow)
d) Helix Incident Response v2.0
e) Windows SysInternals Suite
f) FTK Imager 3.2.0 (for Windows) [8].
3.2 Methodology
The procedure of performing the experiment are
as follows:
i. Install Oracle VM VirtualBox 6.0 in the host
machine.
ii. Create a new virtual machine with Windows
10 Professional as the guest operating
system with configurations, as given in
Table 2. The storage space allotted to virtual
machine is not partitioned.
iii. Boot the virtual machine and clean install
Windows 10 Pro.
iv. Download and install the software Faronics
Deep Freeze. On successful installation, the
hard disk partition is frozen by the software.
v. Different digital forensic tools (Windows
SysInternals Suite, Helix 2.0 and Win-UFO)
and Windows Task Manager are used to
collect volatile evidences such as running
background processes, processes accessing
remotely, last activities of user etc. from the
live system (virtual machine). These tools
are used through USB thumb drive pluggedinto the system.

Windows 10 Professional 64 bit
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Figure 1: Illustration of Methodology of the Experiment

vi. Text files of sizes 4KB (4096 bytes), 8KB
(8192 bytes), 12KB (12288 bytes), 16KB
(16,384 bytes) and 4MB (4,194,304 bytes)
are
created
in
the
location
“C:\Users\Windows10\Desktop”.
vii. FTK Imager is used for imaging of the
physical hard disk (in frozen state) of the
virtual machine while in live running
condition.
viii. The virtual machine is rebooted, following
which step v and step vii are repeated.
ix. A comparative analysis of both, volatile
evidences and forensic images before and
after the reboot, are done in order to
determine differences between them.
x. Based on the comparative analysis of
volatile evidences and the forensic images,
some best practices regarding handling of
computer systems with frozen hard drives at
the crime scene, are formulated.
4. RESULTS AND ANALYSIS
The volatile evidences from the running virtual

machine is collected using different digital
forensic tools such as Helix 2.0, Win-UFO,
SysInternals and Windows Task Manager. The
results obtained by the tools are analysed and
discussed in this section.
4.1 Analysis using Helix Incident Response 2.0
Helix Incident Response is used to perform an
audit of the entire operating system in the virtual
machine [6]. On analysing the audit reports, it is
observed that Deep Freeze is marked as an
authorized application to connect through the
Firewall (highlighted in red), as shown in Fig. 2.
4.2 Analysis of using Win-UFO (Windows
Ultimate Forensics Outflow)
Windows Ultimate Forensics Outflow (WinUFO) is a collection of several open-source
digital forensics tools for acquisition, analysis
and examination of digital evidences from
computer systems, mobile phones, network
connections etc. [4]. One of the tools “Last
Activity View” has been used to collect volatile
information from virtual machine to prepare a
log of actions executed by the user and
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occurrence of events in the machine. The events
include “Running of .exe files, Opening

file/folder from explorer or other softwares,
Installation of software.

Figure 2: A snapshot of Helix Incident Response tool used to perform Auditing of the virtual machine

Figure 3: Snapshot of user activity log showing execution of deep freeze, acquired using Win-UFO

In the result generated by this tool (as shown in
Fig. 3), evidence associated to installation and
execution of Faronics Deep Freeze software is
acquired. The date and timestamp along with the
type of action performed and location of the
application can be acquired. The action “Run
.EXE file” (as marked in red) indicates .EXE file
of the specified software application, run either
by the user or any other application in the
background.

4.3 Analysis of running processes using
Windows SysInternals Suite
Windows SysInternals Suite is a bundle of
utilities, which can be used for managing,
diagnosing and monitoring a Microsoft Windows
Environment. It acts as one of the most useful
digital forensic tools for examination of
Windows operating system. In this suite, Process
Explorer is used for conducting the experiments.
This utility displays the currently active
processes, their owning accounts, handles and
DLLs that have been loaded by the operating
system [7].
266

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 8(4): 262-272
The Society of Digital Information and Wireless Communications (SDIWC), 2019 ISSN: 2305-0011

Figure 4: Snapshot of Process Explorer displaying Deep Freeze as an active process, acquired using Windows
SysInternals Suite

The analysis of active processes in the VM (as
shown in Fig. 4) provides a proof that the
application Deep Freeze is a startup file, which
indicates the fact that it is executed automatically
and starts running on rebooting the VM. The
autostart
location
is
given
as
“HKLM\System\CurrentControlSet\Services\DF
Serv” along with date/timestamps of starting.
The application Deep Freeze service consists of
three running processes: “DFServ.exe”, which is
the parent process and 2 more processes
“DFLocker64.exe” and “FrzState2k.exe”, which
are the child processes. The amount of memory

allocated to Deep Freeze is seen to be 16,292K
out of which the process is using 11,336K.
4.4 Analysis using Windows Task Manager
Windows Task Manager is a facility, which
enables a user to view and monitor applications,
processes and services currently running in the
computer system [10]. On examination and
analysis of the running processes, services and
applications in the virtual machine, it is observed
and noted that Deep Freeze Service (32-bit) and
Deep Freeze Utility (32-bit) are the background
processes running (highlighted in red), as shown
in Fig. 5.

Figure 5: Snapshot of Windows Task Manager showing Deep Freeze running as background process.
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On performing further analysis, the full path or
location of the executable file of Deep Freeze
“DFServ.exe” inside the virtual machine could
be found as well (highlighted in red), as shown
in Fig. 6.
4.5 Imaging and Analysis of non-volatile data
using FTK Imager
Different text files of sizes 4KB, 8KB, 12KB and
16KB respectively, are created and stored in the

location “C:\Users\Windows10\Desktop” and the
bit-stream image of the entire physical hard disk
of the running virtual machine is captured and
analysed using FTK Imager. On analysis of the
image, it is found that the starting and ending
clusters of the text file could be located
(highlighted in red), along with recovery of the
entire content of the file [5], as shown in Fig. 7
and Fig. 8. This is observed to be true for all the
text files.

Figure 6: Snapshot of Task Manager showing the location of Deep Freeze executable file "DFServ.exe"

Figure 7: Starting cluster and sector of 8KB text file located on analysis of forensic image of the virtual machine hard
disk, using FTK Imager
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Similarly, larger files of size 4MB (4,194,304
bytes), which are created and stored in the same
location (“C:\Users\Windows10\Desktop”), are
also recovered from the bit-stream image of the
virtual hard disk.
4.6 Analysis of Volatile and Non-volatile
Evidences after Rebooting the Virtual
Machine

On rebooting the virtual machine, the same set of
forensic tools are used for collection of volatile
evidences such as running processes, executables
and DLLs. The result obtained shows that Deep
Freeze is running in the background, thus having
no deviation from previous results, as shown in
Sections 4.1, 4.2, 4.3 and 4.4.

Figure 8: Ending cluster and sector of 8KB text file, along with recovery of entire contents, located on the analysis of
forensic image of the virtual machine hard disk, using FTK Imager

On rebooting the virtual machine, the different
text files that were created and stored in the
Desktop of the operating system, are not present
at the same location anymore. Using FTK
Imager, the virtual hard disk is again imaged and
analysed, to search traces of the files, which
were created and stored in the location
“C:\Users\Windows10\Desktop”. Following are
the results achieved while trying to search and
recover different types of text files:
a) In an attempt to recover the contents of
smaller text files (size 4KB, 8KB or
12KB), no trace or artifacts related to the
file is found during image analysis, using
FTK Imager, as shown in Fig. 8.

b) In an attempt to recover larger file of size
4MB, while analysing the image of the
virtual hard disk, it is found that traces of
the file content could be recovered from
few clusters i.e. 512 bytes of data found in
cluster 10002293, 512 bytes of data found
in cluster 10002294, 8704 bytes of data
recovered from cluster 10002295 to
10002297, while 4608 bytes of data
recovered from clusters 10002861 to
10002862. Hence, in total, around 14336
bytes of data could be recovered out of the
entire file contents, which is 4MB
(4,194,304 bytes) in size. On detailed
calculation, it is observed that only 0.34%
of the file contents is recoverable from the
frozen virtual hard disk. Thus, less than 1%
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of the entire file data is recovered, as
shown in Fig. 9.
Forensic analysis of frozen hard disks using
different digital forensic tools have shown that
only few tools (for e.g. Winhex, Foremost etc.)
are able to recover data, while other tools are not
able to acquire any piece of data from the hard
disk in which Deep Freeze has been installed [2].
The results of our experiment are somewhat

similar to that performed by other researchers in
the past, in that smaller sized files could be
recovered through the use of forensic tools,
whereas larger files could not be recovered once
the virtual machine is rebooted. However,
volatile evidence on deep freeze running in the
background could be collected even after reboot.
Therefore, our research on both volatile and nonvolatile data in a virtual environment makes the
overall results different from existing literature.

Figure 9: Text files not found on analysis of forensic image of virtual hard disk, using FTK Imager

Figure 10: Partial Data recovery (from few clusters) of large text files from forensic image of frozen hard disk, using
FTK Imager
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5 APPLICABILITY OF RESEARCH WORK
The results achieved from performing different
experiments are applied in formulation of best
practices for handling of computer systems (at
the scene of crime) involving frozen virtual hard
disks. The suggested best practices are given as
follows:
a) The volatile data should be acquired from
the virtual machine as per the order of
volatility.
b) Digital forensic tools such as Process
Explorer (SysInternals Suite), Win Audit
(Helix Incident Response) or Task
Manager can be used to capture the
running processes to ascertain whether
Deep Freeze software is running in the
background.
c) A bit-stream imaging of the physical hard
disk of the virtual machine should be done
using tools like FTK Imager so as to
recover non-volatile data, which would
otherwise be lost as soon as the machine is
shutdown or rebooted.
d) As the traditional techniques of disk
forensics will not yield any evidentiary
data, a videography (along with generation
of hash values of the video file) and
documentation of all the activities
performed by the forensic examiner on the
suspect machine, should be a part of the
search and seizure procedure.
In addition to the suggested best practices, an
examination and analysis of both the live
captured bit-stream image of the virtual machine
hard disk and the bit-stream image of the
physical hard disk of the host computer system
should also be performed, as a part of traditional
forensic examination procedure.
6. CONCLUSION AND FUTURE SCOPE
This research work has been conducted with the
aim of performing a forensic analysis of virtual

machine hard disk, which is frozen using
Faronics Deep Freeze software. Based on the
results best practices for handling computer
systems with frozen virtual hard disks, have been
suggested. Deep Freeze software is installed
successfully in Windows operating system in a
virtual machine. Following this, digital forensic
tools are used for collection of volatile evidences
such as running and background processes, last
user activities etc. in order to determine whether
or not deep freeze is running in the background.
Different types of files (small-sized and largesized) are created and stored in the frozen
partition and imaging of virtual hard disk is done
and analysed, both before and after rebooting the
virtual machine.
Based on the results of the experiments, several
important conclusions, related to frozen virtual
hard disks, can be drawn. Faronics Deep Freeze
software can be considered as a startup process,
which initiates execution on reboot and runs in
the background as long as computer system is
working, thus keeping the hard disk in frozen
state and preventing any inadvertent changes to
it. Apart from volatile artifacts, non-volatile data
stored in the VM hard disk can also become
volatile in nature unless acquired while the
virtual machine is in live running condition. An
attempt to acquire the same using traditional
techniques of disk forensics (imaging and
analysis), results in recovery of less than 1% of
the file data for 4MB files and no data can be
recovered for smaller files with size ranging
from 4KB to 16KB.
Therefore, from anti-forensics point-of-view,
Deep Freeze is very effective, resulting in
restoration of operating system in userconfigured state on every reboot and thus
making data recovery from frozen virtual hard
disks a difficult task. It is indeed a big challenge
for forensic experts and practitioners to delve
with incidents of cyber-crime involving frozen
virtual hard disks, as evidence acquisition phase
might not yield expected results. However,
following the suggested best practices would be
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useful in unearthing of evidentiary data from
both the virtual machine (having frozen hard
disk) as well as the host computer system.
The research can be extended in future by using
more files and documents of different sizes in
order to achieve a more generalized result on
data recovery. Using larger number of files of
different file sizes would be useful in finding out
whether or not data can be recovered from frozen
hard disks of virtual machine. If data recovery is
possible, then it would be essential to determine
the amount of data that can be recovered and
whether or not the data is recovered from the
same location of a virtual hard disk as that in a
physical hard disk. The working of Deep Freeze
in reverting the operating system to userconfigured state could also be a primary
objective of future research. This would allow
for the formulation of more appropriate and
effective best practices useful for forensic
examiners in handling cases involving both
physical and virtual frozen hard disks.
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ABSTRACT
In the last few years, attack detection has become a
powerful methodology for network protection and
network security measures. The present work
presents a new detection scheme for data recorded
over the network, applicable on the broad scientific
field of information security, including detection
and prevention.
The proposed method employs bi-dimensional
(time-frequency) data representations of the forms
of the Short Time Fourier transform (STFT) as well
as the Wigner Distribution (WD). Moreover, the
method applies factorization and Singular Value
Decomposition (SVD) of these two-dimensional
matrices in order to achieve intrusion detection.
The current scheme was performed and evaluated
for the case of a dataset KDD-NSL and the
efficiency and robustness of the procedure is proven
experimentally.

KEYWORDS
Root Local (R2L) intrusion detection, Short Time
Fourier Transform, Wigner Distribution, Singular
Value Decomposition, NSL-KDD Dataset

1 INTRODUCTION
1.1 Attack Mechanism for intrusion types
Nowadays, the increase and complexity of the
cyber intrusions is rather obvious as they are
causing major problems to the computerized
systems. Well known intrusion attack types
like DoS or R2L still remain a real threat as
their sophisticated techniques have increased
the difficulty of being detected. Some of the
new approaches include the application of
statistical methods, Artificial Intelligence
(AI), network simulation tools and big data
predictive analytics techniques.

The aforementioned approaches aim at
creating effective IDS systems such as
misuse, anomaly detection and hybrid
systems, that monitor and analyze traffic in
computer systems and networks, in order to
detect security threats [1].
Although many IDS research works have
been carried out, the complexity of current
cyber attacks requires hybrid detection
approach that has anomaly system with
diagnosis capability and misuse systems with
prognosis ability.
The proposed scheme is based on the
consideration that data can be fully expressed
in a bi-dimensional time and frequency (T&F)
domain. By examining the “source bytes”
attribute of the classified NSL-KDD dataset
that way, the method achieved R2L intrusion
detection. This pictorial representation of the
data contains all the required information for
analysis and data handling proceedings.
Furthermore, the T&F data decomposition
takes place by applying the SVD as a
promising matrix factorization technique and
the subtraction of the diagonal matrices came
out with the satisfactory results of detection.
The proposed scheme is experimentally
evaluated, leading to the conclusion that the
joint T&F representation of the recorded data
together with the SVD may provide a
promising technique for network attack
detection under various attacks such as
remote to local (R2L).
The rest of the paper is organized as follows:
In Section 2 the basic theoretical concepts
behind our proposed method are briefly
discussed. Sub section 2.1 describes the
utilized dataset. The detection method based
on the T&F representations and matrix
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factorization and decomposition properties of
these interpretations are presented in sub
section 2.2. The numerical evaluation and
related results of the proposed technique are
illustrated in Section 3. Finally, in Section 4
the conclusions and possible extensions of the
current work are given.
1.2 Related work
In the works [2], [3] of the same research
direction, the NSL-KDD dataset was utilized
for the detection of DoS intrusions by
focusing on the “source bytes” of UDP and
ICMP protocols. The applied control
mechanisms
(CUSUM
and
EWMA)
successfully achieved detection of these type
attacks [2]. Moreover, the source bytes of the
TCP protocol were examined for the detection
of R2L attacks. The two above detection
methods utilized, with the EWMA to be more
efficient in immediacy and accuracy [3]. In
both works the mean value was calculated
using normal network operation (where no
attacks involved). The superiority of the
EWMA chart was the motivation for its
application on the detection of all types of
intrusions of the present work. The proposed
scheme is based on the consideration that data
can be fully expressed in a bi-dimensional
i.e.,
T&F
domain.
This
pictorial
representation of the data contains all the
recent information for the required for the
network analysis and data handling
proceedings. Afterwards, it is decomposed
using the SVD a well-known matrix
factorization. The proposed scheme is
experimentally evaluated, leading to the
conclusion that the joint T&F representation
of the recorded data together with the SVD
provide a suitable technique for network
attack detection under various attacks.
2 METHODOLOGY
2.1. Description of the Utilized Dataset
The dataset utilized in the present work is the
NBL-KDD which consists of 42 attributes.
The current version is the newer version of
the KDD’99 dataset and it has been filtered so

all data duplication of the previous version is
removed. The 20% of the entire data set is
earmarked as training data and branded as
“KDDTrain+_20Percent”
with
25192
instances while the reminding 22544
instances are reserved as “KDDtest+”. There
are 42 attributes in each version and the 42nd
attribute is categorized as ‘class’ which
specifies whether the given instance is a
normal connection or an attack. The dataset
files were downloaded from [6]. This work
used the "KDDtrain20percent" dataset for
evaluation purpose. For clarity the 42nd
attribute in the dataset was named “xattack”
which contains a numbering that specifies the
type of the attack in numbering form as: (1)
stands for DoS, (2) is for inside attackers aka
User to Root (U2R), (3) is for Remote to User
(R2L), (4) is for Probe and (5) is the normal
operation packets.
2.2. Detection Method
Based on the idea of our previous works [2],
[3], this method examines the source byte
values of the NSL-KDD dataset and aims to
achieve detection of R2L attacks. Two
statistical techniques were applied: the
Cumulative sum as well as the exponential
weighted moving average control charts with
the aim to detect intrusions based on the same
attribute (source bytes) of the NSL-KDD
dataset. Both techniques were efficient in
cases where the attacking source byte values
caused shifts in the mean value of the normal
traffic distribution. Most of the R2L attacking
source byte values were difficult to be
detected, as they were close to the mean value
(334 bytes) and thus, they didn't cause any
significant diversion of the mean value.
The present work is an attempt of
representing information of source bytes in a
T & F form by applying STFT and WD
methods aiming to examine if there would be
a possibility of achieving R2L intrusion
detection in the SVD. Hence, SVD has been
applied in both WD illustrations [4],[5] of the
source bytes of the assumed normal traffic
and the source bytes under R2L attacks.
Moreover, when subtracting the diagonal
matrices
of both the above SVDs, a
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significant difference in the singular values
was observed, leading to the conclusion that
detection may be achieved under strictly
defined conditions related to the substance of
the type of traffic (normal and under attack).
2.2.1 Time – Frequency Representation
For the past decades, there has been an
alternative development for the study of timevarying spectra. The basic idea was to devise
a joint function of time and frequency, as a
representation that will describe the energy
density or intensity of a signal simultaneously
in T&F. The motivation for devising such a
time–frequency representation is to (a) find
and illustrate the fraction of the energy in a
certain frequency and time range, (b)
calculate the distribution of frequency at a
particular time, and (c) calculate the global
and local moments of the distribution such as
the mean frequency and its local spread.
The T&F plane corresponds to two
orthogonal axes for time and frequency,
respectively. For a signal where
is
represented along the time axis and
is
represented along the frequency axis, the
Fourier Transform (FT) is an operator that
produces a change in the representation of the
signal corresponding to a counter clockwise
axis rotation equal to π/2.
The STFT is the result of applying the FT at
different points in time on finite length (i.e.,
short time) sections of a signal. This
description is fundamental to signal analysis
because it introduces a time dependency,
which the FT of thewhole signal does not
have. This important T&F analysis tool is
frequently used for speech signal processing.
The STFT of a signal
is defined as [8]:
(1)
where h(t) is a suitably chosen analysis
window.
The STFT can also be computed from its FTs
and
as shown in equation (2).
(2)

The WD is the most widely studied and
applied bi-dimensionalsignal representation.
It was first introduced in the academic field of
quantum mechanics. The WD of the signal
s(t) and its FT S(ω) is defined by Cohen [7]
Eq. (3) and Eq. (4)

(3)

(4)
where and are the time and frequency lag,
respectively. The asterisk will denote
throughout this paper the complex
conjugation.
The WD of a signal can be interpreted as a
pseudo-energy density of the signal, sinceit is
real, covariant to time and frequency domain
translations, but is not always positive.
The signal energy in the T&F region can be
determined by integrating the distribution
over that region [7],[8].
2.2.2 Singular Value Decomposition (SVD)
The SVD is a matrix computation tool with
various applications. The main advantages of
our method based on the SVD are the fact that
when a small perturbation occurs on the T&F
plane, larger variation of their diagonal
matrices’ difference occur.
Moreover, the singular values represent
intrinsic algebraic image properties.The
following SVD factorization of a m × n
matrix A will be used:
(5)
where and are orthogonal matrices which
satisfy Im = T and In V T
where
is
the
identity matrix. The matrix is a
diagonal matrix whose entries are the singular
values
of A.
3. Evaluation of the Method
The method examines the source byte values
as they have been recorded into the NSLKDD dataset. The representation of the
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normal (no attacks involved) source byte
values in time and frequency domain are
depicted in Figures 1 and 2 respectively.

Figures 3 and 4 depict the STFT and the WD
respectively and as shown, it is clear that the
WD has higher resolution.

Figure 1. Normal source byte values in time domain
Figure 4. WD representation for Figure 1

Figure 2. Fourier Transform for Figure 1

A representation of the same form as in Fig. 1
and 2 have the recorded source bytes
including R2L attacks.

A representation of the same form as in Fig. 3
& 4 has the recorded source bytes including
R2L attacks.
Our approach was to test the difference from
the T&F representations between the SVD of
the matrices produced, before and after the
attack. The next figures depict the 3-D plots
of the normal recorded bytes, the bytes
recorded under R2L attack and the difference
between the SVD of these matrices i.e, R2L
attack and normal bytes.
For the numerical simulations we have chosen
the WD as it is a T&F representation that
provides a high resolution. As input we
consider the diagonal matrices of the SVD
produced by the WDs. This measure is
illustrated in Figure 6 as a 3D plot, where the
x and y axes represent the position of each
entry of the 225 x 225 matrix while the zvalue is the magnitude of each matrix
element. The diagonal structure of the matrix
can be clearly seen in this figure. The highest
values have been concentrated at the origin
and they are rapidly decreased.
In Figure 5 the WD of the source bytes values
under R2L attack is illustrated, while in
Figure 6 the SVD diagonal matrix
of
above type of source bytes is illustrated.

Figure 3. STFT representation for Figure 1
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Figure 5. WD of the source bytes values under

Figure 7. SVD (Σ) matrix difference of the normal and
R2L attacking source bytes.

R2L attack

Figure 8. 2D illustration of the SVD
matrices of
the normal (red) and the attacking (blue) source bytes

Figure 6. SVD (Σ) matrix of the source bytes under
R2L attacks

Figure 7 depicts the 3D representation of the
difference of the SVD diagonal matrices
of the normal traffic bytes and the those under
R2L attacks. Figure 8 depicts the 2D form of
the SVD diagonal matrices of the normal
(red) as well as the R2L attacking WDs.
Figure 9 depicts the SVD
matrix
difference of figure 8.

Figure 9. Difference of the

matrices of Fig.8

As depicted in figures 8 and 9, significant
difference in the SVD
matrices is
observed. This observation may provide a
strong element for R2L intrusion detection.
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4. Conclusion and future work
The intent of this paper was to derive new
insights into the network detection process for
protection purposes in order to analyze an
effective practical networking design. That is
accomplished, in general, through the
development of a framework for a time–
frequency
representation.
This
work
introduces a new scheme for detecting various
attacks on the matrix decomposed domain
that is closely related to the quadratic
distributions such as the STFT and WD. The
decomposition proposed in this work is the
SVD. The proposed scheme maintains the
advantages of time and frequency domain
data representations.
The experimental evaluation on well-defined
dataset shows that the detection ability of the
proposed method on network attack is fairly
feasible. The future prospects of this work
include the more accurate determination of
the normal network traffic as opposed to the
traffic with attacks in the T & F manner, as
well as forming a flash detection system
adapted to the intensity distribution, and
investigate the robustness of various network
attacks.
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ABSTRACT
Wireless networks are useful to disseminate
information across an institution. However, access
points are often abandoned with vulnerable security
protocols and the network is maliciously infiltrated
by illegitimate access points called rogue access
points. Research works dealing with the
identification of rogue access points are limited to
inaccurate information such as the strength of the
signal and the communication channel. Indeed, the
strength of the signal depends on the proximity to the
access point. Each normal communication can be
done on several channels; one cannot a priori
determine a legitimate channel with such criteria. A
reasoning based on two principles guided this
research: the hacker needs to divert as many users as
possible. For that, the security policy will be opened
most of the time. In addition, since the administrator
has an accurate view of the network, ad-hoc
connections may reveal suspicion. This work
proposes therefore an approach based additionally on
the communication mode and the security protocol.
Moreover, an experiment-based on wardriving
reveals the Medium Access Control (MAC) address
and the Service Set Identifier (SSID) as useful
information for the identification of intruder access
points. A test phase demonstrated that the proposed
method can detect traces of intruder access points.

KEYWORDS
Intruder, MAC, Rogue Access Points, Security,
SSID, Wardriving, Wireless

INTRODUCTION
Wireless equipment’s are growing increasingly
at a worldwide scale due to their deployment and

maintenance simplicity. These capabilities make
them more preferred than wired solutions [1].
Their openness and ignorance of users in terms
of security make them vulnerable. Attackers
target protocol security flaws and bad
management of access codes. One of the severe
malicious techniques is the infiltration wireless
access points unknown to the administrator of
the network. Access points, in this case, are
called rogue access points (RAP). Considerable
efforts have been realized to solve that problem
by trying to identify RAP based on static
features Ease of use [2-8]. However, they are
limited because they are based on imprecise
information such as the signal strength and the
communication channel. Indeed, the strength of
the signal depends on the proximity with the
access
point.
Moreover,
each
normal
communication can be done on several channels.
Identifying a legitimate access point (AP) based
on channel is a priori infeasible. Two principles
guide this work. The first one is that the attacker
is concerned to lure (potential victims) that is
why the security protocol is let opened. The
second one is that the administrator is the only
one having the complete view of its network.
Ad-hoc connections are used for monitoring the
network state or to make configurations.
Illegitimate APs does not belong to the network
architecture and ad-hoc communications on them
can reveal malicious activities. This work
proposes to identify illegitimate APs based on
security protocol, communication type and
Service Set Identifier (SSID). Information
collection and extraction are done via network
sniffing through wardriving techniques and
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Wireshark commands. Experimentations indicate
that the MAC address is to be considered. A
helpful guidance on the security risks is
suggested to improve user awareness.
This work is structured in four sections. The first
section reviews existing works related to AP
security in general and to the detection of
illegitimate APs in particular. The second section
defines relevant concepts exploited in the
proposed scheme. The third section describes the
experimentation of collecting information in
campus sites using wardriving tools. An analysis
is made to determine the useful information
required for detection of malicious APs. The
fourth section proposes a detection strategy of
intruder access points. The fifth section makes
some tests on real networking cases. The
document ends with a conclusion and
perspectives.
2 RELATED WORKS
This section studies existing works related to the
improvement of the security of wireless
networks
2.1 Detection of Rogue Access Points
According to [9], a rogue access point (RAP) is
a wireless access point infiltrated in a deployed
network any approbation of the administrator,
providing unauthorized access. Some authors
propose approaches to determine RAPs in a
wireless network [10]. Ying et al. [2] proposed a
server-side solution using clock skews of access
point in a wireless network. In this approach,
clock skews are used as a fingerprint to detect
RAP in a network. Clock skews are calculated
using the time stamp values from the beacon
frames. This approach cannot detect MAC
spoofing and has a lack of accuracy and speed in
the calculation of clock skews in TCP/ICMP.
Nikbakhsh et al. [6] elaborated a client-side
approach checking footbridges through which
packages convey in transit. It is easy to
implement on mobile devices. But the attacker
can easily break the security by using utility
programs. Yang et al. proposed to exploit
fundamental communication structures and
properties of RAP attacks in wireless networks
and to design new active, statistical, and
anomaly detection algorithms. Their preliminary

evaluation in real-world widely deployed
802.11b and 802.11g wireless networks shows
very promising results. It can identify evil twins
with a very high detection rate while maintaining
a very low false positive rate. Kim et al. [5]
proposed a client-side approach using the
concept of received signal strength (RSS) for
RAP detection. In this method, highly correlated
RSS sequences are collected in the wireless
devices. After that the received signal is
normalized and classified whether the collected
signal is multiple or not. For this, a sequential
hypothesis technique is used. It is a lightweight
solution to overcome the drawbacks of the
client-side approach. But in this technique, the
distance between the client node and access
points while calculating the signal strength was
never considered. Distance affects the signal
strength, hence reducing the effectiveness of this
approach. Kao et al. [3] proposed a client-side
RAP detection technique based on bottleneck
bandwidth analysis. This approach is limited
because bottleneck can come from the
architecture of the network. SLFAT [4] extracts
the arrival time of the special frames with the
same length to determine malicious behaviors.
SLFAT is limited because bottleneck can impact
on the real value of time. Vanjale et al. [8]
proposed to profile RAPs by combining multiple
parameters SSID, MAC address, Received
Signal Strength Indicator (RSSI), channel and
frequency, authentication type, and radio type.
Such strategy makes the selection of parameters
random, thus imprecise.
2.2 Protection of 802.11 Layers
Some efforts have been oriented to the protection
of the physical layer [11-13], the MAC layer
[14], the network layer [15-16] and the transport
layer [17]. These works are mainly based on the
authentication techniques. This work in contrast
relies on static features characterizing wireless
APs.
2.3 Utilization of Wardriving
Dobrilovic et al. [18] carried out a comparative
study in two capital cities: in Hungary
(Budapest) and in Serbia (Belgrade). The
evaluation of security is made based on
information
collected
using
wardriving
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techniques to wirelessly scan AP configurations
in both capital cities. They propose also ways to
reduce risks. Kalniņš et al. [19] tested the safety
of different wireless encryption methods and the
Wifi Protected Setup (WPS) function. They
made also an online survey to evaluate user
awareness on wireless security. They conducted
wardriving to collect information to identify the
most used encryption methods in Riga town.
They reveal that most users are unaware, and
that the most of networks use vulnerable
protocols. This work is based on wardriving to
collect enough AP information.
2.4 Synthesis
The previous works are limited in three points.
 They lack automation in information
manipulation (from collection to extraction).
This work collects with wardriving tools,
outputs directly to the traffic analyzer, which
makes commands to facilitate decision
making.
 They consider imprecise information such as
signal, and channel. This work overcomes by
coupling SSID, security protocol, Medium
Access Control (MAC) address and
communication mode.
 They lack formalism for reproducibility. This
work provides an algorithm reproducible in a
monitoring tool.
3. BACKGROUND
This section presents some concepts such as
Wardriving, features of AP and types of RAPs.
3.1 Wardriving
Wardriving is the act of discovering wireless
networks. AP discovery can occur using a
variety of transportation methods such as by
cars, walking on foot or by rail. This concept has
been firstly thought by Pete Shipley1. wardriving
is performed with equipments such as laptops,
with wireless card supporting an external
antenna and opensource wardriving software.
3.2 AP Parameters

There are several static parameters to
characterize an AP [10].
Identifiers: There are only two identifiers in the
IEEE 802.11 standard that can authenticate APs
to users. These are the SSID and MAC address
(or Basic Service Set Identifier - BSSID) of the
AP.
Signal
information:
The
quality
of
communication between the sensor unit and the
access point is indicated by the RSSI value and it
is expressed as decibels (dB).
Channel information: Channels transmit the
information signals from senders to receivers.
The transmitting capacity of the channel is
measured in bandwidth in Hertz or its data rate
in bits per second.
Security protocols: They are used to
authenticate communications from one source to
destination. The main authentication schemes are
Wired Equivalent Policy (WEP), Wi-Fi
Protected Access (WPA), WPA2, and 802.1 X
authentications (pre-authentication).
3.3 Rogue Access Point
One of the most common security problems
faced by WLANs is the Rogue Access Point
(RAP), which is a fake AP that was not installed
by the network administrator. According to [16],
there are four types of RAPs: evil-twin,
improperly configured, unauthorized, and
compromised.
Evil-twin: In this category, an AP is imitated
using a portable computer on which software
such as airbase-ng2 is installed. The fake AP
simulates the SSID and the MAC address of the
real AP.
Improperly Configured: This category
concerns APs which has not been set with secure
parameters such as security protocols.
Unauthorized: This category includes APs
which have been installed on a network without
authorization of the administrator.
Compromised: In this category, an attacker
obtains shared keys on the access point using
man-in-the-middle techniques.
This work deals with the first three categories. In
this paper, rogue access points and illegitimate
are interchangeably used and refer to the same
meaning.
2

1

www.dis.org/shipley

https://www.aircrack-ng.org/doku.php?id=airbase-ng - A
tool for attacking users and APs
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4. EXPERIMENTS
This section describes the experimentation
process of data collection in in real sites, the
observation of main vulnerabilities and the
analysis of information to extract useful
parameters for profiling RAPs. The experimental
approach
includes
five
points:
the
circumscription of experimental area, selection
and justification of collection tools, data
collection, and analysis of results and description
of parameters.
4.1 Experimentation Area
The study zone of APs is illustrated in Figure 1.
This figure represents the University of
Ngaoundéré’s campus3, which includes five
zones of interest. They are selected because they
are provided with Internet access.

Figure 1: Experimentation area

They are
 The IT Centre (A1);
 The National School of Agro-Industrial
Sciences (ENSAI) (A2);
 The University Institute of Technology
(UIT) (A3);
 The Deanships (A4);
 The Hotspot at the campus’s entrance
(A5).

4.2 Collection Tools
Hardware
A laptop with the following characteristics has
been used:
 Constructor: HP Pavilion dm4
 Processor: Intel(R) core(TM) i5 CP UM460
@ 2,53 GHZ
 Memory: 8.00 GB
 Operating system: Kali-linux-2016:2-amd64
 Wifi network card: Broadcom 802.11n
A Wireless USB Adapter antenna (USB 802.11n
150 bps) has been attached to the computer to
enlarge the scanning area.
For the sake of mobility, a smartphone with the
following characteristics has been used.
 Samsung Galaxy Grand Neo Plus GT-I9060I
core4 4xARM Cortex - A7@1:20GHz.
 RAM: 1GB.
 Android version 4.4.4
Software
The sniffing was made with Kismet and the
packet analyzer Wireshark4. The data collection
is made via Kismet and Wigle5. These
applications are selected because they allow
exporting data from wireless access points into
.kml and .xml files to manipulate maps, and .csv
file for statistical analysis. They extract
considerable amount of information relatively to
other similar tools. The smartphone and laptop
have been employed for scanning and collection
purposes.
4.3 Data Collection
Figure 2 shows the data collection carried out
within the campus. It presents the five areas A1
to A5. The green and red legends represent the
access points scanned in those areas. Table 1
presents the number of APs per area.

4
3

www.univ-ndere.cm

5

https://www.wireshark.org/
https://wigle.net/
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Figure 2: Experimentation area after scanning

Table 1: Number of AP per area
Areas
Number of APs
A1
15
A2
34
A3
10
A4
09
A5
13





4.4 Analysis of Results
The acquired data are processed and statistically
analyzed to establish a statistical report. The
following features are reported: the use of
channel, SSID statistics, and information on
security protocols (WEP, WPA, WPA2, WPS
and in mixed mode), location information and
security statistics according to the CSV format
lines. A line is structured as follows: AA: AA:
AA: AA: AA; BB; [WPA - PSK - TKIP] [ESS];
6=20=201513: 57; 6; -97; 44:8185463;
20:3735048; 0; 336; WIFI. The different fields
are separated with a semi-column and described
as follows.






The first field represents the AP’s MAC
address of the access point.
The second field represents the AP’s SSID.
The third field represents the type of security
of the scanned AP. In this work, 11 different
types of security have been identified. The
partial list is given in Table 3.
The fourth field represents the date and the
period of scanning.



The fifth field represents the channel or the
frequency used by the AP (channels varies
from 1 to 13).
The sixth field represents RSSI.
The seventh, eighth, ninth and tenth field
represent respectively the geographic
coordinates of the AP including latitude,
longitude, altitude, and exactitude.
The last column represents the detected
network type (Wifi or Global System for
Mobile Communications (GSM)).

Statistical analysis
A. Security protocols

A set of 81 APs has been scanned. The diagram
shown in Figure 3 represents their proportions.
The protocol mostly used was WPA2, which is
the most secured one. However, there are many
users who still use WEP, the most vulnerable
one (10 APs). It appeals to education and
sensitization of users. Open authentications have
been found but was belonging to captive portals.
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3
4
5
6
7
8
9

10

11
Figure 3: Repartition of security protocols

[WEP][ESS]
[WPA-PSK-TKIP][ESS]
[WPA2-PSK-CCMP][ESS]
[WPA2-PSK-CCMP][ESS][SEC80]
[WPA2-PSK-CCMP][WPS][ESS]
[WPA2-PSK-CCMP+TKIP][ESS]
[WPA2-PSK-CCMP+TKIP]
[WPA2-PSKCCMP+TKIP][ESS][ESS]
[WPA2-PSK-CCMP+TKIP][WPA2PSKCCMP+TKIP][ESS][WPS][ESS]
[WPA2-EAP-CCMP+TKIPpreauth][ESS][ESS]

10
30
05
05
05
04
05

10

01

B. Communication channels
Table 2 shows proportions of use of channels
(from 1 to 13) in the scanned APs. The channel
the most used was the channel 6. Channels 1, 6,
and 11 are the only non-overlapping one in the
2.4 GHz band. Selecting one or more of these
channels is relevant to setting up network6.
Table 2: Communication channels
Used channel
1
2
3
4
5
6
7
8
9
10
11
12
13

Number of APs
21
08
0
0
06
20
0
06
06
06
08
00
00

Figure 4: Repartition of security types

4.5 Observations
Some observations are important to be
considered.
 It has been noticed APs with the same SSID.
It means that there are illegal APs.


Access points with considerable traffic
provide high enough signals if client hosts
are closer.

C. Sub-security types

4.6 Justification of Selected Parameters

Authors in literature do not consider subprotocols of the known ones. For example, WPA
includes WPA-PSK-TKIP. Table 3 represents
the security type and other protocols used by
APs. The frequent sub-protocol is [WPA-PSKTKIP][ESS] according to Figure 4.

This experimentation demonstrates that some
parameters are relevant.
 SSID: there can be many access points
having the same SSID in a same network.
Without SSID, it is difficult to communicate
and to interact with each other.
 MAC address: It is an identifier proper to a
computer.
 Types of security protocols: they are
important for transmission authentication.
 Communication mode: there are two modes:
ad-hoc mode and infrastructure mode.
During the experimentation, this feature has

Table 3: Communication channels
Type
1
2

6

Security type
[ESS]
[WPS][ESS]

#AP
04
02

https://www.metageek.com/training/resources/whychannels-1-6-11.html
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been hard to be seen. It can be used to
indicate abnormal activities.
5. DETECTION OF VULNERABLE AND
ILLEGITIMATE APs
The experimentation has revealed vulnerabilities,
the presence of illegal SSID which indicate the
consideration of some features in identifying
legitimate APs. This section proposes an
approach to recognize illegitimate APs while
taking into account information such features.

holder can be certified by the administrator. In
the second case, it is a computer client
recognized as being part of the network by the
administrator.
Suspected hosts: illegitimate hosts (AP or
computer) are considered as potentially
malicious thus are suspected.
It is assumed that the administrator detains the
perfect knowledge of the entire network, and
maintains databases of legitimate, illegitimate,
and suspected hosts.
5.2. Architecture

5.1. Assumptions
The detection proposal is supported by some
assumptions.
Legitimate hosts: A host is considered as an
access point or a computer. In the first case, it is
an AP for which the MAC address and the

As shown in Figure 5, the architecture of the
proposed approach is made of four layers:
collection layer, extraction layer, decision layer
and alert layer.

Figure 5: Architecture

Data collection
The collection of data inherent to access points is
made by using wardriving tools described in the
experimentation section. Information are
collected via the collection equipment and then

kept into a .pcap file to be used later for analysis
purposes.
Filtering of parameters
This stage consists of filtering with Wireshark
commands to extract useful parameters from the
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.pcap file. This process enables to mark traces of
vulnerabilities.
 SSID extraction: This stage checks the
scanned AP names and stores in a text (.txt)
file.
 Extraction of BSSID and communication
mode: This stage consists to extract from the
exchanged messages, MAC address and
communication mode fields corresponding to
SSID of scanned legitimated APs.
 Extraction of security policies: this stage
consists to extract from exchanged messages
the set of security protocols corresponding to
the SSID of legitimate access points.





Lines 7 to 11 build the list of illegitimate
access points that have usurped names
(SSID), or the MAC addresses (BSSID). It is
checked first if APs with the same SSID as
the current one exists (line 8). When the
MAC addresses are the same, it is a situation
of usurpation of MAC address; if not, it is a
usurpation of name (SSID). In both cases, the
list of illegitimate access points is updated.
Lines 12 to 15 check another case of
illegitimacy (line 12). Indeed, if the access
point does not have a security policy (OPEN)
and if it is connected in Ad-hoc mode, then
the access point is illegitimate. So, the list of
access points is updated.

Decision making
Alert generation
The system takes a proper decision in terms of
security to point out different security defects.
The decision making is described in Table 4. For
example, the rule N°3 states that if the client is
connected in Ad-hoc mode then their activities
are suspected. It is explained by the fact that
only the administrator possesses the privileges to
directly connect to network APs.

This module triggers an alert in two scenarios.
 If an access point is mischievous or
suspected, then legitimate hosts of the
network are informed about an eventual an
attack;
 If an access point is vulnerable, then we
inform the network administrator to change
security policies.

Table 4: Communication channels
Rule
N°

Definition of the rule

5

If the access point is in the RAP
list
If the access point is in the AP
legitimate list
If the client is in the legitimate
host list
If the client is connected in Adhoc mode
If the access point uses WEP or
WPA or WPA2 security

6

If the access point uses the
Preauth security

1
2
3
4

Profiling
decision
AP
mischievous
legitimate
host
legitimate
host
Suspect
AP
vulnerable
AP secured

Algorithm 1 represents the code logic which
determines the set of legitimate and illegitimate
APs within a network. It is described as follows.
Algorithm 1 is described as follows:
 Lines 1 to 6 build the list of legitimate access
points. They check if a given access point is
in the database and if it is secured. If such a
case, it is added to the list of legitimate
access points.

6. TESTS AND RESULTS
This section experiments the proposed strategy
on a real environment.
6.1. Environment of Tests
Wireshark is an open source traffic analyzer. It
uses relies on GTK+ (Graphical Image
Manipulation Toolkit) for the implementation of
its user interface and .pcap for the capture of
messages; it operates on many UNIX compatible
environments like GNU/Linux, FreeBSD,
NetBSD, OpenBSD or Mac OSX, but also on
Microsoft Windows (Sanders 2017). Figure 6
illustrates Wireshark interfaces. It depicts the
flow of packets collected through smartphone,
along with details and contents. For example, it
shows that the user (with the address
192.168.29.79)
opens
the
web
page
www.achetezfacile.com which requires a DNS
request redirected to the gateway 192.168.29.1.
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Algorithm 1. Detection of legitimate and illegitimate APs
Inputs
L= list of APs identified by the administrator
LAP= list of current APs
Lh=list of hosts
Prot = {WEP, WPA, WPA2, PREAUTH}
Outputs
LAP= Ø
LAPI= Ø
Variables: x, y, z, LAP, LAPI
1. while L ≠ Ø do
2.
if x ∈ L then
3.
if x.P ∈ Prot then
4.
LAP=LAP U {x}
5.
L=L\{x}
6.
endif
7.
else if ∃ z/z.SSID=x.SSID then
8.
if 𝑥.MAC=z.MAC then
9.
LAPI=LAPI U {x}
10.
L=L\{x}
11.
endif
12.
if x.P ∉ Prot or ∃y∈Lh/adhoc(x,y) then
13.
LAPI=LAPI U {x}
14.
L=L\{x}
15.
endif
16.
endif
17.
endif
18. endwhile

Figure 6: Wireshark snapshot
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channels. They are accessible behind APs. We
also notice that the signals are different meaning
that the fake one can be displayed on top on the
user side.

6.2 Data
The data collection has been made using Kismet.
Table 5 represents features inherent to access
points. Table 5 shows that the SSID Actions For
Development appears twice (Line 1 and line 2)
with distinct MAC and functioning on different

Table 5: Data inherent to access points
Name of AP (SSID)

MAC (BSSID)

Channel

ec:23:3d:a0:2e:e0

Communication
mode
AP

1

Signal
(dBm)
-52

Actions For
Development
Actions For
Development
wifi-auf
CAMTELHOTSPOT
ENSAI Djalingo
WIFASEG
ADYYU00tVDU1MA
ENSAI Gada
WIFI IUT
ESMV
DOYEN FS
TECNO W1
TECNO W5 Lite
GOUAN
HUAWEI-E5573-9E97
Dr NGUIMBOU
AndroidAP
Connectify-me
guest network
DMI ENSAI
DIR ESMV

54:40: ad:2f:a3:49

AP

6

-64

30:b5:c2:64:a3:d4
e0:10:7f:16:e2:f8
f4:f2:6d:35:16:0e
00:1d:7e:03:80:6f
b0:47:bf:04:25:a3
30:b5:c2:86:45:f8
10:fe:ed:c3:c6:82
10:fe:ed:2b:b9:10
20:f3:a3:48:30:d7
d6:7d:fc:ac:21:88
d6:7d:fc:3f:d1:65
2a:be:03:ce:39:de
48:db:50:cf:9e:97
d6:7d:fc:6e:f6:49
1c:66:aa:d6:6a:82
54:27:1e:55:ee:ff
60:83:34:cd:f6:3a
98:fc:11:f5:8b:ae
10:fe:ed:c3:c9:b

AP
AP
AP
AP
AH
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP

2
9
1
6
1
1
10
1
10
13
6
11
6
6
6
11
6
1
1

-73
-89
-96
-98
-97
-86
-83
-97
-94
-87
-96
-99
-72
-80
-91
-81
-76
-92
-98

6.3. Extraction of Useful Information
Figure 7 illustrates a capture of packets of
illegitimate access points by isolating the
legitimate APs. The MAC address is obtained
with
the
filter
!wlan.bssid
==
ec:23:3d:a0:2e:e0. The security protocol is then
checked with the following filters:
 wlan.fc.protected == 0 and wlan.fc.type
eq 2: which indicates non encoded data.
 eapol: which indicates encoded data with
WPA
Figure 8 overviews the packets after filtering
based on security protocol with eapol. This filter
has been performed to determine access points
using authentications based on WPA, WPA2,
WPA/WPA2 or preauth.

6.4 Decision Making
After frame analysis with Wireshark, the next
task is to determine the legitimate and
illegitimate access points. The proposed method
based on filtering based on parameters helps us
to evacuate fake APs. Results about benign APs
are consigned in Table 6 whereas fake APs are
consigned in Table 7. For example, concerning
the SSID “Actions for Development”, the benign
one has the MAC “ec:23:3d:a0:2e:e0” with
security mode “WPA/WPA2”. The SSID
“ENSAI Djalingo” appears to also be
illegitimate even if it does not appear several
times. In reality, investigations reveal that this
SSID is on anytime since about ten years. In fact
it was an old SSID used at school for various
purposes. But the server which delivers behind
this SSID is no more and someone mislead this
SSID
for
bad
intentions.
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Figure 7: Detection of mischievous access points

Figure 8: Scanned packets

289

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 8(4): 279-291
The Society of Digital Information and Wireless Communications (SDIWC), 2019 ISSN: 2305-0011
Table 6: List of legitimate access points
Name of AP (SSID)
Actions For Development
wifi-auf
CAMTELHOTSPOT
WIFASEG
WIFI IUT
ESMV
DOYEN FS
TECNO W1
TECNO W5 Lite
GOUAN
HUAWEI-E5573-9E97
Dr NGUIMBOU
AndroidAP
Connectify-me
guest network
DIR ESMV

MAC (BSSID)
ec:23:3d:a0:2e:e0
30:b5:c2:64:a3:d4
e0:10:7f:16:e2:f8
00:1d:7e:03:80:6f
10:fe:ed:c3:c6:82
10:fe:ed:2b:b9:10
20:f3:a3:48:30:d7
d6:7d:fc:ac:21:88
d6:7d:fc:3f:d1:65
2a:be:03:ce:39:de
48:db:50:cf:9e:97
d6:7d:fc:6e:f6:49
1c:66:aa:d6:6a:82
54:27:1e:55:ee:ff
60:83:34:cd:f6:3a
10:fe:ed:c3:c9:b

Communication mode
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP

Security
WPA/WPA2
Preauth(802.1x/EAP)
Preauth(802.1x/EAP)
WPA
WPA/WPA2
WPA/WPA2
WPA/WPA2
WPA2
WPA2
WPA2
WPA2
WPA2
WPA2
WPA2
WPA/WPA2
WPA/WPA2

Table 7: List of illegitimate access points
Name of AP(SSID)
Actions For Development
ENSAI Djalingo
ADYYU00tVDU1MA
ENSAI Gada
DMI ENSAI

MAC(BSSID)
54:40:ad:2f:a3:49
f4:f2:6d:35:16:0e
b0:47:bf:04:25:a3
30:b5:c2:86:45:f8
98:fc:11:f5:8b:ae

Communication mode
AP
AP
AH
AP
AP

6.5 Discussions
Algorithm 1 determines spoofing attacks and
SSID usurpation by establishing the list of
legitimate access points in Table 6. Table 7
represents rather the list of illegitimate access
points. The clients of that network are informed
of the presence of an intruder access point. The
presence of vulnerable access points is due to the
utilization of vulnerable security protocols. So,
the users will be informed to better secure their
access points in order to avoid an attack. The
presence of non-secured APs incentives man in
the middle attacks and the presence of duplicate
SSIDs incentives spoofing attacks. The proposed
approach includes alert module to prevent these
attacks.
Limitations
The proposed method is limited in three points.
 It is not semi-automatic.
 It is static since it is based on
deterministic criteria to take a priori
decision. It is not focused on all the



Security
OPEN
OPEN
OPEN
OPEN
OPEN

communications exchanged on the
wireless network.
It is unable to stop an attack that may
occur in the network.

CONCLUSION AND PERSPECTIVES
This work proposed a strategy to identify
RAPs based on multiple static features selected
from a well-performed experimentation on real
sites. The collection process has been made
assisted by smartphones and laptop with
installed wardriving tools. Then generated data
are transmitted to a traffic analyzer to apply filter
commands to extract traces of RAPs. The
method has been applied on a real case and has
been able to detect the presence of vulnerable
access points and the illegitimate ones.
Nevertheless, this work deserves to be improved
on three points. The first one concerns the
automation of the proposed method. The second
concerns the fact of taking in account exchanges
between access points and the client hosts. The
third concerns the integration of the capacity to
stop attack flows when it occurs.
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ABSTRACT
Digital era such as now, cloud technology can not be
released in our lives. Cloud computing has also
become one of the fastest-growing and
transformative technologies. In addition to some
convenience and comfort in using the cloud, it turns
out to cause new problems, namely cybercrime.
Cybercrime will be increasingly diverse and allow
criminals to innovate with the cloud. Cloud forensics
remains an obstacle and challenge for investigators
because each cloud provider has a different
architecture so different investigations are needed in
conducting cloud forensics. In this research, forensic
cloud storage research was carried out from ADrive
services. Some ADrive features that make it possible
for cybercriminals are data can be synchronized with
a client application, encrypted and given a password
on a file that is on the cloud. This research applies the
NIST framework in the investigation process and
from the results of the analysis of digital evidence
can be detected and found on 3 digital evidence
namely RAM, logical drive and Google Chrome
Database. Of the three pieces of evidence, the most
potential as digital evidence is in RAM and logical
drives because of the digital evidence found files
uploaded to adrive.

Cloud computing has become one of the fastestgrowing and transformative technologies [2],
according to its type there are four types of cloud
computing namely infrastructure as a service,
platform as a service, software as a service and
storage as a service. Of the four types of cloud
computing services, the main reason for using
cloud computing, including cloud storage, is
because of its convenience and can be accessed
anywhere, anytime [3] besides that according to
Shariati also saves the budget if using
infrastructure on a large scale [4].
However, from the advantages of using cloud
computing, there are still many risks in the case
of cybercrime [5], for example when the cloud
used by the Sony PlayStation Network suffers
from paralysis due to hacker attacks [6] or
another example of cloud storage is used as a
medium for sharing illegal files or a means in
planning major cases such as the exploitation of
children, selling drugs or even terrorism.
Based on these problems, cloud forensics is a
challenge for an investigator because it is still a
hot topic and a variety of architectures developed
by vendors either managed by companies or
personally in making cloud computing.

KEYWORDS
2 LITERATUR REVIEW
digital forensics, cloud forensics, cloud storage
applications forensics, live forensics, memory
forensics.

1 INTRODUCTION
Internet of things technology currently
dominates in human life, this is evident from the
many devices between one device and another
connected to the internet [1]. Examples of the
many uses of the internet of things are smart
home, smart village, smart city and so on which
all of these examples cannot be separated from
cloud computing.

This research focuses on cloud types of services
on the storage side. Research forensic digital
analysts on cloud storage already exist with
various cloud storage objects and operating
systems both desktop and smartphone
computers.
In 2015 study by Martini that proposed a step to
remotely collect digital evidence in the case of
vCloud objects [7]. According to Daryabar in
2016, in his research with OneDrive, Box,
GoogleDrive and Dropbox objects on Android 4
and iOS 7 smartphones, he found digital
evidence on the smartphone's internal memory,
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including its IP, timestamp, and history [8].
Teing research in 2018 exploring CloudMe on
the Ubuntu 14 and Mac OS X operating systems
focuses on the analysis side of a database, web
and log file [9].
2.1 Digital Forensics
Digital forensics is part of the application of
computer science and technology to examine and
analyze electronic evidence and digital evidence
to see the relationship between one evidence and
another so that cybercrime can be investigated
and accounted for [10].
2.2 Live Forensics
Live forensics is the development of traditional
forensics that is done when the system is still
alive [11]. The purpose of live forensics is to do
forensics on memory, swap files, network, and
running system processes to get more detailed
information.
2.3 Cloud Forensics
Cloud computing is a new technology that
provides services over the network so that it can
be accessed everywhere, convenient and scalable
as needed [12]. Cloud computing according to
the National Institute of Standards and
Technology (NIST) is divided into 3 namely
cloud
with
software,
platforms,
and
infrastructure as a service. But because there are
many cloud services as storage then it is also
called STaaS / Storage as a Service [13].
In his research [12], Hemdan said cloud
forensics is digital forensics that is done in a
cloud environment. In particular, cloud forensics
is related to the internet of things because it is
virtual, remote, networked, client-server and also
related to big data because it is inseparable from
the interconnected data and the process of
sending data between clients to the server.
3 METHODOLOGY
The methodology in this study can be seen in
Figure 1. A literature review is a technique to
collect reviews from relevant research both from
books, reports, and papers.

Figure 1. The Methodology

From the developing literature and identified the
needs are as follows:
1. Windows
2. FTK Imager
3. Autopsy
4. SQLite Browser
5. Adrive Application
6. Web Browser
4 EXPERIMENT SETUP
The study is carried out with a case simulation
from an experiment or case scenario determined
to help the research. This research uses a cloud
from Adrive that is installed to the device which
is initialized as a victim. Victims upload
documents through synchronization of the adrive
client installed on the device, which then logs
into the web adrive to get a link that can be
shared. Then the victim deletes the uploaded
document file and uninstalls the adrive
application installed on the device, this scenario
can be seen in Figure 2.

Figure 2. Case Scenario

5 FRAMEWORK INVESTIGATION
This research refers to the investigation process
used by the National Institute of Standards and
Technology (NIST). This investigation process
can be seen in Figure 3.
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Table 1. Tool Investigation

Tool
FTK
Imager
3.1.1.8

Figure 3. Investigation Process








Acquisitions: Acquisition of devices from the
target laptop by taking data directly into
RAM, Storage and Database Browser. This
step done when the laptop is still alive called
the Live Forensic Technique to get more
information at the time of analysis later.
Examination: Examination of acquired digital
evidence including duplication of digital
evidence following applicable operational
standards.
Analysis: Analyze the results of the
examination of each forensic tool according
to the justified technical method.
Conclusion: Classify the ability of each
forensic tool to produce a forensic
investigation report that will be used in
litigation.

6 RESULTS AND DISCUSSION
The examination and analysis process begins
with the acquisition process first as the NIST
method presented earlier and adopting the NIST
method is the forensic investigation stage as
shown in Figure 4.

Autopsy
4.11.0
SQLite
Browser
3.11.2

Function
Acquisition of digital files from
RAM memory and digital files
from
the
Drive
Adrive
installation location on the
suspect's computer.
Tool for analyzing image files
from the acquisition of digital
evidence of RAM and Storage.
Tool for analyzing digital files
that are possible can be digital
proof from the google chrome
database used.

From the acquisition process obtained digital
evidence with the extension .mem, .ad1 which is
the result of the acquisition of RAM, while for
the acquisition of the logical drive extension.
Digital evidence from the google chrome
database
is
stored
in
the
directory
C:\Users\%USERNAME%\AppData\Local\
Google\Chrome\User Data\Default\databases so
the acquisition is done traditionally.
6.1 RAM Analysis
From RAM analysis using the Autopsy 4.11.0
tool, it was detected that the suspect installed the
Adrive application located in the C: \\ Program
Files \ Adrive directory as shown in Figure 5.

Figure 5. Adrive Application Located

Figure 4. Forensic Investigation Stage

The above stages use the tools as in table 1.

Detection results are then analyzed and found a
document file with the extension .doc with the
link on http://www31.adrive.com/filemanager/
downloadfile/326830777/LAPORAN_PERTAN
GGUNGJAWABAN_PENERIMAAN_DA.doct
as in Figure 6.
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Figure 6. Link Detection Results from RAM

6.2 Analysis of Windows Logical System
Logical analysis using the Autopsy 4.11.0 tool
on the evidence of the acquisition file ie
admit.001 shows the same as RAM analysis that
can detect the installation of the Adrive
application in the Program Files - Adrive
directory as shown, where the default Program
Files folder is the folder which is in the System
directory on the Windows operating system as in
Figure 7.
Figure 9. Timestamp

6.3 Google Chrome Database Analysis
In the analysis of the Google Chrome database,
the acquisition is done traditionally by copying
the source database file for the Google Chrome
software stored in C: \ Users \ <username> \
AppData \ Local \ Google \ Chrome \ User Data \
Default \ Databases. From this analysis, only a
link to adrive.com was obtained.

Figure 7. Detection Application Adrive on Directory

The next analysis results also found a document
file
with
the
file
name
LAPORAN_PERTANGGUNGJAWABAN_PE
NERIMAAN_DA.doc as in Figure 8.
From this file we can know the timestamp that
the file is accessed on 27-06-2019 10:02:39, the
modified file at the time 27-06-2019 10:02:41,
file changes occur on 27-06-2019 11:07:00 and
the file was first created on 27-06-2019 10:02:39
as in Figure 9.

This research succeeded in getting digital
evidence related to the use of cloud storage from
Adrive in the form of detection applications that
are installed on the client in this case on the
computer. Other evidence is also able to find a
link that is used to share with friends so that
digital evidence can be found in the form of
uploaded document files and shared via adrive as
shown in table 2. This research can be the first
step to deal with similar crime cases in Adrive
and other cloud storage by implementing
forensic tools that support to obtain higher
quality digital evidence.
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Figure 8. File Detection on Logical System
Table 2. Digital Evidence Analysis

RAM Logical DB Chrome
Application
Detection
Link
Detection
File
Recovery

√

√

√

√

√
[4]

√

√

7 CONCLUSION AND FUTURE WORK
Based on the analysis of digital evidence, the
most potent evidence found when analyzing
RAM and Storage is being able to find the
distributed link and also an account to login to
the adrive.com cloud.
The results of the analysis are able and sufficient
to represent valid evidence because the link used
was active when it was found and is a document
file used by the suspect.
Future research can incorporate data mining in
the analysis process because the use of cloud that
will impact the impact of data in a larger amount
and varied or commonly referred to as big data.
The use of other digital forensic methods is also
a consideration to obtain quality and accurate
digital evidence so that it can assist in the
criminal process.
REFERENCES
[1]

[2]

[3]

R. Rizal, I. Riadi, and Y. Prayudi, “Network
Forensics for Detecting Flooding Attack on
Internet of Things ( IoT ) Device,” International
Journal of Cyber-Security and Digital Forensics
(IJCSDF), vol. 7, no. 4, pp. 382–390, 2018.
A. Alenezi, R. K. Hussein, R. J. Walters, and G. B.
Wills, “A Framework for Cloud Forensic
Readiness in Organizations,” Proceedings - 5th
IEEE International Conference on Mobile Cloud
Computing,
Services,
and
Engineering,
MobileCloud 2017, pp. 199–204, 2017.

[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

Yee Say Keat, B. B. Rad, and M. Ahmadi, “Cloud
Computing Security and Forensics Issues and
Awareness of Cloud Storage Users in Malaysia,”
International Journal of Cyber-Security and
Digital Forensics, vol. 6, no. 1, pp. 1–13, 2017.
M. Shariati, A. Dehghantanha, and K. K. R. Choo,
“SugarSync forensic analysis,” Australian Journal
of Forensic Sciences, vol. 48, no. 1, pp. 95–117,
2016.
A. Naser, M. F. Zolkipli, S. Anwar, and M. S. AlHawawreh, “Present status and challenges in cloud
monitoring framework: A survey,” Proceedings 2016 European Intelligence and Security
Informatics Conference, EISIC 2016, p. 201, 2017.
J. Galante, O. Kharif, and P. Alpeyev, “Sony
Network Breach Shows Amazon Cloud’s Appeal
for Hackers,” Bloomberg, 2011. .
B. Martini and K. K. R. Choo, “Remote
programmatic vCloud forensics: A six-step
collection process and a proof of concept,”
Proceedings - 2014 IEEE 13th International
Conference on Trust, Security and Privacy in
Computing and Communications, TrustCom 2014,
pp. 935–942, 2015.
F. Daryabar, A. Dehghantanha, B. Eterovic-Soric,
and K. K. R. Choo, “Forensic investigation of
OneDrive, Box, GoogleDrive and Dropbox
applications on Android and iOS devices,”
Australian Journal of Forensic Sciences, vol. 48,
no. 6, pp. 615–642, 2016.
Y. Y. Teing, A. Dehghantanha, and K. K. R. Choo,
“CloudMe forensics: A case of big data forensic
investigation,” Concurrency Computation , vol.
30, no. 5, pp. 1–12, 2018.
M. N. Al-Azhar, Digital Forensic: A Practical
Guide of Computer-based Investigation. Salemba
Infotek, 2012.
T. Rochmadi, I. Riadi, and Y. Prayudi, “Live
Forensics for Anti-Forensics Analysis on Private
Portable Web Browser,” International Journal of
Computer Applications, Apr. 2017.
E. E. D. Hemdan and D. H. Manjaiah, “A cloud
forensic strategy for investigation of cybercrime,”
Proceedings of IEEE International Conference on
Emerging Technological Trends in Computing,
Communications and Electrical Engineering,

296

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 8(4): 292-297
The Society of Digital Information and Wireless Communications (SDIWC), 2019 ISSN: 2305-0011

[13]

ICETT 2016, 2017.
S. H. Mohtasebi, A. Dehghantanha, and K. K. R.
Choo, Cloud Storage Forensics: Analysis of Data
Remnants on SpiderOak, JustCloud, and pCloud.
2016.

297

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 8(4): 298-307
The Society of Digital Information and Wireless Communications (SDIWC), 2019 ISSN: 2305-0011

A Study on Metasploit Payloads
Afrozulla Khan Z1, Balajinarayan B2
1

Department of Criminology and Forensic Science, School of Social Work, Mangaluru, Karnataka, India

2

Department of Criminology and Forensic Science, School of Social Work, Mangaluru, Karnataka, India
(aukhan2595@gmail.com)

ABSTRACT
This research paper used the Kali-Linux operating
system, to create a platform remotely which allows to
control the device Android and Windows operating
system using the malicious payload through
penetration tools like Metasploit framework, to have
a security test and to check the loopholes of devices.
The main purpose was to study the Metasploit
payloads, analyze and control the target device. It can
be utilized in legal aspects, it will be very helpful to
the police officials, law enforcement agencies,
investigators where it helps to have access to the
devices and locations of the criminals and suspects,
without having physical contact with their devices.
This research will reveal the process of generating a
malicious payload, and performing a security test,
collect data from the target devices and it also
revealed the different ways adopted by the cybercriminals, black-hat hackers to gain access of their
target devices like injecting the payload into an
original application, MP4 file, SMS, PDF file and
Image (JPEG) file. The research paper intends to
examine the possible methods used by hackers to
exploit the devices.

KEYWORDS:
Kali-Linux, Security Vulnerability, Android
Operating System, Windows Operating System,
Malicious Payload, Metasploit Framework, Police
Officials, Criminals, Suspects, Security Test, Cybercriminals.

1. INTRODUCTION
Computer forensics is a branch of digital
forensic science concerning legal proof found in
computers and digital storage media. The goal of
computer forensics is to look at digital media in
an exceedingly forensically sound manner to
spot, preserve, recovering, analyzing and present
facts and opinions regarding digital data [1].

Although it's most frequently related to the
investigation of a large sort of computer crime,
computer forensics may additionally be utilized
in civil proceedings. The discipline involves
similar techniques and principles to information
recovery, however with further guidelines and
practices designed to form a legal audit trail [1].
Sometimes due to certain reasons, getting close
to a target may not be a good idea. But gaining
access to the target system by remotely
exploiting can be a bonus since we won't have to
touch the target's computer and also no one saw
us near it. The Metasploit Framework with the
help of a meterpreter on a system can be used to
do many things.
Metasploit Framework, it is a Project which was
started by H.D. Moore in 2003 by using Perl
language. During its development it was not
working properly, there were so many bugs in
version 1.0 and version 2.0. As time goes, in any
software the changes will be done and improved,
to perform better. In 2007 it was completely
written in Ruby language version 3.0. Metasploit
3.0 is the best-known creation, is a software
platform for developing, testing, and executing
exploits [2].
It can be used to create security testing tools and
exploit modules and also as a penetration testing
system. The Metasploit is an open-source project
that gives a public resource for researching
security vulnerabilities and developing code that
enables a network administrator to interrupt into
his network to spot security risks and document
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that vulnerabilities got to be addressed initially.
The basic purpose of this framework is that it
will develop and execute the exploit code against
the remote target. Using Metasploit we are able
to benefit from most of the vulnerabilities that
exist in software.

•
•
•

Metasploit Framework

The Metasploit framework consists of tools,
libraries, modules, and user interfaces. the
fundamental function of the framework could be
a module launcher, permitting the user to
configure an exploit module and launch it at a
target system. The exploit succeeds, the payload
is executed on the target and therefore the user is
provided with a shell to interact with the
payload. Hundreds of exploits and dozens of
payload choices are available. Currently,
Metasploit Framework has support for a variety
of operative systems, specifically, Linux, MAC
OS, Windows, Android, and a few others [2,3].
1.1 Operational Definition
1.1.1 Metasploit Terminologies
•

•
•
•

Vulnerability/Exposure: It is the
weakness and flaw in the system which
lets an attacker compromise the system.
It is one of the concerns about computer
security. It may result from weak
passwords, software bugs, a trojan horse
or a script code injection, and a SQL
injection.
Exploit: Exploit is a code used to exploit
the vulnerability or code used to
compromise the system.
Payload: It defines activities that one can
perform after exploiting the system [4].
Shellcode: Shellcode is a set of
directions used as a payload once
exploitation happens. Shellcode is often

written in a programming language. In
most cases, a command shell or a
Meterpreter shell is provided when the
series of directions is performed by the
target machine, therefore the name.
Encoder: A program that encodes our
payloads to avoid antivirus detection [4].
Interfaces: Metasploit has different
interfaces to ease our tasks. We can do a
variety of tasks with these interfaces.
Listener: A listener may be a part within
Metasploit that waits for an incoming
connection of some type. for instance,
when the target machine has been
exploited, it should call the attacking
machine over the net. The listener
handles that connection, waiting on the
attacking machine to be contacted by the
exploited system [5].

2. MATERIALS & METHODS
2.1 Need for the study
The purpose of the research is to find out the
security vulnerabilities of Android (Mobile
Devices) and Windows. Mobile applications
have become an essential part of our lives as our
dependence on our smartphones has grown. But
when it comes to security, users are not aware of
the danger. There arises the need to improve the
knowledge and security features of the devices
and to avoid being the target of the cyber-crime.
The study is an attempt to find out security
vulnerabilities in Android as well as windows by
writing, testing, and executing exploit code. The
study can help to test security vulnerabilities,
enumerate networks, execute attacks, and evade
detection.
2.2 Objectives of the study
The objectives of the study are as follows:
1. Creation of malicious apk files for
android using msfvenom (Payload), EvilDroid (Binding), Social-Engineering
Toolkit (QR Code), Stagefright (MP4),
Venom (SMS).
2. Creation of malicious files for windows
using Infectious Media File (PDF),
Image File (JPG File).
3. To know the process to simulate all the
possible notorious ways used by hackers
to breach a system’s security.
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4. To know in advance how a machine can
suffer a security circumvention attack.
2.3 Scope of the study
The scope of the study is that people's perception
and attitude towards computer and Android
device safety and information security
significantly affect the way they use information
technology. The study is an attempt to
understand
security
exploits,
security
vulnerabilities can result from software that’s
already been infected by a computer virus or
script code injection (payloads). The paper
intends to examine the possible methods used by
hackers to exploit the devices.
2.4 Sample
For the purpose of this study, the Android (5.1.1
Lollipop, 6.0.1 Marshmallow, and 7.0 Nougat)
and Computer (Windows 7) were taken.
The author has selected the msfvenom payload,
Original Mobile Application, Bind Application,
QR Code, Multimedia File, URL link (SMS),
exe file, PDF Document, Image JPG File, as the
sample.
2.5 Tools for Exploitation
A tool is an aid with necessary and relevant
information
that
could
be
gathered
systematically to the subject matter. The tool
was decided on the basis of the objectives of the
study.
It is recommended having the following
specifications for the smooth execution of these
research activities and challenges. An Author
Laptop (Sony Vaio E Series VPCEG18FG) with
Windows 7 (64-bit) operating system having a
process of Intel Core i5, with 4 GB Ram and 500
GB Hard Disk. A bootable USB flash drive
which is having Kali Linux OS. In the present
study, the experimental method was applied to
study the security vulnerabilities.
2.6 Procedure
The study is based on payload exploitation and
the information for the present study was
collected from the target’s mobile phone and the
target’s computer by Metasploit payload
exploitation. The data was collected by
Metasploit Framework Ruby-based Scripts by

executing the commands and transferring the
generated payloads to the target device.
First, the payload was generated and transferred
to the target's device; after the payload is
executed in the target device the session was
acquired. And the following analysis was carried
out.
3. ANALYSIS
It is a systematic activity to find appropriate
meaning from the collected data. For the purpose
of analysis and interpretation, it involves stages
such as Metasploit MSFconsole for android and
windows, Metasploit Commands, Metasploit
Meterpreter, and Screenshots, based on the
objectives of the study.
3.1 Access to Android Using Metasploit
Here the author exploits the android mobile
device using MSFvenom. First, the author used
MSFvenom for generating the malicious payload
(APK file) and set up the listener to the
Metasploit Framework. Android uses an
APK file format to install any application.
Hence, the malware will be in APK format. To
construct the malware the following msfvenom
command was used:

Figure 01: Kali Linux Terminal Showing Generated
Payload

As the MSFvenom malware was created, the
author started the handler in order to have a
session and for this, the following command was
typed:

Figure 02: Started Metasploit

As the said file was run in the target mobile, and
when the application was opened the author had
a meterpreter session as shown in the image
below:
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point, the author used to exploit the android
device, and to hide the malicious payload inside
the original APK file.
First, the author opened the terminal in Kali
Linux and execute the given below command to
download it from the git hub.
Figure 03: Meterpreter Session Opened

After having a meterpreter session author
checked the system information by using the
following command:
Figure 07: Evil-Droid Installation from Git-Hub

Figure 04: Kali Linux Terminal Showing Target System
Information

Now, there are various commands to further
exploit the target device. The author has shown
the practice of some of the major commands and
all of these commands are shown in the image
below [6].
Then the author dumped all the call-logs of the
target device by using the following command:

Figure 05: Kali Linux Terminal Showing Saved Call Log

Similar to dumping the call logs, the author
attempts to dump all the SMSs by using the
following command:

Figure 06: Kali Linux Terminal Showing Saved SMS

3.2 Access Android Mobile with Evil-Droid
Evil-Droid is a framework that creates &
generates & embed APK payload to penetrate
Android platforms.
In this test author generated APK payload with
the help of “Evil-Droid”. It is the tool used to
compromise any android deceives for attacking

The author opened the downloaded folder in
terminal and typed chmod 777 evil-droid
commands to give all permission to the script
“evil-droid”. Then the author executed a ./evildroid command to run the script and to lunch the
evil-droid application. When the author executed
the above command evil-droid was started from
testing internet connection and its dependencies
from available Kali Linux tools on its own. Then
a prompt was pop up to confirm the Evil-Droid
framework requirement; the author selected
option “yes”. After that again a prompt was pop
up in order to set LHOST [author’s IP] for
reverse connection. The author entered the Kali
Linux IP 192.168.1.104. After that again a
prompt was pop up in order to set LPORT 4444
for reverse connection. In the next prompt author
entered the payload name, in order to give the
name to the APK payload, here author had
given Baidu-browser name to the payload. Now
when everything is set by an author for
generating an APK payload, at last, the author
got a list of payload option to choose the type of
payload,
here
author
had
selected
“android/meterpreter/reverse_tcp” as payload.
As soon as the target downloaded and run the
malicious baidu.apk, the
author
got
unauthorized access to the target device on his
machine.

Figure 08: Started Reverse TCP Handler

From the image given below, it is shown that the
author had opened the meterpreter session 1.
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The author checked the system information by
using the following command:

Figure 09: Kali Linux Terminal Showing Target System
Information

3.3 Access Android Phone Using HTA Attack
with QR Code
The first step was to create a pernicious file
using msfvenom.

Figure 12: Scanning the Generated QR Code

As soon as scanning of the code was completed,
the author had the meterpreter session.
Figure 10: Kali Linux Terminal Showing Generated
Payload

The author opened SET (social-engineering
toolkit), through SET author altered HTA
attack into an APK attack to gain access to the
target’s Smartphone. Thus, from the SET menu
author
selected the
2nd option which
indicates Website Attack Vectors. Then further
author selected the 8th option which refers
to HTA Attack Method. And then author
selected Site Cloner by typing 2. When the
author typed the said option 2, it was asked the
author to enter the URL that the author wants to
clone. Here author gave the URL of the play
store: https://play.google.com/store Then when it
asked to select a meterpreter option author
typed 3 as to select reverse_tcp. Now the QR
Code Extension was added to chrome.

Figure 11: Adding QR Code Extension in Chrome
Browser

3.4 Access Android Phone Using Mp4 File
First, the author opened the terminal in Kali
Linux and executed the below command to
download it from the git hub.

Figure 13: Stagefright Installation from Git-Hub

The author opened the downloaded folder in the
terminal and typed the Python mp4.py –h
command to run the Stagefright. In order to
generate a malicious MP4 file, the author typed
the following command
python mp4.py –c 192.168.43.45 –p 4444 –o
/root/Desktop/Aukhan.mp4.
As the command executed the mp4 file was
generated, which is given in the below image:

The QR Code Extension generated a QR Code
according to the attack. The author made the
target to scan the generated code and installed
the app.
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connection. A prompt with the payload output
name, hence attacker named the payload as
aukhan.apk
Finally, the URL was generated as shown below:

Figure 17: Generated Malicious URL

Figure 14: MP4 File Transferred to Target Device

The attacker customizes the Malicious URL into
a shortening URL using Butyl URL shortener,
as shown below

And when the MP4 was opened by the target, the
author had a meterpreter session.

Figure 18: Converted Malicious URL to Normal URL
Figure 15: Kali Linux Terminal Showing Meterepreter
Session 1 Opened

3.5 Access Android Phone Using SMS
First, the author opened the terminal in Kali
Linux and executed the given below command to
download it from the git hub.

The customized URL was https://bit.ly/1TIKqa3
which was forwarded to the target using an offer
trick as shown below [7].

Figure 19: Added URL into a Message

Figure 16: Venom Installation from Git-Hub

The target received the message to his mobile
number, and the target responded to the link and
downloaded the file as shown below:

As the cloning process completed, the Venom
script was started, hence the author selected
option 4 i.e. Android & IOS Payloads. After
selecting option 4, it was asked for the platform
of attack (Android or IOS) in this case the author
selected the Android platform i.e. AGENT
NO.1. After that again a prompt was pop up in
order to set LHOST 192.168.43.5 for reverse
connection. After that again a prompt was pop
up in order to set LPORT 111 for reverse
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The resulting PDF can be sent to a target as part
of a social engineering attack.
Author Clicked on Applications in kali-Linux
OS and then selected Social Engineering Toolkit

Figure 22: Selected Social-Engineering Tools

Figure 20: URL executed in the Target Device

The image given below shows that the author
had a meterpreter session.
The author checked the system information by
using the following command: sysinfo

Then it gave a list of options to choose the
attack, the author selected 1 Social-Engineering
Attacks. To create an infectious media file (PDF)
author selected option 3 “Infectious Media
Generator”. Then the infectious module has
created an autorun.inf and a Metasploit
payload. The author selected the attack vector
option 1 “File-Format Exploits” and set the IP
address for reverse connection 192.168.1.1
(Author’s IP). Now when everything was set by
an author for generating an infectious PDF file,
at last, got a list for payload file format option to
choose the type of payload wants to generate,
here the author had selected “Abode PDF
Embedded EXE Social Engineering” option
13. After selecting the default payload
creation, SET was generated a normal PDF
with embedded EXE that is Blank PDF option
2. A list of payload options was shown to choose
the type of payload that has to be generated, here
author had selected “Windows Meterpreter
Reverse_Tcp”
option
2
and
entered
the LHOST
IP i.e.
author
system
IP
192.168.1.1 and LPORT i.e. 4444 the port to
connect back to the author’s system. Then it
generated an infectious PDF file, and asked to
create a listener right now, the author typed yes.
Now as soon as the PDF file was opened on the
target’s machine author got a meterpreter shell.

Figure 21: Kali Linux Terminal Showing Target System
Information

3.6 Access Remote PC Through PDF
This module embeds a Metasploit payload into
an existing PDF file in a non-standard method.

3.7 Access Windows PC with Image Payload
To create a payload for windows author opened
the terminal, and typed the following command
and hit enter
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Figure 23: Kali Linux Terminal Showing Generated
Payload

After the payload was created, the author copied
the Payload into a pen drive and pasted in
Windows OS in order to carry out the further
process. To bind payload to an Image File, the
author opened windows OS and move
the lol.exe i.e. Payload file to Desktop. And then
downloaded a car image file from Google and
kept it on the Desktop. The author kept all the
three files, lol.exe, .jpg & .icon on the location
i.e. desktop. To create a listener for the
payload author typed the following command
msfconsole in the terminal and hit enter [8,9].
The author typed the following command.

After that, a meterpreter session was started. So
as soon as the target clicked on the file, an Image
of Mercedes car was opened in his computer and
the author’s Payload was executed. After that, a
meterpreter session was started [10]

Figure 25: Kali Linux Terminal Showing Target System
Information

4. MAJOR FINDINGS SUGGESTIONS
•

Figure 24: Started Multi-Handler

Then author selected car.jpg and test.exe rightclicked and selected in order to add to the
archive. In the Archive option, set the
compression method to best, check to Create
SFX archive. In the Advanced tab, the author
clicked on SFX options in order to self-extract
and clicked OK. Now in the SFX options tab,
click on setup and setup the program. Then the
author navigates to modes tab and clicked
on Hiding all. Again, the author navigated to the
Text and icon tab and browsed the icon.ico file
to set the icon of the File. Then the author
clicked on OK to make the archive. The author
sent this archive to Target’s computer as soon as
the target clicked on the file, the Payload file
was executed automatically in the background.
And Target has received an image of a
Mercedes car.

•

•

The findings were to check the security
vulnerability of the devices for that
purpose Metasploit was used to exploit
Android devices such as tablets and
phones. Once exploited the android
device, it's capable of grouping the
target's text messages, contact list,
location and even activate their digital
camera, etc.
An android user uses a number of
applications that are available in Google
Play Store as well as Third Party
Applications, where there is a chance of
applications that are embedded with
malicious payloads, which can hack or
control the target devices in order to
access their data’s.
It was believed that only by installing the
infected applications can have access to
the target devices, but by this research, it
was found that even Original Application
(Baidu Browser) can be binded with the
malicious payload, and even QR Codes,
as well as Multimedia Files like MP3,
MP4, Malicious URLs which are
forwarded to number of peoples through
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•

•

Social-Media like Facebook, WhatsApp,
etc., or MMS, SMS, etc. And computers
i.e. Windows, even these can be hacked
by sending the malicious payload Image
Files like JPEG, Document File PDF,
Word Files, exe format file, etc.
The people are more dependent on the
Antivirus, as it will help to detect and
destroy the Malware, Trojans, Viruses,
Payloads and it is found that there are
payloads that can bypass the Antivirus
Detection, even though the antivirus is
installed in the devices. These Payloads
can run in the background, and they are
undetectable malware.
From this research, it is found that the
process of generating the malicious
payloads using Metasploit Framework,
and transfer of those payloads to the
target, and gaining access to their devices
by exploiting the payloads. It is also
found that these kinds of crimes that are
committed by sending the malicious files
to the target can be solved or investigated
by performing Malware Forensic
Analysis
or
Malware
Reverse
Engineering Techniques, by analyzing
the files which the target was received
before the commission of the crime.

•

•
•

•

•
•
•
•

Figure 26: Sample diagram for payload working
process

4.1 Suggestions
According to the analysis of the Metasploit
payloads, the author has drawn the following
suggestions that can be implemented to improve
the security features and awareness among
individuals.
• As there are so many different strategies
for the distribution and execution of
malicious payloads, there’s no easy
panacea to mitigate them. In addition to
being wary of phishing scams and
different social engineering attacks,

•

•

security measures should be taken every
time downloading archives or receiving
any kind of data from the Internet, or
from the person.
An excellent rule of thumb is to always
run a virus scan on downloaded files.
even if they show up to be from a trusted
source. It is important to have a look at
what and all applications, software, are
installed in the device without the user’s
knowledge, this will help in identifying
the newly installed applications or
software.
Always install the software’s from the
trusted websites which have “https”
instead of “HTTPs” (s stands for secure).
It is important to use a paid version of
Anti-virus like Kaspersky Anti-virus,
Norton Anti-virus, etc. It is important to
update the Operating System and
Antivirus.
Always scan USB flash drive and
whenever you transfer the files from the
flash drive by injecting it into the
computer.
Never ever respond to any kind of Spam
E-mails, Social-Media forward messages,
URL links, etc.
Always have an update on new cybercrimes which are increasing day-by-day.
It is necessary to have a back-up of the
files, in order to recover after the
commission of the crime.
Be alert when scanning any kind of untrusted QR Codes as the author has
shown the gaining access of the target
through QR Code Scanning.
This research can be in good faith, in
solving crimes, finding the location of
criminals, conducting the vulnerability
scanning of the mobile phone as well as
computers.
It can also be used to find out the security
weakness and the devices can be secured
properly, in order to avoid future losses
due to Malware, Viruses, Trojans,
Payloads attacks.

5. CONCLUSION
In conclusion, a Metasploit Framework is
an effective tool for
exploiting
a remote
target machine. With more than 900 attacks got
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through multiple combinations of payloads and
exploit types, the ever-increasing need for
patching the vulnerabilities in the device can be
dealt with an exceptional deal of information
about them and the risk of an attack going on
with the aid of exploiting a vulnerability. After
conducting the penetration test on Android
smartphone and Computer via Metasploit
Framework, can be summarized the findings of
this tool which are the Android system is
prone and can be hacked through one-of-a-kind
ways. In the case of Android, the attacker can get
entry to sensitive information and use the
webcam to take photos additionally can use
record-mic to file conversations of targets.
Thus, it used to be observed that the Linux
kernel layer is the touchiest section of the
Android Operating device and the hackers
can easily get entry to statistics of this layer. Day
by day the society is advancing towards a greater
global and digital virtuality. The more we are
entering into digital the greater we are facing
issues related to protection and intrusion. A lot
of extra assaults arise every day in opposition
to each company and each individual. Kali Linux
is the most advanced tool compilation for
penetration testing.
It helps advance competencies for highquality and practical know-how of the Hacking
field. Specializations and capabilities in this
subject are very promising and exceedingly
rewarding. Kali Linux comes with some other
600+ tools either preinstalled included with
repository upgrades. Through this research, I
learned how to gain access to the system
(Android & Computer) and then how to protect
it from getting hacked.
I used Metasploit (Penetration Testing tool) to
perform attacks and also studied the various
types of weaknesses that the system might
possess. As this is a continuously growing field,
constant research helps to align ourselves with
technological advancement, as well as with the
security implications [10].
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