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ABSTRACT 

As the Computers have become a common 
things ranging from house to the industry, the 
crimes which are associated with it also have 
increased tremendously. By performing the 
digital forensic analysis, it is possible to 
identify the types of crime committed and the 
criminal behind the crime. The Computer hard 
disk is a main source of evidence against such 
crimes as it maintains the digital information on 
it. The evidence against the criminal can be 
identified by performing the digital forensic 
investigation of the file system on the hard disk. 
As certain sensitive or malicious information 
might be hidden by the suspect in the free 
space or the slack space of the file system this 
raises the need to do the forensic investigation 
of these spaces and to retrieve the sensitive 
information and metadata associated with it to 
identify the criminal. This paper proposes an 
approach to extract the hidden information. A 
new approach to recover the deleted data is also 
proposed. The proposed approaches are 
implemented in a tool. 

KEYWORDS 

File System, Digital Forensic, File Carving, 
Slack Space, Hidden Data 

1 INTRODUCTION 

Digital evidence is the information stored 
or transmitted in binary form that may be 
relied on in the court. It can be found on a 
computer hard drive, a mobile phone, a 
personal digital assistant, a CD, and a flash 
card in a digital camera, among other 
places. Digital      evidence    is   commonly  

associated with electronic crime, or e-
crime, such as child pornography or credit 
card fraud. However, digital evidence is 
now used to prosecute all types of crimes, 
not just e-crime. For example, suspects' e-
mail or mobile phone files might contain 
critical evidence regarding their intent, 
their whereabouts at the time of a crime 
and their relationship with other suspects. 
Computers may constitute a ‘scene of a 
crime’, for example with hacking or denial 
of service attacks or they may hold 
evidence in the form of emails, internet 
history, documents or other files relevant to 
crimes such as murder, kidnap, fraud and 
drug trafficking. 

It is not just the content of emails, 
documents and other files which may be of 
interest to investigators but also the 
‘metadata’ associated with those files. A 
computer forensic examination may reveal 
when a document first appeared on a 
computer, when it was last edited, when it 
was last saved or printed and which user 
carried out these actions. 

Computers need a method for the long-term 
storage and retrieval of data. Windows 
NTFS File systems provide a mechanism 
for users to store data in a hierarchy of files 
and directories. A file system consists of 
structural and user data that are organized 
such that the computer knows where to find 
them. In most cases, the file system is 
independent from any specific computer. 
The basic reference model for the file 
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system will contain five data categories: file 
system, content, metadata, file name, and 
application [1]. All data in a file system 
belong to one of the categories based on the 

role they play in the file system. Table 1 
depicts the data structures in various 
category of the file system. 

File 

System 

Content Metadata File Name Application 

FAT Boot 
sector, 
FSINFO 

Clusters, 
FAT 

Directory entries, FAT Directory entries N/A 

NTFS $Boot, 
$Volume, 
$AttrDef 

Clusters, 
$Bitmap 

$MFT, $MFTMirr, 
$STANDARD_ 
INFORMATION, $DATA, 
$ATTRIBUTE_LIST, 
$SECURITY_DESCRIPTOR 

$FILE_NAME, 
$IDX_ROOT, 
$IDX_ALLOCATION, 
$BITMAP 

Disk Quota, 
Journal, 
Change 
Journal 

Table 1.  Data structures in each data category for the file systems 

If the MFT (Master File Table) file record 
in the NTFS has more than 1 $DATA 
attribute, additional $DATA attribute is 
called ADS (Alternate Data Stream). ADS 
can be used to hide data in NTFS file 
system as ADS does not show up in 
directory listing and the file size of original 
file does not change. The size of the data 
that can be hidden in ADS is unlimited. 
One major difference between this data 
hiding technique and others is that ADS is 
relatively easy to create [10]. This raises the 
need to do the forensic investigation of the 
ADS to identify if any unknown 
information is hidden in it.  Similarly, 
malicious user in order to hide its malicious 
activity might just delete used file on the 
hard disk. The analysis of the MFT header 
is helpful in recovering the deleted files 
from the hard disk.  

The paper is structured as follows: Section 
2 covers the existing work carried out on 
the file system forensic. Section 3 discusses 
the approach and the algorithm devised to 
carry out the forensic investigation of the 
file system to identify and extract the 
hidden data. It also covers the approach to 
recover deleted data. The results are 
covered in section 4. The conclusion and 
the future work to carry out are covered in 
section 5. 

2 RELATED WORK 

The file system on the hard disk maintains 
the digital evidence of the crime performed. 
This necessitates performing the forensic 
investigation of the file system.  This 
section performs the study of the strategies 
and techniques developed so far in the 
forensic investigation of the file system.      

Since most desktop and laptop computers 
use Windows according to the usage share 
of operating systems, Rune Nordvik, Yi-
Ching Liao, and Hanno Langweg 
implemented AccountabilityFS for modern 
versions of Windows, including Windows 
7, 8 and 8.1 (32-bit and 64-bit) [2]. 

A survey of the existing tools and 
techniques for the digital forensic analysis 
has been performed in [3].  

Pei-Hua Yen et al, Chung Huang Yang et 
al, Tae-Nam Ahn et al proposed a design 
and implementation of a Live-analysis 
digital forensic system [4]. In the work, 
open source digital forensic tools based on 
Linux were used and want to make sure the 
stability of software. They used Live-
analysis to collect data and design. 

According to Gyu-Sang Cho et al a forensic 
analysis method is provided for a directory 
index in NTFS file systems. For efficient 
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storage of many files, and fast lookups B-
tree indexing are employed by NTFS [5]. 
evin Fairbanks proposed a technique for 
measuring Data persistence using the Ext4 
File System journal. Digital forensic tools 
and techniques are used to extract data 
from media [6]. 

Chen Wei et al and Liu Chun-Mei analyzed 
and proposed a design of Linux File System 
based on computer forensics. In this 
research, the object-oriented method is 
proposed to design the parsing platform of 
Linux file system [7]. In [8], a method for 
tracking file's metadata from computer 
memory analysis is proposed. The aim of 
the work was to present algorithm to track 
the metadata of files from well-known file 
systems for Windows system such as FAT 
and NTFS. 

Alternate data streams requirement and 
their functionality are explained in [9]. It 
also discussed how the hacker can utilize 
the functionality of NTFS to hide malicious 
codes in victim's machine so as to 
compromise it. An ADS graphical tool 
enabling users to create, start, detect and 
delete ADS have also been proposed. 

3 ANALYSIS OF FILE SYSTEM 

This section performs the digital forensic 
investigation of NTFS file system to 
recover deleted files, to identify and extract 
the hidden data. 

File carving is a method that recovers files 
at unallocated space without any file 
information and used to recover data. In 
general, the file carving recovers files using 
the inherent header and footer in files or the 
entire file size determined in the file header 
[11].  The proposed approach for the 
recovery of the deleted files from the NTFS 
file system involves three steps. 

• Acquisition: It involves 
acquiring the hard disk image 
having NTFS file system. 

• Analysis: This stage involves 
analyzing the hard disk image to 
recover the deleted data from the 
NTFS file system. 

• Reporting: It involves 
creating a report about the digital 
evidence identified about the 
deleted files and those which are 
recovered. 

The basic process model for the digital 
forensic investigation of the NTFS file 
system is as follows:    
1.1.1.1.    Identification:Identification:Identification:Identification:    This recognizes an 
incident from digital devices and 
determines its type. 

2.2.2.2.    PreparationPreparationPreparationPreparation: : : : Entails the preparation of 
forensic tools, techniques, and monitoring 
authorizations. 

3. Preservation:3. Preservation:3. Preservation:3. Preservation:    Opening the Physical 
Drive with Read Permissions. 

4. Collection:4. Collection:4. Collection:4. Collection: It collects the recording of 
the physical scene and duplicate digital 
evidence by creating disk images. 

5. Examination: 5. Examination: 5. Examination: 5. Examination:     
5.1. Find the partition entry which holds 
the NTFS partition. 

5.2. Navigate to the beginning of the 
Master File Table. 

5.3. Find the root directory metafile entry 
in the MFT and extract its index allocation 
attribute data. 

5.4. Process the INDX records found 
within the index allocation attribute data 
one by one recursively until you find a file 
that matches the one you are looking for. 

5.5. In the index entry that matched, find 
the MFT record number and move to that 
record position within the MFT. 

5.6. Record the MFT entry and process its 
standard attribute headers one by one until 
the data attribute is encountered. 
5.7. Use the process of attribute data 
extraction in order to retrieve the data 
attribute, which contains the contents of the 
file that is being accessed. 
6. Reporting:6. Reporting:6. Reporting:6. Reporting: After completion of the 
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investigation, investigator can presents his 
data or information, usually in the form of a 
written report.  

3.1 Proposed Tool 

The proposed tool involves two phases viz., 
File Extraction and File Analysis as in 
figure 1. In the file extraction phase disk 
image will be created or it can be directly 
imported from attached device. Boot sector 
will be read to locate start location of MFT, 
root directory entry which are major 
attributes used to recover deleted files. 

Detailed analysis will be done in the file 
analysis phase. Attributes obtained in file 
extraction phase is used for recovery of 
deleted files. MAC time can be determined 
for analysis. 

Hidden Evidence Analysis module find the 
evidence from the deleted files, ADS, free 
spaces (File slack, Volume slack). Output 
of the above module is loaded into the 
database. 

In Monitor File Forensic Activity module, 
FileSystemWatcher class monitors file 
forensic activity like who deleted, accessed, 
alter files. 

Database stores data regarding file such as 
file name, file type, create time, modify 
time, and delete time, last access time. 

Report generation module, generates report 
for each evidences collected from file 
system analysis subsystem each digital 
device like disk image of disk drive. 

Fig. 1. Proposed Software Architecture
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3.2 Data Structure Design 

The various data structure used to do the 
forensic investigation of the file system is 
summarized as follows: 

1. Disk Image Table

Disk image table holds the information 
about the disk image considered for the 
forensic investigation. The structure of 
this table is as follows: 
Disk_Image{ 
 Did            int[10], 
Dname    Varchar[20], 
FileSystemType     Varchar[20], 
DiskPath       Varchar[20], 
ImageMACtime  Varchar[20] 
}; 
The description of these attribute is as 
follows: 
Did: Disk image id 
Dname: Name of the disk 
FileSystemType: File System type 
DiskPath: Disk Path 
Image MACtime: Modify, Access and 
Creation time of the disk. 

2. Recovered Files Table

This table holds the metadata about the 
information of the recovered files. The 
structure of this table is as follows: 
Recovered_Files{ 
File_id       int, 
Fname       Varchar[10], 
Recovery_type   Varchar[10], 
IsDataHidden      Boolean 
}; 
The description of these attribute is as 
follows: 
File_id: File identification 
Fname: File Name 
Recovery_type: Metadata or content 
based recovery 
IsDataHidden: If data is hidden returns 
true. 

3. Hidden Data Table

The information about the hidden data is 
stored in this table. The structure of this 
table is as follows: 
Hidden_Data{ 
File_id  int 
Did  int 
IsDelete  Boolean 
}; 
The description of these attribute is as 
follows: 
File_id: File identification 
Did: Disk image identification 
IsDelete: Returns true if file is deleted. 

4. File Forensic Table

This table holds the forensic information 
obtained from the other tables. The 
structure of this table is as follows: 
File_Forensic{ 
Fid     int 
Did  int 
Fname Varchar[10] 
FileType   Varchar[10] 
MACtime  Varchar[10] 
IsDelete boolean 
IsRecovered boolean 
}; 
The description of these attribute is as 
follows: 
File_id: File identification 
Did: Disk image id 
Fname: File Name 
FileType: Type of the file recovered 
MACtime: Modify, Access and Creation 
time of the disk 
IsDelete: Returns true if file is deleted. 
IsRecovered: Returns true if file is 
recovered. 

3.3 Algorithm Design 

The algorithm for the various module of the 
proposed tool is discussed as follows: 

1. FuncFuncFuncFunction Name: tion Name: tion Name: tion Name: 
PrepareDiskImage(Disk_Drive)    

Input: Input: Input: Input: Disk_Drive 
Output: Output: Output: Output: Disk_Image of Disk Drive 
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Variables:Variables:Variables:Variables: handle, driveName, source, 
destination, HexImage 
Purpose:Purpose:Purpose:Purpose: This algorithm takes as input the 
disk drive and copies each byte of disk 
drive to create disk image. First it will 
create handle to read disk drive with read 
permissions. 
Algorithm:Algorithm:Algorithm:Algorithm:    

1. handle = 
CreateFile(driveName) 
//Use Create File 
Windows API in read 
mode to create file 
handle. 

2. if file handle is invalid
then

3. return with error
message 

4. else
5. do
6. i = 

source.ReadByte();/
/Read Disk Drive 
Byte by Byte 

7.  if(i!=1) 
8.  {   

destination.Writeby
te(byte)i) }//Copy 
Disk Drive Byte by 
Byte to new 
location 

9. HexImage = 
BitConverter.ToStri
ng(destination)//con
vert disk image to 
hex format      

10.  end if 
11. if information read is

0 then 
12. return with Copy

failed status 
13. end if
14. end if

2.2.2.2. Function Name: Function Name: Function Name: Function Name: 
GetBootSector(Disk_Image)
Input: Input: Input: Input: Disk Image
Output:Output:Output:Output: Load Boot Sector

Variable:Variable:Variable:Variable: handle, driveName, 
HexImage, BootSector[] 
Purpose:Purpose:Purpose:Purpose: This algorithm takes as 
input the disk image and loads the 
boot sector of drive. 
Algorithm:Algorithm:Algorithm:Algorithm:    

1. PrepareDiskImage(dr
iveName)

2. handle = 
CreateFile(driveNam
e) //Use Create File
Windows API in read 
mode to create file 
handle. 

3. if file handle is
invalid then

4.      return with error 
message 

5. else
6.  do 
7. BootSector[i] =

HexImage.ReadByte(
);//Read first 512
bytes of disk    image

8.       if information 
read is 0 then 

9. return with read
failed 
status 

10. end if
11. end if

3.3.3.3. Function Name:Function Name:Function Name:Function Name:
ShowFileSystemInformation()
Input:Input:Input:Input: Boot Sector loaded from disk
image
Output:Output:Output:Output: File System Type, Volume
Serial Number
Variable:Variable:Variable:Variable: Boot Sector[],
FileSysType, VolumeSerialNum
Purpose: Purpose: Purpose: Purpose: This algorithm takes as
input the boot sector of disk drive
and returns file system information
such as file system type and volume
serial number.
Algorithm:Algorithm:Algorithm:Algorithm:

1. GetBootSector(Disk_
Image)
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2. FileSysType =
BootSector.ReadByte
(0x07) // 0x07th byte
stores the file system
type

3. If (FileSysType ==
NTFS)

4. VolumeSerialNum =
BootSector.ReadByte
(40x08)

5. Else
6. VolumeSerialNum =

BootSector.ReadByte
(40x03)

7. End if

4.4.4.4. Function Name:Function Name:Function Name:Function Name:
ListAlListAlListAlListAllocatedFiles()locatedFiles()locatedFiles()locatedFiles()
Input:Input:Input:Input:Disk_Image
Output:Output:Output:Output: List of allocated files
Variables:Variables:Variables:Variables: MFT Loc, MFT Start
Loc, File Name
Purpose:Purpose:Purpose:Purpose:This algorithm locates the
MFT table and parse all File Name
attributes content to return allocated
file names
Algorithm:Algorithm:Algorithm:Algorithm:
1. R

GetBootSector(Disk_Image) 
2. M

FT Loc = 
BootSector.ReadByte(30x00) 

3. M
FT Start Loc = 
BitConverter.ToInt(MFT Loc) 

4. FileName = 
destination.ReadByte(MFT
Start Loc+48)

5. While(true)
6. 

Return all file names stored in 
File Name Attribute 

7. End while

5.5.5.5. Function Name: Function Name: Function Name: Function Name: 
ListDeletedFileNames()ListDeletedFileNames()ListDeletedFileNames()ListDeletedFileNames()
IIIInput:nput:nput:nput:Disk_Image
Output: Output: Output: Output: List of deleted files

Variable: Variable: Variable: Variable: MFT Loc, MFT Start Loc, 
File Name, Hard Link Name 
Purpose: Purpose: Purpose: Purpose: This algorithm map Hard 
Link Name with File Name 
Attribute to give list of deleted files 
Algorithm: Algorithm: Algorithm: Algorithm:     
1. GetBootSector(Disk_Image)
2. MFT Loc = 

BootSector.ReadByte
(30x00) 

3. MFT Start Loc = 
BitConverter.ToInt(
MFT Loc) 

4. Hard Link Name= 
destination.ReadByte
(MFT Start Loc+20) 

5. FileName = 
destination.ReadByte
(MFT Start Loc+48) 

6. While (Hard Link Name!=
null) 

7.  If(Hard Link Name != 
File Name) 

8.  Return Hard Link 
Name; 

9.  End if 
10. End while

6.6.6.6. Function Name:Function Name:Function Name:Function Name:
RecoverDeletedFiles(List_of_deleteRecoverDeletedFiles(List_of_deleteRecoverDeletedFiles(List_of_deleteRecoverDeletedFiles(List_of_delete
d_files)d_files)d_files)d_files)
Input: Input: Input: Input: List of deleted files
Output: Output: Output: Output: Recover Deleted Files
Variable:Variable:Variable:Variable:wFlags, handle,
RecoveredData

PART 1 – Determine whether the 
file is deleted or not 
1. if (file system == NTFS) then
2. Traverse through MFT 

header record to obtain details of 
wFlags field  

3. if (wFlags == 1) then
4. return “file is in use” 
5. else
6. return “file is 

deleted” 
7. end if
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8. end if
9. else if (file system == FAT) then
10. if (directory entry begin with a

sigma 0xe5 && pointers
changed to zero for     each
cluster used by the file) then

11. return “file is 
deleted” 

12. else
13. return “file is in use” 
14. end if
15. end if

PART 2 – Retrieve a fie 
1. Set the physical drive handle
2. Set the starting sector of file system

phy_Drive_handle.SetStartS
ector(StartingRelativeSector,
512); 

3. initialize, ie. read all MFT in to the
memory

4. ListDeletedFiles(Disk_Image)
5. get the Hard Link or File Name for

deleted files
6. RecoveredData =

HexImage.read(MFTStartLoc+112);
//extract the file content in to a
buffer

7. new Location =
RecoveredData.copyTo(Path);//creat
e the same file in a new location

8. save the file data on to the new file
9. close the handle.

7.7.7.7. Function Name:Function Name:Function Name:Function Name:
GetGetGetGetMACtime(FileName)MACtime(FileName)MACtime(FileName)MACtime(FileName)
Input: Input: Input: Input: FileName
Output: Output: Output: Output: Modify, Access, Creation
time
Algorithm:Algorithm:Algorithm:Algorithm:
1. Set the physical drive handle
2. Set the starting sector of file

system
3. 

Phy_Drive_handle.SetStartS
ector 
(StartingRelativeSector,512)
; 

4. initialize, ie. read all
MFT in to the 
memory 

5. Parse Individual INDX
Record Entry
Structure to get MAC
Time.

8.8.8.8. Function Name:Function Name:Function Name:Function Name:
HiddenEvidenceAnalysis(Disk_DriHiddenEvidenceAnalysis(Disk_DriHiddenEvidenceAnalysis(Disk_DriHiddenEvidenceAnalysis(Disk_Dri
ve)ve)ve)ve)
Input Input Input Input ––––    Disk Drive
Output Output Output Output ––––    Hidden Data in ADS
Variable:Variable:Variable:Variable: Current Stream, memory
stream
Purpose:Purpose:Purpose:Purpose: Searches multiple data
streams to retrieve hidden data
Algorithm:Algorithm:Algorithm:Algorithm:
1. Use FindFirstStreamW API

in Enumerates the first
stream with a ::$DATA
stream type with parameter
values as a file name,
information level of the
returned data, A pointer to a
buffer that receives the file
stream data and flag with
value 0.

2. if file handle is invalid then
3. return with error message
4. Else
5. Add Current Stream to list;
6. While (

FindNextStreamW(Handle,
Current Stream) returns
valid Handle)

7. Initialize new memory 
stream

8. Use read method to retrieve
hidden content and store it in
a stream

9.9.9.9. Function Name: Function Name: Function Name: Function Name: 
MonitorFileForensicActivitieMonitorFileForensicActivitieMonitorFileForensicActivitieMonitorFileForensicActivities(Disks(Disks(Disks(Disk
_Drive)_Drive)_Drive)_Drive)
Input:Input:Input:Input: Disk Drive
Output: Output: Output: Output: Changes made by attacker
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Variable: Variable: Variable: Variable: handle, ip, 
FileSystemWatcher 
Purpose:Purpose:Purpose:Purpose: This algorithm captures 
changes made by an attacker, 
monitors his activities. 
Algorithm:Algorithm:Algorithm:Algorithm:    
1. handle = CreateFile(driveName)

//Use Create File Windows API
in read mode to create file
handle.

2. if file handle is invalid then
3. return with error message
4. else
5. do
6. Use FileSystemWatcher API to

monitor activity 
7. End do
8. if (ip.AddressFamily == 
System.Net.Sockets.AddressFamily
.InterNetwork)// to capture IP 
address of an attacker 
6. return ip.ToString();
7. end if

4 RESULTS 

The tool to recover the deleted data from 
the hard disk and identifying and extracting 
the hidden data is implemented as 
discussed in section 3. This section shows 
the screenshots of the proposed tool. The 
tool has ADS Detection module to identify 
the hidden data in the file system and 
Recovery module to recover the deleted 
data on the hard disk. The proposed 
approach is compared with the existing 
work on the hard disk forensic, following 
improvements have been included in the 
proposed approach. 

1. The proposed approach identifies
the hidden evidence on the hard
disk apart from retrieving the
deleted files.

2. The proposed approach also
identifies if any changes have been
made by the attacker.

Figure 2 shows a snapshot of the proposed 
File System Analysis tool to identify the 
hidden data and recover the deleted data. 

 Fig. 2 Select Drive for Hidden Data Analysis 
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 Fig. 3 Sensitive Data under Hidden Data Analysis

Figure 3 shows the hidden file and 
directory identified by using proposed tool. 
The deleted files are recovered by using our 

proposed tool as shown in figure 4 and 5. 

      Fig. 4 File System Recovery

Using our tool the files are recovered which 
are permanently deleted from the disk 

drive. These files are shown in the figure 5. 

 Fig. 5 Recovered Files 
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5 CONCLUSION 

In this work, the importance of digital 
forensic investigation of file System in 
recovering deleted data from the hard disk 
have been discussed. The hidden data and 
analysis is important as it helps in 
identifying suspicious or sensitive 
information hidden by malicious insider or 
external entities. After going through the 
various existing algorithms to identify and 
display hidden data, recovery of deleted 
files and forensic analysis of the deleted 
files and by studying existing different file 
forensic tools, a new file forensic model 
and tool for file system analysis and 
forensic analysis is proposed.    
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ABSTRACT

The  security  of  the  Internet  is  mainly  based  on
Secure Socket Layer (SSL) or its successor Transport
Layer  Security  (TLS).  To  secure  the  on-line
transactions,  the  organizations  widely  use  the
particular protocol(s) in their web portals. In SSL, a
lot of cipher suits are used as encryption algorithms.
RC4  is  the  most  commonly  used  stream  cipher
(although it is regarded as a weak cipher) and it  is
used in SSL as an encryption algorithm. SSL is the
most  renowned  security  protocol  for  pursuating  a
secure  link  between  a  web  server  and  a  browser.
Nonetheless  the  stream cipher  RC4 is  found to be
vulnerable for various attacks. The main objective of
this research study is to find-out the usage of RC4
stream cipher in on-line web portals of Sri Lankan
Financial Sector, as well as the awareness level of the
IT and Security administrators and managers of some
of the selected banks which are geographically based
in Sri Lanka, regarding the usage of RC4 in SSL. 

KEYWORDS

RC4, SSL, Stream Cipher, Web Portals, Sri Lankan
Financial Institutes

1 INTRODUCTION

Even  though  there  are  proven  scenarios  that
illustrate  RC4's vulnerabilities  in  SSL, a  lot  of
Sri Lankan banks were using RC4 as one of the
cipher  suits  in  the  SSL configurations  of  their
respective  on-line  web  portals.  This  was
identified by the SSL testing tools available  in
open  literature.  By  the  time  this  case/research
study started  many of  the  private  banks in  Sri
Lanka were not updated to the latest of SSL/TLS
versions. And hence why they were vulnerable to
RC4 based attacks.  Most  of  the  vulnerabilities
occur  due  to  the  Invariance  Weakness  of  the
particular algorithm. One of the other objectives
of this study was to

know  the  awareness  level  of  the  System
Administrators,  IT  Managers  and  IT
Administrators  in  the  financial  sector  in  Sri
Lanka,  about  the  RC4 cipher  vulnerabilities  in
SSL.  A  questionnaire  (presented  later  in  this
paper)  was  given  to  some  of  the  selected
professionals mentioned above. The outcomes of
the survey are depicted in the results section.

2 LITERATURE

WWW (World Wide Web) is the largest network
around and information is spread to every corner
of the world through the World Wide Web which
we call  as the Internet.  Nowadays most of the
professionals can't survive in their professions if
they  don't  have  the  Internet  access.  When
information spreads everywhere the privacy and
secrecy  of  information  also  pay  a  vital  role.
When  Information  become  paramount,  the
protection  of  information  becomes  even  more
important;  hence  the  secure  information
transactions  are  encouraged  over  the  Internet.
The Internet  is browsed or surfed through web
browsers  (e.g.  Chrome,  Firefox,  Internet
Explorer, Opera etc). The web browsers render
the web-pages a nd illustrate them to the users. It
is  self  explanatory  that  the  vital  (sensitive)
information  are  transferred  via  web  browsers
hence  the  information  should  be  transferred
through secure channels. To protect (or encrypt)
the  sensitive  information  over  the  Internet  via
web  browsers,  there  is  a  standard  mechanism
called  SSL  (Secure  Socket  Layer)  through
handshakes and agreed protocols the information
will be encrypted by SSL and transformed over
the Internet. A man in the middle can intercept
but can only get the meaningless data which are
encrypted.  SSL uses various ciphers to encrypt
the  data/information;  likes  of  RSA,  AES,  RC4
etc.
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The financial  sector as well  the enterprise web
applications  use  SSL  in  order  to  make  their
application transactions secure. In Sri Lanka also
a lot of financial institutions use HTTPS. When
you  use  SSL  (specially  the  versions  prior  to
TLS1.2) and if you have configured the stream
cipher  RC4  as  a  cipher  in  SSL then  you  are
vulnerable  to  some  attacks  which  are  mainly
based on the in-variance weakness of the RC4
algorithm.

2.1 Stream Cipher

In  cryptography,  the  Stream  Cipher  is  a  light
weight  cipher  which  encrypts  plain-text  bit  by
bit. Input plain-text is considered as a bit stream
and that stream is encrypted using a key which
can be used to decrypt the particular cipher text
and  obtain  the  plain  text.  Stream  ciphers  are
widely used in embedded systems because they
are  light  weight.  Unlike  block  ciphers  stream
ciphers are less secured.  Among all  the stream
ciphers, the most popular one is RC4.

2.2 RC4 Stream Cipher

RC4 (originally  named  as  Rivest  Cipher  4  or
ARC4, founded by Ron Rivest at RSA Security),
is the well-known stream cipher around which is
widely used in applications like WPA, SSL, TLS,
Kerberos, PDF and Skype [4]. 

Here,  the  algorithm  RC4  is  described  with
respect to its major parts:

The Key Scheduling Algorithm (KSA) and the
Pseudo- Random Generation Algorithm (PRGA).
In most of the applications RC4 is used with a
word size 8 (n = 8) and array size N = 28 [6]

KSA:
for i = 0 to 255
S[i] = i;
end for
j=0
for i = 0 to 255
j = (j+S[i]+K[i]) mod 256;
swap S[i] and S[j];
end for

PRGA:
i = 0, j=0;
for x = 0 to M-1
i = (i+1) mod 256;
j = (j+S[i]) mod 256;

swap S[i] and S[j];
GeneratedKey = S[ (S[i] + S[j]) mod 
256]
Output = M XOR GeneratedKey
end for
Where  ‘M’  is  the  plain-text  message
length.[6]

2.3 SSL

SSL (Secure Sockets Layer) is considered to be
the  standard  security  methodology  for
establishing  an  encrypted  communication  link
between a web server and a browser. SSL is an
industry  standard  which  is  used  by  many
websites  to  safeguard their  on-line transactions
with their  stakeholders.  In other words, SSL is
the standard technology for maintaining a secure
Internet connection and protecting sensitive data
that  is  being  shared  between  two  entities  or
systems, preventing eavesdroppers/hackers from
reading  and  amending  any  information
transferred,  including  the  personal  information
of the users. The two entities or systems can be a
server and a client (e.g. an on-line shopping wen
site and a browser) or server to server (e.g. an
application  with  sensitive  personal  identifiable
data  or  information  with  salary  details  of  the
employees  of an organization).  It  achieves  this
by encrypting the data shared between the two
systems.  It  uses  encryption  algorithms  such as
AES,  3DES,  RC4  and  Hash  Functions  to
scramble  the  data  in  transit  and  preventing
hackers  from reading  it  as  it  is  sent  over  the
connection.  This  information  can  be  anything
sensitive or personal which can include personal
civil  information,  bank  account  details,  credit
card  numbers  and  other  valuable  contact
information.  TLS (Transport  Layer  Security)  is
regarded as a successor to SSL, a more secure
and trusted version of SSL. The computer world
still  refers  to  the  security  certificates  as  SSL
because it is a more commonly used term. [6].

2.4 How does SSL work

1. A browser  or  server  tries  to  connect  to  a
Website,  in  other  words,  a  client  attempts  to
connect to a Web server, secured with SSL. The
particular  browser  or  the  server  requests  the
identity of the Web Server itself.

2. The  Web  server  sends  the  browser  or  the
server a copy of its SSL certificate.
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3. Then  the  particular  browser  or  the  server
checks whether the SSL certificate can be trusted
or not. If trusted then, it sends a message to the
Web server.

4. After  that,  the  Web  Server  sends  back  a
digitally signed acknowledgment to start a SSL
encrypted session.

5. Encrypted data is shared between the browser
or the server and the Web server.

2.5 How RC4  is used in SSL

RC4  is  used  in  SSL  Record  Protocol  for
encryption  in  many  SSL cipher  suites.  In  the
Handshaking Protocol, RC4 encryption keys are
generated  for  upstream  and  downstream
communication.  In  the  Record  Protocol,  the
upstream key is used for encryption of the client-
to-server  communication,  whereas  the
downstream key is used for encryption of the
server-to-client communication. It is important to
note  that  the  encryption(s)  are  state-full,  using
the first key-stream bytes for encrypting the first
message,  the  succeeding  key-stream  bytes  for
encrypting the next message, etc.

2.6 Vulnerabilities in RC4 in SSL

Several researchers and experts have proved that
RC4  is  vulnerable  for  attacks  in  SSL.
Implementation  of  RC4  (the  structure  of  the
algorithm)  itself  found  to  be  vulnerable.
Statistical  biases in the pseudo-random number
generator  (PRNG) as  well  as  some in the  key
stream generator (KSA) that lead an attacker to
distinguish  RC4 from random and to  guess  or
predict its allegedly pseudo-random bits with a
higher  probability.  On  the  other  hand,  a  lot
vulnerabilities  occur  due  to  the  in-variance
weakness of the RC4 algorithm [2].

2.7 In-variance Weakness of RC4

Invariance  Weakness  is  about  a  pattern  which
can be derived in the key-stream. It is described
as an L-shape key pattern in RC4 keys; if further
explained,  once it  exists  in an RC4 key, keeps
part  of  the  state  permutation  intact  throughout
the  initialization  process.  This  intact  part
includes

the  least  significant  bits  of  the  permutation,
when processed by the Pseudo Random Number
Generator (PRNG) algorithm, it  determines  the
least  significant  bits  of  the  allegedly  pseudo-
random output stream along a long prefix of the
stream. These biased stream bytes are XOR-ed
with the plain-text bytes, resulting in significant
leakage of plain-text bytes from the cipher-text
bytes.[2]

These patterns are formed for different number
of Least Significant Bits (LSBs), a single LSB, 2
LSBs, 3 LSBs to 7 LSBs, resulting with different
classes  of  weak  RC4  keys.  Because  of  the
structure of these classes, each class contains
the succeeding classes and thus the first class is
the  largest,  denoted  below  as  the  Main  Class.
The portion of q-class for L byte keys (which is
the  probability  of  a  random  key  to  be  in  the
class)  is  2  -(qL+(9-q)).  For  16-byte  key  the
portion of the Main Class (1-class) is 2 -24 (1 in
16 million) and the portion of 2- class is 2 -39
(very rare). Several researchers have found that
the  Invariance  Weakness  of  RC4  has  several
crypt-analytic  applications,  including  statistical
biases  in  the  RC4's  PRNG  that  allow  an
eavesdropper  to  distinguish  RC4 streams  from
randomness and enhancement of trade-off
attacks  on  RC4.  Another  application  of  the
Invariance Weakness, is the leakage of plain-text
data into the cipher-text when q-class keys are
used, which is described in [2].

Given the fact that  the Invariance Weakness  is
exposed only in the initial 100 bytes of the key-
stream,  it  can  be  used only  for  the  initial  100
bytes of the secured upstream traffic and the first
100 bytes of the secured downstream traffic.
Given the fact that the first encrypted message in
each  direction  is  the  SSL Handshake  Finished
message  (36-bytes  in  a  typical  usage  of  SSL),
about  64  bytes  of  secret  plain-text  data  are
vulnerable for attacks [2].The attack described in
the research published by www.imperva.com is
based  on  sniffing  a  large  number  of  SSL
connections encrypted with RC4, waiting for the
arrival of a weak key. Once a weak key
arrives, the attacker is good enough to predict the
LSBs of the key-stream bytes, and he/she uses
these to extract the LSBs of the plain-text bytes
from the cipher-text with significant advantage.
In  order  to  achieve  this  situation,  the  attacker
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needs to determine which SSL sessions are the
ones  in  which  weak  keys  were  used.  For  this
isolation,  the attacker  can use the fact  that  the
first encrypted bytes include the SSL “Finished”
message  and  HTTP  request,  both  having
predictable information. Thus, when a weak key
is used, the plain-text patterns are XOR-ed with
key-stream  patterns,  generating  cipher-text
patterns visible to the attacker.
`
2.8 Sri Lankan Financial Institutes

In this  study,  the  Sri  Lankan  financial  domain
which consists of the Banking Sector and other
Financial  Institutes,  taken  into  consideration.
There  are  32  Commercial  and  Licensed
Specialized  banks  and 45 Registered  Financial
Institutes in Sri Lanka [12, 13, 14]. Almost all
these  banks  use  cooperate  websites  and  also
customer  log-in  portals.  Hence  SSL/TLS  is
playing  a  basic  vital  role.  Nonetheless,  one  of
main objectives of this research was to identify
the  awareness  level  of  the  IT  System
Administrators and Network Engineers of these
banking/financial  sector,  regarding  RC4's
vulnerabilities  in  SSL and  also  how  well  the
particular  institutes'  web  based  products  are
protected against them.

2.9 Mitigation of RC4 vulnerabilities in SSL

One  of  the  solutions  is  to  upgrade  SSL  into
TLS1.2 where the stream cipher RC4 algorithm
is not used as a cipher suit. This is the solution
that a lot of banks have adhered to, during the
research.  Please  note  that,  by  the  time  the
research started,  a  lot  of banks were using the
RC4 as a cipher suit (analyzed using the online
tool, SSL Server Test, Powered By Qualys SSL
Labs). The other is to disable RC4 Cipher Suit in
the SSL configuration of the web server [8].

3 RESEARCH METHODOLOGY 

3.1 Preliminary Research Method

A study of the existing RC4 vulnerabilities and
remedies was carried out in-terms of finding the
reliable and suitable remedies.

Data were gathered via a Survey (Google Forms
were used to gather data) from the senior

professionals of some of the Sri Lankan Banks.
The  aim  of  the  survey  was  the  identify  the
background knowledge and awareness of the IT-
Security  Admins  and  Managers  of  Sri  Lanka
Banks,  about  the  RC4 cipher  vulnerabilities  in
SSL/TLS.  In  open  literature,  researchers,
professionals  in  the  domain  have  already
discussed  about  these  vulnerabilities  but  it  is
important  to  know  to  which  extend  the  Sri
Lankan professionals in the domain, are aware of
these. The questionnaire was prepared to cover a
wide  range  of  areas  related  to  SSL,  RC4 and
opinions of the organizations.

Then the SSL protocols used by the targeted web
sites  were  analyzed  using  the  online  tools
available.

https://www.ssllabs.com/ssltest is used which is
publicly available to anyone interested.

3.2 Action plan

 Selection of Methods and Tools

 Identification  and  illustration  of  the
vulnerabilities in SSL when using RC4.

 Analysis of the suitable remedies.

 Preparation of the questionnaire for Data
Collection

 Circulation of the questionnaire to the
selected professionals and data gathering.

 Data Analysis.

4 RESULTS AND ANALYSIS 

 Twelve  senior  level  employees  from
several  banks  of  Sri  Lanka  were
contacted and inputs were taken for the
questionnaire.

 All of them know RC4 Cipher and also
all of them know that SSL has RC4 as a
cipher suit.
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 75%  of  them  know  that  RC4  is
vulnerable in SSL.

 75% of their institutes use SSL and all of
them  has  mitigated  RC4.  Summary  of
Results  are  shown  in  respective  pie
charts:

Summary of Results are shown in respective pie
charts:

Figure  1. SSL usage in the customer login portals of the
Sri Lankan banks (by June 2017)

Figure  2. RC4 cipher suit usage in SSL configurations of
the  customer   login  portals  of   the  Sri  Lankan  banks  (by
June 2017)

Figure 3. RC4 cipher suit usage in SSL configurations of
the customer login portals of other financial institutes of
Sri Lanka (by June 2017)

Figure  4.  Awareness   levels   of   the   selected   IT
Infrastructure/   Networking   professionals   in   Sri   Lankan
Banks about RC4 usage in SSL

Figure  5.  Awareness   levels   of   the   selected   IT
Infrastructure/   Networking   professionals   in   Sri   Lankan
Banks about RC4 vulnerabilities in SSL
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Results  of  finding  a  suitable  remedy  for  Sri
Lankan eBusiness sector if the stakeholders still
use RC4 cipher suit in their web servers :

Upgrading to TLS1.2 which is the latest of TLS
and  this  needs  management  approval.  This  is
about shifting/changing infrastructure.  Well this
is not hard but if there are management decisions
(highly unlikely) then an organization will have
to hold back in changing. 

JDK8 supports TLS by, default. Support for TLS
1.2 initially appeared in JDK 7 in 2011 [9, 10,
11]. 

Setting up JDK 8 to use TLS 1.2 as the default is
good because of two reasons:

1. TLS1.2 is backward compatible  means even
after  upgrading  to  TLS1.2  you  can  use  even
TLS1.0.

2. Few systems will be affected by this unless
configured to use an algorithm that was removed
for security reasons [10].

For other versions of SSL, it is recommended to 
disable RC4 as mentioned in the Introduction. 
Sample connector entry in the server.xml of 
Apache Tomcat 8.0.41 is mentioned here:

Remedy apart from upgrading to TLS1.2:

<!ENTRY STARTS>
<Connector
protocol="org.apache.coyote.http11.Http
1
1
NioProtocol"
port="8443" maxThreads="200"
scheme="https" secure="true"
SSLEnabled="true"
keystoreFile="/usr/lib/jvm/java8oracle
/
bin/keystore"
keystorePass="SetFree123"
clientAuth="false" sslProtocol="TLS"
ciphers="TLS_ECDHE_RSA_WITH_AES_128_CB
C_S
HA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA,RC4

TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
SSL_RSA_WITH_RC4_128_SHA
"/>
<!ENTRY FINISHES>

5 CONCLUSION

Nearly 75% of the Banks and Financial Institutes
in  Sri  Lanka  have  been  transferred  to  TLS1.2
from SSL and TLS older versions and hence they
have mitigated the RC4 vulnerabilities (this has
happened after April 2017, because when by the
time the research study commenced, most of the
banks  had  not  been  upgraded  and  hence  they
were using RC4. Nonetheless, the other 25% is
under a risk of exposing major part of the plain-
text messages as they use the RC4cipher suit in
their SSL configuration. TLS1.2 was not used by
the most  of  the Sri  Lankan banks until  March
2017 (by the time this research started, they were
not  using  TLS1.2  and  hence  they  were
vulnerable to RC4 weaknesses in SSL. It is very
interesting to see that, during the research period,
most  of  the  banks  have  shifted  to  TLS1.2  to
mitigate  RC4  like  vulnerabilities.  RC4  stream
cipher is understood to be a weak cipher suit in
SSL and it is recommended that it is disabled in
all  SSL and  TLS versions  if  the  organizations
does not use TLS1.2 or above. Java 8 (JDK 8)
supports  TLS  by  default  and  hence  Apache
8.0.44  also  supports  TLS.  As  a  best
practice,when you harden your web servers it is
good  to  use  the  latest  versions  available;  of
course  you  need  to  have  the  management
approval  for  this  kind  of  an  infrastructure
change;  but  it  is  essential  to  convince  the
management use the best practices.

According  to  the  results,  the  majority  of  the
selected IT Administrators of the selected Banks
(75%  of  them)  are  aware  of  the  RC4
vulnerabilities. 

For the Banks and Financial  Institutes  that  are
yet  to  avoid  RC4  vulnerabilities  which  are
mainly caused due to the Invariance weakness of
the  cipher,  it  is  recommended  to  migrate  to
TLS1.2 which has no RC4 cipher suit or else at-
least  remove RC4 cipher  suits  from their  SSL
cipher configuration. As far as the objectives of
this research are concerned, it is clearly depicted
that  all  of  those  objectives  are  achieved  with
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results and there are no any motive or thought to
publish the research data publicly, as they are
regarded as  very  sensitive  in-terms  of  banking
and financial  industry.  If  there is  a formal  and
legal  request  the  researcher  can  provide  the
necessary  details  to  the  authorized  person  or
institute.  The  tools  used  to  check  the
vulnerabilities  and it  is  worth using such tools
get  an  idea  about  the  security  standard  of  the
web sites of your organization.
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APPENDIX

Questionnaire given to the target audience:

1. Does your institute use SSL in your cooperate web site
and also in customer login portals?

Options:
Yes
No

1.1 . If the answer for the above question is “No” then do
you think your management will bring SSL into picture
in near future?

Options:
Yes
No

1.2 . If  the answer for the above question (1.1)  is “No”
then don't you think that your cooperate web site can be
compromised by an attack?

Options: 
Yes
No

2. Do you know about the stream cipher RC4?

Options:
Yes
No

2.1 . Do you know that SSL uses RC4 as an encryption
algorithm?

Options:
Yes
No
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2.1 . Are you aware of the vulnerabilities of RC4 in SSL?

Options:
Yes
No

2.1.1 If yes, then can you list some of them?
Please write down a few

3. Are you aware of the existing remedies for the above
vulnerabilities?

Options:
Yes
No

3.1.  If  yes,  then  what  are  the  remedies  for  the  above
vulnerabilities that you are aware of?
Please write down a few

4. If  your  organization  is  yet  to  mitigate  the  RC4
vulnerabilities, then what are the reasons for that according
to your opinion.
Please write down a few

5. If  your  organization  already  mitigated  the  above
vulnerabilities, then who was behind that and what made
you to mitigate them?
Please write down a few

5.1 Given the fact that your organization has migrated to
TLS1.2; when did it happen?
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ABSTRACT 

The vast usage of mVoIP applications on Android 
devices has made it easier to share information 
between smartphone users which heavily increased the 
amount of data and traffic transferred on these 
applications and also made them a goldmine for mobile 
forensic investigators. This paper presents forensic 
investigation of top three mVoIP applications of 
Google Play store namely Skype, Viber and WhatsApp 
Messenger left on Android devices. The experiments 
consist of installing the mVoIP applications on the 
device, conducting usual user activities, acquiring 
logical image in a forensically sound manner, and then 
perform a manual forensic analysis on each of the 
installed mVoIP applications. The contribution of this 
research include the recoverable artifacts of WhatsApp, 
Skype and Viber on android platform which can be 
used by forensics practitioners as evidences in real 
cases. 

KEYWORDS 

Android Forensics, mVoIP, Skype, WhatsApp 
Messenger, Viber, Digital Forensics. 

1. INTRODUCTION

In recent years, we have witnessed a rapid increase 
in the use of Voice over IP (VoIP) as the new form 
of online communication in mobile devices. 
Smartphones have taken up the market so well that 
nearly every adult in the world today owns at least 
one Smartphone which aids interaction, 
socialization and information sharing at a very low 
cost compared to the traditional communication 
techniques. Unfortunately and regrettably, 
smartphones have become a source of 
communication in certain cyber terrorism or cyber 
crime conspiracies as well. Therefore, the 
acquisition of digital probative is an indispensible 
and imminent task for digital forensic investigators 

in order to thwart the metamorphic cyber 
terrorisms and crimes on a regular basis [1]. 

The constant changing nature of Smartphones 
makes mobile forensic inevitably challenging. 
Challenges like closed source operating system, 
frequent OS update release and unstandardized 
forensic tools have contributed to the hindrance of 
evidentiary data retrieval in mobile forensics. 
Forensic examiners also face the issue of 
diversified proprietary hardware of Smartphones 
[2]. Mobile forensic  analysis  provides details  
which helps  investigators  and  investigation  
agencies  in  solving  and relating  cases  with  the  
crime  reported. However, instant messenger (IM) 
applications forensic analyses are very important 
from the forensic point of  view  as  it  plays  a  
crucial  role  in  any  cyber  and  crime 
investigations [3].  

It was predicted that by the end of 2011, the 
Android OS would lead the share of mobile 
market [4]. While in 2012, it was reported that the 
number of Android device users amounted to 181 
million in the year quarter [5].  

Table 1. Each Application Download Rate 

Application Google Play Download 
Skype 100,000,000 - 500,000,000 

downloads 
WhatsApp 
Messenger 

500,000,000 - 1,000,000,000 
downloads 

Viber 100,000,000 - 500,000,000 
downloads 

Table 1 shows each application download rate on 
Google Play store while Table 2 shows different 
features of the mVoIP. This paper is aimed to 
conduct a forensic examination of three widely 
used mVoIP applications used on Android 
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devices. The analysis is aimed on data and 
information stored by each of the application on 
the phone and the forensic data extraction 
techniques. 

Table 2. Features of mVoIP Applications 

Features Skype WhatsApp Viber 
Textchat ! ! ! 
Send image & 
Receive image 

! ! ! 

Send video & 
Receive video 

! ! ! 

Send audio & 
Receive audio 

! ! ! 

Incoming  call 
& Outgoing call 

! ! ! 

Group Call ! 
Group Chat ! ! 
Sharing V-Cards 
& Contacts  

! 

The aim of this paper work is to determine 
potential artifacts of activities identified in Table 
4.It is intended that artifacts like timestamps, IP
address, phone number and pictures would not 
only provide a summary of what is relevant for 
mobile forensics practitioners but save forensic 
practitioners' resources and time during future 
investigation in similar cases. 

The paper is organized as follows. Section 2 
reviews the related work in the area of mobile 
forensics investigation, mVoIP forensics, and 
social network application forensics and also 
describes the various tools used in smartphones 
examination in terms of mobile applications and 
logical image acquisition. Section 3 describes the 
methodology and tools used throughout the 
project. It also defines the proposed framework, 
classifies, enumerates and analyzes the stages 
involved in the project by providing the necessary 
background knowledge. Section 4 reports the 
results from the forensic analysis of the mVoIP 
applications. And finally, Section 5 concludes the 
paper based on the result of the research and also 
proposes future work. 

2. RELATED WORKS

According to [6], while this technological 
diversity and unending constant innovation maybe 
good for end-users, it makes it more challenging 
for forensics experts to keep up on track. In [7], 
the future trends in digital investigation was 
investigated and detected mobile-phone forensics 
as one of the fastest growing fields. There have 
been many works in forensic field which focuses 
on acquisition techniques and general forensics 
analyses of smartphones. The forensic 
examination on BlackBerry was conducted in [8], 
and it described few methods of examination 
which include using forensic tools while [9] 
proposed a framework for investigation of 
Samsung Phones. Several researchers have 
proposed various framework for the investigation 
of Nokia mobile devices and for Firefox OS [10], 
[11]. The research carried out in [12] shows that 
artifact such as SMS, logs, MMS, photos, videos, 
calendar notes, emails, browser history and web 
bookmarks can be extracted from the internal 
storage of any mobile device. 

The comparison of forensic evidence recovery 
techniques for a Windows Mobile smartphone was 
presented in [13]. The comparison demonstrates 
that there are different techniques to acquire and 
decode information of potential forensic interest in 
Windows Mobile smart phone. Several tests on 
Nokia mobile phones were conducted using 
forensically sound tools like MOBILedit, Oxygen 
Phone Manager, TULP 2G, MOBILedit, Seizure 
and Paraban Cell. The state-of-the-art SIM 
forensic tools was evaluated in order to understand 
limitations and capacities in their data acquiring, 
examination and analyses. The evaluated tools 
include MOBILedit, ForensicSIM, GSM.XRY 
Cell Seizure, SIMCon, Forensic Card Reader, 
SIMIS and TULP. The results show that most 
information such as SMS/EMS and IMSI could be 
found using these tools [14]. Furthermore, A 
forensic examination on Windows Mobile device 
database (the pim.vol) file was carried out in [15], 
the result of the examination confirmed that 
pim.vol contains information related to contacts, 
call history, speed-dial settings, appointments, and 
tasks.  
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A critical review of seven years of mobile device 
forensics was conducted and the review showed 
that many publications in the area of Android 
device forensics have been done. However, there 
are very few research works that supports the 
varying levels of Android memory investigation 
[16]. A research project published in DFRWS 
2010 Annual Conference discussed technical 
issues faced during capturing Android physical 
memory [17].  Also, a volatilitux project by 
Girault [18] provided a limited analysis on the 
running processes enumeration, memory maps and 
open files. Android-based smartphones like 
Samsung Galaxy's logical image can be acquired 
using either a logical method or a physical 
method. The physical acquisition technique 
consists of obtaining a binary image of the 
device’s memory and it requires root access of the 
device [19].  

More so, an acquisition methodology based on 
overwriting the “Recovery” partition on the 
Android device’s SD card with specialized 
forensic acquisition software was discussed in 
[20]. Indicators to measure performance of mobile 
forensic data acquisition techniques in Firefox OS 
were developed in [21] while a unified framework 
for investigation of different types of smartphone 
devices was developed in [22].  

The vast interest of digital investigators in instant 
messaging artifacts has been reflected in the 
stream of research in the area of digital forensics. 
Authors in [23] claimed to be the first to carry out 
a forensic analysis of Skype on Android platform. 
They investigated both the NAND and RAM flash 
memories in different scenarios. The results show 
that chat and call patterns can be found in both of 
NAND ad flash memories of mobile devices 
regardless of whether the Skype account being 
signed out, signed in or even after deleting the call 
history. In addition, authors in [24], [25] 
conducted a VoIP applications digital evidences 
recovering in computer systems and show that 
Skype information is recoverable from the 
physical memory. A forensic analysis of several 
instant messaging applications including (Skype 
and WhatsApp) was carried out in [26] but 
focused more on encryption algorithms used by 

these applications. Studies in [27], [28] did a 
similar work by forensically analyzing of 
WhatsApp Messenger on Android platforms. 

3. ENVIRONMENTAL SETUP

The tools used in this experiment is chosen based 
on the standards established by the National 
Institute of Standards and Technology (NIST) to 
ensure the reliability, quality and validity of results 
(National Institute of Standards and Technology, 
2001). A rooted Android phone was used to 
conduct the experiment.  

Before conducting the experiments, the necessary 
work stations have been properly set up and well 
configured (i.e. needed tools both software and 
hardware). Table 3 shows the supported platform 
and authentication methods used by the mVoIP 
applications. 

The tools listed below were used for the research. 

• Android platform phone (Samsung S3 GT-
i9300 Firmware version 3.0.31)

• mVoIP applications (Skype, WhatsApp
and Viber (Table 3))

• Access Data FTK Imager (v 3.1.4.6): This
tool was used to explore the logical
acquired image (internal memory) of the
Samsung S3.

• SQLite Database Browser 2.0b1: This
visual tool was used to explore the
database extracted from each application
after identifying the folders using Access
Data FTK Imager

• Internet Evidence Finder Timeline (IEF
v6.3) : This tool provides a view of each
artifact on a visual timeline without any
need to convert artifacts like timestamps

• USB data cables
• Root-Kit ( Frameware CF-Auto-Root- m0

m0xx-gti9300): This frameware was used
to root the device.

• Odin3 (version 3.07): This tool enables the
uploading of the root-kit frameware to the
Android device.

• Laptop with Backtrack 5r3 OS
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• Epoch & Unix Timestamp Converter: This
tool was used to convert the timestamp
found in hex format.

• WiFi network is used as the
communication channel.

Table 3. Supported Platforms and Authentication 
Methods of the mVoIP Applications 

The examination process and analysis consist of 
three stages: 

3.1 Stage I- Setup Phase 

This is the stage where the three mVoIP 
applications were downloaded from Play Store and 
installed manually. It also involves conduction a 
usual daily user activities on the device. For 
application like WhatsApp and Viber, an active 
mobile SIM is required to activate the application 
as described in Table4, while Skype is activated 
by username and password of the registered 
account. For each application, the activities 
described in Table 4 are conducted and these 
activities continued for a month before the logical 
acquisition.  

Table 4. Activities Performed on the mVoIP Applications 

Activities Skype WhatsApp Viber 
Textchat ! ! ! 
Send image ! ! ! 
Receive image ! ! ! 
Send video ! ! ! 
Receive video ! ! ! 
Send audio ! ! ! 
Receive audio ! ! ! 
Incoming  call ! ! 
Outgoing call ! ! 

3.2 Stage II - Logical Acquisition 

The (Samsung Galaxy S3 GT-i9300 – Firmware 
version 3.0.31) was originally not rooted. 
However, without a root access on the phone, 
many data files would be inaccessible. Therefore, 
Odin3 (version 3.07) was used to root the device 
by uploading the rook-kit frameware (CF-Auto-
Root-m0-m0xx-gti9300) to the device. The 
installed root-kit gives the user root access i.e. the 
user has the privilege control over the OS, this 
allows user to attain privileged control within the 
Android's sub-system and bypass the limitation 
placed on the device by the manufacturer. The root 
access grants the user the privilege to access some 
certain protected directory that holds some of the 
artifacts needed for this experiment (e.g., 
[root]/data/directories). The needed directory is 
then backed up and later accessed with the use of 
other tools mention in Section 3. This process has 
been discussed and it is forensically sound in 
forensic literature [20]. However, there are other 
methods to acquire logical image on Android 
devices without having to root the device. After 
rooting the phone, the bit-by-bit physical 
acquisition of dd image is acquired using this SSH 
command “sshroot@ (Device IP Address) dd 
if=/dev/block/mmcblk0p12 | of=(Location on 
your computer)”. mmcblk0p12 (differs in most 
devices) is the internal memory block of the 
android device used and it is 16GB; it takes hours 
to be fully acquisitioned. 

This stage is considered to be the most crucial 
stage in mobile forensics because the generated 
hash values play a vital role when presenting the 
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case in court of law [29]. In this stage, the logical 
image of the Android device is being acquired and 
it is done in a controlled environment using a 
forensically sound approach.  

3.3 Stage III - Identification & Analysis 

This third stage of the experiment involved 
identification of folders and files on the logical 
image acquired to see the existence of artifacts 
such as time-stamps, location, GPS co-ordination, 
contact info, text-chat, sms, file location and any 
significant data that is relevant to the research 
area. The forensic examinations were manually 
conducted with the aid of the tools listed in 
Section 3. After acquiring the logical image as 
described in Stage II, AccessDataFTK Imager was 
then used to analyze the acquired dd image which 
resulted in the creation of the directory default 
path. From there we can see all the files in each 
directory and we can therefore navigate to each 
one of the files. Figure 1 shows the three folders of 
the applications (Skype, Viber and WhatsApp 
Messenger) relevant to our forensic examination. 
After identifying these folders, the next stage is 
the deeper look on each application’s database to 
see perhaps potential evidentiary artifacts can be 
found. 

Figure 1. Folder directory of all the applications in the 
devices 

4. RESULTS AND DISCUSSION

This section describes the uniqueness of each 
mVoIP application’s directory path and the 

potential artifacts found on each directory. 
Furthermore, the evidentiary values of the artifacts 
found from each mVoIP application were also 
discussed. 

4.1 WhatsApp Messenger Artifacts 

After examining the dd image with the FTK 
imager tool, three unique directories were found 
under WhatsApp Messenger. Two are databases 
while one is a directory path. 

" [root]/data/com.whatsapp/files/Avatars/60x
xxx@s.whatsapp.net 

" [root]/data/com.whatsapp/databases/wa.db 
" [root]/data/com.whatsapp/databases/msgst

ore.db 

Since the device is rooted, the database appears in 
plain text format. After the examination, it was 
found that the records and logs of all the activities 
in Table 4 carried out by the user were stored in 
two different database files, which are "wa.db" and 
“msgstore.db”; wa.db contains all information 
related to the contacts (WhatsApp status, phone 
number, id et.) while msgstore.db contains the chat 
messages, pictures, audio and video). 

Figure 2.  Avatar of Each WhatsApp Contact 

Figure 2 contains the avatar icon of each contact in 
the WhatsApp application while Table 5 shows all 
the artifacts found. 
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Table 5. Artifacts Analysis of the Avatars 

Application Features Artifact Found 
WhatApp 
Messenger 

Profile Image Found with 
timestamp 

MD5 Hash Found with 
timestamp 

SHA1 Hash Found with 
timestamp 

Avatar pictures shown in Figure 2 have 
evidentiary value as shown in Table 5 in the sense 
that they can be directly linked to a particular 
WhatsApp account and identify the person using 
the account. Alongside the avatar pictures, the 
user's name and phone number are also valuable to 
forensic specialists. 

Figure 3. Artifacts found in 
[root]/data/com.whatsapp/databases/wa.db 

Table 6: Artifacts Analysis of wa.db database 

Application Features Artifact 
Found 

WhatsApp 
Messenger 

Contact Name Found 
Contacts Phone 
Number 

Found 

Status Found 

Figure 3 shows the content of the wa.db database 
which are phone numbers, names and status. The 
blue area is the status while the red underlined is 
the contact names; the phone numbers are grayed 
out for privacy. These artifacts can be of great 
value to actually track down suspects (For 
instance, if a criminal updated his/her WhatsApp 
status to “Gunshot in Bank XYZ”) and in few days 
time a robbery took place in Bank XYZ. With 
artifacts like this, a digital forensic specialist 
would know how to relate the status to the actual 
incident and back it up with other artifacts. 

Figure 4. Artifacts found in 
[root]/data/com.whatsapp/databases/msgstore.db 

Figure 4below shows some artifacts acquired from 
the FTK imager. The phone numbers were grayed 
out to ensure privacy. The red underlined is the 
text message, while the blue portion is the 
timestamp in hex format; the timestamp is 
converted using timestamp converter. However, 
we cannot decide for certain the source nor 
destination of each message with the tool. 
Therefore, IEF was also used to analyze the same 
database to get the actual sender and receiver of 
each message. 
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Figure 5.  Sent message artifact found using IEF 

Figure 6.  Received message artifact found using IEF 

Figure 5 shows the sender, receiver's phone 
number, message in plain text, status of the 
message and timestamp. It also shows the database 
directory in which it is stored. Figure 6 is 
correspondence of Figure 4 on the receiver side. 

Figure 7. Received image artifact found using IEF 

Figure8. Received audio artifact found using IEF 

Figure 9. Received mp4 video artifact found usingIEF 

Figure7 shows received image artifact, while 
Figure8 shows an audio artifact and finally 
Figure9 shows the video artifact all captured by 
the IEF tool. 

Table 7. Artifacts Analysis of msgstore.db Database 

Application Activity 
Performed 

Artifact 
Found 

WhatApp 
Messenger 

Textchat (Sent) Found  with 
timestamp 

Textchat 
(Received) 

Found  with 
timestamp 

Send Images Found  with 
timestamp 
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Receive Images Found  with 
timestamp 

Videos (Sent) Found  with 
timestamp 

Videos(Received) Found  with 
timestamp 

Audio (Sent) Found  with 
timestamp 

Audio(Received) Found  with 
timestamp 

Table 7 summarizes the whole artifacts found in 
the msgstore.db. It is obvious that WhatsApp 
makes it possible for users to exchange messages 
and multimedia files (audio, video and image). A 
forensic sound analysis on this would enable the 
forensic investigator to determine whether a 
particular artifact is a potential evidentiary artifact 
or not, if it is, then it could be presented in the 
court of law. 

4.2 Viber Artifacts 

After examining dd image with the FTK imager, 2 
unique database directories was found under Viber 
application, which are:  

" [root]/data/com.viber.voip/databases/viber
_data.db 

" [root]/data/com.viber.voip/databases/viber
_messages.db 

This section of the experiment describes the Viber 
artifacts found in both manual forensic analysis 
and IEF tool. Section 4.1 explain why the database 
appears in plaintext format, however,Viber has 
twodatabases which are "viber_data.db" which 
contains the same information as "wa.db" in 
WhatsApp while viber_messages.db" contains the 
same information as "msgstore.db" in WhatsApp. 
Both databases are in plain text. 

Figure 10. Artifacts found in 
[root]/data/com.viber.voip/databases/viber_data.db 

Figure 10 shows all the raw data related to 
viber_data.dbsuch as the calls made, Viber contact 
name and numbers. For this experiment, there was 
no blocked number. But if the user had some block 
numbers, it would be recovered as well.  Table 8 
below highlights the potential artifacts found in 
viber_data.db which have evidentiary values 
relevant to a forensic investigation. 

Table 8. Artifacts Analysis of viber_data.db 

Application Activity 
Performed 

Artifact 
Found 

Viber Contact Names Found 
Contact Numbers Found 
Call Duration Found 

Figure 10 shows the structure of the database, 
from the conversation to messages, calls, file 
exchange and also participant in group chat and 
their information, while Figure 11 shows the plain 
text messages, along with the phone numbers then 
also indicate whether it is a text, call or file 
transfer. The timestamp was converted using the 
converting tool. 
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Figure 11. Artifacts found in 
[root]/data/com.viber.voip/databases/viber_messages.db 

Figure 12. Plain text of artifacts in viber_message database 

Table 9. Artifacts Analysis of viber_messages.db 

Ap
pl
ic
at
io
n	

Ac
ti
vi
ty
	

Pe
rf
or
m
ed
	

Ar
ti
fa
ct
	

Fo
un
d	

Viber	 Textchat	
(Sent)	

Found		with	
timestamp	

Textchat	
(Received)	

Found		with	
timestamp	

Incoming	
caller’s	
number	

Found		with	
timestamp	

Outgoing	 Found		with	

caller’s	
number	

timestamp	

Send	Images	 File	Path	found	
with	timestamp	

Receive	
Images	

File	Path	found	
with	timestamp	

GPS	
coordinates	

Found	with	
timestamp	

From Table 9, we can conclude that Viber stores 
geographical location information, contact cards 
and all the sent or received messages in a chat 
database called viber_messages.db. If this 
database is forensically examined, one would be 
able to determine the message exchange and also 
determine the direct source and destination of each 
message received. With the aid of the IEF forensic 
tool, it is possible to determine whether a 
particular message was either sent or received by a 
particular sender or a recipient. These artifacts are 
what a forensic investigator needs to determine if a 
particular suspect is worth taking to court or not. 

4.3 Skype Artifacts 

IEF tool was used to examine the Skype 
application after the dd image has been obtained in 
the same way as Viber and WhatsApp. Skype 
stores information in a SQLite database called 
main.db and the file directoryis found to be 
([root]/data/com.skype.raider/files/SkypeID/main.
db), whereby the "SkypeID" indicates a particular 
user account. The database contains information 
on a user’s account such as messages, calls, group 
chat, voicemails, contacts, SMS messages and file 
transfers. The main.db database is then viewed 
with the SQLite viewer. The timestamp was in 
Unix epoch time but later converted using the 
converting tool. 
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Figure 13. Incoming call artifact found 

Figure 14. Outgoing call artifact found 

Figure 15. Contact artifact found 

Figure 16. Voicemail artifact 

Figure 17.  IP address artifacts 

Figure 18. Skype contacts artifacts 
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Table 10. Artifacts Analysis of /SkypeID/main.db 
A

pp
lic

at
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n 

A
ct

iv
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Pe
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m
ed

 

A
rt
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ct

 
Fo
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d 

Skype Skype 
contact 
lists 

# Skype name 
# Full Name 
# Birthday 
# Gender 
# Country 
# Mobile 

number 
# Email 

address 
# Registered 

date 
timestamp 

Textchat # Text message 
# Message type 
# Status 
# Chat ID 
# Recipient ID 

Calls # Local user 
details 

# Remote user 
details 

# Call duration 
# Calltype 

(incoming/outgoing 
File 
Transfer 
(Images/ 
Video/ 
Video) 

# Timestamp 
# File 

Size(Bytes) 
# Status 

Voicemail # Caller’s ID 
# Voicemail 

size 
# Status 

IP 
Location 

# UserID 
# IP Address 
# Timestamp 

Most people or even suspect actually think that 
physically deleting or clearing chat histories 
destroys the Skype logs and believes that the data 
associated with a particular account cannot be 

recovered. In mobile devices, evidential data that 
contains data indentified in Table 10 can be 
recovered and can prove fruitful for an 
investigation. To illustrate this, assuming a 
particular user is involved in a cyber crime and the 
user's phone is being investigated. Table 10 
identifies and equally provides a rich source of 
evidence when investigating crimes related to 
Skype. Artifacts in both Figure 13 and Figure 14 
show the incoming and outgoing call, the 
timestamp associated with a particular call is 
captured along with the call duration. With this 
evidence, a suspect cannot deny initiating or 
engaging in such a call. This would give forensic 
examiners a stronger convincing power in court of 
law when handling the case. However, Figure 15 
clearly shows that the full contact detail (full 
name, date of birth, phone number(if any) , date of 
Skype creation and email) of the Skype owner can 
be obtained too, which makes it easy for forensic 
practitioner to be able to track down the suspect in 
question. Figure 17 shows that the IP address 
reflects the “externally visible” IP address of the 
device where Skype is running, i.e. the IP address 
of the outermost NAT gateway connecting the 
device to the Internet. The IP address plays a 
significant role in terms of geographical location 
of parties involved in the crime. This artifact can 
be useful for attribution as it indicates the IP 
address the device used to connecting to the 
Internet. This may help tie a subject to a particular 
IP address and activity originating from that 
address. Having found artifacts like name, email, 
mobile number, date of birth, gender and country, 
it would be easily for a forensic investigator to 
further carry out the investigation based on what 
has been found and it would be easy to 
geographically point where they reside.  

5. CONCLUSION AND FUTURE WORK

Table 11summarizes the result acquired from the 
forensic analysis of WhatsApp Messenger, Viber 
and Skype. Both WhatsApp Messenger and Viber 
share almost the same potential evidentiary 
artifacts but in WhatsApp Messenger, no call 
duration nor GPS coordination due to the feature 
of the application. Skype has more interesting 
artifacts like both local and private IP addresses; 
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which are good enough to further investigation on 
a particular case. Artifacts listed in Table 11 are 
vital evidence that open up a case or provides a 
host of line in further investigation when dealing 
with crime related to mobile devices and mobile 
application. 

Table 11. Summary of Potential Evidentiary Artifacts Found 

MVoIP 
Application 

Potential Evidentiary Artifacts 

WhatsApp 
Messenger 

Messages, contact names, phone 
numbers, images, video, audio 
and timestamps. 

Viber Messages, contact names, phone 
numbers, images, videos, audios, 
timestamps,  gps coordinates, 
blocked numbers and call 
durations 

Skype Messages, voicemail, file 
transfer, contact details, emails, 
phone number, images, videos, 
audios and IP Addresses 

Few research works have explored and addressed 
the forensic recovery and analysis of activities 
carried out on social network and instant 
messaging applications on smartphones. However, 
these researches have limited information in terms 
of logical acquisition and artifacts recovery. In this 
paper, the research examined the legal forensic 
aspect of mVoIP applications misuse on 
smartphones. The study explored the forensic 
acquisition, examination and analysis of the 
logical image of a smartphone. The experiment 
consists of three top-rated mVoIP applications 
installation, conducting usual user activities on 
each of the applications, acquiring the logical 
image in a forensically sound approach, and then 
perform a manual forensic analysis on each of the 
installed mVoIP application.  

This paper successfully creates a forensic 
framework for forensic analysis and the discussed 
result indicated that potential evidentiary artifacts 
can be found on Android devices and such 
evidence can be presented in the court of law by a 
forensic investigator when handling a case related 
to cyber terrorism or cybercrime conspiracies. 

There are varieties of Smartphone’s lock screen 
apps, app lock, SMS and picture locks; some of 
these "locks" encrypt the data stored on the mobile 
device when locked and it also locks the device 
interface. This could be an issue for digital 
forensic specialist when examining such a device. 
A comprehensive research in this area on different 
mobile operating system platforms would really be 
of vital information to digital forensic 
investigation. 
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ABSTRACT

The purpose of this research is to perform a graph-
ics recovery process on the GPU in line with the
principles of computer forensics. The research
tested the possibility of recovering artifacts of last
visited web pages and last opened images from the
GPUs global memory. The experiment deployed
the OpenCL framework and tested JPEG, TIFF, and
BMP graphic file formats of 64x64 pixels, 100x100
pixels, 200x200 pixels, 245x256 pixels, 512x512
pixels, and 1024x1024 pixels in size. Other vari-
ables, such as the choice of OS, GPU, and GPU
driver, were also tested to measure the effective-
ness on the proposed method. The research indi-
cates that recovering artifacts from the GPUs global
memory is possible using a set of unique pixel pat-
terns. The research highlights three challenges of
implementing forensic techniques on GPUs: 1) elu-
sive global memory allocation scheme of GPUs; 2)
varying levels of support for different GPU drivers;
and 3) the prerequisite of using certain types of OS
and applications.

KEYWORDS

GPU forensics, OpenCL, RAM, volatile memory,
GPU Architecture, Artifacts, Webpage, Images.

1 INTRODUCTION

With the rise of the global internet over the
past decades, the use of digital technology be-
came an essential part of human life, which,
inevitably, also gave rise to cybercrime. This
shift toward digital has led to the rise of a
new area of forensic science, digital forensics,
which is concerned with collecting and exam-
ining potential digital evidence from comput-
ers, networks, and mobile phones. As a result,
a new area of forensic science, data recovery,
has been gaining a momentum in the investiga-
tion of digital devices. Potentially critical data

is being processed and saved for a limited time
in the global memory of graphics processing
units (GPUs) that can benefit digital forensic
investigations. Due to the volatility of data,
few researchers have implemented forensics
methods to recover artifacts from the GPU. To
the best of the authors knowledge, [7] was the
only major work that has attempted to recover
graphic images from a GPUs global memory
dump using CUDA. However, the work was
limited to 200x200 pixel TIFF files, and not
all of the tested images were successfully re-
stored. This paper introduces a data recov-
ery process for graphic and webpage artifacts
from the global memory of GPUs. Building
on prior work attempting to recover graph-
ics from the global memory dump of GPUs
using CUDA (Zhang, 2015), we consider an
enhanced data recovery method for retrieving
inaccessible, lost, or deleted data using the
Open Computing Language (OpenCL) frame-
work. To evaluate the data recovery capabili-
ties of OpenCL, we test several image formats,
in different pixel sizes, and on different oper-
ating systems. Since the OpenCL framework
is widely supported by GPU vendors, our pro-
posed approach is applicable to a good vari-
ety of GPUs. We also consider how the choice
of GPU driver affects the data recovery pro-
cess. Due to the large variety and possible
combinations of available hardware and soft-
ware, implementing the OpenCL data recovery
method to GPUs faces three major challenges:
1) elusive global memory allocation scheme of
GPUs; 2) varying levels of support for different
GPU drivers; and 3) the prerequisite of using
the types of OS and applications on which the
recovery process is applicable. The rest of the
paper is organized as follows. Related work
is reviewed in Section 2, followed by the de-
scription and illustration of the proposed GPU
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graphics recovery process in Section 3. Results
from the experiments are examined and dis-
cussed in Section 4. The paper concludes our
work and gives an outlook on future research
directions in Section 5.

2 LITERATURE REVIEW

Offloading graphics processing tasks to the
GPU has led to substantial improvements in
the performance of graphical computations.
The deployment of GPUs has further increased
with the emergence of general-purpose graph-
ics processing units (GPGPUs). While study-
ing how GPU-assisted malware affect mem-
ory forensics, the authors of [1], found that
GPUs can assist applications to achieve a sub-
stantial speed-up and enhance the performance
of various applications, including financial and
scientific computations. The authors further
posit that GPUs have enabled the realization
of video transcoding, bitcoin mining, recover-
ing passwords, and regular expression match-
ing. However, they note that despite the GPUs
ability to perform generic computations, GPU
misuse, i.e., the use of GPUs to engage in mali-
cious activity, has not been studied sufficiently.
To perform a forensic analysis on the GPU, the
authors gathered and analyzed numerous data
structures by developing several custom tools
specifically for this purpose. The data struc-
tures that were examined in the study include
graphic page tables, hangcheck flags, a list of
buffer objects, a list of contexts, and the regis-
ter files. The study also revealed that the use
of various GPU ecosystems posed substantial
challenges in the forensic process. This, there-
fore, makes it necessary to develop individual
tools for the probable combinations of GPU
simulations and operating systems. GPUs may
also be implemented to solve both general
tasks and tasks that require intensive compu-
tations. For instance, GPUs may be used to
increase the performance of AES and RSA en-
cryption algorithms. Similarly, GPUs can be
implemented to accelerate routers to support IP
networks [4]. GPUs may also aid in the estab-
lishment of high-speed intrusion detection sys-
tems (IDSs). Researchers in [4], aimed at eval-

uating the potential risks associated with GPUs
and, more specifically, how attackers are ca-
pable of disclosing sensitive data stored in the
GPUs memory. While performing an in-depth
analysis on GPUs to detect security

3 susceptibilities, the authors discovered that
extensively used GPUs, namely NVIDIA’s and
AMD’s, fail to initialize recently allotted GPU
memory pages that are likely to contain deli-
cate user data. This vulnerability may then be
exploited through attack strategies so that the
program data belonging to the victim can be
revealed, particularly information stored in the
GPUs memory. Such exploitations may hap-
pen both during the execution of a program
and after its termination. The greatest num-
ber of these attacks targeted the Chrome and
Firefox web browsers that render web pages
through the GPU. The research also indicated
that, regardless of their wide application in the
computing industry, the security issues associ-
ated with GPUs have not been given the neces-
sary consideration [4]. Random Access Mem-
ory (RAM) analysis is similar to the foren-
sic analysis of GPUs, however, it is concerned
with analyzing volatile information from the
RAM relating to executable applications, net-
work links, as well as the command history
[2]. Like GPU forensics, memory forensics
is affected by the fact that RAM, being a
volatile memory, loses data immediately when
the power is interrupted. However, under cer-
tain favorable conditions such as uninterrupted
power and the computer not being locked, a
forensic investigation of the RAM can still be
conducted within a particular time frame and
using specialized tools. The forensic analy-
sis of RAM may require copying the RAM’s
contents to perform a comprehensive analysis
of the memory dump, while in other cases it
requires the retrieval of Unicode string con-
tent or ASCII [6]. The authors of [7], con-
ducted three experiments, the Color Test, the
Line Test, and the Color Map Pattern Test,
respectively, to explore the formatting pattern
of images. The Color Test, in which differ-
ent data were introduced onto the screen, was
aimed at exploring the data structures of col-
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ors within the GPUs memory. The evidence
was then collected from the GPUs memory
with the help of an enhanced model. The re-
searcher then created eight different color rep-
resentation squares using Photoshop to prepare
the evidence. The squares were given individ-
ual values such as 000000, 00FF00, FFFF00,
among others. After the analysis of the data
structures and the deletion of empty memory
spaces, the researcher successfully recovered
the photo [7]. The limitations of this paper
are that the author only tested one image size,
which is 200x200 pixels, and used CUDA,
which is limited to NVIDIA GPUs. To im-
prove upon these results, our paper will test
different image formats in different sizes using
OpenCL, which is supported by multiple GPUs
such as AMD, Intel, and NVIDIA.

2.1 Open Computing Language (OpenCL)

OpenCL is a framework used to write pro-
grams through its execution across diverse
platforms containing CPUs, GPUs, and other
processors [3]. OpenCL offers several distinct
advantages as compared to CUDA. For ex-
ample, the mathematical precision in OpenCL
is well-defined, whereas in CUDA it is un-
defined. Furthermore, while OpenCL is sup-
ported by many GPU vendors such as AMD,
Intel, and NVIDIA, CUDA is only supported
by NVIDIA. And lastly, OpenCL provides
CPU support, while CUDA doesnt. OpenCL
contains certain specific functions that sup-
port the execution of commands. These ser-
vices are necessary for the data transfer be-
tween the buffer objects and the host mem-
ory. The clEnqueueReadBuffer enqueues com-
mands to read from, or write to, a buffer object
to the host memory, while the clCreateBuffer
is used to create the buffer object also from
the host memory [3]. Both functions, there-
fore, puts the reading’ and writing’ command
queue and therefore, they are commanded prin-
cipal objects. The clEnqueueReadBuffer helps
in the data transfer from the buffer object to
host memory whereas the writing occurs from
the host memory to the buffer. The reading of
data by the clEnqueueReadBuffer requires an

allocated area of the memory for the data stor-
age, because the function cannot perform the
memory allocation by itself.

3 METHODOLOGY

The methodology used for this experiment was
built on the workflow defined by [7]. The de-
sign process consists of three stages. Stage 1
is to acquire potential unique pixel patterns by
first cleaning the GPUs global memory, fol-
lowed by computing conversion matrices be-
tween the image and the data retrieved from
the GPUs global memory. Stage 2 simulates
the live capture process with the assumption of
no noise. The images to be tested were loaded
onto the GPU and then captured as a mem-
ory dump, which are then restored to possible
graphics by applying the unique patterns gen-
erated in Stage 1. In Stage 3, if the method
is efficient, one of the recovered images will
be found visually identical to the image previ-
ously loaded onto the GPU in Stage 2.

Figure 1. Design process.

The experiment tests three image formats in
three different sizes. The image formats that
will be tested are JPEG, TIFF, and BMP. The
image sizes that will be tested are 64x64 pix-
els, 100x100 pixels, and 200x200 pixels. Since
memory allocation is difficult to predict, we
first clean the memory in Stage 1 and Stage 2
in an attempt to ease the process of locating the
dump data of the processed image.

3.1 Generating Patterns

The first step in this experiment is to generate
patterns which later will be used to recover any
image of the same size as the generated pattern.
We generate a color map image for each im-
age size as shown in Figure 2. The color map
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Figure 2. Color map image for sizes 64x64, 100x100,
200x200, 256x256, 512x512, and 1024x1024.

images were created using Adobe Photoshop
and each pixel of the image has a unique color.
The purpose of generating these color map im-
ages is to create a set of pixel patterns that we
can later use to recover the test image. To ease
the process of recovering the dump data of the
image, we cleaned the global memory of the
GPU using OpenCL. The color map image was
processed through the GPU by simply open-
ing and closing the image in Windows Photo
Viewer. Then, the dump data of the processed
color map image was recovered from the GPU
using OpenCL. Once the color map image is
processed and the dump data of the color map
image is collected multiple times, a set of pixel
patterns will be ready to recover any image of
the same size. For this experiment, the image
sizes were 64x64, 100x100, 200x200 256x256,
512x512, and 1024x1024 pixels.

Figure 3. Pixel patterns for 100x100 image.

Figure 3 shows the unique patterns that were

recovered by processing the color map im-
age multiple times. The same experiment is
repeated with a 200x200 pixel image and a
64x64 pixel image. Table 1 shows and the
number of unique patterns found for each size.

Table 1. Total number of an identified patterns per im-
age.

Image size Generated patterns Unique patterns found
64x64 20 2

100x100 35 4
200x200 45 9
256x256 50 9
512x512 62 14

1024x1024 20 9

3.2 Data collection

To validate whether the generated pixel pat-
terns can recover images of the same size, it
was necessary to first perform a test with a ran-
dom image. For this study, a random image
was opened and then closed in Windows Photo
Viewer. We chose this program because it uses
the GPU, supports many image file formats,
and is one of the most commonly used image
viewer applications. After loading the image
into the GPUs memory, we used the OpenCL
functions clEnqueueReadBuffer and clCreate-
Buffer, to recover the dump data of the random
image.

Figure 4. Recovered dump data.

The above image shows an example of dump
data that represents a 100x100 pixel image
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which can be used later to recover the image in
its original shape. The offset 8A40000 marks
the start of the image.

Figure 5. Noise removal.

Noise removal is a critical step in the process
of recovering images from the GPU. The high-
lighted part above shows noise that needs to
be removed to successfully recover the image.
Other noise that needs to be removed is the fol-
lowing:

1. rows with all 00

2. rows with all FF

3. FA F3 EE FF FA F3 EE FF FA F3 EE FF
FA F3 EE FF

4. FA F3 EE FF FA F3 EE FF 00 00 00 00
00 00 00 00

3.3 Image and webpage recovery process

After recovering the pixel patterns shown in
Section 3.1 and setting the stage to recover the
image, the patterns that store the image data
were used to map the recovered image to its
original state.

Figure 6. Image recovery process.

The patterns generated in Section 3.1 show the
structure of the image in the GPU. Processing
the color map image multiple times will yield
different pixel combinations. To successfully
recover a random image, we use the generated
patterns to find the correct combination of pix-
els that matches the random image that was
processed by the GPU. It should be noted that
[7] invented the technique of Pattern mapping,
and this paper enhanced it to support different
types of images and sizes as well as webpages.

Figure 7. Webpage recovery process.

Since there is no way to know the resolu-
tion of the image we want to recover, we as-
sumed that its size is 1024x1024 pixels. The
GPU used for this experiment was a GTS450
from the NVIDIA Fermi family. It has high-
performance capabilities, with a 2x ability and
DirectX 11 geometry processing power, and a
maximum memory size of 1,024 MB [5].

3.4 GPUs and drivers test

A test for multiple drivers will be conducted to
test the effects of different GPU drivers on the
Graphics recovery process. According to [9],
the driver of the GPU plays an essential role
in accessing the GPU. Therefore, several GPU
types will be tested to understand which GPUs
support the proposed method and which do not.
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3.5 Operating System test

The OS is one of the major factors that influ-
ence the process of recovering graphics from
GPUs. The aim of the OS test is to measure
the influence of the different operating systems
on the recovery process. For this study, the
NVIDIA GPU GTS450 was tested on three op-
erating systems: Windows 7, Windows 8, and
Windows 10.

4 RESULTS

The results of the experiments conducted in
Section 3 will be evaluated and discussed in the
following subsections.

4.1 Image recovery results

Several images with different sizes and formats
were tested in this paper. In order to ensure
the accuracy of the results, we tested ten dif-
ferent images for each size to determine if the
generated unique pixel patterns are enough to
recover the image of the same size or not.

Table 2. The successful results of the image recovery
process .

Image size JPEG BMP TIFF
64x64 4 3 3

100x100 4 3 3
200x200 4 3 3

1024x1024 0 0 1

Table 2 shows the number and the type of the
successfully recovered images. It can be ob-
served from the experiment that the patterns
generated in Section 3.1 were enough to re-
cover the images of the same size. Although a

Table 3. The unsuccessful results of the image recovery
process .

Image size JPEG BMP TIFF
256x256 4 3 3
512x512 4 3 3

1024x1024 1 1 0

fully recovered image was not obtained in the
case of 256 and 512 image resolutions, the re-
covered artifacts have enough information that

Figure 8. 100x100 image results.

indicate what the image is about which can
help forensics investigators.

[7] indicated that his experiment was looking
for a single correct pixel pattern. However,
based on the results in Figure 8, there is not one
specific pattern for each image size, but rather
a set of unique patterns. As shown in Figure
8, the recovered images shift between the four
unique patterns generated in Section 3.1. All
ten images tested were recovered successfully
using just four patterns for the 100x100 pixel
image. For the 64x64 pixel image, two unique
patterns were discovered, and all the ten dif-
ferent images tested match those two unique
patterns as shown in Figure 9.

Figure 9. Unique patterns for 64x64 pixel image.

When testing larger images, the number of pat-
terns increased as shown in table 1. The suc-
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Figure 10. 200x200 image results.

cessful pixel pattern for figure 10 image was
pattern 2. It is important to note that using dif-
ferent GPUs could result in different pixel pat-
tern combinations and could yield both more or
less number of unique patterns for each image
size. The Color Map images that were used to
generate the pixel patterns in Section 3.1 are in
the TIFF format. Using these patterns, we were
able to recover JPEG and BMP images from
a pattern that was originally generated from a
TIFF image. Thus, we conclude that the image
format does not influence the recovery process.
A 256 by 256 image were tested to see if the
method will still be of use or not.

Figure 11. 256 x 256 image results.

With nine unique patterns, the process of re-
covering a full image was not successful due

to the increase in the resolution.This indicates
that the higher the resolution the more patterns
needed to recover the image.

Figure 12. 512x512 image results .

To confirm the resolution hurdle, another larger
image was tested. A 512 by 512 image. This
time the test was implemented with fourteen
unique patterns to increase the chances of re-
covering a full image. However, the process
was not successful and fully recovered image
was not present. That said, the recovered ar-
tifacts are in a viewable state and has enough
information to tell what the image is. Also, a
fully recovered image can be obtained by gen-
erating more patterns from the GPU to increase
the chances of getting a full recovered image.

The results of the recovery process of the
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Figure 13. 1024x1024 image results .

1024x1024 image are surprising as it shown
in figure 13. Not only the patterns shows a
clear visual but also one of the nine unique pat-
terns successfully reconstruct the image back
to its original shape. However, this does not
mean that every 1024x1024 image can be re-
covered successfully because the test was not
successful on all the three images that were
tested but only one image, also, the results of
the 256x256 and 512x512 shows unsuccessful
recovered images, which means more unique
patterns are needed for larger images.

4.2 Webpage recovery

The webpage recovery process followed the
same approach as recovering the images from
the GPU, except this time our aim was to test
the possibility of recovering artifacts of the
last visited webpages. The browser used for
this experiment is Google Chrome, and we
edited the NVIDIA control panel to enable the
GPU to operate whenever the user uses Google
Chrome. This was necessary because, by de-
fault, when visiting websites, the GPU will not
work unless a web extension requires GPU in-
volvement.
We opened a Facebook account page to test
the possibility of recovering any artifacts from
the GPU after visiting the webpage. About 40
percent of the webpage content was recovered
successfully and with high legibility, although

Figure 14. Tested Facebook webpage on the left, and
the recovered artifacts on the right.

other parts of the recovered webpage, about 60
percent, cannot be read or recognized. In a case
where a suspect is under investigation, recover-
ing 40percent of the last visited page has good
potential for solving the case, e.g. in the case
of recovering illicit content from the suspects
machine.

Figure 15. Twitter webpage artifacts

Another webpage was tested to ensure that the
recovery process is accurate. In figure 14 arti-
facts of last visited twitter page. The artifacts
clearly shows the NVIDIA logo with some
clear texts. These information can be of use
for forensics investigators. However, obtain-
ing these information without memory clean is
hard due to the extraordinary amount of noise
presented in the dump file.

4.3 GPU and driver results

Several GPUs and drivers were tested to gain
a proper understanding of which GPUs and
drivers support the graphics recovery process
and which do not.

Table 4. Unsuccessful recovery attempts.

GPU GPU Drivers
AMD Radeon HD 6770 15.7, 14.12, 14.4, 12.1, 13.1, 13.4 amd catalyst

GTX560M 378.49, 353.9
GTX960M All drivers from 341.81 notebook win10 64bit international To 359.06

Table 3 shows the GPUs and the drivers that
did not support the graphics recovery process.
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In these cases, every time OpenCL tried to
collect the dump data, the dump file returned
blocks of only zeros, indicating that those sec-
tions did not contain any data. To overcome
this barrier, [7] used the driver 340.34 which
supports the methods presented in this paper.

Table 5. Successful recovery attempts.

GPU GPU Drivers
GTX560M 340.43

GTS450 340.62

Drivers 340.43 for the GTX560M GPU and
340.62 for the GTS450 support the method
presented in this paper. All beta drivers of
NVIDIA for Windows 7 and Windows 8 sup-
port the method introduced in this paper and
allow the data collection process. On the other
hand, it was not possible to recover dump data
from the AMD Radeon GPU as the return
value of the dump file is zero.

4.4 Operating system (OS) results

Several OSs were tested to measure the impact
of using different OSs on the GPU forensics
process introduced in this paper.

Table 6. Operating system test results.

Operating System Same identified patterns? GPU
Windows7→Windows 7 No GTS450
Windows7→Windows 8 No GTS450

Windows 10 Couldnt generate any patterns GTX960

The OSs tested were Windows 7, Windows 8,
and Windows 10. The pixel patterns recov-
ered in Section 3.1 were recovered using Win-
dows 7, and once the system was upgraded
to Windows 8 the combination of the patterns
changed. Therefore, new patterns had to be
generated in order to successfully recover the
tested image. The recovery attempt on Win-
dows 10 was not successful because the new
OS supports only the latest drivers, which, as
indicated in Section 4.2, do not support the
method introduced in Section 3. The GTS
450 GPU was moved to a new desktop with
the same OS tested in Section 3 (Windows
7), which yielded different patterns than those
generated on the previous desktop.

In conclusion, the only way to generate the cor-
rect set of pixel patterns is using an identical
OS platform and GPU as the ones used for pre-
viously opening the image we want to recover.
In a real setting, it would mean that the investi-
gator needs to clone the suspect storage device,
recover the dump data from the GPU and then
generate the set of patterns needed to recover
the processed images. The only obstacle would
be locating the dump data that is linked to the
processed image. In this experiment, this issue
has been tackled by first cleaning the memory,
but in a real setting cleaning the memory is not
an option.

4.5 GPU forensics challenges

We considered several factors to determine
their potential influences on the image recov-
ery process introduced in Section 3. It was
observed that the only set of circumstances in
which an investigator can generate the correct
image patterns is when the same OS platform
and GPU are used. Using a different OS or a
different GPU will not help in generating the
correct patterns. In fact, even having the same
OS will not generate the correct patterns. The
limitations to applying forensics to GPU are as
follows:

• In a real setting, the memory cleaning pro-
cess presented in Section 3.1 is the most
obvious barrier, because the investigator
cannot clear the global memory, other-
wise the dump data stored there will be
lost.

• As indicated in Section 4.2, not all drivers
support the forensics process.

• As indicated in section 4.4, the Windows
10 OS didnt support the proposed method,
thus, the pixel patterns could not be iden-
tified.

5 CONCLUSIONS

Since the use of digital technology has be-
come an indispensable part of human life, the
need for digital forensics is evident. GPUs
hold valuable data that could very well solve
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cases. However, implementing forensics tech-
niques on volatile data and volatile memory
has its own challenges due to the volatility.
This paper discussed a method using OpenCL
to recover graphics content and webpages from
GPUs. During the research, all of the tested
images were recovered successfully using a
set of unique pixel patterns. In sum, it was
observed that the larger the image size, the
more unique pixel patterns there are. Although
the proposed technique could only partially re-
cover the webpage, the recovered data, in this
case, provided enough information to deter-
mine what the user was reading and browsing.
GPUs consist of different types of memories,
and each type of memory holds different types
of data which can be helpful for forensic in-
vestigations. As future work, testing different
types of data other than images and webpages
as well as more AMD GPUs is essential. Once
we have addressed the challenges presented in
this research, the ultimate goal of developing a
forensics model for GPU analysis can be real-
ized.
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ABSTRACT 

Cloud computing is a relatively new phenomenon 

and its implementation in various sectors is having 

far reaching impacts. The requirements to have 

dynamic education environment in higher education 

institutions across the world requires to adopt state-

of-the-art practices to reduce infrastructural cost, 

improve operational efficiency, availability and 

provide on-demand resource allocation. Using cloud 

computing in (HE) higher education institutions can 

have enormous benefits where students can share 

their work easily, collaborate, and conduct research. 

However, despite the comprehensive literature, there 

is limited studies related to the benefits, drivers and 

barriers to the adoption of cloud computing 

technology in the HE institutions across U.K. This 

paper is an attempt to investigate initially the 

benefits and drivers to the implementation of cloud 

computing technology in the higher education 

institutions across 20 public universities across U.K. 

The paper also investigates the barriers in the 

implementation of cloud computing technology in 

higher education institutions and then concludes 

with solutions to these barriers that are hindering 

the adoption of cloud technology in the higher 

educational institutions across U.K.

KEYWORDS 
Cloud Computing, Cloud Adoption, Higher 

Education Institution, Service Level Agreements, 

Drivers, Enabler factors, Barrier factors.   

1 INTRODUCTION 

Cloud computing has revolutionized the IT 

industry in last many years offering scalable 

computing resources. Due to cloud computing 

technology there is a minimization of in-house 

IT infrastructure resulted in cost saving, reduced 

administrative hurdles and provided an attractive 

outsourcing option. The theme of cloud 

computing is not new as it comprises off 

technologies such as centralized, distributed, 

utility computing and incorporate the concept of 

virtualization [1]. The cloud users don’t have to 

own massive computing infrastructure and no 

upfront investment is required. The model 

allows various cloud users to share the network 

infrastructure provided by cloud provider and 

pay only for the service being used.  This pay-

per-use model enables convenient and on-

demand network access to a shared pool of 

configurable computing resources such as 

servers, storage, applications, and services [2]. 

Cloud computing technology is being adopted in 

various business domains. According to 

Forrester report in November 2016, the cloud 

market will increase its market share in coming 

years because institution around the world are 

looking to adopt cloud technology because it 
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provides an alternative viable option to run core 

operations. The global cloud market will be 

worth $146 billion in 2017, up from $87 billion 

in 2015 showing an increase of 22% compound 

annual growth rate [3]. In today’s competitive 

market, companies are trying to operate 

effectively and reduce costs. Cloud computing is 

a promising trend of computing that provides 

availability, scalability and flexibility and 

ensures operations at very low running cost [4]. 

The cloud computing technology is different 

from the traditional IT model as it is focused on 

services rather than technology. The technical 

details are hidden away from the consumers and 

they are charged based on the self-service and 

they are billed for what service they have used 

[5]. The technology provides computing as the 

utility to meet the everyday needs of business 

community. The cloud computing refers to the 

applications the hardware and software 

delivered as service over the Internet. The cloud 

computing is having a significant impact on 

operations and IT department functions across 

different business sectors.   

Cloud computing as an elastic and scalable 

utility model that offers flexible, ubiquitous, on-

demand network access to a shared pool of 

configurable computing resources (for example, 

servers, data centers, networks, applications and 

services) that can be rapidly provided and 

released with limited interaction of service 

provider or the management [6]. It provides 

shared infrastructure, self-service, dynamic and 

virtualized pay-per-use platforms which put it on 

high demand. Cloud computing implies a 

level of dynamic, flexible resource sharing 

and allocation of assets. 

Similar to other sectors, education sector is 

heavily dependent on information technology in 

terms of content delivery, research, 

communication, and collaboration with the 

industry. With reduction in the public spending 

in HE institutions across the world and at the 

same time students are demanding for more 

technological services and support which is not 

possible with the traditional in-house IT 

infrastructure [7]. There is a rapid change which 

we have experienced due to information 

technology revolution and at the same time due 

to lack of funding from government has 

increased the financial burden on educational 

institutions. The major challenges faced by HE 

institutions is to provide world class education 

with lack of infrastructure, increasing cost to 

maintain the IT infrastructure and increasing 

staff expenses [8]. In this scenario cloud 

computing technology can help HE institutions 

by providing a solution at a reduced cost and 

provide a platform that can support 

collaboration, enhance communication, research 

and development. Cloud computing is 

transforming many HE institutions, by reducing 

the cost of infrastructure, providing scalability, 

agility and providing a viable alternative to the 

traditional in-house IT infrastructure. The next 

section of the paper will conduct a detailed 

literature review into the integration of cloud 

computing technology in the HE institutions and 
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provides a snapshot to the readers with various 

cloud service models that are being 

implemented. The next section of the literature 

review will discuss the impact of integration of 

cloud technology in HE institutions in U.K. The 

following section of the paper will detail the 

research methodology which will be used 

followed by the research questions which the 

researcher desires to find answer in the 

research. The next section will analyze and 

interpret the data collected from 20 public 

universities across U.K identifying the drivers 

and benefits in the adoption of cloud technology 

in HE institutions in U.K followed by the 

barriers in the adoption of cloud technology. 

The last section of the paper will represent data 

which will detail the solution to the barriers that 

are faced by HE institutions in U.K.      

2 LITERATURE REVIEW 

2.1 Cloud Computing in HE Institution 

The HE institutions are familiar with the 

integration of new technology that will enhance 

teaching and research. As we speak majority of 

HE institution are highly dependent on the use of 

information technology to deliver courses, 

collaborate to do research and communicate 

with each other. In the traditional model, HE 

institutions will have a very large IT 

infrastructure cost, continuous maintenance 

issues, large workforce, update hardware and 

software licenses regularly so that they can 

provide a suitable environment for their students 

and staff [9]. In the last many years’ cloud 

computing technology provided a suitable 

platform for HE institution to offer educational 

services at very low cost with high availability, 

improved performance ensuring effective 

research collaboration and social interaction. 

The literature highlights various cloud based 

services such as Google Apps, Google Docs, 

Dropbox, YouTube being used in the education 

cloud[10]. The students and staff at the HE 

institutions are following the suit by accepting 

the web-based cloud services for everything 

from email to video contents.  

After reviewing the literature, it was evident that 

Software as a Service (SaaS) delivery model was 

the most popular with a very high adoption rate 

[11]. It was evident from the literature that many 

HE institutions are using Google Apps for e-

mails and to create documents and spreadsheet, 

bypassing the capital investment in the severs 

and software license cost. The integration of 

cloud technology in HE institutions have created 

new capabilities such as Infrastructure as a 

Service (IaaS), Platform as a Service (PaaS) 

which are being used by HE institution as shown 

from the figure 1. 

Figure 1: Cloud Computing Service Model in 

HE institutions 
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The cloud-based education system provides a 

platform to use and create knowledge in HE 

institutions which act as a decisive factor for 

social, economic, cultural and technological 

transformation [12]. Achieving this goal 

necessarily involves the use of technology, 

which would allow knowledge transmission 

and create new areas for education, research 

and development [13]. 

Cloud computing provides opportunity for the 

institutions to remain focus on research & 

development, front line services such as delivery 

of contents and collaboration with industry 

rather than waste their valuable time managing 

and maintaining the complex IT infrastructure 

[14]. The cloud computing applications related 

to education will form the basis of future IT 

infrastructure in education to ensure the 

development of hardware and software 

environment. By integrating the cloud 

technology, it will ensure high speed in-

processing of the data thus replacing the pressure 

associated with the information explosion. The 

use of cloud technology in HE institutions will 

enhance the utilization of resources for 

educational purposes, reducing the infrastructure 

cost, ensure that the green energy demands are 

met and provides ease in the maintenance and 

operation of the system [15]. HE institutions 

across the world have recognized the ability of 

cloud computing to improve efficiency with high 

computing power associated can be used for 

extensive research. The cloud service have been 

adopted in HE institutions by having their 

student email system being provided by third 

party cloud providers the most common one is 

Microsoft live@edu which is browser-based and 

provide students access to emails, office package 

as well as SkyDrive [16]. There are many other 

education-based cloud services such as Google 

App Education (GAE). Different features from 

Google includes Talk, Mail and Docs provides 

benefits to students to collaborate and share their 

learning experiences [17]. Cloud technology in 

HE institutions is providing a platform to support 

M-Learning by utilizing mobile devices to 

support online collaboration which will ensure 

sharing of information and environment that 

leads to quality research [18]. In the HE 

institutions cloud technology is used for hosting 

learning management systems (LMSs) e.g. 

Moodle and Blackboard within the cloud. Most 

institutions outsource the providers of the LMSs 

due to the high costs involved in the 

establishment and maintaining such systems 

[19]. In today’s world e- learning has been 

adopted at different education levels including 

training for firms, lifelong learning, as well as in 

academic units; E-learning solutions range from 

commercial to open-source. There are two main 

entities of the e-learning system including 

trainers and students. The students get to access 

exams, courses, and can relay on their 

assignments online, whereas the trainers can 

introduce and share tests, manage courses and 

evaluate homework and assignments for the 

students. The entire process is only possible due 

to the use of cloud computing technology that 

ensures more communication and collaborations 
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between students and staff which provides an 

enrich learning environment [20]. The next 

section of the paper will detail the use of 

Cloud computing technology in U.K HE 

institutions and its overall impact.   

2.2 Cloud Computing in U.K HE Institutions 

The HE institutions in U.K are facing immense 

pressure to evolve and incorporate latest 

technological innovations. These new 

technological innovations will change the way 

the HE institutions deliver the education to their 

students. We are living in the technological 

oriented knowledge economy and there is a huge 

burden on these HE institutions to produce 

students with the quality of education that is 

equipped with advanced skills and technology to 

meet the challenges of the real world [21]. 

According to the detailed review of the 

literature, U.K HE institutions are facing a large 

reduction in the government spending and they 

have to reduce their budgets and meet the 

growing expectations of the students and 

communities at the same time. Various options 

are available such as providing distance 

education, online learning management systems 

and form collaboration with different research 

partners around the world using technology. HE 

institutions in U.K have adopted cloud 

technology which has brought lot of benefits 

such as cost reduction in the IT budget, 

scalability, elasticity and more social interaction 

and improved collaboration across U.K HE 

institutions to support research & development 

[22]. The use of cloud computing technology in 

HE institution in U.K is becoming an integral 

part of delivering education and helping the 

institutions to meet their expectations [23].  

The use of cloud technology in U.K HE 

institution will continue to increase as the 

technological innovation is having direct positive 

influence of technology on various teaching 

methodologies [24]. The HE institution are well 

familiar that offering technological mode of 

delivering of education will attract more 

students. A large portion of HE institutions 

across the country are using cloud computing 

technology to offer distance learning education 

to a wider audience. With the use of cloud 

computing technology various institutions in 

U.K are working in collaboration to do research 

while geographically dispersed across the globe 

[25]. The cloud computing technology is a 

preferred platform to manage online learning 

courses offered by various HE institution due to 

scalability and elasticity that is provided by 

cloud platforms. The use of cloud technology in 

HE institution in U.K is providing a great 

opportunity to learn for those who are not able to 

access these institutions and resources. The use 

of technology will promote corporate academic 

partnership which will be beneficial for 

educational institutions to have real world 

experience, promote research with the corporate 

world, and locate more funding for the HE 

institutions in U.K [26]. Due to use of cloud 

technology in U.K HE institutions there is a solid 

partnership between the corporate world and HE 
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institutions which leading to extensive 

development in the field of science and 

technology. The literature is full of examples 

where the use of cloud technology in U.K HE 

institutions has built ecosystem of innovation 

and research. But at the same time the adoption 

of cloud technology in U.K HE institution is 

having serious concerns regarding the security 

and privacy of data that will be stored on a third-

party server [27]. Various examples have been 

quoted in the literature where service level 

agreement, operational and logistics challenges 

are considered as barrier to the adoption of the 

new approach. The other barrier in the adoption 

of cloud technology in U.K HE institutions 

requires a lot of training and support for faculty 

to use technology and overall need of change in 

the organizational practices is required so that 

new technologies can be adopted [28]. The next 

section of the paper will detail the questions 

which are being investigated in this research. 

3.0 RESEARCH QUESTIONS 

To investigate the research further following 

are three questions that are formalized to be 

investigated further which are as follows: - 

RQ1: What is the level of adoption of cloud 

computing technology by HE institutions in 

U.K? 

RQ2: What are the benefits and barriers to 

the adoption of cloud computing technology 

by U.K HE institutions? 

RQ3: What should be done to remove the 

barriers to the adoption of cloud computing 

technology in the U.K HE institution? 

3.1 Data Source and Presentation  

The study is to investigate the level of adoption, 

benefits, barrier, and solution to the adoption 

barriers of cloud computing technology in U.K 

HE institutions. The method for data collection 

was detailed questionnaire containing various 

sections. The first part of the questionnaire 

requires the respondents to enter their personal 

information such as job title, name and name of 

the HE institutions and years of experiences 

whereas in the second part of the questionnaire 

relates to the benefits and drivers to the adoption 

of cloud computing technology in U.K HE 

institutions. The third part of the questionnaire 

relate to barrier to the adoption of cloud 

technology in the HE institution. The fourth part 

of the questionnaire require the solution to the 

adoption barriers to implementation of cloud 

technology in U.K HE institutions. Before the 

questionnaire was distributed it was validated 

and tested for its reliability using the Pearson 

Product Moment Correlation. The outcome of 

Cronbach alpha reliability coefficient (@) of 

0.81 which was indication that the instrument is 

reliable for data collection. After the detailed 

validation process 3000 copies of the 

questionnaire were distributed to 20 public 

universities across U.K and 2580 responses 

were received with response rate of 86.00%. The 

questionnaire were distributed to IT Staff (50), 

academic staff (50), senior management (20), 
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and students (80) in each university. Data was 

captured in Microsoft Excel and obtained from 

completed questionnaire from various 

respondents. This approach was an attempt to 

evaluate the opinion of a sample in the 

targeted population which will lead to better 

understanding of the situation.     

3.2 Result Collection & Interpretation  

The results of this research will highlight the 

benefits of cloud adoption to U.K HE institution 

but at the same time the research will identify the 

barriers to the adoption of cloud technology. The 

research will also identify the cloud services they 

are adopted by U.K HE institutions. The last part 

of the research will focus on the resolution to the 

adoption barriers of cloud technology in the HE 

institutions so that transition towards cloud 

technology becomes smoother in the future for 

other HE institutions that are planning to adopt 

cloud computing technology. 

3.3 Adoption Trends of Cloud Computing in 

U.K HE Institutions  

The results gathered from the research question 

1 was based on 2580 respondents that completed 

the questionnaire from 20 public universities that 

are involved in this research process. The 

response gathered from the respondents in this 

research clearly identifies that all (20) 

universities involved in the research have 

adopted cloud technology which represents 

100% adoption rate as shown from Figure 2. The 

research findings collaborate with the report by 

[29] that HE institutions are adopting cloud 

computing model as it supports their research 

and delivering of higher education in an effective 

manner.  

Figure 2: Adoption rate of Cloud Computing in HE 

institutions in U.K 

In order to find which cloud services were 

adopted by HE institutions it was evident that 

overwhelming majority of HE institutions 76% 

are using SaaS. Applications such as Google 

Docs, Moodle, Google Mail, Yahoo Mail and 

NetSuite offered by SaaS in HE are universal, 

free and in high demand whereas 10% HE 

institutions are using PaaS service model that 

includes services such as online databases, 

Google Sites and Microsoft Dynamics CRM. 

14% of HE institutions are using IaaS to 

support virtual computing laboratories, data 

storage, and backup as shown from Figure 3. 

Figure 3: Cloud Service Model adopted by HE 

institution in U.K 

In the third questions it was clear that 22% HE 

institution in U.K are using more than one Cloud 

service model to support their operations. This 
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shows growing confidence to move towards the 

cloud computing technology.   

Figure 4: Multiple Cloud service model in HE 

institution 

In the next question the focus is to investigate 

the benefits of the using cloud technology for 

HE institutions in U.K. Majority of respondents 

27% came to the conclusion that with the use of 

cloud technology in the HE institution can make 

major cost savings which is considered as the 

most important factor to the adoption of cloud 

technology in U.K HE institutions. As shown 

from the following figure 5, the next major 

benefit due to the adoption of cloud technology 

in U.K HE institutions according to the data 

collected is improved availability of services 

where 20% of respondents agreed that cloud 

computing technology in integrated in the HE 

institution due to exceptional high uptime for 

network services (5 9s 99.999% uptime 

guaranteed by cloud providers). The next driver 

to the implementation of cloud computing 

technology in HE institution across U.K was due 

to  high scalability (13%) & then mobility (11%) 

that can support on-demand services according 

to specific requirements of the HE institutions 

regardless of the location of the cloud user. HE 

institutions across U.K are trying to adopt cloud 

technology which is considered as 

environmentally friendly according to 11% of 

the respondent and have low carbon emission. 

The next major benefit for the adoption of cloud 

technology in HE institution in U.K was due to 

reduced IT complexities (9%) easy to maintain 

IT system (9%) which will allow HE 

institutions to focus on research & development 

and course delivery rather than maintaining 

complex IT systems. 

Figure 5: Benefits for adoption of Cloud Computing in 

HE institutions 

The next questions tries to investigate the 

number of barriers to the adoption of cloud 

technology that are faced by HE institution in 

U.K. The most critical barrier to the adoption of 

cloud computing technology in HE institutions 

across U.K according to 27% of respondents was 

lack of uniform Service Level Agreement or a 

framework which can act as a benchmark to the 

QoS (Quality of Service) provided by the cloud 

industry as mentioned by Figure 6. Majority of 

respondents considered lack of SLA uniform 

framework as a barrier to the adoption and due 

to this factor they can’t compare the Quality of 

service offered by each provider which leads to 

lack of accountability, variable level of service 

offered and confusion in understanding the legal 
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jargon in the Service Level contracts. The next 

major barrier to the adoption of cloud technology 

in HE institutions in U.K according to the 

respondents was due to data security (15%) & 

data privacy (15%) challenges which is a major 

source of concern for all stakeholders as the 

cloud provider can be hosting data from a remote 

location outside U.K or EU. The result gathered 

from this questions is supported by the detailed 

work carried out by [30], according to their work 

75% of Chief Information Officers and IT 

specialist consider data security & privacy as a 

major barrier to the adoption of cloud 

technology. The next barrier to adoption of cloud 

technology in HE institutions is the regulatory 

framework (14%) such as Data Protection Act 

U.K and the implication of new laws as GDPR 

(General Data Protection Regulations) which 

stipulates stern actions and penalties in case of 

any data breaches by cloud providers and users. 

The HE institutions are concerned about the theft 

to the intellectual property which can have 

serious repercussions for HE institution across 

U.K. The next barrier to the adoption of cloud 

technology to HE institution is the Lock-in 

(11%) concern by the cloud user that they will be 

bound to use the cloud provider services without 

any option to leave or more their data to another 

provider if they desire to do so. The next barrier 

to the adoption of cloud technology in the HE 

institution is the issues of interoperability (11%) 

as many systems used by HE institutions are 

using legacy systems that will not be adaptable 

to new cloud computing technology. The next 

barrier to the adoption of cloud technology to 

HE institution is lack of management awareness 

(4%) and resistance to new technology (3%) 

which requires change in institutional culture 

and extensive training to overcome these 

barriers to the adoption of cloud technology as 

shown from the following figure 6. 

Figure 6: Barriers to Adoption of Cloud Computing in 

HE institutions 

The next question was trying to find a solution to 

the barriers for the adoption of cloud technology 

in HE institutions in U.K. The respondents were 

asked to provide solution to these barrier and 

overwhelming majority of respondents (40%) 

replied by proposing a uniform SLA framework 

that all cloud providers have to follow to 

improve the overall QoS (Quality of Services). 

This framework can be used to compare the level 

of service offered by each provider across the 

industry and provider can be held accountable 

for their services. The framework will address 

most of the barriers in the adoption of the cloud 

computing technology in HE institution across 

U.K. 16% of the respondents’ also 

recommended end-to-end encryption to remove 

concerns related to data security & privacy and 

prevent any data breach when data is stored or 

on transit over the public network.  
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In order to remove the barriers to the adoption of 

cloud technology in the HE institutions in U.K 

the respondents have also recommended Third 

Party Auditor (15%) to check the cloud provider 

facilities and whether it meets the set 

requirements. The respondents also 

recommended management awareness (15%) 

and improve training (14%) to improve the 

overall understanding of cloud technology and 

cultural change effort to reduce resistance to new 

technology. In order to address these barriers the 

cloud industry requires a uniform SLA 

framework that can address all the concerns in 

the adoption of technology in the HE 

institutions. This SLA framework will act as a 

minimum benchmark to all cloud providers to 

offer services according to the set requirements 

and held accountable if they can’t meet the terms 

and conditions as shown from the figure 7. 

Figure 7: Solution to the barriers in adoption of Cloud 

Technology 

3.4 Study Result: Drivers, Barriers, and 

Solution to Cloud Computing Adoption in 

Higher Education U.K  

In this section of the paper we will conclude 

with detailed findings of the study as shown 

from the following Figure 8. It was evident from 

the data collected from various respondents, all 

HE institutions in U.K that have participated in 

this research are using cloud computing 

technology. 

The research was able to identify the key drivers 

or enabler in the adoption of cloud technology in 

the HE institution. 

Figure 8: SLA Framework solution to adoption barrier 

in Cloud Computing 

Majority of respondents agreed that they have 

adopted the technology as it offers cost reduction 

as compared to the traditional in-house IT 

infrastructure. The research was able to highlight 

further drivers to the adoption of cloud 

technology in the HE institution such as 

availability of service with 99.999% uptime, 

offers scalability to the end-users, environmental 

friendly technology with low carbon emissions, 

easy maintenance with reduced IT complexities 

so that HE institutions can focus on research and 

content delivery. The research was able to 

identify the barriers in the adoption of cloud 

technology in the HE institutions in U.K. It was 

evident from respondents due to lack of uniform 

service level framework there is variable level of 
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services offered by cloud provider and they can’t 

be held accountable for poor services offered. 

Barriers such as concerns related to data 

security, privacy, regulatory law, lock-in, 

interoperability issues and lack of management 

awareness is considered as a challenge to the 

adoption of cloud computing technology in the 

HE institutions in U.K. The research also 

attempted to find solution to the adoption barrier 

to the cloud computing technology in the HE 

institution. Overwhelming majority of 

respondent recommended to have a uniform 

Service Level Fraework that stipulates a 

minimum standards agreeable to all cloud 

providers across the cloud industry. The 

framework will address all barrier to the 

adoption, such as data security & privacy 

concerns, ensure accountability if the service 

don’t meet the expectations, increase adoption 

rate and allow more users to use cloud 

technology in the HE institution in U.K. The 

framework should address the regulatory 

framework requirements in-terms of Data 

Protection act and upcoming regulations such as 

General Data Protection Regulations so to avoid 

any data breaches. The uniform SLA framework 

should be agreed by all stakeholders, standards 

should be set and everyone should follow it 

regardless of their locations. Future research 

work can investigate they key entities in the 

proposed uniform SLA framework that can 

address all the barriers in the adoption of cloud 

computing technology in the HE institutions 

across U.K. By agreeing on a uniform SLA 

framework for HE institutions more educational 

institutions across the country will adopt the 

service which will allow to offer quality 

education to students and provide better 

service to the communities they are serving. 
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ABSTRACT 

This paper proposes twenty investigative indices 

that were freely considered by the authors as 

relevant for the determination and evaluation of 

the causal factors of financial crimes in Nigeria. 

The indices are contained in the questionnaire that 

was administered on twenty one out of thirty six 

states that span the six geo-political zones of 

Nigeria to obtain relevant data. Copies of the 

questionnaire were administered at meetings with 

stakeholders of banks, insurance companies, 

educational institutions and other relevant 

government and private owned establishments. 

The data obtained were subjected to Principal 

Components Analysis (PCA) using SPSS. From 

the analysis, four causal factors of financial 

crimes in Nigeria were obtained with different set 

of indices. The obtained factors are technology 

and social pressure, poor governance, economic 

pressure and religion and self-centredness. The 

percentage contribution of each factor to the spate 

of financial crime in Nigeria was estimated with 

each percentage contribution exhibiting the 

degree of relevance of the associated indices. The 

percentage contributions of the extracted factors 

was less than 100, which showed that the 

performance indices of some extraneous factors 

which contribute in no small measure to the 

current level of financial crimes in Nigerian were 

not given consideration in the research 

instrument. Such extraneous factors include but 

not limited to research and cultural influences. 

Moreover, a factor scores coefficient matrix was 

generated and used to estimate and rank the 

contribution of each respondent to each factor. 

 

KEYWORDS 

Principal Component Analysis (PCA), financial 

crimes, Nigeria, causal factors, extracted factors 

1. INTRODUCTION 

Financial crime is a non-violent but 

intentional crime committed for illicit 

monetary or other unlawful gain from 

individuals, corporations, government bodies 

and financial institution [1-2]. It constitutes a 

very serious threat that manifests itself in 

virtually all aspects of national life. It is 

widely spread and involves Internet-based 

cheque issuance, cash deposit, wire transfer 

and Automated Teller Machine (ATM) 

withdrawals performed by institutions, 

government and individuals on daily basis. 

Notable financial crimes include theft, scams, 

embezzlement, identity theft, money 

laundering, bribery, smuggling, forgery, 

counterfeiting, tax evasion and bribery [3]. 

Financial crimes are characterized by deceit, 

concealment or violation of trust and can be 

committed with every form of dynamism, 

subtleness and camouflage [4]. Considerably, 

financial crime may lead to colossal loss of 

money as well as undermining the integrity of 

financial institutions and markets. It may also 

subvert national growth and development [5-

8]. Financial crimes may lessen the ability of 

a country to attract foreign investment and 

subverts the growth and development of local 

manufacturing industries [1,5,9]. Financial 

crime may manifest inform of corruption, 

fraud and theft. Corruption is any illegal act 

such as kickbacks, embezzlement and 

extortion and other misuse of entrusted funds 

and power for private gain or improper and 

unlawful enrichment [10-11]. Fraud is an act 

of deception aimed at achieving a personal 

gain or creating a loss for another through 

concealment of illegal act and it is a 

significant and growing threat to several 

organizations [12-13]. Most prominent 

financial frauds are use of public money for 

personal gain, granting of unauthorized loan 

or overdraft, fraudulent transfer or 

withdrawal, misrepresentation of quality and 

quantity during procurement and pyramid 

trading scheme. Others are posting of 

fictitious credit, cheque counterfeiting or 

forging, payroll padding (ghost workers), 

contract over billing and over invoicing 

among others [7]. Theft of cash, intellect, art 

or identity is said to take place if it is carried 

out unlawfully and out of all proportions. 

Several strategies and measures for 
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combating financial crimes include use of 

technology and establishment of agencies and 

commissions. Technological tools offer more 

holistic view of data and highlight potential 

areas of risk to organizations thereby 

reducing the incidence of fraud [14]. Big data 

and text mining, machine learning and 

forensic accounting are some of the existing 

technologies for combating financial crimes 

[4,15-18]. Impact of criminal personality, 

opportunity structures, corporate identity, 

values on crime, and business ethics have 

been identified as causes of financial crimes 

[19]. These causes could be traced to bio-

genetic factors such as genetic mutation and 

heredity [20], psychological factors such as 

personality disorders and sociological factors 

such as learning environment [21]. The 

fundamental techniques for combating 

financial crime still require a good 

understanding of its causes and dynamics as 

all technical and scientific proof have yielded 

unsatisfactory results [22]. Existing 

techniques for presenting the understanding 

of the causes and dynamics of financial 

crimes include some baseline and dimension-

reduction tools such as Missing Values Ratio 

(MVR), Low Variance Filter (LVF) and High 

Correlation Filter (HCF). Others are Random 

Forests Ensemble Trees (RFET), Backward 

Feature Elimination (BFE), Forward Feature 

Construction (FFC) and Principal Component 

Analysis (PCA) [23]. PCA is a dimension-

reduction tool that is more reliable for the 

multivariate and correlated analyses as well 

as reduction of a large set of variables to a 

small set that still contains most of the 

information in the large set. Its pattern 

identification strategy is good for expressing 

data in similarities and differences-oriented 

manner. It also has the ability for 

transforming a set of related (correlated) 

variables into a set of unrelated (uncorrelated) 

variables for decreasing proportions of the 

variation of the original observations [24]. 

These attributes informed the choice of PCA 

for the investigation and evaluation of the 

critical inducement factors of financial crimes 

in Nigeria. The main objective of the study is 

to take a holistic view of the practical issues 

of the conceptualization of the impact of 

financial crime and provides data that serve 

the basis for the determination of the causal 

factors to its present level in Nigeria. In 

addition, the study will also provide data that 

is relevant for drawing conclusion based on 

comparison between results from current and 

some related works.  

2. RELATED WORKS 

An exploration of the statistical methods for 

fighting financial crime by financial 

institutions is carried out in [4]. Issues on the 

growing losses of revenue by governments, 

financial institution and individuals to the 

various forms of financial crime as well as the 

review of some statistical techniques for 

investigative studies of financial crimes were 

also discussed. The research formulated the 

necessary steps for account opening, 

described some visualization, description, 

analysis and computational tools for big 

transactions data as well as a machine 

learning algorithm for detecting financial 

crime. An investigative study on the impact 

of economic and financial crime on the 

Nigerian economy is presented in [9]. A 

review of the conceptual legal framework as 

well as the nature, scope and effects of 

economic and financial crime under the 

Nigerian law was presented. The authors 

concluded that ICT infrastructure is the main 

tool that financial criminals rely on in carry 

out their unlawful acts. The authors in [7] 

evaluated the effect of fraud and related 

financial crime on the Nigerian economy. The 

research placed premium on how the Internet, 

electronic money transfer (wire transfer) and 

others related platforms contributed to the 

current spate of financial crime. Regression 

based analysis on available financial crime 

data revealed that financial crimes portend 

dwindling Gross Domestic Product (GDP) 

and shrinking economy.  In [25], an 

investigation on the effect of financial crime 

on the society was presented. A platform for 

determining the correlation between crimes 

was also presented based on PCA-based 

analysis of financial crime data from a 

Criminal Investigation Department. The 

authors in [3] examined the effect of financial 

crime and corruption on manufacturing firms 

and organizations. The Two Way-ANOVA-

based analysis of financial crime data 

obtained from primary and secondary sources 
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Figure 1: Conceptualization of the PCA-based Model 

 

revealed significant and negative implications 

of financial crime on the manufacturing firms 

as manifested through drained revenue, 

operational instability and low level of 

interest from foreign and domestic investors.  

3. RESEARCH METHODOLOGY 

The research methodology is conceptualized 

in Figure 1 with steps for data survey, 

preparation, normalization and PCA-based 

analysis and interpretation.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Data Survey   

This involved a survey of public and private 

agencies such as banks, insurance company, 

educational institutions that are involved in 

different forms of financial activities both 

offline and online. Selection was based on 

stratified sampling and respondents were 

randomly selected with equal probability. 

 
Data Preparation 
Data prepartion involved determination of all 

relevant variables for inclusion in the 

analysis, determination of the number of 

observations sufficient to provide reliable 

estimations of the correlations between the 

indices, estimation of valid measure of 

associations among selected variables and the 

arrangement of the surveyed observations as a 

set of data vectors             with each 

denoting a grouped observation of V 

variables.  

Data Normalization   

Data normalization is used to transform the 

surveyed data to a formatted form. Data with 

ratings were restructured to a notionally 

common scale, prior to averaging.    

  

PCA-Based Analysis   

The variables for PCA-based analysis of the 

inducement factors of financial crime  are 

related to one another for the j
th 

respondents 

and it is represented as follows [26-27]:  

   (  )                                                                  

   
      

       
                                 

   represents the j
th 

respondent (the principal 

component of j
th 

data),     represents the 

assessment of the j
th

 indices by k
th

 respondent 

(the elements of the j
th

 eigenvector    for the 

correlation matrix). The principal components 

analysis of the survey involved descriptive 

statistic, correlation matrix, Bartlett’s and 

Kaiser-Mayer Olkin (KMO) tests, component 

extraction and other statistics of relevance. 

Descriptive statistics ensured standardization 

of the measurements used in the normalized 

data and covered the setting of the variables 

in the data set to reflect zero means, unit 

variances and standard deviation. The sample 

correlation coefficient is calculated as 

follows:   

      
    

    
                                             (3) 

      is the variance between two columns in 

the data matrix,          are the standard 

deviations of columns x and y respectively. 

For multivariate analysis, the correlation 

matrix is analogous to the covariance matrix 

with correlations in place of covariances. 

Barlett's test of sphericity,   is used to 

confirm the adequacy of a sample population 

by testing the null hypothesis that the 

variables in the population correlation matrix 

are uncorrelated. The observed significance 
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level of .0000 is used to reject this hypothesis. 

The test is based on the formula [28]: 

    [      
    

 
  ]   | |                    

| | is the determinant of the correlation 

matrix, n is the number of observation and p 

is the number of variables. The KMO test,   

for the hypothesis that the variables are 

uncorrelated in the population is based on the 

formula:  

   
∑ ∑    

 
    

∑ ∑    
 

      ∑ ∑    
 

    
             

 

rij is the correlation coefficient in the 

correlation matrix; aij is the partial correlation 

coefficient and i,j represent the rows and 

column sizes. A near-zero partial correlation, 

A guarantees effective factorization and it is 

obtained from the correlation matrix R as 

follows: 

 

    
 

    √       

                                  

The Communality of the squared component 

loadings for component i is computed as 

follows: 

        
      

        
    ∑    

  
              (7)

  

 p is the number of variables,    is the value 

in A for row i, column p. the communalities 

narrate how well the model works for each 

variable while the total communality gives an 

overall assessment.  

 

The eigenvalues of R is calculated as follows: 

|     |                                                          

    is a     identity matrix with eigenvalues 

  ̂     ̂        ̂  and the eigenvector V is 

calculated as follows: 

                                                      

D is the p x p diagonal matrix of eigenvalues 

of R.  

From p variables, the principal components 

(un-rotated factors) are extracted based on the 

criterion presented as follows [29]: 

 ̅   
 

 
∑                                                   

 

   

 

 

The criterion only extracted a principal 

component with eigenvalue greater than  ̅. 

The un-rotated factors are subjected to 

orthogonal transformation using varimax, 

equimax, quartimax and promax and the best 

result was taken. Orthogonal transformation 

is used to obtain meaningful representation of 

variables and component mapping along the 

principal axis. Rotation by varimax is based 

on the assumption that the interpretability of a 

factor can be measured by the variance of the 

squares of its factor loadings.  Quartimax 

rotation involves the minimization of the 

number of factors needed to explain each 

variable while equamax rotation is a 

compromise that attempts to simplify both 

components and variables. Promax is an 

oblique rotation that allows factors to be 

correlated and because it is often more easily 

calculated than any direct oblimin rotation, it 

is more useful for large datasets.  

 

The determination of component scores is 

based on a linear equation of the weighted 

standard scores of each respondent on the 

variables as follows: 

     ∑                       
 
   

                                   

     represents the contribution of b
th

 

respondent to c
th

 component,      is the 

component score coefficient of a
th

 variable 

for c
th 

component, f is the number of the 

extracted components,      represents the 

standard score of b
th 

respondent for a
th

 

variable and x is the respondents’ population. 

     is estimated as follows: 

       
     

  
                                               

X represents the allowable minimum score, 

which in this case is 1, Sb represents the raw 

score for b
th 

index, Tb and ub represent the 

mean and standard deviation respectively, of 

the raw scores of b
th 

index by the sampled 

respondents. 
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Table 2: Summary of the survey 
Serial 

Number 
State Local 

Number of 

Government 

Surveyed 

Total 
Administered 

Total 
Returned 

Total 
not 

Returned 

1 Abia 5 300 263 37 

2 Anambra 5 275 254 21 

3 Delta 10 524 451 73 

4 Ebonyi 6 165 128 37 

5 Edo 8 785 687 98 

6 Ekiti 7 570 457 113 

7 Enugu 8 622 528 94 

8 Imo 7 522 420 102 

9 Jigawa 3 420 259 161 

10 Kaduna 3 186 181 5 

11 Kebbi 3 202 202 0 

12 Kogi 6 414 401 13 

13 Kwara 4 551 510 41 

14 Lagos 20 1026 896 130 

15 Ogun 7 658 452 206 

16 Ondo 18 1524 1325 199 

17 Osun 8 354 258 96 

18 Oyo 12 742 468 274 

19 Plateau 6 231 197 34 

20 Rivers 6 402 401 1 

21 Sokoto 3 189 175 14 

22 FCT 3 627 587 40 

Total 158 11289 9500 1789 

 

Interpretation 

The result from the analysis is interpreted to 

determine the correlation between indices and 

their relationships.       

 

4. DATA SURVEY AND COLLECTION 

A Questionnaire was designed using the 

indices for the investigative study of the 

causative factors of financial crime. Each of 

these indices was offered loosed linguistic 

description and range of values as shown in 

Table 1. 

Table 1: Matrix of Weight Attached to Linguistic Value 

Ling.   
Rep  

Excellent  Very 
Good  

Good  Averag
e  

Poor  

Range  4.01-5.0  3.01-4.0  2.01-3.0  1.01-2.0  0.0-1.0  

 

The first part of the Questionnaire provided 

vital information about each respondent while 

the second part presented five columns for 

respondent to rank each of the twenty indices 

based on the scale presented in Table 1. The 

Questionnaire was administered to Twenty 

One States in the six geo-political zones and 

the Federal Capital Territory (FCT) in Nigeria 

and the summary of the survey is presented in 

Table 2.  

A total of Eleven Thousand Two Hundred 

and Eighty Nine (11289) copies of the 

Questionnaire were administered through 

direct and online contacts. In the direct 

contact, the researcher visited the surveyed 

states or engaged the services of third parties 

while indirect contact involved hosting the 

Questionnaire on Google forms for online 

assessment. In both cases, Nine Thousand 

Five Hundred (9500) respondents returned 

duly completed Questionnaires. Where 

necessary, the responses were verified and 

validated through follow-up meetings and 

personal interviews with the respondents. 

 

5. RESULTS AND INTERPRETATION 

All the 9500 responses were subjected to 

PCA using SPSS. The analysis of the 

respondents’ age, computer literacy level, 

knowledge of financial crime, times fallen 

victim of financial crime and the distribution 

of crimes are presented in Tables 3, 4, 5, 6 

and 7 respectively.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 3: Respondents’ Age Distribution 

Age 
Frequency Percent 

Cumulative 

Percent 

11-18 418 4.4 4.4 

19-44 8710 91.7 96.1 

> 44 372 3.9 100.0 

Total 9500 100.0  

 
Table 4: Computer Literacy Level 

Values 
Frequency Percent 

% 

Cumulative 

Poor 113 1.1 1.1 

Average 1276 13.4 14.6 

Good 2513 26.5 41.0 

Very Good 3078 32.4 73.4 

Excellent 2523 26.6 100.0 

Total 9500 100.0  

 

Table 5: Knowledge of Financial Crime 

Values 
Frequency Percent 

% 

Cumulative  

Poor 645 6.8 6.8 

Average 2026 21.3 28.1 

Good 3137 33.0 61.5 

Very Good 2523 26.3 87.7 

Excellent 1169 12.3 100.0 

Total 9500 100.0  
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The descriptive statistics shown in Table 8 

presents the means and standard deviation of 

the rating of the indices for the critical 

inducement of financial crime by the 

respondents. The mean and standard 

deviation of the rating on ‘Unemployment’ 

are 4.19(83.8%) and 1.187 respectively while 

the mean and standard deviation of the rating 

on ‘Economic Influence’ are 3.95(79.0%) and 

1.074 respectively. These values present that 

on the average, the respondents agreed that 

‘Unemployment’ and ‘Economic Influence’ 

are very good inducement for financial crime 

based on the matrix of weight attached to the 

linguistic vales presented in Table 1. 

Similarly, standard deviations represent the 

statistical measure of dispersion from the 

mean for the response values for 

‘Unemployment’ and ‘Economic Influence’ 

respectively. The communalities of the 

indices are presented in Table 9 showing that 

‘Unemployment’ and ‘Government Policies’ 

have communalities 0.665 and 0.661 

respectively. These interpret to 66.5% and 

66.1% of the variance in ‘Unemployment’ 

and ‘Government Policies’ respectively, are 

explainable by the extracted factors while the 

remaining 33.5% and 33.9% are attributed to 

extraneous factors.  

The analysis of the correlation matrix 

presented in Appendix 1 shows highest 

correlation of 0.665 for ‘Economic Influence’ 

and ‘Unemployment’. The next highest 

correlation of 0.578 exists for ‘Lack of 

Deterrent’ and ‘Gambling’. The implication 

of the former is that ‘Economic Influence’ is 

most likely to share the same factor with 

‘Unemployment’. Similarly, in the later, 

‘Lack of Deterrent’ and ‘Gambling’ will 

likely share same factor. The Least 

correlation of -0.033 exists between ‘Greed’ 

and ‘Hereditary’. This means that ‘Greed’ 

and ‘Hereditary’ are not likely to share the 

same factor.  The Barlett’s test of sphericity 

produced   of 5224.669 with significance 

level of 0.000 which indicates that the sample 

population is adequate. The KMO test also 

produced a measure of 0.889, which further 

confirmed the adequacy of the sample 

population. 

 

The result of Kaiser Criterion based initial 

component extractions is presented in Table 

10. Table 10 reveals the following: 

a. Four factors were extracted 

b. Eighteen variables load on Factor 1. 

c. Four variables load on Factor 2 

d. Two variable loads on Factor 3 

e. Two variables load on Factor 4 

Table 8: Descriptive Statistics 

Variable N Mean 

Std. 

Deviation 

Unemployment 9305 4.19 1.187 

Economic Influence 9178 3.95 1.074 

Government Policies 9168 3.61 1.145 

Religious Influence 9129 2.97 1.309 

Political Influence 9129 3.65 1.18 

Youthful excessiveness 9168 3.68 1.125 

Technology Advancement 9120 3.69 1.178 

Recreation 9061 3.09 1.245 

Social Influence 9383 3.73 1.122 

Greed 9217 3.83 1.184 

Peer Pressure 9168 3.78 1.084 

Terrorism 9149 3.31 1.211 

Internal Control System 8944 3.18 1.201 

Hereditary 9051 2.83 1.28 

Debt 9110 3.28 1.196 

Gambling 9090 3.59 1.163 

Lack of Deterrent 8964 3.39 1.129 

Phishing 8360 3.23 1.123 

Fame 8964 3.45 1.142 

Lawlessness 9110 3.55 1.236 

Table 6: Distribution Range of Occurrences 

Range 
Frequency Percent 

Valid 

Percent 

Cumulative 

Percent 

0  7612 80.1   

1-5 896 9.4 47.4 47.4 

6-10 292 3.1 15.4 62.8 

11-15 107 1.1 5.7 68.5 

16-20 233 2.5 12.4 80.9 

> 20 360 3.3 19.1 100.0 

Total 9500 100.0   

 
Table 7: Classes of Financial Crime Victims Distribution 

Classes of Financial Crime 
Number of 

Occurrences 
% 

Advance fee fraud 769 12.72 

Forgery (Fake Cheque) 545 9.02 

Money Theft Through ATM 555 9.18 

Kickbacks and Extortion 477 7.89 

Embezzlement 506 8.37 

Corruption and Bribery 662 10.95 

Fraud 565 9.34 

Money Laundering 350 5.8 

Identity theft 302 4.99 

Counterfeit Money 457 7.57 

Financial Grooming 418 6.92 

Insider Trading 243 4.03 

Phishing 194 3.22 

Total 6043 100 
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The orthogonal transformation of the initial 

component extractions by varimax, promax, 

equamax and quartimax was carried out and 

the result obtained from the rotation by 

varimax, which is presented in Table 11, 

appeared most realistic and meaningful for 

interpretation among all others. Table 11 

reveals four factors with their corresponding 

loadings. 

  

 

    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Principal Component 1 – Technology and 

Social Pressure, loads on 

 Technology Advancement 

 Youthful excessiveness 

 Peer Pressure 

 Lawlessness 

 Greed 

 Social Influence 

Principal component 2 – Poor Governance, 

loads on 

 Economic Influence 

 Unemployment 

 Government Policies 

 Political Influence 

Principal component 3- Economic Pressure, 

loads on 

 Gambling 

 Lack of Deterrent 

 Debt 

 Phishing 

 Fame 

Principal Component 4 – Religion and Self 

centredness, loads on 

 Internal Control System 

 Hereditary 

 Religious Influence 

 Terrorism 

Table 9: Communalities of Variables 

Variable Initial Extraction 

Unemployment 1 0.665 

Government 

Policies 
1 0.661 

Economic Influence 1 0.697 

Political Influence 1 0.490 

Lack of Deterrent 1 0.659 

Phishing 1 0.524 

Fame 1 0.510 

Lawlessness 1 0.479 

Youthful 

excessiveness 
1 0.565 

Technology 

Advancement 
1 0.515 

Social Influence 1 0.429 

Greed 1 0.599 

Peer Pressure 1 0.555 

Religious Influence 1 0.500 

Internal Control 

System 
1 0.632 

Hereditary 1 0.590 

Debt 1 0.504 

Gambling 1 0.683 

Terrorism 1 0.460 

Table 11: Rotated Component Matrix 

Variables 

 

Component 

1 2 3 4 

Technology Advancement .689    

Youthful excessiveness .675    

Peer Pressure .581    

Lawlessness .551    

Greed .540    

Social Influence .447    

Economic Influence  .788   

Unemployment  .760   

Government Policies  .750   

Political Influence  .540   

Gambling   .792  

Lack of Deterrent   .742  

Debt   .615  

Phishing   .499  

Fame   .494  

Internal Control System    .729 

Hereditary    .711 

Religious Influence    .635 

Terrorism    .564 

Table 10: Extracted Component Matrix 

Variables 
Component 

1 2 3 4 

Fame 0.647       

Lack of Deterrent 0.639       

Peer Pressure 0.633       

Greed 0.63 -0.413     

Economic Influence 0.619       

Unemployment 0.613       

Gambling 0.611     -0.447 

Youthful excessiveness 0.61       

Political Influence 0.605       

Phishing 0.603       

Lawlessness 0.587       

Government Policies 0.581   0.543   

Debt 0.575       

Social Influence 0.551       

Terrorism 0.548       

Internal Control System 0.506 0.482     

Technology Advancement 0.487     0.457 

Hereditary   0.653     

Religious Influence   0.428 0.402   
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Table 14: Aggregate factor scores with percentage contributions for a subset of respondents 

  

  

Respondent 

Component 1 Component 2 Component 3 Component 4 

Contribution 
% 

 
Contribution 

% 

 
Contribution 

% 

 
Contribution 

% 

 

Res1 1.51 4.77 4.94 16.6 2.13 7.3 3.76 11.17 

Res2 4.35 13.73 3.12 10.49 3.81 13.08 4.39 13.04 

Res3 1.55 4.91 3.02 10.16 3.38 11.60 2.26 6.71 

Res4 2.99 9.43 2.33 7.84 2.96 10.16 4.02 11.96 

Res5 4.64 14.65 2.91 9.78 4.17 14.32 3.82 11.36 

Res6 2.72 8.57 3.41 11.48 3.20 10.97 3.20 9.52 

Res7 4.36 13.75 4.18 14.07 2.41 8.27 2.27 6.74 

Res8 3.74 11.80 2.39 8.05 2.08 7.14 3.86 11.48 

Res9 4.12 13.00 1.58 5.30 2.91 9.98 2.47 7.34 

Res10 1.71 5.39 1.85 6.23 2.10 7.19 3.59 10.67 

Total 31.68 100 29.74 100 29.14 100 33.64 100 

 

Table 12: Component Score Coefficient Matrix 

Variables 

Component 

1 2 3 4 

Unemployment -.098 .351 .010 -.083 

Government Policies -.137 .370 -.109 .099 

Economic Influence -.081 .365 -.042 -.049 

Political Influence .002 .208 -.116 .134 

Lack of Deterrent -.109 -.053 .371 -.024 

Phishing .057 -.127 .153 .123 

Fame .146 -.116 .150 .005 

Lawlessness .257 -.169 .042 .043 

Youthful excessiveness .331 -.016 -.166 .035 

Technology Advancement .401 -.090 -.229 .067 

Social Influence .115 .072 .076 -.134 

Greed .151 .072 .092 -.173 

Peer Pressure .202 .007 .066 -.124 

Religious Influence -.151 .133 -.066 .292 

Internal Control System .163 -.130 -.154 .359 

Hereditary -.167 .005 .034 .318 

Debt -.149 .018 .298 .012 

Gambling -.170 .016 .452 -.152 

Terrorism .120 -.059 -.085 .250 

 

The Component Score which is a 

linear combination of the original 

variables to the extracted factors is 

presented in Table 12. 

Given that the standard scores by the 

b
th

 respondent in the twenty variables 

under consideration are Wb,1, Wb,2, 

Wb,3 . . ., Wb,20, the critical 

inducement of financial crime based 

on the view of each respondent, in 

the areas of ‘technology and social 

pressure’, ‘poor governance’, 

‘Economic pressure’ and ‘religion 

and self centredness’ denoted by M1 

M2, M3, and M4 are defined as 

follows:  

 
                                                (13) 

                                                  (14) 

                                                 (15) 

                                                         (16) 

Based on Table 1, the standard scores by ten 

randomly selected respondents for each of the 

nineteen variables under consideration are 

presented in Table 13. Table 14 shows the 

obtained percentage contributions of each of 

the ten sampled respondents to each of the 

four factors. It is revealed that sampled 

respondent described with identity Res5 has 

highest contribution of 4.64 (14.65%) to 

factor 1 (Technology and Social Pressure) 

while sampled respondent Res1 has the 

highest contribution of 4.94 (16.60%) to 

factor 2 (Poor Governance). Similarly, 

sampled respondent described with identity 

Res5 has highest contribution of 4.17 

(14.32%) to factor 3 (Economic Pressure) 

while sampled respondent described with 

identity Res2 has highest contribution of 4.39 

(13.04%) to factor 4 (Religion and Self 

Centredness). Table 15 presents the obtained 

eigenvalues for the four components which 

contributed 56.40% to the causative factors of 

financial crime in Nigeria.  

    Table 13: Standard scores by Ten Respondents 

Respondent Un
em

p
 

E
co

In
 

G
o

p
o

l 

R
elif 

P
o

lif 

Y
o

ex
c 

T
ecad

 

S
o

cIf  

G
reed

 

P
ep

re 

T
erro

 

IcS
y

s 

H
ered

 

d
eb

t 

G
am

b
l 

L
D

ett 

P
h

sn
g

 

F
am

e 

law
ls 

Res1 5 5 5 3 3 2 3 4 2 3 4 3 2 5 4 3 4 3 3 

Res2 5 5 4 2 5 5 5 5 5 5 5 5 2 4 5 4 4 5 5 

Res3 5 4 3 1 5 1 2 3 4 4 1 1 1 2 2 1 5 5 5 

Res4 5 4 2 2 4 3 4 4 4 4 1 3 3 3 4 4 4 4 4 

Res5 3 4 5 3 5 4 5 5 5 5 5 5 4 4 4 4 5 5 5 

Res6 4 4 5 1 5 3 2 3 5 4 2 4 3 3 3 4 3 5 5 

Res7 5 5 5 4 5 5 3 5 4 5 4 4 4 2 2 2 3 2 3 

Res8 5 3 3 2 5 4 3 4 5 4 5 2 1 3 4 3 3 2 4 

Res9 5 5 1 1 1 5 5 5 5 5 1 1 2 1 1 1 5 5 5 

Res10 3 3 3 1 3 3 3 3 3 3 1 1 1 3 3 3 3 3 3 
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6. DISCUSSION 

The extracted component matrix shown in 

Table 11 presents technology and social 

pressure as a critical inducement of financial 

crime. This corroborated the position of  the 

author in [30] who opined that technology 

advancement has created loopholes for 

financial crime to strive. In [31], it is also 

mentioned that information technology has 

reshaped the characteristics of the traditional 

payment system but also posed a financial 

stablilty challenge. Poor governance is also 

presented as one of the inducement factors of 

financial crime. This is also buttressed by the 

authors in [9,30, 32-34] who were of the view 

that until structures for good governace are 

put in place and maintained at all levels, 

financial crimes will continue to strive. The 

result also indicated economic pressure as 

another inducement factor of financial crime 

which equally corroborated the view of the 

author in [35] who stated that the quest for 

releave from economic presure through any 

fast and easy earning has greatly motivated 

financial criminals. Furthermore, the research 

established religion and self centredness as 

other inducement factors of finacial crimes 

which also corrobated the position held by the 

authors in [30,32-34,36] who all expressed 

the view that religious extrimism and the urge 

to satisfy self aggravated feelings contributed 

in no small measure to the activities of 

financial criminals.  

Table 15 shows that ‘Technology and Social 

Pressure’ recorded the largest contribution of 

32.81%. This is an indication that technology 

advancement has created more opportunities 

for criminals to engage in financial crimes. 

‘Poor Governance’ also contributed 10.94% 

and suggests that lack of good governance 

will in its own measure, lead some 

individuals into committing financial crime. 

‘Economic Pressure’ contributed 7.31% and 

this is consequent to the poor state of the 

economy which has lured some individuals 

into gambling, phishing and other vices as 

self-taken suffering amelioration measures. 

Finally, ‘Religion and Self Centredness’ 

contributed 5.35% which revealed that 

religious extremism and lack of patriotism on 

the part of the citizens is taken its toll on 

financial security. The four factors 

contributed 56.40 while the remaining 

43.60% is attributed to some considerably 

significant extraneous components whose 

related indices are missing in the research 

instrument. Research and cultural influence 

may be considered as some of the missing 

indices 

 

7. CONCLUSION 

Nigerian economy has suffered greatly in 

recent years dues to the rising cases of 

financial crimes in several agencies of public 

and private sectors. Financial criminals have 

used the Internet to commit all manners of 

frauds, embezzlement, tax invasion, money 

laundering and other despicable financial 

acts.  Nigeria’s international image has also 

suffered due to the involvement of some of 

her citizens in cases of financial crimes at 

local and international levels. In view of 

these, PCA has been used for the 

investigative study of the inducement factors 

of financial crimes in Nigeria. The results of 

study placed high premium on technology 

and social pressure, poor governance, 

economic pressure and religion and self 

centeredness as the major causes of financial 

crimes in Nigeria. These corroborated the 

views presented in some previous research 

works. It is therefore very important that good 

governance is ensured at all levels for 

economic and social stability, promoting 

national interests above all forms of personal 

interests and to boost peoples confidence 

levels. Systemic ways of ensuring that 

citizens conform to the use of technology as a 

tool for national development rather than 

comiting crimes should also be introduced 

and enforced by the Nigerian government. 

Such ways include monitoring of individuals 

activities on the web with very minimal 

intrusion of privacy as well as carrying out 

seasonal audit of all web-based financial 

Table 15: Eigenvalue of factors 

Component 

Extraction Sums of Squared Loadings 

Total % of Variance Cumulative % 

1 6.234 32.808 32.808 

2 2.079 10.942 43.750 

3 1.388 7.307 51.056 

4 1.016 5.347 56.403 
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transactions to ascertain the initiators, 

motives and recepients. The focus of the 

future research is to increase the number of 

the performance indices so as to extract more 

factors and perhaps increasing the 

contributions of the extracted factors. Efforts 

will also be directed at analysing different set 

of indices to see if different or related factors 

will be extracted. 

REFERENCES 

[1] International Monetary Fund. Financial System Abuse, 

Financial Crime and Money Laundering— Background 

Paper, 2001. 

[2] Ladan M. Crime Prevention and Control and Human 

Rights in Nigeria, 2005. 

[3] Ibrahim J., Adeyemi M., Odunayo K. Implication of 

Financial Crimes and Corruption on Manufacturing 

Firms in Osun State, Nigeria. European Journal of 

Business and Management, 2005. 

[4] Agus S., Nair S., Yuan M., Zhang A., Kern D., Cala-

Diaz F. Statistical Methods For Fighting Financial 

Crimes. TECHNOMETRICS, 2010, pp5-19. 

[5] Spencer P., Pickett J. Financial Crime, Investigation 

and Control. John Wiley and Sons, Inc, 2002. 

[6] McDowell J., Novis G. The consequences of Money 

Laundering and Financial Crime. An Electronic 

Journal of the U.S. Department of State, 2001. 

[7] Okoye E., Gbegi D. An Evaluation of the Effect of 

Fraud and Related Financial Crimes on the Nigerian 

Economy. Kuwait Chapter of Arabian Journal of 

Business and Management Review, 2013. 

[8] Ejiofor O. C., Oni S., Nwajei R. I. Economic Crimes 

and National Security: A Perspective of the Nigerian 

Military. International Journal of Social Sciences and 

Humanities Reviews, 2017,7, pp190-202. 

[9] Yusuf I. The Devastating Impact of Money Laundering 

and other Economic and Financial Crimes on the 

Economy of Developing Countries: Nigeria as a Case 

Study. Curtin International Business Conference, 2009.  

[10] Gottschalk P. Categories of Financial Crim. Journal of 

Financial Crime, 2010 

[11] Ksenia G. Can corruption and economic crime be 

controlled in developing countries and if so, is it cost-

effective. Journal of Financial Crime, 2008, pp223-233. 

[12] Golden T., Skalak S., Clayton M. A Guide to Forensic 

Accounting Investigation. New York: Wiley, 2006. 

[13] Edelherz J. White – collar and Professional Crime: The 

Challenge for the 1980s. American Behavioural 

Scientist, 1977, pp109 – 128. 

[14] Deloitte J. Risk Angles: Five questions on financial 

crime. Deloitte Touche Tohmatsu Limited, 2014.  

[15] Adegbie F., Fakile A. Economic and Financial Crime 

in Nigeria: Forensic Accounting. British Journal of 

Arts and Scocial Sciences,2016,6. 

[16] Shai S.S., Shai B. D. Algorithm, Understanding 

Machine Learning: from Theory to. Cambridge 

Univerisity Press, 2014. 

[18] Kitten T. News:BankInfo Security. Retrieved from 

BankInfo Security: http://www.bankinfosecurity.com/ 

big-datas-tie-to-fraud-prevention-a-6251, 2016 

[18] Raghavendra K., Konugurthi P. K., Agarwal A., 

Raghavendra R. C., Rajkumar B. The Anatomy of Big 

Data Computing, 2011. 

[19] Bussman, K. Causes of Economic Crime and the 

Impact of Values:Business Ethics As a Crime 

Preventive Measure, 2003. 

[20] Horton E. H. The American Criminal Cambridge, 1939 

[21] Sutherland, E. The White-collar Criminal. American 

Sociological Reviews, 1939, pp1-12. 

[22] Ayoola F. J., Jabaru, S. On the Estimation of Crime 

Rate in the Southwest of Nigeria:Principal Component 

Analysis Approach. Global Journal of Science Frontier 

Research, Mathematics and Decision Sciences, 2015. 

[23] Silipo R. Seven Techniques for Data Dimensionality 

Reduction, 2015, https://www.kdnuggets.com/2015/05/ 

7-methods-data-dimensionality-red 

[24] Rencher A. C. Methods of Multivariate Analysis,. John 

Wiley & Sons, Inc., 2002. 

[25] Usman U., Yakubu M., Bello A. Z. An Investigation 

on the Rate of Crime in Sokoto State Using Principla 

Componenet Analysis. Nigerian Journal of Basic and 

Applied Science, 2012, pp152-160. 

[26] Iwasokun G. B., Alese B. K., Thompson A. B., 

Aranuwa O. F. Statistical Evaluation of the  Impact of 

ICT on Nigerian Universities, International Journal of 

Educational Development with ICT, 2012, 8(1), 

pp104-120 

[27] Gulumbe S. U., Dikko H., Bello Y. Analysis of Crime 

Data using Principal Component Analysis: A Case 

Study of Katsina State. CBN Journal of Applied 

Statistics, 2012. 

[28] Donald J. A. Stopping Rules in Principal Component 

Analysis: Acomparison of Heuristical and Statistical 

Approaches. Ecology, 1993,74(8), pp2204-2214. 

[29] Kaiser H. F. The Application of Electronic Computers 

to Factor Analysis. Education and Psychologic 

Measurement, 1960, pp141-151. 

[30] Mohammed F. Financial Crime and its Implications on 

Nigeria's social Image. International Journal of 

Economic Development Research and Investment, 

2012, 3. 

[31] Merlonghi, G. (2010). Fighting financial crime in the 

age of electronic money: opportunities and limitations. 

Journal of Money Laundering Control, 202-214. 

[32] Inyang E. E., Peter Z., Ejor N. O. The Causes of the 

Ineffectiveness of Selected Statutory Anti-Corruption 

Establishments In Fraud Prevention And Control In 

The Nigerian Public Sector . Research Journal of 

Finance and Accounting,2014,5. 

[33] Onuigbo R. A., Eme O. I. Analyses of Legal 

Frameworks for Fighting Corruption in Nigeria: 

Problems and Challenges. Kuwait Chapter of Arabian 

Journal of Business and Management Review, 2015. 

[34] Oladele, K. (2013). Causes And Consequences Of 

Corruption: The Nigerian Experience. 

[35] Nakajima C. Crime, Editorial: Issues in Fighting 

Financial Crime. Journal compilation © Institute of 

Economic Affairs, 2007. 

[36] Kingston K. G. Churches and Private Educational 

Institutions as Facilitator of Money Laundering in 

Nigeria. African Journal of Education and 

Technology,2011,1(1), pp30-38. 

164

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 7(2): 155-165
The Society of Digital Information and Wireless Communications (SDIWC), 2018 ISSN: 2305-001

http://www.bankinfosecurity.com/%20big-datas-tie-to-fraud-prevention-a-6251
http://www.bankinfosecurity.com/%20big-datas-tie-to-fraud-prevention-a-6251
https://www.kdnuggets.com/2015/05/%207-methods-data-dimensionality-red
https://www.kdnuggets.com/2015/05/%207-methods-data-dimensionality-red


 

APPENDIX 1 CORRELATION MATRIX OF VARIABLES 
 Variable  UEM EIN GOP REI POI YOE TEA SOI GRD PEP TER ICS HER DBT GAM LAD PHI FAM LAW 

Unemployment UEM 1.00 .665 .481 .129 .373 .355 .252 .361 .462 .396 .244 .154 .085 .221 .299 .236 .191 .304 .251 

Economic 
Influence 

EIN .665 1.00 .554 .174 .394 .372 .301 .337 .413 
.390 .236 .137 .038 .229 .239 .268 .233 .284 .256 

Government 
Policies 

GOP .481 .554 1.00 .304 .461 .304 .247 .296 .288 
.278 .255 .216 .189 .247 .221 .222 .262 .264 .200 

Religious 
Influence 

REI .129 .174 .304 1.00 .341 .152 .068 .094 .046 
.085 .237 .316 .376 .243 .172 .271 .298 .199 .166 

Political 
Influence 

POI .373 .394 .461 .341 1.00 .388 .249 .234 .356 
.293 .311 .275 .149 .288 .278 .292 .247 .308 .283 

Youthful 
excessiveness 

YOE .355 .372 .304 .152 .388 1.00 .454 .364 .409 
.450 .249 .229 .032 .221 .296 .275 .246 .346 .323 

Technology 
Advancement 

TEA .252 .301 .247 .068 .249 .454 1.00 .321 .308 
.314 .179 .200 .037 .198 .216 .186 .203 .288 .264 

Social Influence SOI .361 .337 .296 .094 .234 .364 .321 1.00 .495 .426 .188 .139 .050 .269 .312 .247 .179 .279 .274 

Greed GRD .462 .413 .288 .046 .356 .409 .308 .495 1.00 .569 .237 .134 -.033 .281 .324 .300 .273 .323 .368 

Peer Pressure PEP .396 .390 .278 .085 .293 .450 .314 .426 .569 
1.00 .251 .226 -.002 .259 .371 .306 .271 .387 .333 

Terrorism TER .244 .236 .255 .237 .311 .249 .179 .188 .237 .251 1.00 .475 .325 .300 .293 .321 .377 .274 .313 

Internal Control 
System 

ICS .154 .137 .216 .316 .275 .229 .200 .139 .134 
.226 .475 1.00 .448 .343 .202 .318 .386 .286 .272 

Hereditary HER .085 .038 .189 .376 .149 .032 .037 .050 -
.033 

-.002 .325 .448 1.00 .349 .198 .293 .286 .154 .126 

Debt DBT .221 .229 .247 .243 .288 .221 .198 .269 .281 .259 .300 .343 .349 1.00 .494 .396 .313 .365 .287 

Gambling GAM .299 .239 .221 .172 .278 .296 .216 .312 .324 .371 .293 .202 .198 .494 1.00 .578 .352 .382 .279 

Lack of 
Deterrent 

LAD .236 .268 .222 .271 .292 .275 .186 .247 .300 
.306 .321 .318 .293 .396 .578 1.00 .542 .438 .377 

Phishing PHI .191 .233 .262 .298 .247 .246 .203 .179 .273 .271 .377 .386 .286 .313 .352 .542 1.00 .484 .396 

Fame FAM .304 .284 .264 .199 .308 .346 .288 .279 .323 .387 .274 .286 .154 .365 .382 .438 .484 1.00 .497 

Lawlessness LAW .251 .256 .200 .166 .283 .323 .264 .274 .368 .333 .313 .272 .126 .287 .279 .377 .396 .497 1.00 
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ABSTRACT 

 
The present work proposes a new method for 

denial of service (DoS) intrusion detection, by 

utilizing two types of statistical control charts 

on the UDP and ICMP source bytes. The 

utilized control charts are: the tabular 

cumulative sum (CUSUM) chart and the 

exponential weighted moving average 

(EWMA) chart. Both mechanisms are applied 

on the captured source bytes of the 

aforementioned protocols of the experimental 

dataset NSL-KDD. Two intrusion scenarios 

were evaluated. In the first scenario intrusion 

occurred at a set time instance in the UDP 

packets in a first case, while in the second case 

the intrusion occurred in UDP and ICMP 

packets as they were examined in a concurrent 

manner. In both cases, a shift in the source 

bytes mean value took place after the intrusion 

and this was clearly depicted in the CUSUM 

chart. In the second scenario several intrusions 

occurred at various time instances in the above 

protocols’ packets which have been clearly 

depicted in the EWMA chart. Thus, the 

intrusion detection in both scenarios was 

successfully achieved. 

 

KEYWORDS 

 
DoS intrusion detection, CUSUM chart, EWMA 

chart, NSL-KDD Dataset 

 

1 INTRODUCTION 
 

Denial of service (DoS) and its distributed 

type (DDoS) have been very serious security 

threats in computer systems and networks for 

several years. Although many research works 

have been carried out with satisfactory results, 

it continues to retain research interest in new 

detection methods. DoS attacks are very 

dangerous for systems and networks because 

they can cause serious delays in accessing 

servers and other resources due to the packet 

flooding. This means that in many cases 

servers must be shut down that causes huge 

problems in serviceability, especially in real-

time applications such as e-commerce or 

banking [1]. 

Α valuable contribution to research for the 

detection and confrontation of DoS and DDoS 

intrusions was the recording of network data, 

which has created very useful datasets like the 

Defence Advanced Research Projects Agency 

(DARPA) 1998 dataset and the later versions: 

the Knowledge Discovery and Data mining 

Competition (KDDCup) 1999 dataset and the 

NSL-KDD. These datasets were created to be 

utilized by the American Air Force and they 

have been widely used to evaluate 

performance of Intrusion Detection Systems 

(IDS).  

The proposed method in the present work 

utilizes the NSL-KDD dataset which 

represents the latest version, focusing on the 

“source bytes” attribute of UDP and ICMP 

packets in order to achieve detection of DoS 

intrusion. Considering that the network is 

under normal operation (no attacks involved), 

in a certain training period where the mean 

value (    of the source bytes may be 

estimated. This value is set as the target mean 

for both types of the applied control charts. 

For the CUSUM chart: assuming that the 

UDP and ICMP source bytes are normally 

distributed, with mean    and standard 

deviation  σ.  If after intrusion there is a shift 

in the mean value      and          or 

      then the detection will be 

successfully achieved.  

For the EWMA chart    represents the 

starting value of the sequence of estimation of 

the exponential weighted moving average 

           .  
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The rest of the paper is organized as follows: 

Section 2 presents the related work on 

intrusion detection, Section 3 presents the 

methodology including the theoretical 

elements of the utilized control charts, the 

experimental dataset and the proposed 

method. Section 4 contains the evaluation of 

the results and finally Section 5 presents the 

conclusion and further work.  

 

 

2 RELATED WORK 
 

Several research works have been carried out 

focusing on the intrusion detection in 

networks and systems. Indicative related 

works are the following: The authors in [2] 

proposed a scheme for detecting distributed 

DoS attacks and their sources, especially 

when there are multiple attacks. Using a non-

parametric CUSUM algorithm, proposed by 

Wang, they monitor the server traffic for high 

increase of requests coming from new IP-

addresses. This situation indicates a fact of 

attack. The authors in [3] evaluated two 

anomaly detection algorithms (an adaptive 

threshold algorithm and a CUSUM change 

point detection algorithm), for detecting TCP 

SYN flood attacks. The main goal of the 

research focuses on how the parameters of the 

algorithms and the characteristics of the 

attacks affect the performance of detection 

systems like the above. The work in [4] 

focuses on the utilization of simple threshold 

detection and CUSUM change point detection 

algorithms for pin pointing anomalies in the 

signal to noise ratio. The main task of the 

work is to specify the balance between 

performance and intelligence. In [5] the 

authors proposed a simple and robust 

mechanism, called Change-Point Monitoring 

(CPM), to detect DoS attacks. The work 

utilizes the correlation between requests and 

replies of the internet protocol behaviour, 

which is being destroyed from the attacks. 

The non- parametric CUSUM algorithm 

detects deviations from normal protocol 

behaviours caused by DoS attacks. In [6] the 

authors have done a comparative work of 

detecting SYN floods in DoS attacks. The 

comparison is made between three commonly 

monitoring charts: the Shewhart chart, the 

CUSUM chart and the EWMA chart. The 

study was conducted using the 1999 DARPA 

dataset. One of our previous works [7] was 

dealing with the same type of control charts 

(CUSUM and EWMA) which were applied 

on the TCP packets for R2L intrusion 

detection. A limitation stated, which 

concerned both detection techniques (control 

charts) was that the examined TCP source 

bytes sizes were in the range of (0 - 1000). 

The authors in [8] have proposed an adaptive 

algorithm by utilizing EWMA chart in order 

to test if the traffic of packets exceeds a 

particular threshold over a given interval. The 

value of the threshold is adaptively set based 

on the mean number of packets as it has been 

computed from traffic measurement. 

The work in [9] provides a multi-tier method 

for identifying and analyzing network 

intrusions. First of all, they create accurate 

patterns to detect and then categorize attacks. 

This was achieved with the use of reliable 

detection algorithms and categorization 

techniques like the Support Vector Machine 

(SVM) and the discrete wavelet transform 

(DWT) which is a signal processing 

technique. Finally they use iPCA, a tool 

which visualizes the above analysis for 

further understanding. The study in [10] 

focuses on increasing the accuracy and 

detection-time of network intrusion detection 

models. A hybrid approach of two parts has 

been proposed to elaborate the original NSL-

KDD dataset as follows: in the first part, by 

applying the Vote algorithm the data was 

filtered in order to select the important 

features and in the second part a classification 

was made by applying a hybrid algorithm 

consisting of several classifiers.  

 

 

3 METHODOLOGY 

 

The proposed method is based on the idea of 

detecting shifts of the normal process of the 

UDP and ICMP source bytes during 

operation, when DoS attacks take place. 

Hence, the tabular Cumulative sum 
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(CUSUM) as well as the Exponential 

Weighted Moving Average (EWMA) control 

charts were evaluated and utilized for this 

purpose [11], [12]. 

 

3.1 The Tabular CUSUM Control Chart 

 

The utilized CUSUM control chart in the 

present work is a type of tabular, with 

individual observations and it works as 

follows: 

Assuming a normal distribution of a random 

variable    with mean    and a known or 

estimable standard deviation of   . The 

Standard deviation   is the square root of the 

variance    which is equal to: 
 

    
        

 
                         (1) 

 

When the process is under control both 

moments            of the distribution are 

maintained constant. The mean    may be 

taken as the target value of the quality 

characteristic  . During the operation of the 

tabular CUSUM chart, two statistics: the   
  

and   
  are applied to accumulate the 

deviations from   .   
  accumulates the 

deviations above target while   
  the 

deviations below target and they are estimated 

as:  

 

  
                      

      (2) 

and 

  
                      

      (3) 

 

Initially   
 

=   
 

= 0. 

 

  is the reference value and it is estimated by:  

 

  
       

 
                          (4) 

 

where    is the mean of the out of control 

values.       is the decision interval 

which means that if either of the two statistics  

  
 and   

  exceeds the value of  , then the 

process is out of control. Two reasonable 

values of    may be      or     [13]. 

 

 

3.2 The EWMA Control Chart 

 

The EWMA control chart belongs to the 

statistical techniques for process control, like 

the Shwehart and the Cumulative sum 

(CUSUM) charts. This is often used to detect 

small to moderate shifts in a process and its 

statistic is defined as: 

 

                            (5) 

 

where   is the weight assigned to the current 

observation, it is       and it’s called 

smoothing constant or sensitivity parameter. 

As Hunter pointed out in 1986 [14], the closer 

to zero (0) is the value of  , the closer to 

CUSUM chart is the behaviour of the EWMA 

chart. Whereas, the closer to one (1) is the 

value of  , the closer to Shewhart chart is its 

behaviour.   

The starting value    is set to be equal to the 

target mean   . The EWMA structure has two 

control limits, the upper control limit        

and the lower control limit        which are 

defined as: 

 

    =      
 

     
              (6)    

 

    =      
 

     
              (7)    

 

where   is a width coefficient between       

and     . By varying the values of   and   

the sensitivity of the chart will be affected. In 

the present work different values of these two 

parameters were used for the UDP and ICMP 

source bytes, in order to achieve satisfactory 

detection. For the UDP source bytes 

detection, the EWMA chart acted closer to 

CUSUM chart, while for the ICMP detection 

acted closer to Shewhart chart as presented in 

Sections 4.3 and 4.4.   

 

 

3.3 The NSL-KDD Dataset 

 

The data set used for this work is the NSL-

KDD that consists of 42 attributes. It does not 

contain duplicate instances as they have been 
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removed from the previous version (KDD’99) 

and so, it represents an improved type of data 

sets. A number of NSL-KDD data set 

versions are available: the 20% of the training 

data identified as “KDDTrain+_20Percent” 

with 25192 instances, as well as the 

“KDDtest+” with 22544 instances. The 

number of attributes in each version is 42 

with the 42
nd

 attribute labeled as ‘class’ to 

indicate whether a given instance is normal 

connection or an attack [15]. The dataset files 

have been downloaded from [16]. The dataset 

used for the evaluation was the 

"KDDtrain20percent" with 42 attributes 

where the 42nd attribute named “xattack” 

contains a numbering which indicates the type 

of the attack as follows:  (1) is the DoS, (2) is 

the User to Root (U2R), (3) is the Remote to 

User (R2L), (4) is the Probe and (5) is the 

normal operation packets. The files are also 

formatted for the machine learning program 

“WEKA”. 
 

 

3.4 Proposed Method 
 

A network that operates normally has been 

considered as an initial situation, supported 

with a data recording mechanism. The data 

recording mechanism captures the required 

information, which in this case are the source 

bytes. Assuming that the UDP and ICMP 

source bytes are normally distributed, with a 

mean    and standard deviation  . Then a 

case is considered in which at some instance a 

DoS intrusion occurs in either the UDP or 

ICMP packets. By applying the CUSUM 

control chart as described in Sec 3.1, If after 

the intrusion there is a shift in the mean value 

     and           or      , then the 

intrusion will be successfully detected. 

The above attacking situation has been also 

detected by the EWMA control chart (Sec. 

3.2) by adjusting the weighting factor   to the 

current observation, as well the width 

coefficient   between the upper and lower 

limits.  

For both types of control charts, the 

calculation of the target mean    is crucial. 

Thus, a training period is set in order this 

value would be computed. Α hypothetical 

training period may be the one in which the 

UDP and ICMP packets of the NSL-KDD 

dataset were recorded with the network in 

normal operation (without attacks involved). 

Thus, the target mean value was calculated 

from the entire sequence of the UDP and 

ICMP source byte values of the whole 

dataset. Thereafter, two intrusion scenarios 

were examined: one with CUSUM and one 

with EWMA control charts. In each scenario, 

two cases were evaluated: first case with 

intrusions in the UDP packets and a second 

case with intrusions in the ICMP packets as 

presented in Section 4. For the first detection 

scenario with the use of the CUSUM chart, 

for both cases the assumption made was, that 

in an initial stage the network was in a normal 

operation (with no attacks) for   instances. 

Afterwards, an attack occurred for a very 

small number of instances   . The target 

mean for both UDP and ICMP normal source 

bytes was        For the above cases, the 

CUSUM algorithm of the form:  

            
 
                      (8) 

 

was applied initially for the detection of the 

mean shift and then the tabular CUSUM 

control chart, as described in Sec. 3.1, for 

more analytical process of the detection.  

For the second detection scenario with the use 

of the EWMA control chart, as described in 

Sec. 3.2, the same assumption was made that 

the network was in a normal operation. 

Thereafter, several attacks were applied at 

certain time instances where all have been 

detected by the EWMA chart as presented in 

Sections 4.3 and 4.4.    

 

 4 Evaluation of Results 
 

4.1 CUSUM chart detection of DoS attack 

based on the UDP packets. 

 

The first stage of the method was the training 

period for the calculation of the mean value of 
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the UDP source bytes. Thus, the entire set of 

source bytes instances of the original NSL-

KDD dataset were used, considering that the 

network is in normal operation with no 

attacks involved. The estimated mean value of 

the entire UDP source bytes of the training 

period was      . The first evaluation was 

the case where the first 100 instances 

        contained source bytes of normal 

operation, and in sequence with them there 

were added      instances of attack 

packets. According to the NSL-KDD dataset, 

the size of the UDP attacking source bytes is 

of 28 bytes. This value betrays the emptiness 

of the packets’ payload (data part). As the 

UDP packets are encapsulated into the IP 

packets and constitute the data section of it, 

the value of 28 represents the sum of the bytes 

of the IP and UDP headers (20B  + 8B = 

28B). Applying the CUSUM algorithmic test 

of (eq.8) for 150 instances a change in mean 

was observed as depicted in Figure 1. 

 

 
Figure 1. Drift of test statistic of the cumulative sum in 

(5) with three attack instances after the 100
th

 instance 

  

In cases where n takes a lower value    
      the detection will be also achieved, but 

as the mean of the source byte values is closer 

to the target mean value the detection is 

clearer depicted. So, a conservative value of 

           was selected in order for the 

detection to be clearly achieved and depicted. 

As observed from the graph in Fig. 1, the drift 

initially fluctuates around zero, and after 

instance 97 takes a negative direction. This is 

due to the downward shift of the mean    

        after the attack.  

Furthermore, the statistic in (eq. 3) was 

applied for 150 instances and it is depicted in 

Fig. 2. As shown in the graph, the slope of   
  

from the 100
th

 instance, where the attack 

occurred, until the 150
th

, takes a permanently 

positive direction. This change of the slope is 

due to the change in mean of the values after 

100 and this means that the process is out of 

control. So, the detection is made.  

 

 
Figure 2. Drift of test statistic of   

  in (3) with three 

attack instances after the 100
th

 instance  

 

Analytically, the out of control mean is 

estimated as              , (where           

             ). From (eq. 4) the 

parameter        and the interval          

              At instance 115 comes 

the first signal for out of control process and a 

second one comes at instance 117 to 120. 

From instance 122 until the end of the process 

all values are greater than 300 and this means 

that from this point the process is out of 

control (Table 1). 

 
Table 1.  Indicative values of the   

  slope of Figure 2 
Instances   

    

1 0 0 

2 0 0 

3 21,6 1 

      

      

      

114 278,1 13 

115 301,7 14 

116 290,3 15 

117 313,9 16 

118 350,5 17 

119 372,2 18 

120 333,8 19 

121 295,4 20 

122 317,0 21 

123 337,6 22 

124 359,3 23 

125 382,9 24 

-1600 

-1400 

-1200 

-1000 

-800 

-600 

-400 

-200 

0 

200 

400 

1 9 17
 

25
 

33
 

41
 

49
 

57
 

65
 

73
 

81
 

89
 

97
 

10
5 

11
3 

12
1 

12
9 

13
7 

14
5 

C
i 

Instances 

0,0 

100,0 

200,0 

300,0 

400,0 

500,0 

600,0 

700,0 

1
 

9
 

1
7 

2
5 

3
3 

4
1 

4
9 

5
7 

6
5 

7
3 

8
1 

8
9 

9
7 

1
0

5 

1
1

3 

1
2

1 

1
2

9 

1
3

7 

1
4

5 

C
i 
  

Instances 

170

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 7(2): 166-174
The Society of Digital Information and Wireless Communications (SDIWC), 2018 ISSN: 2305-001



 

126 302,5 25 

127 327,1 26 

… … … 

130 395 29 

… … … 

150 596,4 49 

 

At instance 122 the value of     , so 

           which means that at 

instance 101 the shift in mean started to be 

created (Fig. 1). If              is 

taken, then the first signal for out of control 

process comes at the instance 125, and then 

from instance 130 until the end, the process is 

permanently out of control. This result shows 

that, the better choice of the decision interval 

may be the case when     .   

 

4.2 CUSUM chart detection of DoS attack 

based on the UDP and ICMP packets 

concurrently. 

 

The same method with the previous section 

(Sec. 4.1) was applied for the detection of 

UDP and ICMP source bytes in a concurrent 

manner. This is because as it has been 

observed; both protocols’ source bytes size 

lies within the same range. Examining the 

ICMP source bytes size in attack 

classification, a large diversion upwards from 

the size in normal was showed. Thus, in this 

case there is an opposite situation from the 

UDP detection where there was a deviation 

downwards.  

For this concurrent type scenario the detection 

of the UDP attacks has the same form as the 

one presented in the previous Section (Sec 

4.1) and thus, only the ICMP detection will be 

presented. 

For this detection the same scenario as in Sec 

4.1 was applied, as far as the sequence of the 

instances is concerned.  

The CUSUM test of (eq. 8) for the same 

number of instances (150) showed a change in 

mean as depicted in Figure 3. This is because 

there is a positive shift of the mean the 

statistic   
  (eq. 2) was applied. As depicted 

in Figure 4, there is a sharp change of the 

slope after the 100th instance and this 

indicates the change in the mean.  In this case 

      (the mean for both UDP and ICMP 

source bytes is 79),        ,         the 

parameter        and the interval      
         
 

 
Figure 3. Drift of test statistic of the cumulative sum in 

(5) with four (2 ICMP & 2 UDP) attack instances after 

the 100
th

 instance  

 

The first signal for out of control process 

came at instance 91 until 95 and then from 

instance 101 until 150 the process was out of 

control. 

 

 
Figure 4. Drift of test statistic in (2) with four              

(2 ICMP & 2 UDP) attack instances after the 100
th

 

instance  

 

From a list of values with the same logic as 

Table 1 (not quoted here), at instance 101,  

    . Thus, at instance    the shift in 

mean started to be created. For     the 

decision interval              then 

the first signal for out of control process 

comes at instance 92. Then again from 

instance 101 until the end, the process is 

permanently out of control. This result leads 

to the fact that, both values of    (4 or 5) give 

a decision interval   with the almost the same 

effectiveness.    

 

 

-500 

0 

500 

1000 

1500 

2000 

2500 

1 9 

1
7 

2
5 

3
3 

4
1 

4
9 

5
7 

6
5 

7
3 

8
1 

8
9 

9
7 

1
0

5 

1
1

3 

1
2

1 

1
2

9 

1
3

7 

1
4

5 

C
i 

Instances 

0,0 

200,0 

400,0 

600,0 

800,0 

1000,0 

1200,0 

1400,0 

1600,0 

1800,0 

2000,0 

1 9 

17
 

25
 

33
 

41
 

49
 

57
 

65
 

73
 

81
 

89
 

97
 

10
5 

11
3 

12
1 

12
9 

13
7 

14
5 

C
i 

Instances 

171

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 7(2): 166-174
The Society of Digital Information and Wireless Communications (SDIWC), 2018 ISSN: 2305-001



 

4.3 EWMA chart detection of DoS attack 

based on the UDP packets. 

 

The first stage of the method was the training 

period for the calculation of the mean value of 

the UDP source bytes. Hence, the entire set of 

the UDP source bytes of the original NSL-

KDD dataset under normal operation was 

used. The same consideration is also valid 

that the network works normally with no 

attacks involved. The estimated mean value of 

the entire UDP source bytes in the above 

range of the training period was        

with a standard deviation     . 

The detection of UDP attacks with the 

EWMA chart may be possible when its 

behaviour approaches the CUSUM chart. This 

is because the attacking source bytes value 

(28 bytes) belongs to the range of values of 

the normal UDP source bytes and they may 

be considered as a value of the same 

distribution. Thus, a sequence of attacking 

instances (more than one) may be a case of 

detection as the weighted moving average by 

a value close to zero, will reaches or exceeds 

the     . In equation (5), using a value of 

      (a value close to 0) most of the 

weights are not placed on the most recent 

values, but on the previews ones instead. 

Thus, in this kind of attacking situation the 

value of    will exceed the lower limit      of 

(eq.7). The sequential attacking instances 

represent a usual situation according to the 

NSL-KDD dataset where most of the attacks 

were of more than one instance. In the present 

evaluation three attacking instances have been 

applied as minimum. Again, for greater 

effectiveness of the EWMA chart, it is also 

necessary to ignore outliers (values greater 

than of 200 bytes) since the attacks will be 

made from the lower control limit (LCLi) of 

the chart . 

With the above limitations the EWMA chart 

was applied and it is depicted in Figure 5.  

The EWMA graph of Figure 5 shows several 

detected UDP random attacks of the 

following form: three attacks at instances 22 

to 24, four attacks at instances 78 to 81, the 

attacks at the same instances as in Sec 4.2 

(101 to 103), and finally another four attacks 

at instances 111 to 114. All the attacks were 

of 28 bytes size. The corresponding values of 

         for the above attacking 

instances are shown in Table 2.  

 

 
Figure 5. Drift of test statistic of the EWMA with 

UDP attacks at instances: 22 to 24, 78 to 81, 101 to 103 

and 111 to 114  

 

 
Table 2. Values of    at the attacking instances 

Attacking 

instance 

Detection 

instance 
        

22 - 24 24 40 41 

78 - 81 81 40 41 

101 - 103 103 40 41 

111 - 114 112 38 41 

111 - 114 113 35 41 

111 - 114 114 33 41 

 

As depicted in Figure 5, all the normal UDP 

source bytes at all instances are located within 

the two limits, while the attacking bytes at the 

aforementioned instances are beyond the 

lower control limit (LCLi).  

The values of the weight   as well as the 

width coefficient   are:        and      .  

These values provided the appropriate 

sensitivity to the chart to achieve detection of 

the attacks. The upper and lower limits are: 

           and           . 

It is worth commenting that the formation of 

the values of    in the last two sequences of 

attacks (101 – 102 and 111 – 114). As shown 

in Table 1 the value of     at the instances 112 

to 114 is exceeding further to the         , 

with the values of 38, 35 and 33 respectively. 

This signifies the fact that, using the above 

values of    and  , the closer in time the 

attacks are, the more effective the detection 

may be.  
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4.4 EWMA chart detection of DoS attack 

based on the ICMP packets. 

 

The first stage of the method was the training 

period for the calculation of the mean value of 

the ICMP source bytes. Hence, the entire set 

of the ICMP source bytes of the original 

NSL-KDD dataset under normal operation 

was used. The same consideration is also 

valid that the network works normally with 

no attacks involved. The estimated mean 

value of the entire ICMP source bytes in the 

above range of the training period was  

      with a standard deviation     . 

The EWMA graph of Figure 6, besides the 

attacks at the same instances as in Sec 4.2, it 

also shows several detected ICMP random 

attacks of the following form: One 520 bytes 

attack at instance 24, one 520 bytes attack at 

instance 44, another one of the same value at 

instance 69, two 520 bytes attacks ay 

instances 91 and 92 followed by another one 

of the same value at instance 100 and finally 

one attack of 1032 bytes at instance 113. 

 

 
 
Figure 6. Drift of test statistic of the EWMA with 

ICMP attacks at instances: 24, 44, 69, 91, 92 and 100  

 

The corresponding values of          

(eq. 5) for the above attacking instances are 

shown in Table 3.  

 

 
Table 3. Values of    at the attacking instances 

Attacking 

instance 

Detection 

instance 
        

24 24 472 243 

44 44 486 243 

69 69 471 243 

91 91 474 243 

92 92 515 243 

100 100 472 243 

113 113 937 243 

 

As depicted in Figure 6, all the normal ICMP 

source bytes at all instances are placed within 

the two limits, while the attacking bytes at the 

aforementioned instances are beyond the 

upper control limit (UCLi) of equation (6).  

The values of the weight   as well as the 

width coefficient   are:        and    . 

The upper and lower limits are:            

and            . As the value of   is close 

to zero (0), the behaviour of the EWMA chart 

is close to Shewhart.  

 

 

5 Conclusions and Future Work 

 

A new DoS intrusion detection method has 

been proposed. The method was based on the 

source bytes of the UDP and ICMP protocols 

as they have been recorded in the NSL-KDD 

dataset. The mechanisms utilized for the 

detection were: the tabular CUSUM chart, as 

well as the EWMA chart which gave 

satisfactory results since they successfully 

detected the intrusions in both UDP and 

ICMP packets. The EWMA chart detected the 

attacks on the UDP packets after being 

adjusted (with certain set of values of   and 

    so that its behaviour was closer to 

CUSUM and for the ICMP detection closer to 

Shewhart chart. 

Further to this work the cases of moving 

average as well as subgroup averages will be 

examined for the intrusion detection. Also, 

detection evaluation will be carried out on the 

TCP packets by applying statistical 

normalization on the bytes’ sizes and new 

methods of detection will be proposed by 

utilizing possible upcoming newer versions of 

datasets.     
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ABSTRACT 

 

Providing quality of information in a quick 

manner is getting more doable each day with the 

increase of modern technologies such as 

HTML5. HTML5 came out with a recommended 

data storage feature called client-side data 

storage, i.e. web storage. Web storage, aims to 

store crucial and meaningful client-side data in a 

persistent and secure manner. Before the web 

storage feature, cookies were the solution to 

store a modest amount of data specific to a client 

and a website. The main limitation of the cookies 

was their size, which was 4 Kilobytes at 

maximum. Therefore, due to lack of capability of 

cookies, the usage of web storage feature has 

rapidly increased and become the main storage 

of the five major web browsers, Google Chrome, 

Internet Explorer, Mozilla Firefox, Opera, and 

Apple’s Safari. Due to increased usage of the 

web storage, it has become a research topic of 

interest to forensic investigators.  

In 2015, Mendoza et al worked on the desktop 

implementation of the web storage feature and 

investigated the extraction and mining of web 

browser artifacts for forensic purpose. This study 

will go beyond Mendoza’s work and reveal the 

usage of web storage feature in mobile devices, 

specifically on Android platform. The five major 

mobile browsers (Google Chrome, Samsung, 

Firefox, Opera, and Web Explorer) are 

investigated in a forensic manner for web 

storage. Specifically, mostly visited 15 websites 

are investigated for local storage implementation 

on Android platform. Obtained results show that 

there are extensive similarities on the 

implementation of web storage on desktop 

platforms and mobile devices, such as stored 

information differences among the visited 

website and used web browser. Overall, this 

research will help an investigator to acquire web 

storage data that can potentially hold forensically 

important evidence for a crime in which the 

mobile device can be an instrument to commit a 

crime or even when a computer and its data is 

the target of a crime.  
 

KEYWORDS 

 
Android Forensics, Browser Artifacts, Local Storage, 

Web Storage. 

 

1 INTRODUCTION 

 

Within the last decade, mobile phones have 

become an integral part of humans. Formerly, 

mobile phones that are used only for calling and 

messaging now have access to all kinds of 

information from the internet. The fact that 

mobile phones are being used so much created 

another venue to be investigated for digital 

forensics investigators. It can possibly provide 

forensically important evidence for a criminal 

who has used web browser as an instrument to 

commit a crime or even when a computer or its 

data is the target of the crime [1]. This is also 

supported by Damshenas et al by pointing out 

that smartphone forensics is one of the leading 

trends in digital investigation and is only 

expected to grow in future [2].  

Variety of digital forensic research work were 

conducted on mobile devices, such as exploring 

mobile Firefox operating system from forensics 

point of view [3]. Although this paper focuses on 

web storage feature on android smartphones, the 

closest work to ours were conducted on a 

desktop platform by Mendoza et al [1]. 

Specifically, authors investigated the 

implementation of local and session storage on 

most widely used web browsers and created a 

software product to collect and share the data 

from desktop platform with an investigator [1]. 

However, according to marketingland.com, 

mobile platform usage now represents 65 percent 

of all digital time spent by a user [4]. On the 
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other hand, desktop platforms have lost 12 

percentage points since 2013 and has retreated to 

35 percent of digital time spent [4]. Therefore, it 

is vital to not only investigate the web storage on 

the desktop implementation, but also on the 

mobile devices as well. Therefore, this work 

goes beyond what Mendoza et al. provided and it 

will offer findings on local storage data on 

Android platform. 

HTML5 Web Storage consists of two browser-

based Application Programming Interface (APIs) 

that allow for persistent client-side storage for 

web applications. These native browser APIs, 

known as sessionStorage and localStorage, allow 

websites to store domain-specific key/value pairs 

of data. These browsers-based APIs allow data 

to be stored in the client-side. Previous solutions 

to store data such as cookies were not enough to 

store the great amount of data. Now, developers 

also realized the importance of the web storage 

because of the ability of storing large amount of 

data. In addition, unlike cookies, web storage is 

not transmitted over each request to and from a 

web server, which thereby reduces the 

bandwidth overhead.  

In this work, investigation started with surfing 

different web sites from variety of browsers 

(Google Chrome, Samsung, Firefox, Opera, and 

Web Explorer) to collect data. Then, local 

storage contents are explored to reveal the left 

artifacts of web activity. Overall, this research 

compared the details and nuances of web storage 

implementation in Android platform among the 

five major mobile web browsers: Google 

Chrome, Samsung, Firefox, Opera, and Web 

Explorer.  

The remainder of the paper is organized as 

follows. In Section 2 related work about web 

storage is discussed. In Sections 3 and 4, the 

details of persistent storage and HTML5 client-

side storage in different browsers are 

summarized. The findings on web storage 

implementation and stored data are discussed in 

Section 5. Finally, the paper is concluded with 

summary and brief discussion on future research 

direction in Section 6. 

 

2 PRIOR WORK 

To the best of our knowledge, there is no proven 

web storage investigation conducted on the 

Android platform indicating the location of the 

files and contents of it. According to 

developer.mozilla.org, the web storage feature is 

supported in mobile web browsers [5]. Another 

guideline of the web storage feature could be 

W3C (World Wide Web Consortium) which is 

also concentrated on the desktop implementation 

[6]. Research on the web storage feature has 

often been limited to where the information is 

stored and the privacy concerns on the web 

storage, and even these is limited with the 

desktop implementation. 

Daniel and Daryl have explained the web storage 

features and vulnerabilities of web storage [7]. 

Authors indicated that the web storage is a 

crucial feature that can serve as evidence of a 

crime when web browser activities are valuable 

for the case. One of the raised concerns on the 

paper was that the criminals try to avoid leaving 

any footprints on their computers; instead, they 

look for a solution to store the file, so the found 

files won't be associated with them on a possible 

investigation. Again, they claimed that this 

information could be stored on various client 

systems if the malicious user has access to a 

domain. The study illustrates personal data as a 

potential security infraction and a hint in 

application of digital forensics principals. 

Undoubtedly, one of the greatest achievement of 

the web storage was privacy. West and Monisha 

[8] demonstrated that web storage feature is 

more secured than the cookies. When a website 

wants to save the users’ preferences for next 

visit, the website will store the key/value pairs in 

local storage while cookies create a unique ID; 

thus, server would have access to user’s 

information constantly. When it comes to 

security, and when key/value pairs need to be 

changed, JavaScript can do this without having a 

server connection. But the cookies needed to be 

connected to the server. As a result of this 

introduced local storage feature, the packet 

sniffing attack was reduced to the smallest.  

Janik and Kiebzakc designed a framework that 

integrates Java Server Pages technologies with 

the web storage feature.  The main purpose of 

the study was to use the power of client-side 

storage and integrate it with the Java to create 

powerful client web application without the 

utilization of the JavaScript API’s [9]. In 

addition, they concentrated on the feature of 

storing data on the client-side, which reduces the 

queue of data on the server-side. Their claim was 
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the data on the victim’s local storage can be 

stolen by the malicious script. They claimed that 

if the data, which are stored on the client-side, is 

sanitized good enough, still client will be 

vulnerable to the attackers.  

Mendoza et al. has created new perspective on 

the web forensic analysis with the study of web 

storage implementation on desktop computers 

[1]. They have proved that the extraction of the 

information from web storage artifacts is 

possible even they may not be associated with 

other browser artifacts such as cookies. They 

have studied the implementation of the web 

storage feature in five major browsers. To 

extract browser artifact, they created a tool, 

BrowStEx, to collect and parse Xml and SQLite 

files from web browsers and present it to the web 

investigator for further investigations.  

Literature study has shown the importance of 

web storage feature and how it is also applicable 

to the one on the Android platform. Therefore, 

there is a dire need to investigate web storage 

feature on Android platform.  

 

Table 1.  Web storage implementation of 15 websites on mobile devices   

Rank Websites Web Storage Feature 

1 Facebook Yes 

2 Google Yes 

3 YouTube Yes 

4 Yahoo! Yes 

5 Amazon Yes 

6 Wikipedia Yes 

7 Twitter Yes 

8 Bing Yes 

9 eBay Yes 

10 Live.com Yes 

11 Microsoft Yes 

12 LinkedIn Yes 

13 Pinterest Yes 

14 Ask No 

15 WordPress No 

 

3 HTML WEB STORAGE CONCEPTS AND 

USAGE 

 

Web storage consists of two basic APIs known 

as localStorage and sessionStorage [1]. These 

two APIs generate the key and value pairs from 

websites that one surfed via mobile or desktop 

devices. Today, the five most popular web 

browsers (Chrome, Mozilla Firefox, Samsung, 

Web Explorer and Opera) according to on 

mobile platform, store all key and value pairs in 

local and session storage [10]. The main 

difference between localStorage and 

sessionStorage is that localStorage stores data 

with no expiration date, but sessionStorage is a 

per-origin-per-window, in other words, the life 

of session is limited with the life of the browser 

window. This study particularly concentrated on 

localStorage, which contains information for all 

visited webpages. Another reasoning for 

investigation local storage is that forensic 

investigations are usually conducted when the 

phone is in rest mode, so browser windows is 

likely closed, and an investigator may be forced 

to get web data from previously visited websites 

via localStorage.  

Web storage implementation and the idea of 

usage of it significantly differs from cookies. As 

introduced earlier, cookies were the solution to 

store data before web storage feature, but 

cookies were not sized enough to store necessary 

data for a webpage visit. On the other hand, web 

storage can store data up to 10 megabytes(MB) 

for each domain. Another difference between 

cookies and web storage is the use of the 

network. Every HTTP request includes cookies 

turns out more data transmission over the 

network. In web storage, data is not included 

with every request [11].  
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Mendoza et al, showed the web storage adoption 

by top 15 US websites, which has been ranked 

by Alexa. In this research, the same websites are 

investigated for usage of the web storage feature 

on mobile browsers. Web storage feature 

implementation on the most visited websites on 

mobile devices is shown in Table 1. Particularly 

this table shows the 15 most popular websites in 

the US, sorted and ranked by Alexa in April 

2017 [12]. 

 

4 COLLECTION OF DATA 

 

According to netmarketshare.com, Android is 

the most popular operating system in mobile 

devices [13]. There are a couple of reasons why 

Android is the major browser in mobile world. 

One, and the most effective reason is 

customization of the phone. Rooting is one of the 

well-known option to gain complete access of 

the mobile devices, which provides access to 

hidden features and yield customization of the 

phone. There are multiple ways to root mobile 

devices, such as Kingo root, su binary, or 

Android Package Kit (APK), that can be 

installed to mobile devices without computer 

access [14].  

Arguably, the best way to achieve root access to 

devices is installing su binary because of the 

easy utilization. After rooting process, the phone 

is no longer limited by the default Android 

system. Manipulation on the security, using not 

authorized apps (application), and most 

importantly using root enabled-apps like 

Titanium back-up are become achievable in the 

mobile device. In this project, the phone needed 

to be rooted to reach out hidden features and 

back-up those to a computer for further analysis. 

Titanium back-up was used to back-up the whole 

phone content to an external storage [15]. The 

process of obtaining web-forensics data is shown 

in Figure 1. 

 
 

Figure 2.  Collection of local storage 

 

 

5. RESULTS 

 

This work is conducted research on the five 

major web browsers according to 

androidauthority.com, to evaluate usage of web 

storage adaption, these are Chrome, Mozilla 

Firefox, Samsung, Opera, and Web Explorer 

[10]. Five of the web browsers that are used in 

this research proved the adoption of the web 

storage feature. Details of the web storage 

implementation on Android platform is shown in 

Figure 2. Table 2 provides the file types of the 

local storage data, along with extensions and 

number of files available for each website. Table 

3 provides the storage areas of the local storage 

files that have found in the Android devices. As 

it is clear from the table, the storage location 

varies among the web browser.  

For each web browser, top 15 websites are 

visited to collect web storage data.  Some of the 

actions that are practiced on the websites were: 

liking a news/page, searching, tweeting, and 

commenting. The local storage details of each 

browser are shared below. 
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5. 1 Chrome 

 

The Chrome version that is used in this research 

was 57.0.2987.132. Chrome stores the local 

storage as a [protocol] [domain]. localstorage 

which is the same as the desktop implementation 

of the web storage feature. [Protocol] stands for 

HTTP \ https and domain are the address of the 

website. For example, the local storage file for 

data collected from YouTube is 

https_m.youtube.com_0. localstorage. SQLite 

database used to access the contents of files with 

extension localStorage. After the examination of 

the localStorage file, key-value pairs were 

located within the SQLite database.  

    

 
Figure 2.  Web Storage Implementation on Android Platform 

 

 

Table 2.  Web storage file location on Windows Platform 

 

 

Table 3.  Web storage file location on Windows Platform 

Browser Directory 

Chrome “\data\data\com.android.chrome\app_chrome\Default\Local Storage” 

FireFox “\data\data\org.mozilla.firefox\files\mozilla\9qb6g46a.default\Session Storage” 

Samsung “\data\data\com.sec.android.app.sbrowser\app_sbrowser\Default\Local Storage” 

Opera “\data\data\com.opera.browser\app_opera\Local Storage” 

Web Explorer “\data\data\webexplorer.amazing.speed\app_webview\Local Storage” 

 

5. 2 Firefox 

 

The version of Firefox used in this research was 

52.0.2. In the top five mobile web browsers, 

Firefox was the only one, which does not store 

the localStorage file (it does store sessionStorage 

data) in the data/data subdirectory. Security and 

privacy could be the reasons that are not storing 

 File Extension File Type Number of Files 

Chrome .localStorage 

.localStorage-journal 

SQLite # of origins  * 2 

 

FireFox .sessionStorage JavaScript # of origins  * 2 

 

Samsung .localStorage.localStorage-journal SQLite # of origins  * 2 

 

Opera .localStorage 

.localStorage-journal 

SQLite # of origins  * 2 

 

Web Explorer .localStorage 

.localStorage-journal 

SQLite # of origins  * 2 
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them in the files. Again, unlike the others, only 

backup files were found in sessionStorage. The 

extension of this file was named sessionStorage 

is JavaScript. The fact that all data is kept in a 

single file gives the researcher a great advantage 

over time because the researcher will only deal 

with one file. 

 

5. 3 Samsung 

 

The version of the Samsung browser in this 

research was 3.3.8. The way the Samsung web 

browser stores the data is same as Chrome (see 

Table 3). Samsung stores the local storage as a 

[protocol] [domain]. localstorage. The SQLite 

database was used to access the contents of 

localStorage. 

 

5. 4 Opera 

 

The version of the Opera in this research was 

47.7.2246. Opera stores the data from web 

storage feature in a single file called localStorage 

and SQLite is used to reach out data for files. It 

is worthy to note that Opera Mini web browser 

was also investigated and concluded that it is not 

supporting the web storage feature. 

 

5. 5 Web Explorer 

 

The version of the Web Explorer in this research 

is 11.0. Explorer stores the data of the web 

storage feature in a single file called 

localStorage. Again, SQLite is used to reach out 

data for files. Chrome, Opera, Samsung, and 

Web Explorer were storing the data of web 

storage file within a single file with the 

extension of localStorage. SQLite was the main 

application used to find out saved data for all 

web browsers. 

Previous research shows that the internal data of 

all applications present on the device (either 

system or user-installed applications) is 

automatically saved in the data/data 

subdirectory, named after the package name 

(DOM STORAGE) [16]. In this research, the 

tradition of data storage and web storage has not 

changed, and top five web browsers which is 

discussed above, have stored data in the 

data/data subdirectory. However, the use of the 

web storage feature has shown significant 

differences between browsers.  

The first difference that was observed was that 

Firefox recorded data as just one file and in a 

different extension. This diversity is also seen in 

the desktop version of the web storage feature 

analyzed by Mendoza et al. Google Chrome, 

Web Explorer, Samsung, and Opera’s 

localStorage file extension type was SQLite, but 

Firefox stored the saved data in a file with the 

sessionStorage extension, and the type of this 

file was JavaScript. Despite all the differences, 

localStorage and sessionStorage record the data 

in the form of key-value pairs. Depending on the 

amount of data collected and the number of 

operations, the stored key and value pairs are 

incremented. Another difference that was 

observed is on the stored data. The stored data 

varies among the websites and browsers. 

Specifically, each browser store different amount 

of information for a given website. Moreover, as 

shown below, CNN.com site stores information 

such as where the logged-in user is logged in, 

browser type, login date and time, while 

yahoo.com stores the news headline that the user 

has read, etc. as shown in Table 4.  

Compared to Mendoza et al. work [1], the data 

collected from the browser artifacts were 

different in this study. For example, collected 

Cnn.com data from the Android device stored 

the type of search engine used in browsing 

activity. However, this information was not 

available on the desktop implementation of web 

storage. The IP address of the user was stored on 

the desktop implementation of the web storage, 

but same data was not available on the mobile 

implementation. As can be seen from these 

results, the stored data may show differences on 

both the desktop and mobile implementation of 

web storage. Another difference between two 

research works is the created web storage file for 

Mozilla Firefox. Despite the creation of the 

SQLite file for Mozilla Firefox in the desktop 

application, a JavaScript file has been created in 

the mobile application.  
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Table 4.  localStorage Data Sample 

Websites Key Value 

 

 

 

 

 

Yahoo.com 

 

 

AF_5b02c0af-67cc-3990-b177-a313ec5c3637 

 

 

“title":"Tax story puts spotlight on 

MSNBC&#39;s Rachel 

Maddow","link":"https://www.yahoo.com/tv/

tax-story-puts-spotlight-msnbcs-rachel-

maddow-032437070.html"," 

 

AF_f7351af5-32a0-3a95-a741-333bb328d37e 

 

{"type":"story","is_eligible":"true","id":"b1

5dd0e1-5793-36dc-aad0-

f6e8484698a7","licensed":"true","title":"It’s 

Still ‘Friday’ Six Years Later: What 

Rebecca Black Is Up 

 

 

 

 

 

 

Cnn.com 

lastSEPromptDate Fri Mar 17 2017 02:20:22 GMT+0000(GMT) 

 

Kxgeo 

domain=suddenlink.net&country=us&longitu

de=-

95.5724&latitude=30.6885&dma=618&zip=7

7340&region=tx 

 

 

optimizely_data$$oeu1491278426928r0.4959

968577604741$$131788053 

$$visitor_profile 

 

"referrer":"http://www.bing.com/search?set

mkt=en-

GB&q=cnn&PC=SMSM&FORM=MBDPSB

","source_type":"search","cookies": 

:"1","bounceClientVisit340v":":"US","geoD

ata":"Huntsville|TX|77340|US|NA" 

 

6 CONCLUSION AND FUTURE WORK 

 

This research is an extension of web storage 

study conducted by Menzoda et al. The increase 

in daily use of the phone caused researchers to 

concentrate more on problems associated with 

the phones rather than computers. Thus, the main 

purpose of this article was to evaluate, extract, 

and present meaningful data stored by the local 

storage on Android platform via different web 

browsers. The information revealed by local 

storage artifacts, are beyond what is presented by 

other web stored data such as cookies and 

history. Therefore, it can possibly provide 

forensically important evidence, which was not 

possible to obtain with previous web technology. 

Currently, to the best of our knowledge, there is 

no other study in the literature that targets to 

obtain web storage artifacts from mobile devices. 

Therefore, this work was aimed to provide 

details of how web storage data is stored in 

Android devices and how one can extract the 

useful information from it.  

Robust and correct extraction and efficient 

presentation of forensically important 

information from the web storage will help 

investigators to resolve a lawsuit in a correct and 

quicker manner. Thus, automatically retrieving 

web storage data and converting it to a readable 

format are other objectives of future work, so 

that the forensic investigators will save the 

significant amount of time during their 

investigation. 
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ABSTRACT 

Today, data and communication security have become 

challenging issues. Since in cryptography, encrypted 

messages are available to eavesdroppers, security is the 

subject of concern and the need for steganography and 

hiding the information has been raised. In this paper, by 

integrating cryptography and Steganography, a new 

scheme is proposed to enhance the data security. In 

encryption section, the CBC (Cipher Block Chaining) 

mode of operation is used, and in steganography 

section, we use graph coloring problem and the 

correlation of pixel blocks in LSB (Least Significant Bit) 

method. This helps to increase the capacity and security 

of steganography. The analysis of the quality functions 

shows that, in this method, the PSNR (Peak Signal-to-Noise 

Ratio) increases more than other methods. 

KEYWORDS 

 Cryptography, Steganography, Correlation of Pixel Blocks, 

Graph coloring,  

1 INTRODUCTION 

Steganography is a skill of hiding a message over a 

communication channel or link, so that the secret 

message is deliberately latent among other irrelevant 

observed information which will result in hiding the 

presence of communication, and is based on the use of 

the spaces of the information carriers which does not 

damage the carrier’s identity. Information carriers can 

be image, video, audio signal or text [1].  Cryptography 

is the art of the securing the information. This art, 

provides data security with concentration on storing and 

transmitting information safely over an insecure 

system, such as the Internet, by encrypting text data into 

an undetectable format and with the help of various 

encryption algorithms [2]. 

Information cryptography also uses cryptographic 

operations to provide more security, and both methods 

can be used simultaneously. Sometimes the methods of 

hiding information are designed in a way that the 

operation of cryptography was the basis of that method 

and is an integral part of it. [3,4] 

The purpose of this paper is to enhance data security by 

using a block cypher mode of operation CBC, which is 

a symmetric cryptosystem (private key), before 

steganography, and by using the graph coloring and the 

correlation of pixels which optimize the information 

steganography algorithm and create a variable capacity 

at each threshold. 

2 CYPHER BLOCK CHAINING (CBC) MODE 

OF OPERATION 

In advanced cryptography block cypher modes have 

been designed to be applied to data formats. An easy 

way to encrypt a message m by using a block cypher of 

length n is to bring its length up to a multiple of the 

block size n by adding null bytes to the plain text if the 

message length is not divisible by n. This method is 

called padding. Then the plain text is decomposed into 

blocks of length n and each block is encrypted 

separately by applying a proper block cypher mode of 

operation. [5] 

Pseudo-random permutations have many applications 

in modern cryptography and are known as block 

cyphers. In other words, one of the important tools for 

designing security protocols is block cypher. The 

easiest way to use a block cypher is to apply it to the 

main text format. To encrypt the message m with a 

specified length, firstly we bring it up to a multiple of 

the block size by using a padding technic (for example, 

adding a bit "1" and the adequate number of "0" at the 

end of the message). Then the plain text is decomposed 

into blocks of length mi. The block cypher transforms 

n-bit blocks of plaintext as mi into n-bit blocks of 

cypher text as Ci. [6] 

In the CBC mode of operation, firstly, a random 

initialization vector IV of length n is chosen which can 
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be a part of the encrypted text, then the encrypted text 

is obtained (Figure 1). 

Figure 1.  A crypto system in the operational mode of 

CBC 

As it is shown in Fig. 1, the encryption function is 

defined as follows: 

Ci = Ek ( Ci - 1 ⊕ mi )  Ci = IV      1≤ i ≤ b  (1)  

The obtained cypher text is 

C = < IV , C1 , C2 ,…, Cb >  

To decrypt this cypher text, we get mi by the following, 

and then the random sequence (IV) is deleted 

mi = Ek
-1( Ci ) ⊕ Ci -1  (2) 

It can be proven that if E is pseudo-random, 

permutation, the block cypher in the CBC operational 

mode has single-message and multi-message security, 

and is secured against the chosen-message attack. 

[7,8] 

3 CORRELATION AMONG PIXEL 

BLOCKS IN THE HOST IMAGE 

The correlation in the host image is the degree of 

dependence and relationship between each pixel with 

its surrounding pixels, and what is decisive in 

correlation in images is the numerical relationship 

between values of pixels, which can be used as an 

essential criterion for determining the quality and the 

capacity of steganography. But in the blocks 

correlation, the correlation among the host image block 

pixels are checked and according to correlation 

threshold, blocks are selected for data embedding. [9] 

Since a data bit is embedded into the block, so it is 

clear that more blocks will result in more 

steganography capacity. When we want to split a 

picture of the size X × Y into n × n blocks, the number 

of blocks is obtained from the following equation. 

𝑡 =

(𝑥 × 𝑦) − [
𝑡ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝𝑖𝑥𝑒𝑙𝑠

𝑜𝑛 𝑡ℎ𝑒 𝑒𝑑𝑔𝑒 ℎ𝑜𝑒𝑡 𝑖𝑚𝑎𝑔𝑒
]

𝑛 × 𝑛

where t is the number of bits to be embedded. The 

pixels on the edge of host image are only used in 

calculation of correlation matrix, but not in prevention 

of distortion of the image edges in the process of 

embedding data. 

4 STEGANOGRAPHY USING GRAPH 

COLORING AND PIXELS CORRELATION 

Steganography by using graph coloring began in 2007 

by Frederic et al. [9]. They analyzed the graph coloring 

in steganography, and proposed their scheme by 

combination of the Hemming code and a graph 

coloring. In the following years, the combination of 

coloring problem and ternary code was examined by 

another group. [10] In recent years, the use of 

steganography has been discussing for black and white 

photos, which is based on the definite similarity of pixel 

pairs in the entire image. [11] 

In steganography by graph coloring scheme, the most 

important principles are having a graphical view to the 

picture, and for coloring the image, selection the best 

color number which is then saved in the colored pixels. 

See [12,13,14] for more information about graph 

coloring. 

For coloring, various configurations in pixels are used. 

For example, consider the 3 × 3 pixel block in Figure 

(2-a). Its central pixel (node) has four neighbors which 

are numbered 2, 3, 4 and 5. For this block, from graph 

theory point of view, if the graph extends to infinity in 

all directions, we can conclude that all nodes have four 

neighbors (except the pixels in the first and last rows 

and columns, all of them have 4 neighboring pixels), or 

in other words, the extended graph, forms a 4-regular 

graph, and as we know, the maximum color number of 

a regular k-graphs is 1 + k [18]. So we can conclude that, 

the graph in (2-a) can be colored with 5 colors. 
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Figure 2. portion of Regular graph in the 3 × 3 pixel 

block 

In Fig (2-b), a 3 × 3 pixel block has 8 neighbors and is 

marked with numbers 2 to 9. If this graph extends in all 

directions, we can see that all nodes will have 8 

neighboring nodes that is somehow associated with an 

8-regular graph. Then the graph can be colored by at 

least 9 colors. So except the pixels in the first and last 

rows and columns, all pixels form an 8-regular graph, 

and can be colored by 9 distinct colors. 

Sometimes, according to requirements (image 

resolution or information embedding capacity), the 

color number is not taken into account and the pixel 

coloring starts with the appropriate color number, and 

with larger color numbers for coloring the desired 

image. 

After coloring, the independent image pixels are put 

together. The independent image pixels have been 

modeled on the definition of maximal independent sets 

in graph coloring. [15] Now, the correlation among 

pixels is implemented in the new image with 

consideration of the different thresholds of information 

in the desired image. Then image reverts to the original 

state and is sent to the recipient. 

5 PROPOSED SCHEME  

In the proposed method, data is encrypted in the CBC 

mode of operation before being concealed. For this 

purpose, as described in section 2, firstly, we need to 

raise the main message length up to a multiple of the 

block size by using a padding scheme and then encrypt 

the blocks and separate IV from it, and then to embed 

the encrypted message in carrier image, we transform it 

into a bits array. As described in section 4, we color the 

host image with the agreed color number and put the 

independent pixels together, then split the image into 

blocks of 2×2, and by using the pixels correlation, as 

described in section 3, the blocks which have the 

desired threshold are used to embed the data in their 

LSB pixels. The steps of the proposed method are 

shown in Figure 3. 

Figure 3. Schematic Algorithm for the proposed 

scheme  

6 EVALUATION AND ANALYSIS OF THE 

PROPOSED METHOD  

As described in Section 2, using random input IV makes 

the cryptographic function to become non-

deterministic which provides the required security in 

CBC mode in the proposed scheme. So it resists against 

challenger’s attack e.g. (single message, multi-

message, CPA) [14] 

To analyze the visual quality of the carrier image in 

steganography, the PSNR parameter is used, which is 

known as the maximum signal-to-noise ratio. This 

criterion is defined in dB as follows. 

𝑃𝑆𝑁𝑅 = 10 × Log(
𝐶𝑚𝑎𝑥

2

𝑀𝑆𝐸
) 

in which Cmax is the maximum numerical value of pixel 

for each image, and MSE (Mean Squared Error) 

represents the mean square brightness used to measure 

image quality and is calculated as follows. 
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𝑀𝑆𝐸 =
1

M × N
∑ ∑(𝑆𝑥𝑦 −  𝐶𝑥𝑦)2

𝑁

𝑦=1

𝑀

𝑥=1

where x and y are image coordinates, M and N are 

image dimensions, and the Cxy and Sxy are cover and 

carrier images, respectively. As above, with increase in 

the difference between covering and carrier images, 

MSE value increases and the PSNR value decreases. 

Therefore, a higher PSNR illustrates the higher 

quality of career image. 

In order to discuss the results, we consider the following 

images. In Table 1, according to the explanations in 

Section 3, the correlation among their pixels has been 

calculated from the lowest to highest, respectively. 

a) Lena b) jet c) pepper d) baboon

Table 1. Correlation Number of Image  

4 321 number

jetpepperbaboo

n

LenaImage na

me

0/1702 0/16010/1120/1002Correlati

on numb

er

Calculations have been done in Matlab 7.8, Windows 

8 PC, 1.8 GHz CPU, intel ®coreTM i5-3337U. 

In the pixel correlation method, with increase in 

correlation, more blocks are used to embed data, which 

results in increasing the cache capacity. According to 

the Table 1, the Lena image has the lowest correlation, 

with 0.3 threshold and 0.206 hiding capacity, and the jet 

image, has the highest correlation, with a 0.3 threshold 

and 0.24 hiding capacity. 

By calculating the PSNR for different images and the 

same threshold, it can be concluded that the PSNR is 

inversely related to the correlation number. For 

example, the PSNR at the 0.3 threshold for the Lena 

image, which has the lowest correlation number, is 

equal to 93/2556 and for the jet image with the highest 

correlation number is 93/012. This trend is true for all 

images and the overall result is that PSNR has a 

reverse relationship with the concealment capacity, i.e. 

the higher concealment capacity is, the lower PSNR 

value and therefor the lower resolution we have. It is 

clear that with lower threshold, more blocks will be 

selected to embed data, and this will also increase the 

cache capacity. 

For example, consider Calculations for the jet image in 

Figure5, by using the graph coloring, the capacity at 0.3 

threshold for colored numbers 5, 9, 203, 342 are 0.215, 

0.2130, 0.2468, 0.2448 respectively, and 0.24 for the 

block correlation. (the colored numbers 203 and 342 

refer to free graph coloring described in section 4), and 

in Lena image, capacity at 0.3 threshold for the 

mentioned colored numbers is 0.2274, 0.2102, 0.2425, 

0, 2337, respectively, and in block correlation is 0.2060 

(Figure 6). The above numbers indicate the creation of 

variable capacity in illustrated images; however, the 

difference between these numbers would increase at 

higher thresholds.  

The numerical comparison of PSNR in block 

correlation with the coloring combination method and 

correlation shows that PSNR has almost the same value. 

In other words, it can be argued that by using graph 

coloring and block correlation, it is possible to create 

different variable capacity at different thresholds for 

image, which would appears more clearly by increasing 

the image correlation. 

Figure 5. Embedded Capacity for each threshold 

Figure 4. cover images with size 512 × 512 
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Figure 6. Embedded Capacity for each thrshold 

7 BENEFITS OF PROPOSED SCHEME    

COMPARED TO OTHER METHODS AND 

CONCLUSION 

7.1 Benefits of  Proposed Scheme   

Compared to Other Methods 

(1) In the proposed method, we can use the colored 

images which, due to the high redundancy, have more 

storage capacity, as well as the intangibility of changes 

made either in terms of appearance or in terms of 

process measurement quantities, such as PSNR. For 

further comparison see the Table 2. (It should be noted 

that the results were experimented in the same 

conditions).  

Table 2. Comparative PSNR Performance of different 

methods and our proposed algorithm (512 × 512 pix) 

schemes PSNR Stego-image 

Lena baboon 

LSB steganography & 

RSA cryptography[17] 

41.58 40.15 

Steganography with  

Genetic algorithm & 

blowfish system   [18] 

56.62 56.47 

Proposed scheme 58.01 58.61 

And results in figure7 or figure8 show that there 

is no difference between the original image and 

the stego-image for human visual. 

Figure 7. Figure 3 Hiding a message on Lena image. 

(a) cover images with size 512 × 512, (b) is stego-

image. 

Figure 8 Hiding a message on Baboon image. (c) 

cover images with size 512 × 512, (d) is stego-image. 

(2) The confidential text has been encrypted by a 

suitable and standard algorithm, which, even if the 

hidden secret text is discovered, it cannot be used 

without the encryption key. 

(3) Although, key exchange requires a secure channel, 

it has more speed than public key methods. 

(4) In this method, the Steganography is based on the 

pixel correlations, and is stored in the lowest bit of that 

channel, which causes the least visual changes in 

image, and the changes are not visible at all which 

results in steganography security. 

(5) In terms of storing the message length, there would 

be little constraint on sending a different messages with 

a carrier image, as different capacity can be created with 

a different colored number. 

(6) As IV in block cypher is generated randomly at each 

stage, if the attacker has access to the cryptographic 

function, he/she cannot retrieve any information from 

the embedded message, because each message at each 

stage of encryption in this cryptosystem would be 

different, due to the random input and non-

deterministic encryption function. This will provide 

more security for the cached message. 

187

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 7(2): 183-188
The Society of Digital Information and Wireless Communications (SDIWC), 2018 ISSN: 2305-001



7.2 Conclusion 

In the proposed method, as the results suggest, the 

image quality is better than other methods. By assigning 

the appropriate color number to each image, the 

maximum capacity for each image can be created at 

different thresholds. Especially when image correlation 

increases, this value is highly variable in all thresholds. 

Also, CBC mode of operation allows us to ensure the 

security of the data embedded in the carrier image. The 

results of the implementation of the proposed method 

show that with the use of the cryptography and 

steganography combination the information security 

can be increased. 
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Abstract— In the recent times, information sharing 

and delivery of services is done over the internet 

through different platform of web applications and 

various attacks are performed against these 

applications such as Cross Side Script (CSS), Denial 

of Service (DoS) and Structured Query Language 

(SQL) injection attacks among others. SQL injection is 

one among the ten top threats and vulnerabilities 

against web applications airming backend database. 

Researchers have proposed many approaches of SQL 

injection attack, either for the detection/categorization 

or both, many of the proposed approaches only detect 

few attack types among the seven most popular attack 

types and poor training of dataset. In this study, a 

Naive bayes based pattern recognition model for 

detection and categorization SQL injection attack type 

is proposed. The proposed model was trained and 

evaluated with 16,050 instances of dataset which 

comprises vulnerable and non-vulnerable web pages. 

Our experimental results showed detection and 

categorization accuracy of 98% and 99% respectively. 

The comparison of the performance of our model with 

the performance of existing techniques revealed that 

our model outperformed the previous techniques. 
  

Keywords: Detection, Categorization,  Machine 

learning, SQL injection attack,  Naïve Bayes, web 

application 

1  INTRODUCTION  

Internet and web applications are essential in 

today‟s world as several human activities such as 

e-banking, e-business, e-reservations and surfing 

rely on the internet and web application for the 

proper running of day to day activities [1]. Web 

application is the development system using 

various scripting and programming languages 

such PHP and JAVA and for numerous purposes 

[2]. These developed systems worked alongside to 

store information in a database 

such as organizations confidential data, credit card

 numbers, social networking and bank details. Acc

ording to [3], attackers compromise the security 

of the web application by taking the advantages of 

the loopholes through unauthorized access and 

intuitively ploy the backend database so as to 

read, write and update records. Hereafter, attainin

g complete control which destroyed online web 

application system and databases through SQL 

injection attacks [4]. Figure 1 below illustrated the 

working principle of web application. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Working principle of web application, [5]. 

Structured Query Language Injection Attack 

(SQLIA) is a way used by intruders to inoculate 

an input into the structure of a query with the 

intent of altering the structure of the query and 

gaining access to the database which causes 
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modification or erasure of data [6]. This occurs as 

a result of non-standard error reporting, improper 

construction of SQL statements and insufficient 

input validation. Furthermore, SQL injection is 

categorized by the Open Web Application 

Security Project (OWASP) in 2010, 2013 and 

2017 as one among the top ten threats and 

vulnerabilities in web applications that targeted 

backend databases. Even though many existing 

approaches are available for the detection and 

categorization of SQL injection, vulnerabilities 

are inherent in web applications and reports of 

compromised applications are recurrently 

circulated. Several existing techniques only detect 

few among the seven most popular injection 

attack types (such as tautology, illegal/logical 

incorrect queries, piggy blocked, union, stored 

procedure, inference and alternative encoding), 

extracting features inappropriately as well as the 

use of few datasets to evaluate the efficiency [7] 

and poor training of dataset which lead to 

generation of false positive rate [5]. As a result of 

these pitfalls, a Naive bayes based pattern 

recognition model is proposed to detect SQL 

injection attack and categorize SQL injection 

attack type.  

2 RELATED WORKS 

In order to prevent and detect SQL injection, [8] 

proposed a neural neetwork approach which 

offers a new scheme for securing an information 

so as to avoid difficulty in transmission over 

network. The authors created a dictionary 

consisting of malicious and input data of Uniform 

Resource Locator (URL) with parameters such as 

URL keywords, toxic factor based on auto 

downloading links and number of download links. 

Matrix Laboratory (MATLAB) was used as 

simulation tool.  Also, [9] proposed a Neural 

Network(NN) model to detect and classify SQL 

injection. The model has three element such as 

Uniform Resource Locator (URL) generator, URL 

classifier and an NN model. These were used to 

generate, classify and detect thousands of 

malicious and benign URLs. This was 

implimented with MATHLAB. 

The author [10], conducted a research on SQL 

injection attack and user behavior detection using 

query tree, fisher score (for selection of features) 

and Suport Vector Machine (SVM) (for 

detection). The proposed approach used simple 

dataset to test the scheme with several queries.  In 

their findings, redundant features were removed. 

The authors [11] developed a scanner to prevent 

SQL injection attacks which reflected Cross Site 

Scripting (CSS) in web environment. The 

approach verifies, scans and input entry points 

with respect to an array vulsig () array. The 

scanner has two modules: ispot identification and 

instrumentation. 

Similarly, [12] developed SQL Attack Scanner 

(SQLAS) for detection and prevention of SQL 

injection attack in web applications. The tool does 

its scanning offline, with reduced time and 

manual effort and runtime overhead. This is so, 

because, only fragments that are exposed to 

attacks are focused. A test-bed was developed 

using JAVA and was ran on XAMPP client 

server. Another work by [13] on detection and 

prevention of SQL injection attack uses fuzzy 

parameters and set of rules were implemented. 

The approach was not evaluated.  

 An algorithm for detection and mitigation of SQL 

injection was developed by [1], which 

authenticate the webpages through URL/HTML 

controls. The technique also does reconstruct 

queries automatically.  

In order to prevent SQL injection attack, [14] 

proposed an encryption algorithm based on 

randomization to prevent SQL injection attack. 

The authors use this approach to transform the 

input into a cipher text integrating the idea of 

cryptographic salt.  

The study of [15], focused on prevention of SQL 

injection attacks through defensive coding. The 

defensive coding approach was utilized to 

mitigate the major underlying driver of inadequate 

input validation. The defensive coding is executed 

utilizing key accepted procedures like input type 

checking, encoding the data sources, positive 

input matching and identification of all input 

sources among others.  
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AMNESIA is an apparatus that identifies and 

averts SQL infusion attacks by consolidating 

static examination and runtime checking. The 

Experimental assessment has demonstrated that 

AMNESIA is both compelling and effective 

against SQL injection [16]. These authors [17], 

worked on various studies of SQL-Injection web 

vulnerabilities detection and prevention 

techniques with their characteristics, and proposed 

an authentication technique to avoid such attacks 

which was implemented in stored procedures 

using Regular Expression. 

An automatic query sanitization technique called 

Automatic and Static SQL Injection Sanitization 

Tool (ASSIST) was proposed by [18] to 

automatically eliminate SQL injection 

vulnerabilities in code. The procedure utilizes a 

blend of static examination and the program 

change to automatically instrument web 

applications with sanitization code. The 

implementation of the method was done in JAVA 

and test assessment evaluation indicated that 

method was compelling against SQL injection 

vulnerabilities and has a low overhead 

 In another vain, [19] proposed a method based on 

query tokenization for identification and 

prevention SQL injection attacks. This method 

checks client inputs whether they cause changes 

in query's expected results. After tokenizing, two 

arrays are made by all tokens and the lengths of 

gained clusters are compared. The outcome 

demonstrated that if there is variety in the lengths, 

an injection attack is detected. The authors [20], 

have proposed a framework in light of 

abnormality detection strategies to identify the 

pernicious behavior of database application 

programs. The research work received and made a 

fingerprint of an application program in light of 

SQL injection and afterward takes the benefits of 

association rule mining strategies to remove 

useful rules from these fingerprints. These rules 

delineate the normal behavior of the database 

application. The outcome demonstrated that 

dynamic queries checks against these rules to 

detect injection attacks.  

 The research work [5], proposed two unique 

systems to prevent and identify SQL injection in 

web application. For the aversion and 

identification purpose, the researchers designed 

SQL Meta Character Filter (MCF) and a network 

based vulnerability scanner respectively. The 

result showed that the scanner was able to detect 

and prevent SQL injection effectively though not 

100% efficient.  Addendum, [21] proposed a SQL 

injection vulnerability scanner and filter to 

prevent and detect injection attacks. The scanner 

was proven to discover vulnerabilities in a web 

application with high efficiency of counter attack 

method. Similarly, [22] proposed a novel 

approach to detect and block SQL injection in 

web application. The approach was based on 

request, receiver and analyzer. The 

implementation was carried out with RAT which 

is believed to be cost effective in terms of usage 

of resources, applicability and time against several 

methods of SQLIA. 

A specialized agent in the detection of SQL 

injection attacks was presented by [23], the agent 

incorporates a Case-Based Reasoning Engine 

(CBRE) that is equipped with a learning and 

adaptation ability with respect to the classification 

of vindictive codes alongside with advanced 

algorithms in the reasoning cycle stages. The 

reuse stage utilizes a creative classification model 

in light of combination of a neural system 

together with a Support Vector Machine so as to 

classify the retrieved SQL queries in the most 

solid way. The testing and validation was done in 

real world traffic. The Support Vector Machine 

(SVM) was proposed for classification and 

prediction of SQL-Injection attack with an 

accuracy of 96.47%. The authors claimed that the 

approach has the highest detection accuracy 

among the existing techniques [24]. Similarly, 

[25] proposed a framework that uses Support 

Vector Machine (SVM) to group and predict SQL 

Injection attacks. The approach focuses only on 

fragments that are vulnerable to injection attacks.  

Furthermore, Two-Class Support Vector Machine 

(TCSVM) is explored to detect and prevent SQL 

injection attack. The generated dataset contained 
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extraction from known attack patterns which are 

SQL tokens and symbols present at injection 

points.  As a test case, a web application was built 

and expects dictionary word list as vector 

variables to demonstrate massive quantities of 

learning data [26].  

In order to prevent SQL injection attack, [27] 

proposed a framework that uses machine learning 

and a compiler platform. The framework is 

targeted to prevent piggy-backed queries, 

Illegal/logically incorrect queries and Union 

queries on server-side scripting. The authors used 

four machine learning models which are Support 

Vector Machine (SVM), Boosted Decision Tree 

(BDT), Artificial Neural Network (ANN), and 

Decision Tree (DT). 1,100 samples of vulnerable 

SQL commands were generated for training of the 

models. The study of [28], proposed a genetic 

fuzzy classifier system for detection of SQLI. The 

authors used initial rules, parameters, an 

enhancing function and data-dependent so as to 

create the rules that will have high generalization 

capabilities and modifies the rule evaluation 

measures. The model treated SQL statement as a 

feature vector that characterizes the SQLI attack 

keywords. The system was evaluated using a 

number of well-known datasets. The results 

showed a significant enhancement in the detection 

procedure. Furthermore, [7] proposed a classifier 

for the detection of SQL Injection attacks. The 

proposed model uses combination of Role Based 

Access Control mechanism and Naïve Bayes 

machine learning algorithm for detection. It 

detects tautology, comments and union SQLIA 

attacks and the test cases were derived from these 

attacks with an accuracy of 93.3%.  

In another research work by [29] a decision tree 

classification was proposed to prevent the SQL 

injection attacks. Based on the attack signatures, 

the model filters the Hypetex Transfer Protocol 

(HTTP) request sent using a decision tree 

classification. As such, the model was tested on 

synthetic data which give satisfactory results [30] 

introduced a novel approach to dissect the HTTP 

traffic and inspect complex SQL injection attacks. 

A Hybrid Injection Prevention System (HIPS) and 

web application firewall architecture were used. 

The former uses both a machine learning classifier 

and a pattern matching inspection engine based on 

reduced sets of security rules while the latter aim 

to optimize detection performances by using a 

prediction module that excludes legitimate 

requests from the inspection process. Based on the 

TCR results, the effectiveness of the classifier by 

tuning its values in order to reduce false negatives 

was revealed and false positives did not impact 

the overall performances of the system.  

Furthermore, [31] proposed Bayes classification 

for detection of SQL injection. The authors use 

keywords rather than statement of SQL query. 

The Bayes theorem was applied on the keywords 

which improves the accuracy and performance of 

the detection. The new approach used injection 

patterns as its features in detecting and 

categorizing the injection attack. The authors [32] 

investigated and organized different detection and 

prevention of SQL injection attack approaches 

and proposed an algorithm that focuses on 

detection and correction using machine learning 

technologies. A novel approach for learning SQL 

statements which make use of machine learning 

techniques, such as one class classification was 

proposed so as to detect malicious behavior 

between the application and database. The 

technique integrates query value similarity, tree 

structure of SQL queries and input parameter as 

characteristics to differentiate benign from 

malicious queries [33].  

3 THE PROPOSED NAÏVE BAYES MODEL 

Naïve bayes is a simple supervised machine 

learning model for building a classifier which 

allocates class labels to problem instances, 

represented as vectors of feature values, where the 

class labels are drawn from some finite set. It is 

not a single algorithm for training such classifiers, 

but a family of algorithms based on a common 

principle. The classifiers assume that the value of 

a particular feature is independent of the value of 

any other feature, given the class variable [34].  

The derivation of Naïve bayes model for this 

study is as follows:  
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Let  nsssA ,...,, 21  be a set of features that 

signifies attack pattern/signature as illustrated in 

table1 where n symbolizes the total number of the 

features respectively. 

Let each instance     PXXXA n  1,0,...,, 21  where 

P is the total number of instances, 0 denotes non 

vulnerable and 1 as vulnerable be represented by 

the set A 

 is the total number of instances, 0 denotes non 

vulnerable and 1 as vulnerable be represented by 

the set of A 

Let      CCCCC m  ,...,, 211 be a class to which an 

instance jX  belongs, where  NVVC , . 

In other to detect/predict an instance jX   based on 

the assumption that the element of set A assumes 

their values independently on one another. 

Also   

 nii sssCiPCC ,...,,|maxarg 21                               (1) 

                                         

       niinni sssCPCPssssPsssCP ,...,...,,,,..., 2132121  (2) 

     Where    0,...,, 21 nsssP  

Assuming the uniformity of  nsss ,...,, 21 , the 

equation   (2) can be simplify into the following 

     iinni CPCssssPsssCP  ...,,,,..., 32121      (3) 

Using chain rule we have: 

      


n

k ikiin
CsPCPCssssP

1321 ...,,,       (4)  

Therefore, the web application is classified to a 

particular class iC which gives 

    


n

k ikiii CsPCPCC
1

maxarg                      (5) 

Where the probability  iCP  is estimated by the 

frequency of instances belonging to iC  in the 

training dataset.  

Table 1 below depicts the attack type and 

patterns/signatures  

 

 

 

 

 

 

 

 

 

Table 1: Attack type and Patterns/Signatures 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4 EXPERIMENTATION 

To effectively evaluate and compare the 

efficiency of the proposed naïve bayes based 

pattern recognition model for detection and 

categorization of SQL injection attack with 

existing studies, a machine learning algorithms 

was adopted. The Figure 2 below shows the 

experimentation flow chart of our proposed study. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Attack pattern Attack type 

„  incorrect logics  --  Tautology 

or  and  ascii ()  Illegal/logical 

incorrect 

queries 

=  Orderby bin ()  Piggy blocked 

like  ;  hex ()  Union  

select  union  unhex 

()  

Stored 

procedures 

convert  union select  base64 

()  

Inference sql 

attack 

int shutdown  dec ()  Alternative 

encoding 

char  exec  rot13 ()  Non-vulnerable  

Varchar xp_cmdshell ()  *   

Else if  Waitfor  

Varchar sp_execwebtask 

()  
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Figure 2: Experimentation flow chart 

4.1 Data Collection 

As a result of unavailability of SQL injection 

attack dataset, 16,050 webpages/URLs were 

generated from dmoz. Dmoz is an open source 

directory project that houses good web 

pages/URLs which made it to be popular and 

contains several classes of webpages/URLs 

topics. In order to generate these webpages/URLs, 

a web crawling tool called link klipper was used.  

Out of 16,050 instances of dataset, 7,000 are 

vulnerable and 9,050 are non-vulnerable. Seven 

most popular injection attack types were 

considered with their signatures/patterns 

comprising of 31(see table 1).  

4.2 Feature Selector 

The features of the data were obtained from the 

seven most popular injection patterns/signatures 

(see Table 1). These signatures/patterns are the 

features of the dataset. 

4.3 Value of the Features 

The features were appended on these web 

applications which were labeled Sign_1, 

“Sign_2,…,Signn_31” with a class labeled V and 

NV that is vulnerable and non-vulnerable and the 

other with 

“TYP_1,TYP_2,TYP_3,TYP_4,TYP_5,TPY_6,T

YP_7 and TYP_0” that is 

tautology, illegal/logically incorrect queries, 

union query, piggy-backed queries, stored 

procedures, inference, alternate encodings and 

zero type. The instances were converted to strings 

of (1, 0). The one indicates vulnerable and the 

zero represents non-vulnerable. 

4.4 Training Set 

The dataset for this study was prepared using 

machine learning approach for data pre-

processing. The dataset was clean filtered so as to 

remove all the noises. It was converted to comma 

delimited and then Attribute Related File Format 

(ARFF) format to suite the extension of the 

experimental tool used. Weka was the tool used 

for experimentation. For proper validation, 90% 

of the dataset was used for training and 10% for 

testing the proposed model. 

4.5 Validation of Naïve Bayes Model 

In order to produce a robust model, stratified cross 

validation was chosen with ten (10) folds which 

used 90% of the dataset for training and 10% 

for testing in each fold test. Also the dataset was 

divided into 10 random seeds (1, 2, 3, …, 10) so 

that the seed can produce a different set of cross-

validation folds thereby reducing the variance of 

the estimation [35].   

 

 

194

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 7(2): 189-199
The Society of Digital Information and Wireless Communications (SDIWC), 2018 ISSN: 2305-001



4.6 Performance Evaluation 

The model was evaluated using the following 

performance measures True Positive rate, False 

Positive rate, Precision, F-measure and Recall and 

Accuracy.   

 

FNTP

TP
TP


          (6) 

FPTN

TN
TN


      (7) 

FPTP

TP
p


      (8) 

 

FPTP

TP
r


      (9) 

 

rp

pr
fmeasure




2
     (10) 

 

N

TNTP
p

FNFPTNTP

TNTP
TNAccuracy







  (11) 

                

5 EXPERIMENTATION PERFORMANCE 

EVALUATUION OF THE PROPOSED NAÏVE BAYES 

MODEL 

After the model has been tested, the performance 

of the model was evaluated using True positive 

(TP) rate, False Positive (FP) rate, Accuracy (A) 

Precision (P) rate and Recall (R) rate which are 

similar to the studies of [7], [9], [10], [24] and 

[36]. The proposed naïve bayes based pattern 

recognition model for SQL injection attack was 

evaluated with a data set of 16,050 instances 

which constitutes vulnerable and non-vulnerable 

variables web application. 90% of the dataset was 

for training and 10% for testing in each fold test. 

Figure 3 shows the true positive and false positive 

rate. Both the true positive and false positive rate 

is higher at random seed 3 and 10 with 0.988 and 

0.008 rates when compare with other seeds.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: True positive and false positive 

Figure 4 below compared the performance the 

naïve bayes model for detection of SQLIA on 

three parameters namely: precision, recall and f-

measure on the random seeds. the result when 

compared the other two measures ranging from 

seed 1 to 10 indicated that a higher precision rate 

from seed 1 to 9 an at seed 10, the three measures 

has the same detection rate. Figure 5 below shows 

the comparison of performance of Precision, 

Recall and F-measure on the random seeds. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4:  Comparisons of Performances of Precision, 

Recall and F-measure on the random seeds 

The Figure 5 below shows the categorization 

accuracy of the naïve bayes model on different 

random seeds. At seed 10 the model performed 

better when compared with other seeds. 
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Figure 5: Categorization Accuracy of Naive bayes model 

using random seeds on SQLIA Dataset 

6 COMPARISON OF  PERFOMANCE  EVALUATION 

WITH THIS STUDY WITH PREVIOUS STUDIES 

Table 2 below shows the comparative analysis in 

terms of Machine Leaning model (ML) used, 

Number of attack type (NAT), Detection and 

Categorization (D & C) while Table 3 shows True 

positive (TP), False Positive (FP), Precision (P), R

ecall (R) and Accuracy (A%) of this study with ot

her related study. 

 
Table 2: Comparison of this Study with other Works 

 

 

 

 

 

 

 

 

 
Table 3: Comparison of this Study with other Works 

 

 

 

 

 

 

 

 

 

 

 

 

* = not stated 

It can be inferred from Table 2 above that the 

model used in this study is different from that of 

[24]; in terms of detection and categorization of 

injection attacks, the authors also detected and 

categorized SQL injection. The detection 

accuracy of this study is better when compared 

with the study of [24].  [7], study is similar to this 

study in terms of model used. The authors focused 

on detection of SQL injection and detected only 

three (3) types of attack while this study detected 

seven (7) and focused on both detection and 

categorization. The P rate, R rate and detection A 

of this study as shown in table 3 is better when 

compared with the study of [7]. This study 

outperformed the study of [8] in terms of TP rate, 

FP rate, detection A with 0.980, 0.008, 98% 

against 0.960, 0.100 and 96% respectively. 

Furthermore, the study of [10] used different 

model for detection and categorization od SQL 

injection; the model of this study showed better 

detection A, R rate, P rate, FP rate. Thus, this 

study has better performance when compared with 

the existing studies. The Figures 6, 7, and 8 below 

depicted the TP rate, FP rate and accuracy of the 

model of this study with other existing studies.   
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6: Comparison of Accuracy of this Study and 

other Related Studies. 

 

 

 

 

 

 

Author(s) & 

year 

TP FP P R A% 

[7] * * 1.00 0.890 93 

[9] 0.960 0.100 * * 96 

[10] 0.941 0.108 0.949 0.941 94 

[24] * * * * 96 

Proposed 

model 

0.980 0.008 0.989 0.988 98 

 

Author(s) & year MLU  NAT D&C 

[7] RB & NB 3 D 

[9] NN 8 D&C 

[10] QT, FS & 

SVM 

* D 

[24] SVM * D&C 

Proposed model NB 8 D&C 
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Figure 7: Comparison of the True Positive rates this 

Study and other Related Studies. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 8: Comparison of the False Positive rates this 

Study and other Related Studies. 

7 CONCLUSION  

Web applications have been the platforms that 

convey numerous activities such as e-payment, e-

business and seat reservations across the internet. 

These application are associated with weakness 

that cybercriminal take the advantage of, among 

them are DoS, CSS and SQL injection.  

This study proposed a naïve bayes pattern 

recognition model for detection and categorization 

of SQL injection attack. 16,050 webpages/URLs 

were generated from dmoz. 7,000 were assumed 

to be vulnerable to seven most popular SQL 

injection attack type and 9,050 were labeled as 

non-vulnerable accounting to 16,050 instances 

based on the patterns/signatures. The validation of 

the model was done using 10 folds stratified cross 

validation with 1-10 random seeds. The findings 

showed that the model proposed by this study 

performed better with 98% and 99% for detection 

and categorization respectively when compared 

with the existing studies. 

REFERENCES 

1. George, T. k.,  Poulose, J.: A proposed architecture 

for query anomaly detection and prevention against 

SQL injection attacks International Journal of 

Computer Applications. 88 (137) 0975. 2016. 

2. Diallo, A. K., Al-sakib, K. P.: A survey on SQL 

injection:vulnerabilities, attacks, and prevention 

techniques.2011. Retrieved from http://irep.iium.ed

u.my/769/1/ISCE2011_paper323.pdf and accessed 

on 10th June, 2017.  

3. Dharam, R., Shiva, S. G.: A framework for 

development of runtime monitors. International 

Conference on Computer & Information Science 

(ICCIS), 2(1).  953-957. 2012. 

4. Pankaj, S., Rahul,, J.,  Sarma, S. S.:  Combined 

approach to prevent XSS attacks and SQL 

injection. 2012 .Retrieved from http://csss.gh.h and 

accessed on 20th January 2017 

5. Avinash, K. S.: Detection & Prevention of SQL 

Injection Attack in Web Application. 2011 

Retrieved from http://avido.yp/bhand accessed on 

25th January 2017 

6. Kanika. E., Prabhjot, E. k.: A dynamic approach to 

detect & preventsql injection attack to 

overcomewebsite vulnerability International 

Journal of Innovative Research In Science, 

Engineering And Technology 4(12). 2015. 

7. Anamika, J., Geetha V.: 

SQL Injection Detection using Machine 

Learning. International Conference on Control, 

Instrumentation, 

Communication and Computational Technologies (

ICCICCT). IEEE. 2014. Retrieved from http://ieee

xplore.ieee.org/document/6993127/ accessed on 

10th march 2017 

8. Varuna, H.  Preeti, G.: A Practical Approach of 

Neural Network Based Detection and Prevention of 

Malicious URL using MATLAB.International 

0

0.02

0.04

0.06

0.08

0.1

0.12

[9] [10] Proposed

Model

FP

 

 

197

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 7(2): 189-199
The Society of Digital Information and Wireless Communications (SDIWC), 2018 ISSN: 2305-001

http://irep.iium.edu.my/769/1/ISCE2011_paper323.pdf
http://irep.iium.edu.my/769/1/ISCE2011_paper323.pdf
http://csss.gh.h/


Journal of Advanced Research In Computer And 

Communication Engineering. 5(7). 2016. 

9. Naghmeh M. S.: Employing Neural Networks for 

the Detection of 

SQL Injection Attack 2014. Retrieved from https://

www.researchgate.net/publication/264799665 and 

accessed on 4th April 2017 

10. Aniruddh, L., Phalke D. A.: SQL Injection Attack 

and User Behavior Detection by Using Query Tree, 

Fisher Score and SVM Classification. International 

research journal of engineering and technology 

(IRJET) 3 (6). (2016)    

11.  Pankaj, S., Rahul,, J.,  Sarma, S. S.:  Combined 

approach to prevent XSS attacks and SQL 

injection. 2012 .Retrieved from http://csss.gh.h and 

accessed on 20th January 2017 

12. Vandana, D., Himanshu Y., Anurag J.: SQLAS: 

tool to detect and prevent attacks in PHP web 

applications International Journal of Security, 

Privacy And Trust Management(IJSPTM)4(1) 

.2015 

13.  Kanika, E., Prabhjot, E. k.: A dynamic approach to 

detect & preventsql injection attack to 

overcomewebsite vulnerability international 

journal of innovative research in science, 

engineering and technology 4(12). 2015. 

14. Avireddy, S., et al.: Random4: an application 

specific randomized encryption algorithm to 

prevent sql injection," Trust, Security and Privacy 

in Computing and Communications 

(TRUSTCOM), 2012 IEEE 11th international 

Conference. pp.1327,1333, 25-27 June 2012.  

15. Tajpour, A., Massrum, M, Heydari. M. 

Z. : Comparison of SQL injection detection and 

prevention techniques, 2nd International 

Conference on Education Technology and 

Computer (Icetc). 2012. 

16. William, G., Halfond, J., Alessandro, O.: 

Preventing SQL injection attacks using 

AMNESIA. 2005 Retrieved from 

www.ghyrew.com and accessed on 20th January 

2017. 

17. Mohammad, A., Anurag, J., Neeraj, S.: Web 

application vulnerabilities monitoring & avoiding 

techniques, International Journal of Advanced 

Research in Computer Science 4(8), May-June 

2013. 

18. Raymond, M., Phyllis, F.: Preventing SQL 

Injection through Automatic Query Sanitization 

with ASSIST. 2010.  Retrieved from 

http://puitut.hj/of and accessed on 25th January 

2017 

19. Lambert, N., Lin, K. S.: Use of Query 

Tokenization to detect and prevent SQL Injection 

Attacks, in Proc. 3
rd

 IEEE International 

Conference on Computer Science and Information 

Technology (ICCSIT), pp. 438-440. 2010. 

20. Bertino, E., Kamra, A., Early, J. P.: Profiling 

Database Applications to Detect SQL Injection 

Attacks, in Proc. IEEE Internation Conference on 

Performance, Computing, and Communications 

(IPCCC). 449-458. 2007. 

21. Sangita, R., Avinash, K. S., Ashok S. S.: Detecting 

and Defeating SQL Injection Attacks International 

Journal of Information and Electronics 

Engineering,1 (1). 2011. 

22. Nausheen, K.: Detection and Prevention of SQL 

Injection Attacks by Request Receiver, Analyzer 

and Test Model. 2011. 

23. Cristian, N., et al.: CBRid4SQL: A CBR Intrusion 

Detector for SQL Injection Attacks. 2010. 

Retrieved from http:// ght.lk/jj/? and accessed on 

25th January 2017 

24. Romil, R., Shailendra,  K. S.: SQL injection attack 

Detection using 

SVM. International Journal of Computer Applicati

ons.42(13). 2012. Retrieved from http://research.ijc

aonline.org/volume42/number13/pxc3877043.pdf 

and accessed on 15th March 2017. 

25. A. Ritu & M. Dharmendra. An Approach Based on 

SVM Classifier to Detect SQL Injection Attack 

IJSRSET,2 (3)  2395-1990. 2016. 

26. O. U., Solomon. & J. B. William, (2017). Applied 

Machine Learning 

Predictive Analytics to SQL Injection Attack Detec

tion and Prevention. IEEE. Retrieved from http://w

ww.napier.ac.uk/~/media/worktribe/output-

687590/applied-machine-learning-predictive-

analytics.pdf and accessed on 26th April 2017.  

27. Krit, K., & Chitsutha.  S.: Machine Learning for 

SQL 

Injection Prevention on Server Side Scripting Soo

mlek.2016. Retrieved from http://ieeexplore.ieee.or

g/document/7859950/?denied and accessed on 15th 

March 2017 

28. Christine, B., Ahmed, E., Saad, D.: Detection of 

SQL Injection Using a Genetic Fuzzy Classifier 

System. 2016 

29. Hanmanthu, B., Raghu, B. R., Niranjan, P.: SQL 

Injection Attack Prevention Based on Decision 

Tree Classification IEEE Sponsored 9th 

International Conference on Intelligent Systems 

and Control (ISCO) 2015. 

30. Abdelhamid, M., Youcef, B., Ahmed, S.: 

(Improving Web Application Firewalls to detect 

advanced SQL injection attacks. Information 

Assurance and Security (IAS), 2014 10th 

International Conference.2014 Retrieved from http

://ieeexplore.ieee.org/document/7064617/ and 

accessed on 20
th

 April 2017 

198

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 7(2): 189-199
The Society of Digital Information and Wireless Communications (SDIWC), 2018 ISSN: 2305-001

https://www.researchgate.net/publication/264799665
https://www.researchgate.net/publication/264799665
http://csss.gh.h/
http://www.ghyrew.com/
http://puitut.hj/of
http://research.ijcaonline.org/volume42/number13/pxc3877043.pdf
http://research.ijcaonline.org/volume42/number13/pxc3877043.pdf
http://www.napier.ac.uk/~/media/worktribe/output-687590/applied-machine-learning-predictive-analytics.pdf
http://www.napier.ac.uk/~/media/worktribe/output-687590/applied-machine-learning-predictive-analytics.pdf
http://www.napier.ac.uk/~/media/worktribe/output-687590/applied-machine-learning-predictive-analytics.pdf
http://www.napier.ac.uk/~/media/worktribe/output-687590/applied-machine-learning-predictive-analytics.pdf
http://ieeexplore.ieee.org/document/7859950/?denied
http://ieeexplore.ieee.org/document/7859950/?denied
../../Downloads/Information%20Assurance%20and%20Security%20(IAS),%202014%2010th%20International Conference
../../Downloads/Information%20Assurance%20and%20Security%20(IAS),%202014%2010th%20International Conference
../../Downloads/Information%20Assurance%20and%20Security%20(IAS),%202014%2010th%20International Conference
http://ieeexplore.ieee.org/document/7064617/%20and
http://ieeexplore.ieee.org/document/7064617/%20and


31. Amit, B., Tushar, V.: SQL Injection detection 

using Baye‟s Classification. 3
rd

 International 

Conference on Resent Innovation of Science 

Engineering and Management.  2016. 

32. Garima, S., Dev, K., Unique, G. & Akhilesh, P. S.: 

SQL Injection Detection and Correction Using 

Machine Learning Techniques. Emerging ICT for 

Bridging the Future - Proceedings of the 49th 

Annual Convention of the Computer Society of 

India (CSI)  1(1) pp 435-442. 2015 Retrieved 

from  

33. Yi Wang, Zhoujun, L.: SQL Injection Detection 

with Composite Kernel in Support Vector Machine 

International Journal of Security and Its 

Applications  6( 2). 2012. 

34. Olalere, M. Abdullah, M. T., Mahmod, R. & 

Abdullah A.: Proposed Discriminative Lexical 

Features for Real-time Detection of Malware 

Uniform Resource Locator Indian Journal of 

Science and Technology, 9(46). 2016. 

35. Ian, H. W., Eibe F.: (2005) data mining: A 

Practical Machine learning tools and techniques. 

2
nd

 edition Morgan kaufmanna Publishers 

36. Olalere, M., Abdullah, M. T., Mahmod., R., 

Abdullah. A.:  Identification and Evaluation of 

Discriminative Lexical Features of Malware URL 

for Real-Time Classification. International 

Conference on Computer & Communication 

Engineering. 2016. 

 

199

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 7(2): 189-199
The Society of Digital Information and Wireless Communications (SDIWC), 2018 ISSN: 2305-001

../../Downloads/Emerging%20ICT%20for%20Bridging%20the%20Future%20-%20Proceedings%20of%20the%2049th%20Annual%20Convention%20of%20the%20Computer%20Society%20of%20India%20(CSI)%20%201
../../Downloads/Emerging%20ICT%20for%20Bridging%20the%20Future%20-%20Proceedings%20of%20the%2049th%20Annual%20Convention%20of%20the%20Computer%20Society%20of%20India%20(CSI)%20%201
../../Downloads/Emerging%20ICT%20for%20Bridging%20the%20Future%20-%20Proceedings%20of%20the%2049th%20Annual%20Convention%20of%20the%20Computer%20Society%20of%20India%20(CSI)%20%201
../../Downloads/Emerging%20ICT%20for%20Bridging%20the%20Future%20-%20Proceedings%20of%20the%2049th%20Annual%20Convention%20of%20the%20Computer%20Society%20of%20India%20(CSI)%20%201

