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 Abstract: Cloud computing is an emerging technology in 

which it has been used to provide an efficient solution for the 

affordable, trustable, and fastest storage and retrieval of the 

information. The only problem in cloud computing is security 

that has been considered by researchers and several methods 

for providing secure access control are presented. Our method 

is based on the attribute-based information that provides 

secure connection to the cloud storage and servers. Our 

Revocable Attribute- Based Symmetric Encryption (RABSE) 

is proposed for generating a text-based Policy key that can be 

used to access the cloud server when the policy key is used to 

authenticate the user by the server. Once the Policy key is 

authenticated the server will issue One Time Password (OTP) 

that can be used for accessing database in the cloud storage. 

The structure of policy key authentication will be changed 

occasionally to grant the data access to new users or revoke 

the privilege of the some users. The information stored in the 

cloud storage facilities are encrypted and must be decrypted 

prior to usage. We have used the symmetric key cryptography, 

the same key for both encryption and decryption processes 

rather than asymmetric which the public key is used for 

encryption and private key will be used for decryption 

processes. Each user will be connected to the server after user 

has entered the required attributes for server access control. 

Once the server has issued the access control privilege the user 

can encrypt the information of its own area. The data are 

encrypted in different area and each user can only access to its 

own privilege area. The user can decrypt the first part of the 

information, low level security area; after server confirmed the 

user authentication and OPT issued by server to unlock the 

database. The user will run the Malakooti-Raeisie (M-R) Key 

Gen algorithm to generate the secret keys required for XOR 

operation after descrambling process is finished. The user also 

can decrypt the information on the second and third parts of 

user area, mid and high level security area, which required 

fingerprint identification for the second part, and additional 

face image recognition for the third part. 
  

Keywords— Security, Biometric, Attribute-based, encryption 

Cloud, OPT, Cipher-text Policy, Access Control, Decryption, 

Key Gen Algorithm, Revocable, XOR Operation 

 

1. Introduction:  
The rapid change in Communication and Information 

Technology (CIT) and emerge of cloud computing have 

provided opportunities for high speed transmission in which  

massive amount of information will be transmitted through 

local area networks, distributes networks, and internet. The 

information must be encrypted prior to transmission and 

network must be protected for more security. There are several 

types of algorithm for cryptography but all of them fall into 

two categories of symmetric and asymmetric key 

cryptography. In symmetric key cryptography the information 

will be encrypted and decrypted with the same key as opposed 

to asymmetric cryptography that the public key is used for 

encryption and private key will be used for decryption 

process. The best way to keep unauthorized users from 

accessing the vital information is to encrypt the information 

prior to the transmission and stablish access control policy for 

decryption. It means that only privileged users are allowed to 

access the decrypted information when the text-based Policy 

key is authenticated by the server algorithm and when OPT is 

issued by server to unlock the encrypted database. Suppose 

that FBI is investigating the bribery allegation for one lobbyist 

in Chicago and one Lawyer in Washington and FBI chief has 

encrypted sensitive information on main server for security. In 

addition, he wants to allow only individuals with certain 

privilege can access the encrypted information [2]. Then the 

access control policy can be developed based on the user’s 

attribution as following: 

Policy Flag=” Public Corruption Office”. AND. (“Name: Jack 

Brown”. OR. “Name: Robert Douglas”. OR. Management 

level>6). 

It mean that individual who belong to Public Corruption office 

and have management level>6 or one of employee “Jack 

brown” or “Robert Douglas” is allowed to access the FBI 

encrypted information in database for decrypting  required 

data for further investigation. 

Attribute-based Encryption (ABE) is a type of text-based 

Policy key encryption in which the server access control, the 

database unlock, and encryption of privileged area, at low 

level security, will be performed through unscrambling of 

Maryam Safarian Nejad
1
, Dr. Mohammad V. Malakooti

2
, Dr. Navid Hashemi Taba

3 

1- Department of Computer Engineering, Islamic Azad University( IAU),  UAE Branch, Dubai, UAE                                                     

m.safarian@yahoo.com 

2- Department of Computer Engineering, Islamic Azad University( IAU),  UAE Branch, Dubai, UAE 

Malakooti@iau.ae 

3- Department of Computer Engineering, Islamic Azad University( IAU),  UAE Branch, Dubai, UAE 

nhtaba@yahoo.com 

A Revocable Attribute-based Cloud Security for Data Access 

using Encryption and Biometric Identification  
 

 

187

International Journal of Digital Information and Wireless Communications (IJDIWC) 9(4): 187-192
The Society of Digital Information and Wireless Communications, 2019 ISSN: 2225-658X (Online); ISSN 2412-6551 (Print)

mailto:m.safarian@yahoo.com
mailto:Malakooti@iau.ae
mailto:nhtaba@yahoo.com


 

 

encrypted information followed by XOR operation of the 

results with the secret keys, obtained from M-R Key Gen 

algorithm and applying AND operation with customer ID. The 

encrypted information at mid-level security and high-level 

security need additional fingerprint recognition and face 

recognition, respectively. 

In such system, the decryption process will be possible if the 

set of user key features corresponding to the text attributes of 

the cipher text are available [1].An important security aspect 

of attribute-based encryption is collusion resistance because an 

adversary needs a sequence of text corresponding to elements 

of the attributes to access the server. In addition, the one- time 

password issued by server will be sent to the smart phone or 

email of the users which required for unlocking the database 

prior to creating the secret key for first level decryption. The 

ABE is similar to the Attribute-based Access Control (ABAC) 

in which the access rights are granted to users by using 

predefined policies which combined the attributes together. 

The policies can be obtained by combination of the attributes 

using Boolean logic operators, such as OR, AND, NOT, and 

XOR. Another word, we can use policies as a means of 

accessing information which are encrypted and stored in a 

secured server or group of servers. The logical operators 

applied on the attribute will generate the Boolean result in 

which it create a true Boolean value as access right for 

read/write if the requestor is manager otherwise the access 

right will be failed.  

The rest of this papers is listed as following: The related works 

regarding to cloud-based access control are mentioned in 

section 2, Proposed Network Access Method is explained in 

section 3, Cipher-text Policy ABE is defined in section 4, 

Proposed Network Authentication and Cryptography is 

explained in section 5, experimental results are discussed and 

shown in section 6, and conclusion and future works are 

summarized in section 7.  

 

2. Cloud-Based Access Control: 

 
The cloud based access control will provide facilities in which 

our customers, vendors, and employees will be able to have 

easy and secure access to our resources form their smart 

phones. The cloud based access control system help us to 

obtain the easy and affordable services instead of building an 

expensive networks with many servers and storage facilities. 

We can focus mainly on business development and keep the 

access control, security, and management of the resources to 

the cloud providers. The remote access control are excellent 

for large business in which required to manage hundreds of 

entry points at multiple locations. In the traditional control-

panel system one person must be on the site location to 

manage and schedule all of remote access requests while in 

cloud- based access control system no employee presence is 

required and cloud system facilities can manage, schedule, an 

build access concerns remotely via an encrypted mobile 

connection[8].                                                                     

Many researchers have used the attribute-base encryption for 

one to many public key encryptions in which the information 

will be encrypted by cloud server administrator so that many 

users can access the server by using the combination of few 

required attributes. The issues of efficient key updating and 

user revocation have been a challenging problem in ABE. 

Boldyreva, et. al. [24] have presented a new user revocation 

method in which the combination of information form binary-

tree data structure and secret key encryption  have been used 

to generate secret keys and periodically broadcast the updated 

information for user revocation process through a secure 

channel. Cui, et. al. have proposed [25] a new method of user 

revocation called Server-Aided Revocable ABE (SR-ABE) in 

which all workload of the users which have been revoked will 

be considered as the delegated to the untrusted server. Since in 

the structure of secure SE-ABE model, the key embedding 

gadget employed in the construction of SR-ABE, there is no 

need for having secure channel for key transmission and it is a 

good efficient system.                                      

Zhang, Yinghui et al. [11] have proposed a method for better 

confidentiality of outsourced data. An individual's interest in 

reinforcing access control over search results when performing 

searches on encrypted data. This security feature is referred to 

as the ACAS principle. Combined encoding and ABE search 

methods are presented according to the ACAS property. 

Secure personal and multi-user access for outsourced data is 

presented in the proposed model of outstanding search 

function. This is planned by searching for some keywords, as 

well as time-consuming catalytic search using high 

performance computing widely used in cloud computing.  

The new method of matching and then decryption is described 

in the paper [13] where the matching step is also presented 

before the decryption step. This technique calculates the 

specific bases contained in the encrypted text for the test, 

whenever the private key of the attribute matches the access 

line hidden in the encrypted text without decryption. The 

specific secret key elements of attributes are produced because 

the fast decryption is due to the compression during the 

encryption. They provide the basic anonymous construction of 

attribute-based encryption, and then receive security-based 

deployment based on one-time signatures. The Proposed 

constructions test of the computational cost for the attribute is 

less than the decryption operation that only requires the 

number of small, fixed pairs of keys.  
The clients can use CP-ABE schemes and share their files 

without specifying the name of recipient or any attached list. 

This is good method for sharing information and it is related to 

the attribute authentication in which the overhead of the 

system will be high when the number of clients is increased 

[14]. In past, the researchers have solved this problem by 

accepting random oracles which reduce the size of public key 

or secret key. But, Cheng, et. al. [15]  have presented a new 

techniques called attribute union in which certain number of 

attributes can be integrated in to one. The method is supported 

by an arithmetic theorem in which each characteristic of the 

universe set is mapped with a unit code value. Next, they used 

the product multiplier, showing the set of attributes with all 

the multiplier product key numbers associated with each 

attribute in the set. Finally, the access structure can be 

obtained by the union of features according to the actual 

situation. They have shown that their technique based on the 

union of the feature is efficient and safe against the simple 

attacks. 
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3. Proposed Network Access Method: 
 

ABE can be used for implementing a secure and legal 

framework for users, customers, partners, managers, and 

leaders to access encrypted information by using a policy-

based access control in which each user privilege will be gives 

by a unique policy number. The policy number will be set up 

by applying the logical operators on some attribute defined for 

each user along with AND operation of the result with the user 

Identification Number. For example assume the attribute table 

is defined as following: 

Table 3.1: The User Attribute-based Information 

 

Policyflag (1)=Att(1,1).AND.{ [Att(1,2).AND. Att(1,3).AND. 

Att(1,4)].OR. Att(1,5).}. Att(1,6) 

The privilege will be given if the City, State, and Country or 

Birth day along with customer ID and Mother’s Name is 

matched with the information of the customer’s attribution 

table.  The policy number for each user depends upon his/her 

own attributes in the encrypted attributes tables. The policy 

numbers will be used to access server in which vital 

information are encrypted and stored in the databases. Once 

the user has entered the required information, attribute 

information, the server system algorithm will determine the 

authentication of the user based on the status of the Policy flag 

and issue the access right privilege. The privilege for user may 

be totally different and each user can access certain parts of 

the encrypted and stored information. Once the user has 

obtained the access right privilege the server will issue OPT 

and will be delivered to the smart phone or email of the user to 

be used for as a secret key for unlocking the database. The 

OPT only will unlock the database prior to the generation of 

secret keys. It only can be used to access the encrypted 

information on the user privilege area. The information in the 

privilege area is encrypted based on the three levels of security 

as following: 

1-Low Level Security: The first part of information on the 

privilege area will be decrypted by applying unscrambling 

algorithm on the encrypted information followed by XOR 

operation of unscrambled data with secret key which obtained 

from M-R Key Gen and AND operation of the customer ID. 

2-Mid Level Security: The encryption of the second part of 

information on the privilege area will require biomedical 

identification techniques based on the fingerprint. Once the 

fingerprint of the user is authenticated the confirmation by 

server will be sent and user can access the encrypted 

information of the second part. 

3-High Level Security: The encryption of the third part of 

information on the privilege area will require additional 

biomedical identification techniques based on the face image. 

Once the Face image of the user is authenticated the 

confirmation by server will be sent and user can access the 

encrypted information of the third part.  

4- Cipher-Text-Policy ABE  

 

Cipher-text-Policy ABE is a cryptographic tool and a 

promising future of server access control and cryptographic in 

which the data owner can be identified by the access structure 

of the user and consequently the sensitive data are encrypted 

and well protected. The data stored on the Cloud will be 

encrypted based on the ABE policy text encryption in which 

only the users who have the right attributes and authorization 

to access the server can access the encrypted data. The 

encrypted data will be decrypted based on the user’s secret 

keys which can be derived from logical operation of the 

generated key and some user attributes. The Cipher-text-

Policy ABE system consists of four parts as following: 

• Network Authentication 

• Key Generation 

• Encryption 

• Decryption 

The details of each subject will be discussed on the next 

section. 

 

5.0. Proposed Network Authentication and Cryptography  

 
Our proposed algorithm is based of two different phase of 

security, network authentication and cryptography. The 

network authentication is related to the authentication of the 

user’s attributes which will be used during the user interaction 

with the cloud server. The user is responsible to provide 

correct responses to a series of questions inquired by the cloud 

server prior to the process of the user’s attributes. Once the 

user’s attributes are processed and identity of the user is 

authenticated then the server will issue an OPT message to be 

delivered to the user’s smart phone or Email which is 

necessary for the access control confirmation. These two level 

authentication processes along with network firewall have 

provided three level of security to access the database. The 

cryptography, encryption in server side, and decryption in user 

side, has been proposed based on two-level operations, 

scrambling of the data, along with XOR operation of the 

scrambled data with secret key generated by Malakooti-Raisei 

Key Gen Algorithm. We have suggested a three-level of 

operations for our previous encryption/decryption process [26] 

based on Scrambling, Transformation, and XOR operation 

with secret keys. We have not suggested the transformation 

process for the cryptography, in this paper, because it is not 

necessary   to apply this additional operation which is time 

consuming. The privilege user normally will be allowed to 

decrypt the information at low-level security area. Should the 

user required to access the mid-level or high level security of 

database  we are suggested additional biometric authentication 

Customer 
ID  

City  State Country Birth 
day 

Mother  
Name 

13570246 Seattle Washington USA 25-07-

1995 

Elizabet 

12456789 Shiraz Fars Iran 11-10-

2001 

Maria 

65347835 Tempe Arizona USA 10-06-

2002 

Mojgan 

46535345 Tehran Tehran Iran 08-11-
1987 

Sumaira 

37465454 Isfahan Isfahan Iran 04-12-

2003 

Shahnaz 

28765452 Richmond B.C. Canada 06-10-
2006 

July 

76253443 Tulsa Oklahoma  USA 11-12-

1998 

Sara 

87353435 Burnaby B.C. Canada 08-11-
1998 

Judi 
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based on the fingerprints, or fingerprint along with face image 

for mid-level, high level security area, respectively.  
 

5.1 Scrambling Algorithms: 
 

Data scrambling is the process of mixing and misplacing the 

pieces of information for the purpose of hiding the intelligent 

of some information, such as text, data, image, or multimedia 

from the unauthorized users. There are several are ways to mix 

and misplace the piece of information by scrambling 

algorithm that is formulated based on the mathematics and 

descrambling will be done by reverse operation. The 

scrambling of digital information and videos has long history 

when people used Home Box Office (HBO) and they forced to 

have some especial box to descramble the channel which they 

are subscribed. The central office of HBO has used scrambling 

device and proper algorithm to hide their broadcasted video 

from illegal users.  We have used Malakooti-Saffari 

Scrambling Algorithm (MSSA) [27] as permutation technique 

to scramble and mix all data elements so that their intelligent 

are hidden from unauthorized users. We consider the scramble 

algorithm one the first level of security for encryption. When 

the MSSA is used on one image to scramble its pixels, the 

pixels of the main diagonal image matrix are transferred in to 

a large size temporary array. Then the pixels of the off 

diagonals image matrix will be taken from upper and lower 

diagonal and will be saved into the temporary array, 

respectively as Figure 5.1. This process will be continued until 

elements of the upper and lower diagonal are transferred into 

the temporary array. This process will be done for all three 

Red, Green, and Blues matrices and the image pixels will be 

transferred into three different temporary arrays.  Once, the 

contents of image matrix is transferred in to temporary arrays, 

the elements of the each array will be transferred sequentially 

to from a matrix of the same size as original one. This process 

will be done until all pixels of R, G, B matrices are scrambled 

and mixed. This operation completes the process of applying 

the first level security on the original image required for 

encryption. 

 
Figure 5.1: The Graphic of MSSA  

5.2 Malakooti-Raisei key Gen Algorithm 

 
In cryptography the secret key play a major role in encryption 

and it can be used to change the content of the data into other 

format so that it cannot be used by unauthorized users. The 

secret keys can be used in the process of intelligent hiding by 

applying the XOR operations on the data elements and secret 

keys. Several researchers have used the generated keys from 

the look up table but we have used the Malakooti-Reaisi Key 

Gen Algorithm to generate the secret keys so that the values of 

secret keys are the same during the encryption process, server 

side, or decryption process by client at user side. They have 

shown[26]  that the advantage of M-R key gen algorithm 

compare with the existing key gen algorithm that have been 

used to generate random number and required a memory space 

to retrieve the key information for the decryption process. 

The M-R self-key generation algorithm has some interesting 

properties and has compared with other key gen algorithm. 

First, the M-R key gen algorithm required only three prime 

numbers to generate the sequences of the secret key at any 

size. Second, most of the key gen algorithms can be used to 

generate the sequence of pseudo random numbers and they are 

not supported by any structural algorithm. In addition, M-R 

key gen algorithm can be used for the real time voice 

encryption as well as the secure chat but old offline key gen 

procedures can only be used for off line encryption. The Block 

diagram of M-R key gen algorithm is shown as following: 

 
Figure 5.2: The Block Diagram of Malakooti-Raisie Key Gen 

 

5.3 Proposed Encryption/Decryption Algorithm: 
 
The encryption of the information prior to transmission and 

saving on the cloud storage devices will provide additional 

security on the vital information. When the information is 

encrypted, the intruders and hackers cannot steal it during the 

transmission or the time that unauthorized users have breached 

the network security and intend to discover the vital 

information stored inside database or cloud computing storage 

facilities. They may reached to the heart of database stored on 

the cloud storage devices but yet cannot discover the 

intelligent of the stored information. The proposed encryption 

has two levels of security based on the scrambling and XOR 

operation of the scrambled data with the secret keys generated 

by M-R key gen Algorithm. The Encryption process can be 

done at the server side for encrypting the information prior to 

saving on the storage facilities. 

Encryption Algorithm (Server Side): 

1. Read the original RGB Color image form the 

database. 
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2. Convert the image file into a bitmap. 

3. Decompose the bit map into three R, G, B matrices 

by transferring pixels into ImgR, ImgG, and ImgB 

matrices (Each matrix is for one color). 

4. Use Malakooti-Safari Scrambling algorithm and 

scramble three matrices ImgR, ImgG, and ImgB and 

save it as ImgScR, ImgScG, and ImgScB. 

5. Divide the scrambled matrices, ImgScR, ImgScG, 

and ImgScB into smaller blocks of, 16*16 or 32*32. 

6. Use the secret keys generated by M-R key gen 

algorithm and apply the XOR of the each scrambled 

sub-blocks with the generated secret key to obtain the 

encrypted sub blocks. 

7. If all sub-blocks have not been processed go to step 

5, otherwise exit the loop. 

8. Combine three encrypted matrices (ImgEncR, 

ImagEncG, and ImgEncB) to form a single encrypted 

matrix that represent the encrypted image. 

 

Decryption Algorithm (User Side) 

1. Read the encrypted RGB Color image form the 

database. 

2. Convert the image file into a bitmap. 

3. Decompose the bit map into three R, G, B matrices 

by transferring pixels into ImgEncR, ImgEncG, and 

ImgEncB matrices (Each matrix is for one color). 

4. Divide the encrypted matrices, ImgEncR, ImgEncG, 

and ImgEncB matrices into smaller blocks of, 16*16 

or 32*32. 

5. Use the secret keys generated by M-R key gen 

algorithm and apply the XOR of the each encrypted 

sub-blocks with the generated secret key to obtain the 

decrypted sub blocks 

6. If all sub-blocks have not been processed go to step 

5, otherwise exit the loop. 

7. Descrambled all matrices ImgDecR, ImgDecG, and 

ImgDecB. 

8. Combine three Decrypted matrices (ImgDecR, 

ImgDecG, and ImgDecB) to form a single Decrypted 

matrix that represents the Decrypted image or 

original image.  

 

6.0 Experimental Results: 
  

The result of our algorithm will be compared with the existing 

authentication algorithms to compare the speed of operation, 

robustness, and complexity of our proposed algorithm. 
 

 
A-Original Image      B-Encrypted Image   C-Decrypted Image 

Fig 6.1: Iran Map Images with size of 512*512 

 

 
A-Original Image      B-Encrypted Image   C-Decrypted Image 

Fig 6.2: Khaju Bridge Images. Iran with size of 512*512 

 

6. CONCLUSION 

We have introduced a new RABSE Symmetric Encryption 

(RABSE) to generate a text-based policy key that can be used 

to access the cloud server when using the policy key for 

server-side authentication. We have verified the policy key 

and check for authentication in order to issues a one-time 

password server (OTP), which can be used to access the 

database in the cloud storage. The main point is to restructure 

authentication to verify data access to new users or to revoke 

some users. Our system will check the authentication process 

and verify the access control to the data server. We have 

added on columns to the table of user’s attributes to be able to   

set the status of the privilege flag into ON for users who are 

authorized and OFF for users that are not authorized to access 

the database.  

We have used Symmetric Key Cryptography, same key for 

both encryption and decryption, instead of the asymmetric 

password that uses the public key for encryption and the 

private key for decryption processes. The proposed encrypted 

has used two-level of security based on the scrambling and 

XOR operation with secret key during decryption processes.  

When the OPT is issued by server authentication the user will 

be able to unlock the database and it allowed to connect to the 

database for decryption processes. The user can decrypt the 

first part of the information, low level security area; after 

server confirmed the user authentication and OPT issued by 

server to unlock the database. The user will run the Malakooti-

Raeisie (M-R) Key Gen algorithm to generate the secret keys 

required for XOR operation after descrambling process is 

finished. The user also can decrypt the information on the 

second and third parts of user area, mid and high level security 

area, which required fingerprint identification for the second 

part, and additional face image recognition for the third part. 
 

We hope that this has the potential to solve important 

problems, such as allowing the physician to access the 

patient’s  while travelling or when he is in a critical health 

condition, can share her medical history of patients with 

authorized doctors who lives in a different country.In the 

future work, we attempt to do the process of user revocation 

more frequently and efficiently. 
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ABSTRACT

Among the advanced countries, especially in
Japan, we are facing on the decreasing birthrate
and aging population ahead of the world. In recent,
population of single-living elder, and elderly people
have been taking care by same-aged person, have
been actualized. Unfortunately, the population of
caregivers is decreasing according to year. In this
situation, the Elderly Person Watching System has
been focused on. Especially, Robotics, Internet of
Things, and Artificial Intelligence technology have
been having high affinity with this system.

In this study, a development for watching sys-
tem based on home appliance will be focused on.
In detail, in this paper, the load current of each
home appliances will be focused on. In the pro-
posed method, a clamp AC current sensor has been
mounted on ac cable of a home appliance to ob-
tain its load current. Moreover, to analyze the fre-
quency characteristics of the obtained home appli-
ance’s load current, FFT has been executed. From
the verification experiment, the proposed method
showed that has been acquired the result of utiliza-
tion status of the home appliances that based on
FFT.

KEYWORDS

Fast Fourier Transform, Load Current, Clamp Sen-
sor, Elderly Watching System, Home Appliance.

1 INTRODUCTION

Among the advanced countries, especially in
Japan, we are facing on the decreasing birthrate
and aging population ahead of the world [1]. In
recent, population of single-living aging per-
son, and elderly people have been taking care
by same-aged person, have been actualized.
Unfortunately, the population of caregivers is
decreasing according to year. In this situation,
the Elderly Person Watching System has been
focused on. Especially, Robotics, Internet of
Things, and Artificial Intelligence technology
have been having high affinity with this sys-
tem.

From this viewpoint, we have proposed the
Home Elderly-Watching System as shown as
fig. 1. In this system is including following
techniques:

• Power-Line Communication

• Watching Robot

• Raspberry Pi (as a server to transmit the
signal for outside of home)

In PLC, this technique that is in the paper we
will focused on provides situation of utilization
of the home appliances. Next, Watching Robot
(such as fig. 2) provides attentively watch the
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Figure 1. Overall of the Proposal System.

elderly resident. Finally, the Raspberry Pi pro-
vides transmit the signal to the nursing service
that is anomaly detection that based on the re-
sult of processes of PLC and Watching Robot.
From our previous study, the action decision
algorithm for the watching robot has been fo-
cused on. The result of the study [2], we have
been confirmed the effectiveness of tracking
performance of th proposed algorithm for el-
derly resident movement.

In this study, a development for watching

Figure 2. Prototyped Tracking Robot.

system based on home appliance will be fo-
cused on. In detail, in this paper, the load cur-
rent of each home appliances will be focused
on. In the proposed method, we have attached a
clamp AC current sensor on ac cable of a home
appliance to obtain its load current. More-
over, to analyze the frequency characteristics
of the obtained home appliance’s load current,
FFT has been executed on a spectrum ana-
lyzer. In the verification experiment, we have
selected and applied two types of home appli-
ances: electric kettle and dryer, to confirm ef-
fectiveness of the proposed method. From the
verification experiment, the proposed method
showed that has been acquired the result of uti-
lization status of the home appliances; using
nothing, using electric kettle only, using dryer
only, and using both appliances.

This paper is organized as follows: In sec-
tion 2, we provide details about the proposed
method. In Section 3, we explain about the set-
ting for the experiment. Finally, in Section 4,
we present the conclusions of this study.
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2 A CONCEPT OF LOAD CURRENT
ANALYSIS FOR IDENTIFY HOME
APPLIANCE

2.1 Basic Idea

Discussions had begun as to whether it is
possible to grasp the daily life of elderly peo-
ple and use services that can be watched from
a distance, using home appliances that com-
monly used by everyone [4]. Although watch-
ing services for the elderly resident have al-
ready been realized, the current situation is that
there are many issues in terms of installation
work required for the watching system and in-
stallation costs. On the other hand, watching
with a camera is thought to be effective, how-
ever, there is a problem that the privacy of the
elderly resident cannot be maintained. More-
over, most of elderly residents feel that they are
being monitored by someone themselves. As
other watching system, watching with a sen-
sor system is realized. This can be further di-
vided into a type where the sensor is attached
to something and a type where the elderly per-
son wears the sensor and watches the vitality.
The type that attaches a sensor to an object is,
for example, a system that installs a sensor in
an air conditioner and monitors its operation
status [4]. In sensor watching system, since
no camera equipment is used, privacy can be
considered. However, in this type of system,
the installation work is inevitable, and it can be
said that there is a problem in terms of bother-
someness and cost of the installation. In case
of wearing sensor system, it is relatively easy
to detect abnormalities because it can manage
the physical condition of the patient, however,
it may be troublesome to wear it, and when
wearing it and living it may feel uncomfortable
(therefore, they may remove the sensor).

Against this background, the purpose of this
study is to construct a watching system for el-
derly resident based on the utilize status and
past utilize history of their home appliances.
As a similar example of the watching system,
there is a system called ”Mimamori Hotline
(keeping watch hotline) [5].” When the elderly
resident to be watched uses an electric kettle

specified by Zojirushi, the utilize status is reg-
istered. This service is sent to the e-mail ad-
dress provided so that families who live away
can be confirmed. There have been many re-
ports of this service, such as ”I was able to be
hospitalized before it became important [3].”
There is a problem in the summer season when
the demand for electric kettles is low because
only electric kettles are used. In this study, in
order to solve the problems described in men-
tioned above, a clamp sensor is attached to the
distribution board at home, and the operating
appliances are identified based on the load cur-
rent value obtained from the sensor.

2.2 How to Obtain Load Current and
Identify Home Appliance ?

In this study, in order to solve the problems
described in mentioned above, the clamp sen-
sor is attached to the distribution board at tar-
get home, and the operating home appliances
are identified based on the load current value
that obtained from the sensor. It is assumed
that this control will be performed by a board-
type microcomputer (such as Raspberry Pi or
Jetson Nano). As the research progresses, the
utilization of home appliances in daily life will
be learned using the machine learning such as
Deep Learning, the proposed system will be
detect whether the situation is normal or ab-
normal using machine learning.

distribution board

microcomputer

clamp sensor

obtain utilization status

anomaly detection

Figure 3. The Proposal System for Obtaining Load Cur-
rent of Home Appliance.

Figure 3 shows a block scheme of the pro-
posed method by this study. First, a clamp sen-
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sor is attached to a distribution board in the
home of the elderly, and the home appliances
in use are identified using a microcomputer.
As a method for identifying home appliances,
the value of the clamp sensor is read out at a
sampling frequency of 100 [kHz] using a mi-
crocomputer, and stored together with the time
data. From this procedure, the proposed sys-
tem will be obtained a spectrum corresponding
to each feature.

2.3 The Proposed Scheme for Identify
Home Appliance

The scheme of the proposed method is shown
in fig. 4. In case of use a microcomputer, the
power supply can be supplied from a battery
or AC jack, making it easy to operate. How-
ever, since the microcomputer has no built-in
AD converter, a separate circuit must be im-
plemented to obtain a value close to the analog
value. From the reason, in this study, we have
tried to use MCP3208 for the convert analogue
value to digital value.

Home Appliance

100[  ]

Microcomputer

~

Ω

Clamp sensor

Probe

Power strip

Figure 4. Outline Scheme of Obtaining the Load Cur-
rent from Power Strip.

However, it was also found that it takes about 8
to 10 [ms] for a single measurement to obtain
a digital value. In this study, the purpose value
of sampling frequency is 100 [kHz], in other
words, achievement sampling rate is about 10
[µs]. When searching for the cause, the script
for obtaining analogue values loses much time
in the loop statement, and the result is that
it does not reach the specified sampling fre-
quency much.

Home Appliance

100[  ]

Oscilloscope

~

Ω

Clamp sensor

Probe

Power strip

Figure 5. Outline Scheme of Obtaining the Load Cur-
rent from Power Strip using Oscilloscope.

From the problem, we have tried to measure
the load current using oscilloscope DS1054Z
as shown in fig. 5. Now, since the sam-
pling frequency in this study is assumed to
be 100 [kHz], the frequency spectrum up to
50 [kHz] can be confirmed by the Nyquist-
Shannon sampling theorem.

When it has been converted to the frequency
domain using FFT, a frequency spectrum pe-
culiar to each home appliance can be obtained.
Although, the conversion to the frequency do-
main does not necessarily result in only the
frequency spectrum of the home appliance. It
is difficult to identify a home appliance un-
less the external factor and the frequency spec-
trum that depends on the home appliance can
be identified to some extent. Therefore, the
author considers the frequency spectrum when
the home appliance is not used. Therefore, we
have considered that a certain degree of dis-
crimination was possible by saving the aver-
age value in a CSV file and subtracting this
data from the frequency spectrum obtained by
a Python script for home appliance identifica-
tion. Figure 6 shows a graph in which a
Python script for identifying the home appli-
ances was executed and the data in the CSV
file was subtracted to identify spectrum depen-
dent on home appliances. For comparison, fig-
ure 7 shows the same conditions as in fig. 6.
The case where the data in the CSV file is not
subtracted is shown. The difference between
the two is clear. In figure 7, the spectrum can
be confirmed in a wide range after 15 [kHz],
however, in fig. 6, the number of spectrum is
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Figure 6. In case of Substract the CSV values from
Power Strip’s Spectrum.

Figure 7. In case of NOT Substract the CSV values from
Power Strip’s Spectrum.

overwhelmingly less. However, the component
below 300 [µV] was considered to be within
the range of error, and the data was set to
zero. From this procedure and phenomena, this
method was effective as a method for identi-
fying spectrum other than frequency spectrum
dependent on home appliances.

As a result, using this method, if a Python
script is executed while using a home appli-
ance, a frequency spectrum that depends only
on the home appliance can be obtained. From
this frequency spectrum, it is possible to iden-
tify a frequency band with a large distribution
for the home appliance.

3 VERIFICATION EXPERIMENT –
MEASUREMENT POWER LINE
USING THE PROPOSED METHOD

3.1 Outline of the Experiment

In this study, a digital oscilloscope DS1054Z
[6] manufactured by RIGOL TECHNOLO-
GIES, Inc. was used to obtain the value of the
clamp sensor. The standard interface includes
a USB device and a USB host. The feature is
that the acquisition is easy. The specifications
are shown in table 1. The real time sample rate
of the analog channel is 1 [GSa/s].

Table 1. Specifications of DS1054Z [6].

Sample Mode Real-time Sample
Real Time 1 [GSa/s] (single-channel),
Sampling 500 [MSa/s] (dual-channel),

rate 250 [MSa/s] (3/4-channel)
High Resolution 12 [bit] (max)
Memory Depth Standard 12 [Mpts] (single-channel)
Input Coupling DC, AC or GND

Input Impedance (1 [MΩ] ± 1[%]) // (15 [pF] ± 3 [pF])
Timebase Scale 5 [ns/div] to 50 [s/div]

Bandwidth (-3 [dB]) DC to 50 [MHz]
Trigger Level Range ± 5 [div] from center of the screen

Trigger Mode Auto, Normal, Single

The load current in this study was mea-
sured using a URD clamp-type AC current sen-
sor (CTL-10-CLS) [7]. The specifications are
shown in table 2. It is characterized by an easy
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nylon spring and one-touch clamp type, and the
ability to handle currents up to 80 [A] despite
being ultra-compact, and good output linearity
even in the small current range of 10 [mA] to 1
[A].

Table 2. Specifications of CTL-10-CLS [7].

0.01∼80 [Arms]
Primary current (50/60 [Hz]),

RL ≤10 [Ω]
Maximum
primary 120 [Arms] continuous
current

1 [V] ± 2 [%]/50 [A]
Output characteristics (50/60 [Hz])，

RL =60 [Ω]
Current ratio 3000:1

Secondary windings 400 [Ω]
resistance (reference)

AC1000 [V] (50/60 [Hz]),
Withstand voltage 1 [min](between core and output

connector terminal in a lump)
DC500 [V], ≥ 100 [MΩ]

Insulation resistance (between aperture and output
connector terminal in a lump)

-10 [◦C]∼+50 [◦C], ≤ 80[%]RH,
Operating temperature no condensation，for indoor assembly,

free direction for setting
-30 [◦C]∼+90 [◦C]

Storage temperature ≤ 80 [%]RH,
no condensation

Nylon case simple closing type,
Ferrite core in case

Structure with clamping structure,
Nylon hinge and
spring method.

Mass approximately 45 [g]

The output voltage characteristics are shown
in fig. 8, and the frequency characteristics are
shown in fig. 9. In this study, a 100 [Ω] shunt
resistor was used. For example, if an output
voltage of 1 [V] was obtained, a current of 12
[A] would flow. Since the frequency charac-
teristics are hardly attenuated up to 100 [kHz],
it is understood that there is no need to con-
sider the frequency characteristics with respect

to the output voltage.

f＝50Hz
10kΩ

リニアセンサとしての使用限界

10Ω

3kΩ 1kΩ
100Ω

104

1000

100

10

1
0.001 0.01 0.1

貫通電流lo（A）

出
力
電
圧
Eo
（
m
V）

1 10 100 1000

Figure 8. Output Voltage Characteristics [7].

lo＝1Arms

10Ω

1kΩ

100Ω

1

10

100

1000

10 100 1000 104 105
周波数f（Hz）

出
力
電
圧
Eo
（
m
V）

Figure 9. Frequency Characteristics [7].

3.2 Experiment Description

The circuit diagram used for the measure-
ment is shown in fig. . The center of the
power cable of the extension cord was torn as
shown in fig. 11, a clamp sensor was con-
nected to that part, and connected to a resis-
tance of 100 [Ω] on a breadboard. A jumper
wire was put out, and a probe connected to
CH1 of the oscilloscope was connected to the
jumper wire. As mentioned before, in
this study, as a method of identifying spectrum
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Home Appliance

100[  ]

Oscilloscope

~

Ω

Clamp sensor

Probe

Power strip

Figure 10. Experimental Environment (as shown in fig.
5).

Figure 11. A Clamp Sensor Connected with Power
Line.

other than the frequency spectrum of home ap-
pliances, the average value of the frequency
spectrum when the home appliance is not used
is stored in a CSV file. In addition, this data is
the method used was to subtract from the fre-
quency spectrum obtained by the Python script
for home appliance identification. Specifically,
offset was subtracted from all data, and the
waveform data was multiplied by the hamming
window. Perform FFT and set the cut-off fre-
quency. The reason for setting the cut-off fre-
quency is to confirm the frequency spectrum up
to 50 kHz in this paper. The cutoff frequency
in this paper was 1.5 kHz. Components below
the cutoff frequency After setting to zero, the
complex number obtained by FFT is converted
to an absolute value, the average value of the
spectrum at each frequency is calculated and
saved in a CSV file (as shown in fig. 12). In

Start

Import

Python module

Initialization

Initialize

Oscilloscope

Acquire

FFT waveform

Reduce

offset value

Windowing

humming window

Define

cut-off frequency

End

Remove less than 

cut-off frequency

Calculate absolute 

values from FFT

Calculate

average value

Figure 12. Flow of CSV File Generation.

this experiment, after converting the complex
number obtained by FFT to the absolute value,
the data obtained in fig. 12 is subtracted. The
average value of the data after the subtraction is
obtained five times, and the data of 300 [µV] or
less is obtained from the average value. Is set
to zero as the measurement error. After that,
the processing according to the characteristics
of the home appliances should be written. Fi-
nally, the usage status is displayed and the pro-
cessing ends. Identification of the utilization
status will be described as shown in fig. 13.
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Start

Import

Python module
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Oscilloscope

Operate

Figure 12

Reduce
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Remove less than 

300 [µV]
End

Processing 

according to home 

appliances

Display
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Figure 13. Flow of Identification of Home Appliance.

3.3 Verification Experiment and Discus-
sion of Experimental Results

The verification experiment was per-
formed using the power line in the laboratory.
DRETEC electric kettle PO-101NBL was con-
nected to a power strip connected to the power
line with a Panasonic hair dryer ionity EH-
NE28, and only one of them was operated. A
Python script for identifying home appliances
was executed to verify that the running home
appliances were output to the Python Shell.
The measurement circuit was shown in fig. 10.
In general households, it is assumed that multi-
ple home appliances are used at the same time.
However, in this experiment, it is technically
difficult to judge multiple home appliances at
once, and the reasons such as the rating of the
table tap being used. Therefore, first, the pur-
pose of the experiment is to investigate whether
it is possible to identify one type of home ap-
pliance.

Figure 14 shows the FFT waveform when us-

Figure 14. Spectrum of Electric Kettle PO-101NBL.

ing an electric kettle. It can be confirmed that

Figure 15. Spectrum of Dryer EH-NE28.

the spectrum is dense around 30 to 37 [kHz].
From this distribution, “Processing according
to home appliances” in the flowchart described
in fig. 13, a sentence considering the char-
acteristics of the electric kettle was added to
the part of “ Identification and output of uti-
lization status.” The flowchart of the added
part is shown in fig. 16. After calculating
the average value, then start processing accord-
ing to each home appliance. In the case of
an electric kettle, since the spectrum is con-
centrated around 30 to 37 [kHz], only data of
this frequency is defined as a new array. 300
[µV] or more in this array include the num-
ber of spectrum kettlecount into a vari-
able called kettlecount0, and finish the
first loop of r. As same, count the number of
spectrum of 300 [µV] or more at 30 to 37 [kHz]
and calculate the total with kettlecount0
when the electric kettle was not used, the value
of kettlecount0 was 22 at the maximum,
and it was confirmed that it was about 40 times
during use, so the value of kettlecount0
in the if statement was 30. In this case, it is de-
termined that the electric kettle is in utilize.

Next, the FFT waveform when the dryer
is used is shown in fig. 15. Since the spec-
trum has deviation in the latter half of 20
[kHz], further additions were made from the
Python script in fig. 16. The configura-
tion is the same as that of the electric kettle.
The variable that counts the spectrum of 300
[µV] or more was changed to dryercount,
and the variable that counted the total of two
times was changed to dryercount0. The
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End
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End

Figure 16. Flow of Add Characteristics of Electric Ket-
tle to Fig. 13.

Define the new 

data between 24.5 

to 28.5 [kHz]

The numbers of 

data of 300 [µV] or 

over is enumerated, 

assignment to 

variable drycount.

drycount0←

drycount0

+ drycount

End

Proceed as 

same as fig.16

Start processing 

according to 

home appliances Start identification 

and output of 

utilization status

Display “Using 

electric kettle.”

End

kettlecount0 >= 30 

&&

drycount0 < 15

Display “Nothing 

use.”

No

Yes drycount0 >= 15

No
Yes

Display “Using 

dryer.”

Figure 17. Flow of Add Characteristics of Dryer to Fig.
13.

dryercount0 when the dryer was not used
the value was a maximum of 8 times. In addi-
tion, it was confirmed that the dryer was in use
if the value of dryercount0 in the if state-
ment was 15 or more, as it was confirmed that
the number was about 20 times during utilize
(as shown in fig. 17).

As a result, a correct answer rate of 98.0
[%] was obtained for the electric kettle and
94.0 [%] for the dryer, but this method had a
problem when home appliances with the same
frequency range appeared when increasing the
number of registered devices. Moreover, regis-
tration of the device will be complicated.

4 CONCLUSION

In this paper, we conducted an experiment as
a preliminary step to consider the possibility of
sensing as a watching system. In this study, we
focused on the characteristics of the load cur-
rent that home appliances use independently,
and based on the analysis results, we were able
to identify the operating home appliances. In
addition, the method to be specified was dis-
cussed.

In detail, we investigated the method of ac-
quiring the time waveform of the home appli-
ance in use using an oscilloscope and a clamp
sensor, performing FFT on the waveform, and
identifying the home appliance from the fre-
quency spectrum. In general households, it
is assumed that multiple home appliances are
used at the same time. However, in this paper,
it is difficult to run multiple home appliances
at the same time. As a result, the electric kettle
was identified 98[%] of the time and the dryer
was identified 94[%] of the time, indicating the
effectiveness of the method studied in this pa-
per.
However, with the method of this paper, the
number of devices to be registered increases,
and problems arise when home appliances with
characteristics in the same frequency range ap-
pear. And there may be problem occurred such
as the difficulty in registering devices.
As the future work, we will use machine learn-
ing to learn the utilize of home appliances in
daily life, and use machine learning to deter-
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mine whether the current usage is normal or
abnormal. Specifically, we will use DNNs such
as LSTM and RNN. By combining them, we
will monitor the utilization status of home ap-
pliances as time changes and arrange a mech-
anism to detect the above, aiming to realize
a watching system as shown in the fig. . In
the future, we will construct network models
and applications that can visualize the utiliza-
tion status of home appliances even in places
away from the elderly’s home. If the utiliza-
tion status is detected to be abnormal, it plan to
add a function to automatically take appropri-
ate responses (such as emergency calls) auto-
matically.
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ABSTRACT

Nowadays, vessels such as cargo vessels, ferries,
and fishing boats are constantly coming and going
on all over the sea. On the other hands, unfortu-
nately, collisions among vessels account for about
one-quarter of the total accidents. In this paper,
small boats such as fishing boats and pleasure boats
that is not required to mount Automatic Identifica-
tion System (AIS) has been focused on. In detail,
a module for LoRa (Long Range) wireless, which
is one of the LPWA (Low Power, Wide Area) stan-
dards, and a GPS module are mounted on a small
vessel. Moreover, machine learning is used to de-
termine by predicting the navigation route, a system
to avoid collisions between ships has been consid-
ered.

KEYWORDS

Route Prediction, Vessel Collision Avoidance,
LoRa, Machine Learning, Random Forest, k-
Means Clustering.

1 INTRODUCTION

Nowadays, vessels such as cargo vessels, fer-
ries, and fishing boats are constantly coming
and going on all over the sea. On the other
hands, unfortunately, collisions among vessels

account for about one-quarter of the total acci-
dents [1]. Large vessels are obliged to have an
Automatic Identification System (AIS) which
is used to display the position of other vessels
on the radar. From the reason, there are few
cases to collision with each other large vessels.
On the other hand, small boats such as fish-
ing boats and pleasure boats are not required to
mount AIS. Therefore, a small vessel can only
confirm the position of another vessel by vi-
sual observation by passengers or pilot. In ad-
dition, the AIS equipment itself is very expen-
sive, and a license for a radio station is required
for activation. However, most of accidents had
been caused by small vessels, therefore, to deal
this issue is important [2]. Therefore, in this
study, a module for LoRa (Long Range) wire-
less, which is one of the LPWA (Low Power,
Wide Area) standards, and a GPS module are
mounted on a small vessel, and machine learn-
ing is used to determine by predicting the nav-
igation route, a system to avoid collisions be-
tween vessels has been considered. In this pa-
per, as the first step of the collision avoidance
system between vessels, the route prediction of
large vessels by Random Forest and the identi-
fication of small vessels by k-means clustering
were performed. From the verification experi-
ment, the proposed method has been confirmed
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that identify each vessels and predicted each
vessel’s route in case of except the route get
crossed with another vessel’s route.

This paper is organized as follows: In sec-
tion 2 gives an outline of the proposed method.
Section 3 describes the verification experiment
contents, experimental results, and considera-
tions when identifying vessels using GPS data
of actual small vessels using k-means cluster-
ing. Next, section 4 describes the experimen-
tal contents, experimental results, and consid-
erations when using the Random Forest to pre-
dict the route of the ship using actual AIS data.
Finally, section 5 describes the conclusions of
this study and the future works.

2 SUBJECTION AREA AND ITS PROB-
LEM

The route prediction system for verifica-
tion field work in this study takes the form of
mounting a board computer such as Raspberry
Pi on a vessel. It not only transmits and re-
ceives GPS information to and from other ves-
sels and land-based base stations, but also uses
its own vessel identification and linear predic-
tion for small vessels. However, it is difficult
to predict the route using machine learning in
addition to the above process on a scale such
as a board computer. It will be performed on
the Japan Gigabit Network system [3]. Fig-
ure 1 shows a schematic diagram of communi-
cation between ships and between vessels and
base stations.

Figure 1. A Covered Area the Proposed Systems Fol-
lowed.

When establishing a collision prediction sys-

tem for vessels at sea, if small vessels can be
assigned identification numbers such as MMSI
numbers (marine mobile service identification
codes) for large vessels, identification number
will be assigned each one vessel and route data
will be tied it. However, when an identifica-
tion number is assigned to a small boat such as
a fishing boat, the navigation route and fishing
ground information of that boat are recorded.
In this regard, the GPS module is used for fish-
ermen who want to keep the fishing ground
confidential. In this case, because of they want
to keep secret these point, there was a possi-
bility that consent could not be obtained for
the installation of wireless devices, including
those on board. Therefore, in order to predict
the route of a small vessel, it was necessary to
temporarily navigate during navigation based
on GPS data to which no identification num-
ber was assigned. There is a problem that the
ship must be identified and the route must be
predicted from the results.

3 VERIFICATION EXPERIMENT –
VESSEL IDENTIFICATION AND
ROUTE PREDICTION USING MA-
CHINE LEARNING

As mentioned above, when constructing a
collision prediction system for vessels on the
sea, in order to predict the route of a small
vessel, the identification of the vessel that is
temporarily navigating based on GPS data to
which no identification number is assigned, is
performed. Therefore, it was necessary to pre-
dict the route based on the results. As a first
step, the following method was applied;

(1) Identification of small vessels by combin-
ing k-means clustering and GPS informa-
tion.

(2) Navigation of large vessels using Random
Forest.

3.1 Experiments on Identification of Small
Vessels by k-Means Clustering

In the verification experiment, we used GPS
data obtained near the Shimanami Kaido in
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Japan while actually boarding a small vessel 2.
Here, only a part of the GPS data of two small
vessels are extracted and tested whether it is
possible to identify each of them. The original
GPS transmission is every 10 seconds, how-
ever, in this experiment does not consider time
data, but treats it as only latitude and longitude
data.

Figure 2. Target Object for k-Means Clustering.

Figure 3. Result of k-Means Clustering and Identifica-
tion.

Figure 3 shows the result of executing
k-means clustering on the GPS information
shown in fig. 2 with 2-clusters. In figure 3,
it can be seen that the GPS data was correctly
clustered as red and blue data for each route.
Here, the GPS data of the small ship could
be divided into two types of clusters using k-
means clustering. However, it may that the
proposed method alone will not always result
in correct clustering such as the time interval

for acquiring GPS data is different from that of
other vessels, or if the vessels are navigating at
short distances, etc. When identifying a vessel,
it is necessary to consider a system that can re-
liably identify the vessel, taking into account
various situations such as intersection and sep-
aration.

3.2 Experiments for Predicting the Route
of Large Vessels using Random Forest

Compared to small vessels such as fishing
boats and pleasure boats, the time and route of
large vessels such as liner are predetermined.
The route prediction method of large vessels
by Random Forest was implemented.

(1) Daily data

(2) 8 days of data

(3) 14 days data

Random Forest was applied to the three types
of data. The input data used for Random For-
est is the time difference [s] between 15 posi-
tions from a certain point in time and 15 pieces
of position information from a certain point
in time. The output data is the position at a
certain point in time. If there is a difference
of 200 seconds or more in the data, it is as-
sumed that this ship has called and is not in-
cluded as training data for navigation predic-
tion. (Total number of data−15) sets were cre-
ated and used as training data.

Here, the liner between Mitsuhama Port,
Matsuyama City and Nakajima Port, Mat-
suyama City:

(1) January 26, 2020

(2) January 19, 2020 ∼ 8 days of January 26,
2020

(3) January 13, 2020 ∼ 14 days January 26,
2020

The above three data sets were divided into
learning data for the data up to 19:00 on March
26 and 256 data (19:00∼23:59) on 26th as test
data. For the data of 19:10∼19:15 in the test
data, the route was predicted based on each
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learning model. Of these, 00:00∼January 2020
on January 13, 2020 The number of data at
19:00 on March 26 is 28,064, which is used
as training data. In this case, too, 10[%] of the
training data is used to evaluate how much the
learning model matches the original data.

The actual predicted results for each lon-
gitude are superimposed on the test data, as
shown in figs. 6 through . The more data,
the more accurate the prediction was. In the
case of the data set (1), the prediction result
was significantly different from the actual data,
but this was due to the time (19:10∼19:15),
the data of the place where the liner passed
was not included much in the training data
(00:00∼19:00 on March 26), and a highly ac-
curate learning model could be obtained using
Random Forest.
The data set in (2) and (3) was able to acquire
data of 19:10∼19:15 over several days, and
more accurate learning was performed using
Random Forest. Since the model was created,
it is considered that the prediction was more
accurate than the data set in (1).

Figure 4. Prediction Result using Random Forest (Daily
Data, Time vs. Latitude).

4 CONCLUSION

In this paper, as a first step toward realizing a
vessel collision avoidance system between ves-

Figure 5. Prediction Result using Random Forest (Daily
Data, Time vs. Longitude).

Figure 6. Prediction Result using Random Forest (8
Days of Data, Time vs. Latitude).

Figure 7. Prediction Result using Random Forest (8
Days of Data, Time vs. Longitude).
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Figure 8. Prediction Result using Random Forest (14
Days of Data, Time vs. Latitude).

Figure 9. Prediction Result using Random Forest (14
Days of Data, Time vs. Longitude).

sels on the sea, we verified by applying two in-
dices and two methods, identification of small
vessels and prediction of the route of large ves-
sels. ,

(1) By applying k-means clustering to GPS
information, it was confirmed that small
vessels can be identified under conditions
where vessels do not cross each other.

(2) By applying Random Forest to large ves-
sels, it was confirmed that the more data
to be learned, the more accurate the pre-
diction of the route.

In addition, in order to actually operate them as
a vessel collision avoidance system, it is neces-
sary to combine each function. There are many
issues such as how to bring prediction results to
a collision avoidance system.
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