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Abstract: Cloud computing is an emerging technology in
which it has been used to provide an efficient solution for the
affordable, trustable, and fastest storage and retrieval of the
information. The only problem in cloud computing is security
that has been considered by researchers and several methods
for providing secure access control are presented. Our method
is based on the attribute-based information that provides
secure connection to the cloud storage and servers. Our
Revocable Attribute- Based Symmetric Encryption (RABSE)
is proposed for generating a text-based Policy key that can be
used to access the cloud server when the policy key is used to
authenticate the user by the server. Once the Policy key is
authenticated the server will issue One Time Password (OTP)
that can be used for accessing database in the cloud storage.
The structure of policy key authentication will be changed
occasionally to grant the data access to new users or revoke
the privilege of the some users. The information stored in the
cloud storage facilities are encrypted and must be decrypted
prior to usage. We have used the symmetric key cryptography,
the same key for both encryption and decryption processes
rather than asymmetric which the public key is used for
encryption and private key will be used for decryption
processes. Each user will be connected to the server after user
has entered the required attributes for server access control.
Once the server has issued the access control privilege the user
can encrypt the information of its own area. The data are
encrypted in different area and each user can only access to its
own privilege area. The user can decrypt the first part of the
information, low level security area; after server confirmed the
user authentication and OPT issued by server to unlock the
database. The user will run the Malakooti-Raeisie (M-R) Key
Gen algorithm to generate the secret keys required for XOR
operation after descrambling process is finished. The user also
can decrypt the information on the second and third parts of
user area, mid and high level security area, which required
fingerprint identification for the second part, and additional
face image recognition for the third part.
Keywords— Security, Biometric, Attribute-based, encryption
Cloud, OPT, Cipher-text Policy, Access Control, Decryption,
Key Gen Algorithm, Revocable, XOR Operation

1. Introduction:
The rapid change in Communication and Information
Technology (CIT) and emerge of cloud computing have
provided opportunities for high speed transmission in which
massive amount of information will be transmitted through
local area networks, distributes networks, and internet. The
information must be encrypted prior to transmission and
network must be protected for more security. There are several
types of algorithm for cryptography but all of them fall into
two categories of symmetric and asymmetric key
cryptography. In symmetric key cryptography the information
will be encrypted and decrypted with the same key as opposed
to asymmetric cryptography that the public key is used for
encryption and private key will be used for decryption
process. The best way to keep unauthorized users from
accessing the vital information is to encrypt the information
prior to the transmission and stablish access control policy for
decryption. It means that only privileged users are allowed to
access the decrypted information when the text-based Policy
key is authenticated by the server algorithm and when OPT is
issued by server to unlock the encrypted database. Suppose
that FBI is investigating the bribery allegation for one lobbyist
in Chicago and one Lawyer in Washington and FBI chief has
encrypted sensitive information on main server for security. In
addition, he wants to allow only individuals with certain
privilege can access the encrypted information [2]. Then the
access control policy can be developed based on the user’s
attribution as following:
Policy Flag=” Public Corruption Office”. AND. (“Name: Jack
Brown”. OR. “Name: Robert Douglas”. OR. Management
level>6).
It mean that individual who belong to Public Corruption office
and have management level>6 or one of employee “Jack
brown” or “Robert Douglas” is allowed to access the FBI
encrypted information in database for decrypting required
data for further investigation.
Attribute-based Encryption (ABE) is a type of text-based
Policy key encryption in which the server access control, the
database unlock, and encryption of privileged area, at low
level security, will be performed through unscrambling of
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encrypted information followed by XOR operation of the
results with the secret keys, obtained from M-R Key Gen
algorithm and applying AND operation with customer ID. The
encrypted information at mid-level security and high-level
security need additional fingerprint recognition and face
recognition, respectively.
In such system, the decryption process will be possible if the
set of user key features corresponding to the text attributes of
the cipher text are available [1].An important security aspect
of attribute-based encryption is collusion resistance because an
adversary needs a sequence of text corresponding to elements
of the attributes to access the server. In addition, the one- time
password issued by server will be sent to the smart phone or
email of the users which required for unlocking the database
prior to creating the secret key for first level decryption. The
ABE is similar to the Attribute-based Access Control (ABAC)
in which the access rights are granted to users by using
predefined policies which combined the attributes together.
The policies can be obtained by combination of the attributes
using Boolean logic operators, such as OR, AND, NOT, and
XOR. Another word, we can use policies as a means of
accessing information which are encrypted and stored in a
secured server or group of servers. The logical operators
applied on the attribute will generate the Boolean result in
which it create a true Boolean value as access right for
read/write if the requestor is manager otherwise the access
right will be failed.
The rest of this papers is listed as following: The related works
regarding to cloud-based access control are mentioned in
section 2, Proposed Network Access Method is explained in
section 3, Cipher-text Policy ABE is defined in section 4,
Proposed Network Authentication and Cryptography is
explained in section 5, experimental results are discussed and
shown in section 6, and conclusion and future works are
summarized in section 7.

2. Cloud-Based Access Control:
The cloud based access control will provide facilities in which
our customers, vendors, and employees will be able to have
easy and secure access to our resources form their smart
phones. The cloud based access control system help us to
obtain the easy and affordable services instead of building an
expensive networks with many servers and storage facilities.
We can focus mainly on business development and keep the
access control, security, and management of the resources to
the cloud providers. The remote access control are excellent
for large business in which required to manage hundreds of
entry points at multiple locations. In the traditional controlpanel system one person must be on the site location to
manage and schedule all of remote access requests while in
cloud- based access control system no employee presence is
required and cloud system facilities can manage, schedule, an
build access concerns remotely via an encrypted mobile
connection[8].
Many researchers have used the attribute-base encryption for
one to many public key encryptions in which the information
will be encrypted by cloud server administrator so that many
users can access the server by using the combination of few

required attributes. The issues of efficient key updating and
user revocation have been a challenging problem in ABE.
Boldyreva, et. al. [24] have presented a new user revocation
method in which the combination of information form binarytree data structure and secret key encryption have been used
to generate secret keys and periodically broadcast the updated
information for user revocation process through a secure
channel. Cui, et. al. have proposed [25] a new method of user
revocation called Server-Aided Revocable ABE (SR-ABE) in
which all workload of the users which have been revoked will
be considered as the delegated to the untrusted server. Since in
the structure of secure SE-ABE model, the key embedding
gadget employed in the construction of SR-ABE, there is no
need for having secure channel for key transmission and it is a
good efficient system.
Zhang, Yinghui et al. [11] have proposed a method for better
confidentiality of outsourced data. An individual's interest in
reinforcing access control over search results when performing
searches on encrypted data. This security feature is referred to
as the ACAS principle. Combined encoding and ABE search
methods are presented according to the ACAS property.
Secure personal and multi-user access for outsourced data is
presented in the proposed model of outstanding search
function. This is planned by searching for some keywords, as
well as time-consuming catalytic search using high
performance computing widely used in cloud computing.
The new method of matching and then decryption is described
in the paper [13] where the matching step is also presented
before the decryption step. This technique calculates the
specific bases contained in the encrypted text for the test,
whenever the private key of the attribute matches the access
line hidden in the encrypted text without decryption. The
specific secret key elements of attributes are produced because
the fast decryption is due to the compression during the
encryption. They provide the basic anonymous construction of
attribute-based encryption, and then receive security-based
deployment based on one-time signatures. The Proposed
constructions test of the computational cost for the attribute is
less than the decryption operation that only requires the
number of small, fixed pairs of keys.
The clients can use CP-ABE schemes and share their files
without specifying the name of recipient or any attached list.
This is good method for sharing information and it is related to
the attribute authentication in which the overhead of the
system will be high when the number of clients is increased
[14]. In past, the researchers have solved this problem by
accepting random oracles which reduce the size of public key
or secret key. But, Cheng, et. al. [15] have presented a new
techniques called attribute union in which certain number of
attributes can be integrated in to one. The method is supported
by an arithmetic theorem in which each characteristic of the
universe set is mapped with a unit code value. Next, they used
the product multiplier, showing the set of attributes with all
the multiplier product key numbers associated with each
attribute in the set. Finally, the access structure can be
obtained by the union of features according to the actual
situation. They have shown that their technique based on the
union of the feature is efficient and safe against the simple
attacks.
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3. Proposed Network Access Method:
ABE can be used for implementing a secure and legal
framework for users, customers, partners, managers, and
leaders to access encrypted information by using a policybased access control in which each user privilege will be gives
by a unique policy number. The policy number will be set up
by applying the logical operators on some attribute defined for
each user along with AND operation of the result with the user
Identification Number. For example assume the attribute table
is defined as following:
Table 3.1: The User Attribute-based Information
Customer
ID
13570246

City

State

Country

Seattle

Washington

USA

12456789

Shiraz

Fars

Iran

65347835

Tempe

Arizona

USA

46535345

Tehran

Tehran

Iran

37465454

Isfahan

Isfahan

Iran

28765452

Richmond

B.C.

Canada

76253443

Tulsa

Oklahoma

USA

87353435

Burnaby

B.C.

Canada

Birth
day
25-071995
11-102001
10-062002
08-111987
04-122003
06-102006
11-121998
08-111998

Mother
Name
Elizabet
Maria
Mojgan
Sumaira
Shahnaz
July
Sara
Judi

Policyflag (1)=Att(1,1).AND.{ [Att(1,2).AND. Att(1,3).AND.
Att(1,4)].OR. Att(1,5).}. Att(1,6)
The privilege will be given if the City, State, and Country or
Birth day along with customer ID and Mother’s Name is
matched with the information of the customer’s attribution
table. The policy number for each user depends upon his/her
own attributes in the encrypted attributes tables. The policy
numbers will be used to access server in which vital
information are encrypted and stored in the databases. Once
the user has entered the required information, attribute
information, the server system algorithm will determine the
authentication of the user based on the status of the Policy flag
and issue the access right privilege. The privilege for user may
be totally different and each user can access certain parts of
the encrypted and stored information. Once the user has
obtained the access right privilege the server will issue OPT
and will be delivered to the smart phone or email of the user to
be used for as a secret key for unlocking the database. The
OPT only will unlock the database prior to the generation of
secret keys. It only can be used to access the encrypted
information on the user privilege area. The information in the
privilege area is encrypted based on the three levels of security
as following:
1-Low Level Security: The first part of information on the
privilege area will be decrypted by applying unscrambling
algorithm on the encrypted information followed by XOR
operation of unscrambled data with secret key which obtained
from M-R Key Gen and AND operation of the customer ID.
2-Mid Level Security: The encryption of the second part of
information on the privilege area will require biomedical
identification techniques based on the fingerprint. Once the

fingerprint of the user is authenticated the confirmation by
server will be sent and user can access the encrypted
information of the second part.
3-High Level Security: The encryption of the third part of
information on the privilege area will require additional
biomedical identification techniques based on the face image.
Once the Face image of the user is authenticated the
confirmation by server will be sent and user can access the
encrypted information of the third part.
4- Cipher-Text-Policy ABE
Cipher-text-Policy ABE is a cryptographic tool and a
promising future of server access control and cryptographic in
which the data owner can be identified by the access structure
of the user and consequently the sensitive data are encrypted
and well protected. The data stored on the Cloud will be
encrypted based on the ABE policy text encryption in which
only the users who have the right attributes and authorization
to access the server can access the encrypted data. The
encrypted data will be decrypted based on the user’s secret
keys which can be derived from logical operation of the
generated key and some user attributes. The Cipher-textPolicy ABE system consists of four parts as following:
• Network Authentication
• Key Generation
• Encryption
• Decryption
The details of each subject will be discussed on the next
section.
5.0. Proposed Network Authentication and Cryptography
Our proposed algorithm is based of two different phase of
security, network authentication and cryptography. The
network authentication is related to the authentication of the
user’s attributes which will be used during the user interaction
with the cloud server. The user is responsible to provide
correct responses to a series of questions inquired by the cloud
server prior to the process of the user’s attributes. Once the
user’s attributes are processed and identity of the user is
authenticated then the server will issue an OPT message to be
delivered to the user’s smart phone or Email which is
necessary for the access control confirmation. These two level
authentication processes along with network firewall have
provided three level of security to access the database. The
cryptography, encryption in server side, and decryption in user
side, has been proposed based on two-level operations,
scrambling of the data, along with XOR operation of the
scrambled data with secret key generated by Malakooti-Raisei
Key Gen Algorithm. We have suggested a three-level of
operations for our previous encryption/decryption process [26]
based on Scrambling, Transformation, and XOR operation
with secret keys. We have not suggested the transformation
process for the cryptography, in this paper, because it is not
necessary to apply this additional operation which is time
consuming. The privilege user normally will be allowed to
decrypt the information at low-level security area. Should the
user required to access the mid-level or high level security of
database we are suggested additional biometric authentication
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based on the fingerprints, or fingerprint along with face image
for mid-level, high level security area, respectively.

5.1 Scrambling Algorithms:
Data scrambling is the process of mixing and misplacing the
pieces of information for the purpose of hiding the intelligent
of some information, such as text, data, image, or multimedia
from the unauthorized users. There are several are ways to mix
and misplace the piece of information by scrambling
algorithm that is formulated based on the mathematics and
descrambling will be done by reverse operation. The
scrambling of digital information and videos has long history
when people used Home Box Office (HBO) and they forced to
have some especial box to descramble the channel which they
are subscribed. The central office of HBO has used scrambling
device and proper algorithm to hide their broadcasted video
from illegal users.
We have used Malakooti-Saffari
Scrambling Algorithm (MSSA) [27] as permutation technique
to scramble and mix all data elements so that their intelligent
are hidden from unauthorized users. We consider the scramble
algorithm one the first level of security for encryption. When
the MSSA is used on one image to scramble its pixels, the
pixels of the main diagonal image matrix are transferred in to
a large size temporary array. Then the pixels of the off
diagonals image matrix will be taken from upper and lower
diagonal and will be saved into the temporary array,
respectively as Figure 5.1. This process will be continued until
elements of the upper and lower diagonal are transferred into
the temporary array. This process will be done for all three
Red, Green, and Blues matrices and the image pixels will be
transferred into three different temporary arrays. Once, the
contents of image matrix is transferred in to temporary arrays,
the elements of the each array will be transferred sequentially
to from a matrix of the same size as original one. This process
will be done until all pixels of R, G, B matrices are scrambled
and mixed. This operation completes the process of applying
the first level security on the original image required for
encryption.

5.2 Malakooti-Raisei key Gen Algorithm
In cryptography the secret key play a major role in encryption
and it can be used to change the content of the data into other
format so that it cannot be used by unauthorized users. The
secret keys can be used in the process of intelligent hiding by
applying the XOR operations on the data elements and secret
keys. Several researchers have used the generated keys from
the look up table but we have used the Malakooti-Reaisi Key
Gen Algorithm to generate the secret keys so that the values of
secret keys are the same during the encryption process, server
side, or decryption process by client at user side. They have
shown[26] that the advantage of M-R key gen algorithm
compare with the existing key gen algorithm that have been
used to generate random number and required a memory space
to retrieve the key information for the decryption process.
The M-R self-key generation algorithm has some interesting
properties and has compared with other key gen algorithm.
First, the M-R key gen algorithm required only three prime
numbers to generate the sequences of the secret key at any
size. Second, most of the key gen algorithms can be used to
generate the sequence of pseudo random numbers and they are
not supported by any structural algorithm. In addition, M-R
key gen algorithm can be used for the real time voice
encryption as well as the secure chat but old offline key gen
procedures can only be used for off line encryption. The Block
diagram of M-R key gen algorithm is shown as following:

Figure 5.2: The Block Diagram of Malakooti-Raisie Key Gen

5.3 Proposed Encryption/Decryption Algorithm:

Figure 5.1: The Graphic of MSSA

The encryption of the information prior to transmission and
saving on the cloud storage devices will provide additional
security on the vital information. When the information is
encrypted, the intruders and hackers cannot steal it during the
transmission or the time that unauthorized users have breached
the network security and intend to discover the vital
information stored inside database or cloud computing storage
facilities. They may reached to the heart of database stored on
the cloud storage devices but yet cannot discover the
intelligent of the stored information. The proposed encryption
has two levels of security based on the scrambling and XOR
operation of the scrambled data with the secret keys generated
by M-R key gen Algorithm. The Encryption process can be
done at the server side for encrypting the information prior to
saving on the storage facilities.
Encryption Algorithm (Server Side):
1. Read the original RGB Color image form the
database.
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2.
3.

4.

5.
6.

7.
8.

Convert the image file into a bitmap.
Decompose the bit map into three R, G, B matrices
by transferring pixels into ImgR, ImgG, and ImgB
matrices (Each matrix is for one color).
Use Malakooti-Safari Scrambling algorithm and
scramble three matrices ImgR, ImgG, and ImgB and
save it as ImgScR, ImgScG, and ImgScB.
Divide the scrambled matrices, ImgScR, ImgScG,
and ImgScB into smaller blocks of, 16*16 or 32*32.
Use the secret keys generated by M-R key gen
algorithm and apply the XOR of the each scrambled
sub-blocks with the generated secret key to obtain the
encrypted sub blocks.
If all sub-blocks have not been processed go to step
5, otherwise exit the loop.
Combine three encrypted matrices (ImgEncR,
ImagEncG, and ImgEncB) to form a single encrypted
matrix that represent the encrypted image.

Decryption Algorithm (User Side)
1. Read the encrypted RGB Color image form the
database.
2. Convert the image file into a bitmap.
3. Decompose the bit map into three R, G, B matrices
by transferring pixels into ImgEncR, ImgEncG, and
ImgEncB matrices (Each matrix is for one color).
4. Divide the encrypted matrices, ImgEncR, ImgEncG,
and ImgEncB matrices into smaller blocks of, 16*16
or 32*32.
5. Use the secret keys generated by M-R key gen
algorithm and apply the XOR of the each encrypted
sub-blocks with the generated secret key to obtain the
decrypted sub blocks
6. If all sub-blocks have not been processed go to step
5, otherwise exit the loop.
7. Descrambled all matrices ImgDecR, ImgDecG, and
ImgDecB.
8. Combine three Decrypted matrices (ImgDecR,
ImgDecG, and ImgDecB) to form a single Decrypted
matrix that represents the Decrypted image or
original image.

6.0 Experimental Results:
The result of our algorithm will be compared with the existing
authentication algorithms to compare the speed of operation,
robustness, and complexity of our proposed algorithm.

A-Original Image
B-Encrypted Image C-Decrypted Image
Fig 6.2: Khaju Bridge Images. Iran with size of 512*512

6. CONCLUSION
We have introduced a new RABSE Symmetric Encryption
(RABSE) to generate a text-based policy key that can be used
to access the cloud server when using the policy key for
server-side authentication. We have verified the policy key
and check for authentication in order to issues a one-time
password server (OTP), which can be used to access the
database in the cloud storage. The main point is to restructure
authentication to verify data access to new users or to revoke
some users. Our system will check the authentication process
and verify the access control to the data server. We have
added on columns to the table of user’s attributes to be able to
set the status of the privilege flag into ON for users who are
authorized and OFF for users that are not authorized to access
the database.
We have used Symmetric Key Cryptography, same key for
both encryption and decryption, instead of the asymmetric
password that uses the public key for encryption and the
private key for decryption processes. The proposed encrypted
has used two-level of security based on the scrambling and
XOR operation with secret key during decryption processes.
When the OPT is issued by server authentication the user will
be able to unlock the database and it allowed to connect to the
database for decryption processes. The user can decrypt the
first part of the information, low level security area; after
server confirmed the user authentication and OPT issued by
server to unlock the database. The user will run the MalakootiRaeisie (M-R) Key Gen algorithm to generate the secret keys
required for XOR operation after descrambling process is
finished. The user also can decrypt the information on the
second and third parts of user area, mid and high level security
area, which required fingerprint identification for the second
part, and additional face image recognition for the third part.
We hope that this has the potential to solve important
problems, such as allowing the physician to access the
patient’s while travelling or when he is in a critical health
condition, can share her medical history of patients with
authorized doctors who lives in a different country.In the
future work, we attempt to do the process of user revocation
more frequently and efficiently.
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Abstract— Trust is an important computer
network concept and remains an issue not just in
social platforms but also in networks in delivering
Quality of service (QoS). Video Streaming has, over
the years gained prominence in mobile and vehicular
ad hoc networks, however, video streaming is faced
with several challenges of being vulnerable to
different attacks and poor QoS. This work proposed
a robust and efficient trust management framework
that eliminates poor QoS due to network detriments
caused by the dynamic topology of a MANET. The
trust framework aims to assist in node accountability
and QoS attainment, i.e. it does not remove the
dynamic topology issue but it strives to attain nodes'
trustworthiness and excellent QoS despite the
conditions set out against the network. The proposed
trust framework is an application-centric trust
management framework with distributed trust
computations (AppTrusFram). It merges the concept
of trust together with QoS in an application scenario.
This work presented a theoretical-design solution to
the topology-related issues and discussed issues found
in other proposed solutions. The QoS evaluation
conducted for low and high node density scenarios
based on two routing protocols AODV and OLSR
carrying video conference traffic (high quality). By
using the framework and the establishment of a trust
in the network, the achieved results proved its
significance as delay periods were extremely low. The
also results proved that OLSR performs better in
high node densities and traffic as compared to AODV
whose information overhead grows as the network
density increases. The results showed an overall
excellent QoS. A conclusion was drawn that OLSR
needs constant topological update messages to
perform well and this observation can be used as a
future reference point to provide the best service in
video streaming applications over MANETs

the research world in recent years due to related
protocols challenges it faced. MANETs are an
emerging technology that offers network users
interactions without any central infrastructure
irrespective of the geographical location of the
users. MANETs have been an active area of
research for the last few years and their growth is
promoted by the growing need to provide the users
with the network support at their own convenience
[5]. The network is primarily useful in military and
other tactical applications such as emergency rescue
or exploration missions [6]. Their commercial
success has been due to advances in wireless
technology and several standards have been
developed for routing in MANETs. The Internet
Engineering Task Force (IETF) is responsible for
regulating the new group for MANETs and IEEE
standard 802.11 has contributed to research interest
done with MANETs [4]. What also facilitated the
explosive growth is the continued production of
smaller and faster devices which makes MANETs
the fastest growing network.

Keywords— Routing protocols, MANETs, Trust
framework, Video streaming, QoS.

QoS is considered a set of service requirements that
a network is required to meet in the movement of
packet streams from the source to destination. With
the explosive demand of QoS provisioning for
evolving applications (e.g. video and voice), it is
proportionally appropriate to ensure that these
services are supported in ad hoc networking
environments. In the field of telecommunications,

1. INTRODUCTION
Mobile Ad Hoc Networks (MANETs) also referred
to as an infrastructure-less network [4] is a network
technology that has gained significant attention in

Today, MANETs are considered as a household
technology service in the mobile network industry.
Its growth has been commended globally and has
attracted so much attention in recent years with the
invention of Vehicular Ad Hoc Networks
(VANETs) and its integration into the automotive
industry. In particular, the fast demand for video
streaming applications like video conferencing and
video-on-demand are central to MANET
technology. Researchers in recent studies have
shown great interest in Quality of service (QoS) in
the mobile network realm.
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QoS was defined as a set of requirements on all the
aspects of a connection, such as crosstalk, response
time, loss, echo, signal-to-noise ratio, interrupts,
frequency response, loudness levels, and so on.
Moreover, QoS constitute the ability to proffer a
different level of priority to different users,
applications, or data flows, or to ascertain a precise
performance level to a data flow [8]. However, in
order to achieve QoS, the concept of routing is
indispensable. Routing involves information
movement in a network from a source to a
destination [8]. During routing, at least one node
within the network which acts as an intermediary is
met during the information movement. Thus,
routing can be used to determine optimal routing
paths as well as the transfer of packets via an internetwork [9]. Moreover, routing may be either
dynamic or static [9]. QoS is measured using
specific metrics within the network such as
bandwidth, jitter, delay, packet loss, etc.
In the realm of MANETs, the mobility of nodes,
however, is rapid and unpredictable over time.
MANETs, like all other wireless networks, are more
vulnerable to attacks and other weaknesses as
compared to wired networks. The limitations in
MANETs become especially exacerbated in the
multi-hop networks where multimedia streams
suffer aggregate effects such as packet drop,
propagation delay and jitter of each connected link
along an end-to-end path. Due to node mobility,
there are frequent route breaks which result in
routing updating that is time-consuming.
Consequently, packets might be lost in bursts for
shorter periods of time since they are sent on nonworking routes [7] which in turn impacts the QoS
adversely.
Therefore, this paper proposes a robust and efficient
trust management framework in an effort to
eliminate the poor QoS due to network detriments
caused by the dynamic topology of MANETs. The
proposed trust framework is an application centricframework that amalgamates the concept of trust
together with QoS evaluation. The objective is not
to remove the dynamic topology issues but it strives
to attain nodes’ trustworthiness and excellent QoS
despite the conditions set out against the network.
The proposed trust framework is called an
application-centric trust management framework
with distributed trust computations (AppTrusFram).

Furthermore, we present solutions to the topology
related issues provided by the proposed trust model
and discussed issues in other proposed solutions.
This paper is organized as follows: Section II
discusses the various routing protocols (RPs) in
MANETs, Section III is on trust in MANETs and
Section IV presents trust management frameworks
studies while Section V presents the proposed
framework.

2. ROUTING PROTOCOLS IN MANETS
This study focuses on reactive and proactive
protocols which are the RPs that are based on
topological information in MANETs as well as in
VANETs [3][19][22]. Each is discussed as follows.
2.1 Proactive Protocols
These protocols operate by periodically trading
control messages of known routes between all the
network routers [5][6] [35]. Proactive routing
protocols include DSDV, OLSR, Fishy State
Routing (FSR) and so on. Thus, OLSR is the focus
of this study.
a)OLSR protocol: In the OLSR protocol, every
station found in the network chooses a neighboring
node-set known as the multipoint relays (MPR),
which rebroadcasts the packets in turn. To this end,
neighboring nodes identified not found in the MPR
set has the capability to only read and process the
packets [5]. Moreover, OLSR retains tracks in the
pathfinding table in order to proffer a route if
necessary [8].
2.2 Reactive Protocols
These reactive protocols are also called on-demand
protocols and include AODV, DSR, and TORA
[22].
a)DSR protocol: In DSR, the discovery of route
begins on-demand and the whole path to the
destination is placed on the routing table other than
using next-hop node as in the AODV. The packet
header has the address of all the nodes in the
transition needed by the packet to get to the
destination node [10]. In addition, nodes can be
dynamically discovered in a source route through
complex networks hop to any terminus in VANETs
by DSR. However, the protocol lacks the
mechanism to identify unstable routes leading to
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forwarding to the data packet to broken links [11].
In operations, DSR implements three unique
techniques for controlling packets for path
discovery and maintenance [10].
b) AODV protocol: AODV operates on a pattern
known as hop-by-hop and uses flat routing tables
having one entry per destination [11]. Unlike DSR,
the AODV algorithm enables high mobility,
dynamic, multi-hup and self-initiating routing
among collaborating vehicles that are interested in
ad-hoc network establishment and maintenance. In
this case, routes can be acquired speedily for new
destinations by mobile nodes without keeping
routes in which commination is not active to
destination.
c)TORA protocol: TORA protocol works on
controlling the propagation of messages in the everchanging ad-hoc networks. Nodes are known to
clearly begin a query only when data is to be sent to
a destination. In terms of performances, TORA
performs much better as compared to that of DSR in
a network [4]. According to Qureshi and Abdullah
[4], the reason be due to the protocol’s ability to
minimize the communication overhead in a
dynamic environment thus, making it more reliable
for changing Ad-hoc networks. In addition, Palta
and Goyal [9] stated that one good aspect in the
design of TORA is that there is a localization of
control messages to few node sets and the effective
way link failures are handled.

3. TRUST IN MANETS
In this section, we present the nature of trust and
related works on trust management in MANETs.
3.1 Trust Factor
The term “trust” is used in the perspective of
how one party (normally referred to as trustor) is
willing to rely on another party (may be referred to
as trustee). It is greatly attributed to human beings
and their relationships in social groups. However, in
the Computer Science discipline, a trusted
component has elements within itself that another
component within the system can rely on. For
instance, if component A trusts component B, this
means that any violation of properties found in
component B, will ultimately affect the correct
operation of A - dependency. This, however,
doesn’t mean if A trusts B, then component C can
trust B. In the realm of MANETs, due to its

characteristics, trust management is required for
participating nodes that communicate together in a
network to provide a satisfactory or acceptable level
of trust relationships among them without any
previous interactions [1]. Nevertheless, trust
management in MANETs are enormously
challenging because of its dynamic nature and
characteristics which is attributed to topology
changes as well as uncertainty and incompleteness.
a)Direct Trust: In Kiefhaber et al. [20], direct trust
is a form of trust which involves the experiences an
entity has created directly with another entity it
interacts with which is computed using trust value.
Typically, trust values are computed using either
the mean or weighted mean of previous
experiences. Direct trust is application-centric or
rather specific. The application has the decision to
determine whether an interaction made by one
entity to another was successful. Direct trust was
chosen based on the merits that it is reliable in
terms of rankings from confidence trust and
reputation[20]. On the middleware level, which in
this case is the application server, a node’s
reliability can be computed through observation of
the message flow in the distributed system. initially,
the Delayed-Ack mechanism was used and was
later changed.
b)Topology Constraints in MANETs: A network
topology that is trustworthy must be assured via the
use of robust routing protocols in the ad hoc
networking stream [1]. They are required because
of the frequent routing updates caused by the
dynamic nature and characteristics existing in
MANETs. Providing QoS at a better scale in such
environments is a huge challenge [4]. The existing
stochastic nature of MANETs’ quality of
communications poses challenges in offering
concrete guarantees on the applications computed in
mobile devices. Thus, a QoS that is adaptive must
be realized coupled with a strong trust relationship
framework over the traditional methods reserving
resources to support multimedia streaming services.
But, due to the constant change in network
topology, the issue of routing packets between
nodes poses a great problem. Multicast routing also
poses a challenge since the multicast tree ceases to
be static since nodes in the network move
randomly. The routes between nodes often have
multiple hops which are considered complex than
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its single counterpart. In MANETs, the nodes are
mobile and this feature could result in nodes getting
out of range within the network [4]. This causes
frequent loss of links between nodes. That is, when
nodes are in motion, the state of present node links
are most susceptible to changes or possibly break.
Re-routing is an alternative when routes are broken.
c)Trust and QoS: Trust and QoS have almost
similar metrics in order to evaluate their efficiency.
There are different ways to define trust. Trust is
considered a directional relationship between two
entities [17]. Though trust has been considered as a
computational model, it is viewed differently by
different research communities. QoS in MANET [8]
which is a universally growing area. With the rapid
advancements in multimedia technology today,
there is an urgent need for mobile technology and
real-time applications to strictly support QoS such
as throughput, delay, energy consumption, jitter,
etc. Trust and QoS share similar metrics e.g. delay,
throughput and packet dropping rate. The
correlation between these concepts exists not only
through shared performance metrics but also the
assurance of good service in the network for the
end-user. QoS and Trust are what stand in between
the network and the Applications/Users. It is not
easy to provide QoS support without having the
right QoS requirements. A particular level of trust
must be established and that is, only trustworthy
nodes that perform as desired will participate. Trust
is dynamic [16] just like MANETs which have an
ever-changing topology state. This means that the
trust value should be based on temporary and yet
local information. In addition to this, the trust value
is different for similar nodes is different. This is
influenced by that each node goes through different
situations in terms of the dynamic topology.

4. RELATED WORKS ON TRUST
MANAGEMENT FRAMEWORKS IN
MANETS
Trust remains [1] a relevant subject within the
research field and continues to attract interest from
network analysts and developers. The notion of
using Trust to eradicate security problems in
networks has also been relevant in the research
field. Ferdous et al. [12], proposed a novel approach
to address problems by using trust as a metric. Their
approach is based on the node's responsibility to

build an acceptable trust level and monitoring [12].
Their work is based only at the node level and this
paper seeks to go deeper into considering other
factors like the QoS at the network and trust in the
entire network. This means that a bridge between
trust and QoS will be built in this paper.
Sen [17] proposed a reputation and trust-based
security framework for MANETs that detect
packet-dropping attacks launched by malicious and
selfish nodes. The framework was based on a trust
model that is based on the reputation of other
network nodes. The study stated that MANETs are
prone to security threats in which a node could hide
its initial identity and disguisedly re-enter a network
environment where users are penalized for behavior
that seems selfish or malicious. The solutions
proposed involved invoking a univocal relation
between a terminal and the initial identity it
assumed when it first enters the network [17]. The
work was implemented for only small scale
performances and not high scale. It was at a
simulation area of 100*100m. DSR protocol is
widely known for its scalability problem especially
when the ad hoc network topology varies. Different
results could have been achieved through the OLSR
protocol or rather the TORA protocol which can
evaluate either a proactive or even a reactive
protocol.
Li et al. [14] also proposed a trust-based framework
which can be incorporated with diverse single-copy
data forwarding protocols in Opportunistic
Networks (OppNets). It aimed at carrying out an indepth assessment of the potential encountered for
data delivery [18]. Their work aimed at
counteracting arbitrarily forwarding attacks [18].
Zhang et al. [19] also focused on the problem of
control delay-constrained topology having in mind,
other problems like account delay and interference.
The study proposed a cross-layer distributed
algorithm known as an interference-based topology
control algorithm for delay-constrained (ITCD)
MANETs [18] while taking the interference and
delay constraints into consideration. Additionally,
the study investigated the effect of node mobility on
the interference-based topology control algorithm
where any node considered not stable is removed.
The results obtained from the simulation performed
showed that ITCD reduces the delay and in turn
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also improves the performance effectively in delayconstrained mobile ad hoc networks.
Li and Kato [11] proposed an Objective Trust
Management Framework (OTMF). The framework
assessed nodes’ trust and was used to compel nodes
to collaborate in a manner that is normal. The
framework was geared towards designing a robust
and attack-resistant trust management framework to
overcome vulnerabilities problems in the future.
These vulnerabilities include not only topologyrelated or scalability-related vulnerabilities.
Moreover, Shabut et al. [20] proposed a trust model
that is recommendation-based. It has a defense
mechanism that can dynamically filter out attacks
using clustering techniques and the model was
empirically evaluated. The empirical analysis
demonstrated the attributes of robustness and
accuracy in a MANET dynamic environment.
However, the results, cannot be validated in an
experimental process since the framework is based
on recommendations. Thus, our proposed
framework is one based on direct trust
Trust is an important feature in networks [10]. The
nature of MANETs still makes the guarantee of
efficient trust a complex task due to its highly
dynamic topology constraints. The emergence of
MANETs calls for the addressing of many problems
perceived in networks and also optimizing some of
the existing network resources [2]. The question
that remains unresolved is “can trust be truly
guaranteed in a MANETs?” The answer to this
question according to this study will be based on the
QoS. Different authors have presented different
trust frameworks. According to Li and Kato [11],
existing trust frameworks are faced with great
challenges under hostile environments, which can
adversely affect their performance. This means that
the reason most frameworks failed is that they did
not address the problem of topology and its being
dynamic in nature in these types of networks hence
the need for robust frameworks that will be resistant
and still get to give out optimum performance.
Ferdous et al. [12], also developed a simple nodebased trust management technique for MANETs. It
provides multiple standpoints of trust, its properties
which are trusted metrics, and the insights into the
customization the metrics meet the requirements
and goals of the network trust management (NTM)
scheme. Their future work was set to develop trust

management mechanisms having the required
attributes like scalability, adaptation to topology
dynamics, and reliability [12]. A good scheme is
one that encompasses all these characteristics in
order to ensure trust in the network. Dynamically
changing topology is one of the characteristics and
limitations of MANETs. The most important aspect
is achieving good QoS.
Thus, a robust and efficient trust management
framework is needed to ensure nodes are
trustworthy and prevent them from being selfish or
performing selfishly as well as provide good QoS.
This work seeks to close that gap by building a
framework that not only looks at Trust but also with
reference to video streaming applications in
MANETs. Much concentration will be based on the
achievement of trust between nodes of a network.
Different network scenarios will be established,
which means an outlook on performances, behavior
and together with their quality of service of video
streamed applications will be closely analyzed.

5. PROPOSED APPLICATION-CENTRIC
TRUST FRAMEWORK
This section presents a high-level overview of the
proposed trust management framework and the
different components or technologies associated
with it. It also presents assumptions that we made in
connection with the framework.
5.1 System Overview
In this paper, we proposed an application-centric
trust management framework with distributed trust
computations (AppTrusFram). AppTrusFam is a
video streaming application, a rising technology
innovation in MANETs which may come in the
form of low-resolution video or high-resolution
video. The proposed framework involves the
application server together with distributed trust
computations. (See Fig. 1) The benefits are that it is
a management system that is able to compute the
end result which is QoS evaluation in the form of
throughput, delay, and jitter and so on. In Fig. 1, the
AppTrusFam involves neighboring nodes direct
trust. The application server plays an important role
in the attainment of excellent QoS and is built-in in
every workstation since they act as its own router.
This is because it encompasses features that involve
security, diagnostics, and clustering. Distributed
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trust computations are based on ‘knowledge’,
’recommendation’ and ‘experience’.

Operational
Level

distributed applications in heterogeneous netenvironments. In MANETs, the nodes are selfconfiguring, basically meaning they have their own
internal application server.
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The choice of direct trust is due to its versatility and
its ability to sense neighboring nodes since MANET
stations operate through WiFi or Bluetooth
connectivity. On the other hand, the web-server is
responsible for processing client requests and send
responses via the HTTP protocol. Within the webserver lies the web browser, an application, which is
responsible for retrieving, traversing and presenting
HTTP requests onto stream(able) media in the
World Wide Web.

6. APPTRUSFRAM COMPONENTS
AppTrusFram showed in Fig. 1 is video
streaming which shows a link between direct trust
and QoS metrics. The components are discussed as
follows:
a)Application server: The Application server
consists of the business logic and the application
programs using various protocols. It also takes
charge of all application operations that exist
between users and an organization. It is able to
deploy applications and it primarily acts as
middleware, an abstraction and serves that facilitate
the design, development, and integration of

Fig. 2.

Application Server functions

Fig. 2 shows the functions of the application server
in a breakdown. The application server has a
diagnostics attribute to track down and resolve
errors. Security is a critical aspect in terms of trust
management. This is to make sure malicious nodes
to not end derailing the performance of the entire
network. In the context of this paper, trust among
nodes is compromised when one node withholds
packets for a long time since transmission is
through hops from one node to the other. Another
active functionality of the application server is
clustering. Clustering ensures fault tolerance of the
application server. That is, in the event of hardware
failure or part of application failure, services will
remain running for users. The application server has
a set of common services and also a database for
record-keeping of all the transactions or rather.
b)Internet network provider: It is important to note
the importance of the Internet Service provider
(ISP)
when
evaluating
the
quality
of
experience(QoE). Operations taking place at this
level of abstraction is not visible to the end-user.
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The ISP plays a major role because in between
application and web level, there has to be internet
connectivity.
c)Web server: The web server plays an important
role in the realization of HTTP web pages and
connectivity. This technology is mostly on the user
interface side. One can argue that it may be used in
the evaluation of QoE. The browser is the main
driving force behind the realization of the
application stream. Basically, the browser translates
these HTTP pages into media content e.g video,
voice and FTP. Some web servers are found in the
application server but this is not common in most
application servers.
c)Operational chain: This shows the level of
abstraction at which the framework is under. The
user interface is where the end-user can manipulate
the system and view the entire flow. The network
level, however, is hidden from the end-user. The
programmer or rather network specialist can,
however, evaluate the performance of the system at
this level. Our framework is evaluated from the
application interface since we are not mainly
interested in the experiences of the user but rather
of the application itself in terms of performance.
d)QoS evaluation: QoS is the end-attainment goal
of this trust framework and the framework
encapsulates such an option. The evaluation of QoS
or rather the provision of high QoS is what rates our
framework. Different network detriments are
observed while the system executes due to topology
variations. QoS metrics like throughput, jitter, and
delay and received routing packets. The end-user
cannot determine the QoS of the system because it
is at a different abstraction. The QoS results are a
true reflection of the trust that exists among entities
in the network. If the quality of service is poor, that
would mean that the trust as well among nodes is
poor.
e) Direct trust: Direct trust is application-centric
which decides whether an interaction made between
one entity and another was successful. Direct trust
was chosen based on the merits that it is reliable in
terms of rankings from confidence trust and
reputation [20]. The framework operates from the
point of view that the involved nodes do not
necessarily need to have direct experience with all
nodes in the network for them to be able to compute

a particular trust level about them. In contrast, the
trust is based on second-hand evidence that is
provided by intermediate nodes. In this way, they
benefit from the experiences of other nodes in the
network. The framework designed is based on trust
from interaction experiences. The attainment of
good QoS in the network is evidence that the
network itself is trustworthy. Good QoS in a
dynamic topology network means or rather
validates the framework. The direct trust can be
computed using the formula:
Direct trust =

(g + (x) ⁄ 2) / (q + x) (1)

where g is the time success to say an event
happened, x is a positive real number, and q
represents the event transactions. If the first event
of the transaction is a success, the direct trust value
increases but inverse to this it decreases. In the trust
framework, the success rate can also be referred to
as the trust value and can be any real number
between 0 and +1. In terms of QoS, the metric
called delay plays a major role in finding the true
trustworthiness of the network. This would mean
that a specific node delivers packets on time and
thus increased network efficiency. The trust being
evaluated is from node to node
The parent architecture (figure 1) encompasses the
concept of direct trust within an application server.
Figure 2 depicts the relation and figure 3 fully
shows the interaction in each node. The concept of
MANET is exhibited through that each node works
around its server. There is no centralized
mechanism that controls activity and performance.
As mentioned earlier, the idea of MANETs revolves
around the idea that they are self-configuring and
fig 2 shows the interaction of the application with
direct trust. We assume that the application protects
itself from malicious conditions. Here are a few
definitions of concepts;
f) Trust Record: This component reveals
information on the trust relationship between the
application and the node. It also gives information
on trust values in terms of their collection and
storage.
g) Trust Computation: This component computes
the trust value of the relationship between two
different nodes. This computation can either give a
1(success) or 0(failure). The assumption is that
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direct trust is based on the observation of activities
performed by the application. This interaction
happens in the application interface and is
abstracted to the user. Relation 1 is either 1 or
0,Relation 2 is a 1 or 0, Relation 3 is either a 1 or 0
and Relation n is either a 1 or 0 too.

Fig 3 Application-based Direct Trust within a node

Fig 4 shows node to node interaction of either
AODV/OLSR video conferencing traffic. It is
important to note that MANET stations do not have
a central controller and that is why every station has
its application server. Every station is responsible
for its application. Performance evaluation can be
done at the node level and network level. The direct
trust analysis depends on the interaction behavior of
nodes together with their direct trust computation.
After analysis, QoS performance evaluation can be
conducted. The absence of a central controller gives
each node the independence to execute functions
remotely.
To fully understand the true meaning of trust,
definitions of trust as adopted from social science
must be firstly derived. Since this phenomenon is
adopted from social science, there is no definite or
precise definition in computer networks. It is often
interpreted as reputation, trust opinion or even
probability. The evaluation, as well, is done in
many different ways using various models. Some
models or rather schemes use continuous or discrete
numerical values to quantify the level of
trustworthiness. These are called quantitative trust
models. There are many available trust models but
it is still not clear as to the fundamental rules they
must adhere to. This means that the design of these
models is at an empirical stage. In the proposed
framework (figure1), trust is viewed as intentional
and that is, one node is willing to depend on another
node. Trust intention brings out other concepts or
constructs. The application remains in control of
determining trust.

7. PROPOSED TRUST FRAMEWORK
OPERATIONS

Fig 4 Node to Node Direct Trust

MANET communication plays a major role in the
attainment of a proper flow of packets within the
framework. Firstly, video packets will always move
from the sender to the receiving end. The
framework vividly shows two different interfaces
that are involved, mainly the graphical user
interface and application interface. The application
interface can be abstracted as where the source of
the video lies. It should also be noted that so much
of bi-communication is involved around the
different component parts. Before an application
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can be sent, the application server as the
middleware in this context has to ensure that direct
trust is established. This means that the node has to
be inspected in terms of its trustworthiness to
service delivery. The application server is
responsible for many functions including a
database, clustering and as shown in Fig. 2. When
the video file is sent through at the network level
through the assistance of the Internet service
provider, it is meant to reach the webserver. At this
point in time, the video file is at the user interface
side. The web server receives it as an HTTP file or
page and translates it back into media content
(video file). The webserver houses the web
browsers just like application servers houses
applications. Users get to stream the media content.
The connection amongst these components remains
bi-directional since trust must be maintained. QoS
evaluation metrics like throughput, total packets
dropped and Delay is implemented. Delay is an
important QoS feature since it shows if there were
selfish nodes or not. Evaluation can be done from
the application interface (for QoS). The application
interface and the user interface are both utilized the
evaluation for QoE.

Traffic type

Video
ConferencingHigh Resolution

Transmission Rate

11Mbit/s

File size

1024 bytes

Type of Service in QoS

Streaming Multimedia

Trajectory

Random

Transport Protocol Used UDP
Speed

Table 1 Set parameters

The scenarios of different protocol utilization were
first analyzed and compared. The two routing
protocols being analyzed and compared were
AODV and OLSR. Each protocol has three
different scenarios per QoS metric. The metrics in
question are throughput, delay and data dropped.
This meant twelve scenarios in total. Node
scenarios had a total of 20 and 80 nodes
respectively. All the simulations conducted are done
in 4 hours.
7.1.1

7.1 Experimentation
In this work, a high-level event-based network level
simulation software called Optimized Network
Engineering Tools (OPNET) was chosen. It is
widely known for providing viable solutions
towards performance analysis for networks and also
applications. These simulations were carried out on
a Windows 7.0 Professional Operating system
(Desktop) with 3.40 GHz processor speed, 4.00 GB
RAM and 64-bit Operating System. The set
parameters are shown in Table 1:
Parameters

Values

Simulator

OPNET 14.5 Modeler

Protocols studied

AODV and OLSR

Simulation Area

1000*1000 meters

Simulation Time

900seconds

Node movement model

Random Waypoint

Transmission range

300m

30km/h

20 Node-Scenarios

a) Throughput
Figure 5 shows the throughputs for AODV and
OLSR. The Y-AXIS shows the throughput in
bits/sec and X-AXIS shows time in hours and
minutes. The first 3 minutes shows a positive hike
up to 920 bits/sec in throughput and then a steady
drop after 25 minutes of simulation time. A further
drop is observed for the remaining simulation until
it reaches 100bits/sec. OLSR, on the other hand,
shows a major drop from 12 bits/sec to 5 bits/sec in
the first 15 minutes of simulation. After 20 minutes,
it picks up reaching an average of 8 bits/sec to 9.5
bits/sec for the remainder of the simulation even
though it is still a poor throughput. This means that
on an overall scale, AODV has a better throughput
than OLSR.
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Figure 5

Average Throughput in bits/sec

b) Delay
Figure 6 shows the network delay for AODV and
OLSR protocols. In the first five minutes, AODV
shows a slight rise in delay from 0.00026 bits/sec to
0.00029 bits/sec. This may be regarded as an
insignificant rise in the eyes of the user but
significant in terms of network efficiency. The
delay drops again exactly after 5minutes back to a
steady delay of 0.00026bits/sec. OLSR shows a
constant delay of 0.00025bits/sec for the first 80
minutes of the simulation and then a sharp rise to
0.00050bits/sec after that showing a gradual drop to
0.00033bits/sec. In this scenario, OLSR has a
significantly higher delay rate than AODV.

Figure 6 Network delay in sec

c) Data dropped
Figure 7, shows the average data dropped for both
scenarios. The Y-AXIS shows the number of bits
and the X-AXIS continues being our time
represented in hours and minutes. OLSR shows a
sharp rise for the first 3 minutes of simulation to 22
bits/sec then a sharp decline until about 20 minutes.
The protocol further drops more data from the 18th
minute until 20 minutes of simulation time. From
there, the levels drop until they reach a margin of 4
bits/sec in data dropped on the 50th minute. It
further grows again until 2 hours of simulation time
then gradually shows a decline data dropped until it
reaches 2.8 bits/sec. AODV shows no data dropped.
This determination was performed a couple of times
but remained on 0 bits/sec throughout the
simulation period. OLSR has a relatively higher fate
of data dropped than AODV.
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Figure 7 Average data dropped in bits per sec

Figure 8

Throughput in bits/sec

7.1.2 80 Node-scenarios
a) Throughput
Figure 8 below shows the throughput of both
ADOV and OLSR. The Y-axis of the figure shows
bits/second and X-axis show time in hours and
minutes. OLSR shows a continuous growth spiking
up to an average peak of almost 2 200 000
bits/second and 800 000 bits/second being the
lowest average throughput. After 15 minutes of
simulation, the growth was then constant and steady
until the end of the simulation. AODV showed an
average peak throughput close to 1 300 000
bits/second after 15 minutes but overall it showed a
spiking growth after the first 4 minutes of
simulation from 300 000 bits/second to the latter.
AODV, just unlike OLSR then dropped its
throughput value until it reached 950,000
bits/second after 4 hours.

b) Delay
In figure 9 below, the delay exhibited steady and
accelerated growth throughout the simulated time.
The increase of the delay per second was sharp for
both AODV and OLSR in the first 3 minutes of the
simulation. The Y-axis shows a delay in seconds
and X-axis show simulated time in hours and
minutes. AODV showed an average peak delay of
0.040 seconds after 120 minutes of simulation and
OLSR showed an average peak delay of 0.35
seconds. The delay is constant and not increasing
after 20 minutes of simulation. AODV had a greater
delay than OLSR.
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Figure 9 Delay in seconds

c) Data Dropped
In fig 10 below, the Y-axis showed data dropped in
bits/second and the X-axis shows simulated time in
hours and minutes. Both protocols have sharp rising
data dropped increasing during the 18 minutes of
simulation. AODV then dropped over time from an
average peak of 245 000 bits/second to180 000
bits/second. OLSR showed an average peak routing
traffic reception of about 240 000 bits/second after
2 hours of the simulation. Most of the growth
happens in the first 20 minutes of simulation.
Unlike AODV, OLSR does not decrease the amount
of data dropped and thus making AODV better than
OLSR in this scenario.

Figure 10

Data dropped in bits per second

8. CONCLUSIONS
This work presented and discussed trust
management from the perspective of QoS in
MANETs and proposed a trust framework called
application-centric trust management framework
with distributed trust computations (AppTrusFram)
was presented and discussed. The essence is to
ensure that nodes are trusted throughout their
communication to ensure QoS delivery. The
architecture of the trust framework was presented
and provided an explanation of its components and
operations. Based on its intended operations, we
believed that if adopted for use in the realm of
MANETs, it could go a long way to enhance the
QoS delivery of video streaming. As future work,
the utmost intention is to implement and evaluate
the proposed framework as well as exploring other
different trust establishment methods other than
direct trust such as recommendation-based or even
hybrid methods and so on.
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Furthermore in this paper, an interaction of two
nodes in transmission was presented. The
framework addressed the type of trust utilized. The
results obtained were very critical in terms of
decision making of whether a particular protocol
could be further developed to attain trust as well as
the quality of service in the network. AODV and
OLSR have great potential in terms of development
to usable video streaming protocols. We analyzed,
discussed and gave a comparison to results
obtained. The results obtained are very critical in
terms of decision making of whether a particular
protocol could be further developed to attain trust as
well as the quality of service in the network. The
challenge that remains is within the tool OPNET
14.5 simulator, which limited the study in terms of
an inability to provide specific measures in certain
protocols and thus limiting us to choose statistics
that would be globally analyzed, discussed and
compared. For example, OLSR does not provide the
measure of total packets dropped but rather packets
dropped for individual nodes and this limitation
makes it difficult to show those statistics since 80
mobile nodes would require 80 results graphs.
The measures used in this study, however, provided
enough results to validate some parts of literature
and to bring new findings in terms of quality of
service and video streaming applications over
MANETs. This evaluation is part of the framework
proposed in terms of the application (video
conferencing). The results also proved without any
doubt that in terms of delay, these protocols
perform well. Most of the scenarios had an average
delay below the margin of one (1) second which is
regarded as high response time in terms of network
efficiency. The results obtained are very critical in
terms of decision making of whether a particular
protocol could be further developed to attain trust as
well as the quality of service in the network. This
evaluation is part of the framework proposed in
terms of the application (video conferencing). The
results also proved without any doubt that in terms
of delay, these protocols perform well. Most of the
scenarios had an average delay below the margin of
one (1) second which is regarded as high response
time in terms of network efficiency
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ABSTRACT
Data integrity is among the important aspects for the
clients to make full use of the benefits brought by the
use of cloud computing. However, clients are worried
of the protection of their dynamically changing data
integrity because the administration of their data is
controlled by cloud service providers. This paper
proposes the implementation of the Proof of
Retrievability (PoR) scheme for assuring data
integrity on the cloud storage with dynamically
changing data. The study uses experimental method
to test cloud environment using a simulation tool.
The method employed empirical data that were
extracted from existing documents. It further
provides the implementation design of dynamic PoR
scheme as a solution to the data integrity problem.
The developed cloud solution allows a client to
challenge the server for the integrity of static and
dynamic data, and improves cloud providers' security
by enhancing services to the clients with assured data
integrity.

KEYWORDS
Data integrity, hashing algorithm, proof
retrievability, cloud computing, cloud storage.
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1 INTRODUCTION
Currently, cloud computing has become a
popular and very useful technology. It is a result
of the invention of the Internet as its services are
offered through the Internet. Its benefits include
provision of scalable computing resources to
users and removal of maintenance cost of
computing resources from the clients. Cloud
Computing allows clients to rent resources from
cloud providers depending on the capacity they
need. Rented resources can easily be scaled up or
down whenever there is a change in client’s
requirements. Another benefit of Cloud
computing is the decrease in the cost of buying
computing resources in premises which cannot
be utilized to their full capacities.

Cloud computing gets its name as the
representation for the Internet on diagrams [10].
Normally the cloud picture can represent the
Internet in network diagrams. Cloud picture on
network diagrams can represent other
infrastructures that support your network which
are beyond clients' control.
The services offered by cloud computing are
normally referred to “as a service” suffix. The
term services in cloud computing is the concept
of being able to reuse various systems’
components across a vendor’s network.
Common cloud’s offerings with “as a service” as
a suffix includes Software as a Service (SaaS),
Hardware as a Service (HaaS) which sometimes
is referred as an Infrastructure as a Service
(IaaS) and Platform as a Service (PaaS) [5]. With
these services clients can have access to
application software, hardware like drives for
storage, hardware infrastructure for network
connections and programming environment
through the Internet.
With SaaS, users can access and utilize any
application with a web browser from servers on
the Internet. Here servers centrally host software
and users can access it on a subscription basis.
With HaaS, users have an advantage of using
scalable hardware services like hard disk storage
from the servers on the Internet. Other HaaS
services, referred as IaaS is the utilization of the
backbone infrastructure offered by Internet
Service Providers (ISPs). Depending on the
bandwidth usage, the user will have to pay to
ISP for the use of their infrastructure. Finally,
with PaaS users especially programmers get the
environment for creating and running application
programs on servers on the Internet. PaaS gives
users environment to type and runs their codes
[5].
Clients’ data in the cloud continuously change
every moment when updated. This makes it
difficult to guarantee data security, particularly
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dynamic data integrity. Several scholars have
attempted to address this problem. They only
considered an issue of servers to declare data
possession to clients [2] once stored, proving if
clients are able to access their data after storing it
on the cloud [3] and the issue of involving third
party authority (TPA) on checking the former
aspects for clients with limited storage and
computing power [1].
Regardless of all the mentioned efforts made so
far to benefit from the advantages of cloud
computing service, still data integrity protection
worries to clients exist. Clients do not trust cloud
service providers because they have no control
over their data. The clients' data in the cloud
changes every moment when updated. Existing
implementations have not considered a solution
combining the static and dynamic data stored in
the cloud. This calls for an implementation
solution to guarantee data integrity when data
stored in the cloud is dynamically changing.
Furthermore various aspects concerning data
integrity were solved separately and the issue of
emphasizing the trust on the TPA was not
addressed. The model presented on this paper
address all these issues.
In order to minimise or remove the risk of
compromising client data integrity in the cloud,
this paper proposes a design for implementing
dynamic proof of retrievability scheme on cloud
storage The designed implementation is based on
Task-Technology Fit theory [4] depicted in
Figure 1. This theory demands the cloud storage
to offer the best way of accomplishing the task
of storing client’s data at the convenience of the
client. It underlines the clients requirement for
their stored data to be well protected. Such cloud
storage service would be the one which
implements the dynamic PoR scheme for
ensuring integrity of both static and dynamic
data.

Figure 1: Task-Technology Fit Theory (Source: [4]

2 RELATED WORKS
Any cloud storage service is implemented based
on one or more of the existing proven working
deployment models. According [12], deployment
models refer to various architectures that are
used in implementing Cloud storage. The
strength of the model to deal with various
security threats makes it much useful on
deploying cloud service to clients. Since there
are different security issues and a client may be
more interested with one or few issues than
others then there are different models, which
may be deployed. Various models have been
presented and explained on how different users’
concerns can be resolved by their use. Such
models include Separation model, Availability
model, Migration model, Tunnel model and
Cryptography model [12]. Apart from the use of
any of these models still the clients have to be
able to challenge cloud servers about the
integrity of their stored data.
Literature provides two security schemes,
Provable Data Possession (PDP) [2] and Proof of
Retrievability (POR) [3], on which various
security models are based on. PDP assures
clients of the data on the cloud storage that their
data will remain there without being deleted. On
the other end, POR provide the same service as
PDP with addition provision of the proof that
clients can be able to retrieve their data once
stored on cloud storage. POR inform the client in
any case of data corruption or modification. Both
of these schemes work on static data.
In literature, there are schemes that have been
proposed as modification of the primary schemes
[2] and [3], to work with dynamic data. A
scheme proposed by [11] is one of such schemes.
This scheme supports dynamic data operation. It
uses of Merkle Hash Tree on creation of metadata. In so doing the scheme allows the clients to
perform block-level operations, on the data files
while maintaining the same level of data
correctness assurance. The design is efficient
enough to ensure seamless integration of public
audit-ability and dynamic data operation support.
The data files are split into blocks and stored on
cloud storage as a tree, which is manipulated to
ensure integrity due to dynamic operations on a
file.
The structure of the merkle tree proposed by [11]
is a binary tree since each node which is not a
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leaf node is pointing to two child nodes. Thus
the total number of leaf nodes under the binary
tree is of the total number of even nodes. Any
change on the binary tree is therefore required to
maintain the even number of nodes. The number
of nodes follows the sequence of the number on
nodes of 1, 2, 4, 8, 16 … from the root to leaf
nodes depending on the levels contained in the
tree.
Figure 2 depicts an example of authentication
using the Merkle hash tree, where the
authentication of data blocks x2 and x7 are
checked. First the computation of h(x2) and
h(x7) is done then hc = h(h(x1)||h(x2)), hf =
h(h(x7)||h(x8)), ha = (hc||hd), hb = (he||hf) and hr
= (ha||hb). The root node at the highest level
stores the hashes of its children nodes. The child
node subsequently stores the hashes of its
children nodes until leaves are met. Leaf nodes
are hashes of actual data blocks. The leaf nodes
store the hashes of actual data blocks and once a
new block is added or a block is removed then
the stored hashes are modified. Only the affected
leaf nodes and their parent nodes will be hashed
again in case of updates leaving the hashes of
unaffected nodes un-updated.

Figure 2: Merkle Hash Tree Authentication of Data
Elements [12]

[6] provide a scheme that extends the static PoR
scheme to the dynamic scenario. The scheme
allows the client to perform update operations
such as insertion, deletion, and modification.
After each update, the client can still detect the
lost data even if the server tries to hide them.
The authors of the scheme developed a version
of authenticated data structure based on a B+
tree and a merkle hash tree calling it Cloud
Merkle B+ tree (CMBT). They proposed a
dynamic version of PoR scheme by combining
the CMBT with the Boneh–Lynn–Shacham

(BLS) signature. Comparing with the existing
dynamic POR scheme proposed by outhors in
[11], the worst-case communication complexity
of this scheme is O(logn) instead of O(n).
The following algorithms are suggested by [6]:
First an algorithm, KeyGen(1k)  (pk,sk). This
is meant for generation of public and secret keys.
It is run by the client. Security parameter, data
which would be useful for the generation of
keys, is an input to this algorithm and output are
the public key, pk, and a private (secret) key, sk.
The client stores the private key and the public
key is sent to the server. This algorithm will be
managed by Certification Authority (CA).
Prepare(sk, F’, Ftags)  (Ф, sigsk(v(R)), CMBT)
is a second algorithm run by the client. It takes
an encoded file, F’, which is composed by a
sequence of blocks mi, where 0 ≤ i ≤ n, the block
tag set Ftags = {H(mi), 0 ≤ i ≤ n } and the private
key sk. This algorithm outputs a set of signatures
Ф which is an ordered collection of signatures
{σi} on {mi}, where 0 ≤ i ≤ n, CMBT and
signature of the root sigsk(v(R)) are created by
the client using the private key (Mo et al., 2012).
GenChallenge(n) Q is a third algorithm
proposed in Mo et al., (2012). When executed, it
allows the client to challenge the server for the
integrity of the blocks of the data. The input to
the algorithm is the total number of blocks, and
the output is a query Q. Q is sent to the server as
a request to verify the integrity of blocks [6].
A fourth algorithm in [6] is GenProof(Q, CMBT,
F’, Ftags, Ф)  P. It is run by the server to
generate a proof for the query Q. The input to
this algorithm are Q, CMBT, F’, F8 and Ф. The
output from this algorithm is the proof P that lets
the client know the integrity of the blocks of
stored file. P is sent back to the client so that
client can test the file integrity [6].
Upon receiving of the proof P, a client runs the
fifth algorithm to verify the received proof,
Verify(sk, Q, P, v(R))  (TRUE, FALSE). It is
run by the client to test the validity of the proof
received from the server. Inputs to this algorithm
are pk, Q, P and v(R). Having the private key,
sk, as an input to the algorithm means that only
appropriate client could be able to verify the
proof. The algorithm returns TRUE if the proof
received from the server is valid and returns
FALSE otherwise [6].
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To support data dynamic, [6] suggested more
algorithms to deal with the aspect.
UpdateRequest()  Request is executed by the
client to request modification of data file stored
on the server. This algorithm receives nothing as
input and gives out an update request which
contains an Order Є {Insert, Delete, Modify}.
The other algorithm is Update(F’, Ftags, Ф, R) 
(Pold, Pnew) which is run by the server. This
algorithm gives output containing two proofs Pold
and Pnew.
The last algorithm is UpdateVerify(P old, Pnew) 
(TRUE, FALSE) which is executed by the client.
The UpdateVerify() algorithm verifies if the
update algorithm ran on the server properly. It
returns TRUE if the server’s behaviour are
honest and FALSE otherwise. The inputs to it
are Pold and Pnew.

Figure 3: The Cloud Merkle B+ Tree [5]

Figure 3 show the CMBT on which leaf nodes
are linked sequentially and stores three elements
at most and two elements at least. The CMBT
use the features of both a B+ tree and a Merkle
Tree to take benefit of both. A B+ tree assists on
ensuring the efficiency and a Merkle Tree assists
on enforcing the integrity of data. This tree has
two types of nodes which are index nodes and
data nodes (which are the leaves on the tree) [6].
When updates on the CMBT tree are done they
must leave the tree in a proper state with leaf
nodes holding hashes of two or three blocks of
data. On the same updates the index nodes
should have ether two or three indices. The
updates done on the file blocks are modification,
deletion or insertion of blocks. From the
UpdateRequest()  Request method, the Request
resulted will be modification, deletion or
insertion depending on the type of update [6].
On modification of block say jth block mj to mj`
(where 1 ≤ j ≤ n) the update request Request =
{Modify, j, mj`, σj`} is generated. The request is

sent to the server where the server will update
the block, reconstruct the CMBT and generate
the proof Pold = Query(i). The server sends the
new root node to the client, which is verified for
the correctness. The correct new root node is
signed, sigsk(v(R`)), and sent back to the server
[6].
On insertion update, a block can directly be
inserted into the node with two elements to make
at most three elements. If the node has three
elements, then the data node split into two nodes
each with two elements, together with the new
element. The splitting of nodes goes up until
reaching an index node with two elements
otherwise a new root is created adding a new
level for CMBT. As with modification, the proof
for insertion will be generated together with the
signing of the new root [6].
On deletion, an element can easily be removed
from the node with three elements and updating
the CMBT. If the deletion needs to be performed
on the node with two elements then the
remaining node will be deficient for the
requirement of CMBT. In this case, the
borrowing from or merging with the next same
level node should be done to keep the tree
balanced. Like on modification and insertion, the
tree will change hence proof for deletion is
generated and the new root created by the server
is signed [6].
Anuja and Kumar [1] propose a scheme called
Outsourced Proof of Retrievability (OPoR). The
scheme tackles the challenge of limited
computation power of some devices. It is a cloud
storage scheme that involves a cloud storage
server and a cloud audit server. The latter is
assumed to be semi-honest. This work considers
the task of allowing the cloud audit server to preprocess the data before uploading to the cloud
storage server and later verifying the data
integrity, on behalf of the cloud users. OPoR
outsources the heavy computation of the tag
generation to the cloud audit server and
eliminates the involvement of user in the
auditing and in the preprocessing phases.
Furthermore, OPoR strengthens the PoR model
to support dynamic data operations, as well as
ensure security against reset attacks launched by
the cloud storage server in the upload phase.
From the works above, it has been noticed that
[6] deals with the drawback on the complexity of
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the work of [11]. But, still, the later work has not
given a proper way forward on how this scheme
could be implemented on the real environment of
cloud computing. Various POR schemes just
provide the way these schemes needs to operate
without giving details on how various
technologies can be combined to achieve the
desired results. To solve this challenge,
therefore, this paper provides a model and
environment on the implementation of dynamic
POR scheme. In this
paper, the dynamic
scheme with low complexity which make use of
Merkle Hash Tree on creation of meta data has
been implemented.
3 METHODOLOGY
The implementation of the dynamic proof of
retrievability serves as a step toward ensuring the
integrity of data stored on the cloud server.
Experimental approach was used on testing the
implementation of dynamic POR that will have
low complexity to both the client and the cloud
server. Simulation tool was created and used to
analyze integrity aspects of files stored on the
cloud. Figure 3 shows the three parties which
communicate when the dynamic POR scheme is
implemented on the cloud storage.

done by a client direct to the server or through
TTPA. TTPA combines the functions of normal
TPA as suggested by related works with the
functions of Certification authority (CA). CA is
a trusted part used to create users’ certificates for
public key infrastructure (PKI) [9]. This
enhances the trust between the three parties,
client, cloud storage and TTPA.
The model of cloud storage proposed shows that
there is a creation of meta data as the hashed
values of client’s data files. In cryptography, the
hash function is one of the techniques used for
ensuring data security through integrity on
computer systems. It allows creation of a fixed
length hash value from a variable length message
[9]. Hash functions are commonly used for the
storage of passwords in databases and message
authentication when communicating through
networks. They are also used to determine
whether data has changed or not. Many
algorithms and processes that provide a security
service use a hash function as a component of
the algorithm or process, including Keyed-Hash
Message Authentication Code (HMAC), Digital
Signatures, Key Derivation Functions (KDFs)
and Random Number Generators (RNGs). We
tested our model by the use of Secure Hash
(SHA1) and message digest (MD5) functions
which have been compared for their
effectiveness.
Figure 5 presents the solution design that had
been simulated. The aspects shown on the design
are cloud storage service settings, data storage
operations, cloud storage access, data dynamic
implementations and integrity checking. The
design came out with a good solution to the
integrity problem on the cloud storage.

Figure 4. Interaction between Client, Cloud Server and
TTPA

The designed figure 4 depicts direct interaction
between the client and cloud server together with
their interaction through the Trusted Third Party
Authority (TTPA). The arrows show that a client
may move data to the cloud storage and can be
able to challenge the server for the integrity of
the stored files. A client may only store database
with meta-data and not actual files hence utilize
effectively the storage capacity. The process of
sending challenge and receiving response can be
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Figure 5: Solution Design

4 FINDINGS
Table 1 shows the details for file sizes and
upload time with the use of MD5 and SHA1
encryptions respectively on the selected files.
MD5 and SHA1 hashing algorithms were used
due to their less use of computer’s computation
power resulted by lower bit size [9]. Other
algorithms might be used based on the
corresponding requirements of the storage
system. It was observed that the larger the file
the longer it takes to upload it to the server. Also
the time spent while using SHA1 was much
higher than time spent while using MD5.

6.

myfiles.jsp

2,395

7,971

7,650

7.

Plot.java

3,415

11,089 10,720

8.

check.jsp

3,521

11,766 11,319

9.

upload.jsp

7,104

22,896 22,783

10

index.jsp

8,597

28,306 27,420

Response time to computer user affect user
behaviour on accessing desired service. Web
users may face a long waiting time during
accessing web pages, and there are various
technologies and techniques are normally
implemented to control the situation and to calm
the annoyed users [8]. Many factors affect
waiting times especially the processing power,
and memory of a server and researchers show
that there are some thresholds for minimum
waiting times for web users. Waiting times on
data collected and shown on Table 1 may not be
tolerable for most users but on real cloud
environment, the issue could be solved by
providing enough resources. The work by [1]
suggests that website owners like CSPs should
investigate ways in which they can attract and
retain more users to their services and one of the
issues is to improve response time. This will
provide a way to reduce frustration and stress for
the users of cloud services. The response time
values for MD5 and SHA1 have been plotted
and shown in the line graph on Figure 6.

Table 1. Simulation's Upload Durations when Using
SHA1 and MD5.

Sn

File name

Duration (msec)
Size
(Bytes) SHA1
MD5

1.

email.txt

258

1,064

1,053

2.

vitabu.txt

276

1,046

1,069

3.

index.html

729

2,437

2,328

4.

graph.jsp

997

3,387

3,338

5.

contact.txt

1,155

3,871

3,800

Figure 6. Line Graph Relating SHA1 and MD5

Experimentally, SHA1is more secure than MD5
though a computer experiences more delays due
to its long hash code bit size. Both SHA1 and
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MD5 have been used for experimental purposes
due to their less utilization of computing
resources. There are more secure algorithms than
these two algorithms which are more complex
due to their large bit size and mode of their
functioning. SHA1 and MD5 have small bit size
which can be easily studied on a computer with
limited processing capacity. The complexity of
hashing algorithms increases with the increase of
the bit size and are effective as long as there are
enough resources for them to rum.

6 CONCLUSION AND FUTURE WORK

5 DISCUSSION

The design presented in this research is general
and can be implemented using a different
number of technologies depending on
preferences. As being observed in the simulation
of the cloud storage, the performance was
affected by the scheme used for hashing files
before storing them. It was observed that new
technologies invented in very short intervals of
time. Since the technology is changing one could
consider using the hash function that is more
effective to be used at the time.

This paper suggests the PoR implementation
design which allows the client to be informed in
case of any unintentional or illegal modification
of stored files on cloud storage. Cloud servers
can not compromise client’s files since the client
will be aware of any case of modification upon
request or based on automated integrity
messages. This is achieved on practical cloud
storage once PoR is implemented and gives more
trust to clients on the utilization of cloud storage
service.
Many security concerns raised on using cloud
storage were reviewed among which integrity is
included. Specifically, the work provided the
way forward to deal with the integrity of user’s
data placed on the cloud storage. Integrity is
among the concerns of which users need to be
assured of their provision for their data once
placed on the cloud storage. This work shows
how clients on cloud storage can now be able to
keep track of their files by having an interface
which allows them to request the status of data
integrity.
This work combined the conventional TPA with
CA to provide TTPA which is more effective
compared to the TPA previously used on
proposed schemes. TTPA is easily trusted by
both the client and CSP as it provides authentic
identification of communicating parties by
having abilities of CA. TTPA will establish
trusted communications between client and CSP
at the same time will be used for POR on behalf
of the clients. This study does not cover
authentication and authorization aspects of
security. These aspects are left open for future
research.

The locations of all servers are normally
transparent form user’s point of service access.
Message digest should be stored on a database
that is placed on the location different from the
cloud storage for the file. These will improve the
security of the files stored and an assurance that
the proof given by POR is true. Also, the
performance of the entire system is improved
when tasks are distributed across multiple
servers.

In addition, to increase the performance, it is
advised to use the server having enough
specifications capable of handling the required
processes. This will reduce the server side delays
for the processes. Improvement of recomputation of hashes every time a user has
updates on the stored data can be a case for
future works. This should be considered and one
must find a model that could avoid the
bottleneck on the system and improve the entire
performance of the cloud storage system. As
seen on [7], delays affects much the performance
of the systems hence add stress to online users.
Furthermore, implementers of the dynamic PoR
scheme may improve this scheme by allowing it
to check retrievability automatically and finding
a way to inform a user in case of the corruption
of data integrity. Information to users can be
provided by various ways such as email or phone
numbers. Enabling this will make the cloud
storage provider put appropriate measures on
ensuring their customers’ data integrity
otherwise they may lose customers. This is a
simple task of automation and in some cases
could be troublesome to clients since it could
result on forwarding messages to them without
request. Thus clients may be given options to
decide whether to receive automated messages
about integrity of their files or not.
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ABSTRACT
Internet of Things applications are expanding in
various fields. The number of connected smart
objects are tremendously increasing. Consequently,
volume of transmitted sensitive data using
heterogeneous wireless protocols is increasing
extending vulnerabilities to privacy and security
risks. Differences in resource, performance, and
security requirements of IoT devices, Fog nodes, and
the Cloud in IoT network, and absence of globally
accepted standard, have made the efforts to develop
comprehensive security mechanism difficult.
Existing cryptographic solutions focused on FogCloud security, based on complex cryptographic
methods neglecting the capabilities of constrained
devices, end-to-end security requirement, and the
need of data integrity, authentication and
authenticated key distribution security services
during data transit. In this research, authenticated
encryption and authenticated key distribution
methods are efficiently implemented using
reconfigurable computing, targeting different
optimization goals related to specific requirements of
end-devices, Fog nodes, and the Cloud. Protecting
sensitive data while at transit, and addressing end-toend security requirement in IoT, are major focuses of
this work. Multiple security services and
authenticated information flow at all layer of the
system are considered for trustworthy data
exchanges. Small FPGA resource utilization and high
throughput results are achieved related to constrained
IoT devices and high speed platforms in IoT system
respectively.

KEYWORDS
Authenticated
encryption,
cloud
computing,
lightweight cryptosystem, Fog computing, FPGA,
IoT, IoT devices, key distribution.

1 INTRODUCTION
With increasing number of Internet of Things
(IoT) applications and the growing amount of
data transactions in the network, security has

become a challenging issue [1], [2]. The security
challenges are not only because of the
development of attackers’ skills equipped with
intelligent algorithms in parallel with the
advancement of the technology to break secured
systems, but also due to the difficulty to develop
a comprehensive security protection mechanisms
for IoT networks that have integrated extremely
different platforms which utilize non-standard
heterogeneous communication protocols [3], [4].
IoT system composes, on one hand, very
constrained IoT devices with very limited
resources and computing power that are used to
gather and transmit sensed data from various
physical environments. On the other hand, it
consists very powerful Cloud servers that have
high speed computing power and huge amount
of storage resources useful for analyzing and
processing the sensed data and storing the
processed data for further services and actions
[3], [4]. The IoT system also contains
intermediate layer between the Cloud and the
constrained IoT devices called Fog Computing,
which can provide Cloud services nearer to the
IoT devices for better efficiency and security as
the Cloud center is far away from the enddevices [1], [2], [3], [4]. This shows that these
extremely different environments have very
different
resource
and
performance
requirements. Furthermore, IoT devices are
sources of sensed data, and use short range
communication protocols for transmission of
them, where the attack surface is relatively
narrower. But, Cloud computing and Fog
computing layers are based on the traditional
Internet, where the attack surface is very wider
[1], [2], [3], [4]. This also shows their
differences in security requirement in addition to
differences in performance and available
resources.
Cryptography is an essential method to
protect sensitive data while in transit or at
storage from various cyber-attacks. However, the
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standard cryptosystems established for the
traditional Internet will make the IoT network
inefficient if directly mapped since not all the
involved platforms have enough resources as
well as performance capability to support such
complex algorithms [5]. Particularly, constrained
IoT devices require lightweight cryptosystems
which can run with very small resource usage
and energy consumption [5]. While, the Cloud
centers as well as Fog nodes require
cryptosystems with strong security and high
speed for fast .processing and analysis [3], [5].
For sensitive data transfers from one layer to the
other in the IoT network, these different
platforms also require compatible cryptosystems
related to their specific requirements.
Contemporary crypto mechanisms comprise
different techniques devised to protect cyberattacks that target various application domains.
Some of the key attack types including,
eavesdropping,
data
modification,
impersonation, repudiation, replay, etc., can be
protected using the known cryptographic
algorithms such as symmetric key and
asymmetric key techniques in combination with
hash functions, Message Authentication Code
(MAC) algorithms, and digital signature
schemes [6] [7].
Based on the cyber-attack types and the
application
domains,
application
of
cryptosystems require selection of compatible
standard algorithms and optimal implementation
for effective protection of sensitive data.
Analysis of existing crypto algorithms and
identifying their limitations and strengths in
terms of performance, security as well as
resource requirement is important before
implementing and applying them for specific
secure application [7]. In general, in order to
defend the various cyber-attacks, suitable
cryptographic mechanisms need to be chosen for
implementation. Before implementation of
cryptosystems for a particular application, it is
important to identify whether the application
area is constrained or high performance.
Moreover, the cyber-attack types threatening that
particular application area, the security services
needed to protect the attack types, the
cryptographic techniques that can provide the
required security services, should be studied.
Also, suitability of software based or hardware
based implementation platforms, or their

combination need to be considered for securing a
particular application domain. If the application
combines both constrained and high performance
applications, end-to-end security must be
considered
[7].
Existing
cryptographic
techniques can be successfully organized based
on
the
requirements
for
efficient
implementations.
Several researchers have designed different
crypto mechanisms to advance the capabilities of
existing algorithms such as symmetric key
algorithms, asymmetric key algorithms, Message
Authentication Code (MAC) Algorithms, etc., in
terms of security and performance.
Authenticated encryption algorithms [7], [9]
which offer cryptographic services such as data
confidentiality, data integrity, and data origin
authentication using only one algorithm are
enhancements over symmetric key crypto
mechanisms that could provide only data
confidentiality service. Also, signcryption
schemes [10] that simultaneously provide
confidentiality and signature services based on
single algorithm are improved methods over
asymmetric key algorithms.
However, such mechanisms have also
inherited the key distribution and performance
limitations of symmetric key and asymmetric
key algorithms respectively.
Several researchers have also designed hybrid
cryptosystems [11], [12] and Integrated
Encryption Schemes [13], [14] in order to
overcome existing limitations. In such methods,
the advantages of symmetric key algorithms
including performance and small resource
requirement, and that of asymmetric key
algorithms including strong security and
independent key utilization for encryption and
decryption are utilized. Due to such combined
algorithms, cryptosystems efficient similar to
symmetric key algorithm, and secured as
asymmetric key algorithm could be designed. In
addition, researcher have also combined MAC
algorithms and digital signature mechanisms for
multiple cryptographic services and strong
security.
Consideration of the specific requirements of
the application domain is also important since
constrained environments cannot accommodate
complex cryptosystems designed for high
performance applications that can consume
much memory and energy resources [5] [15].
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This is because constrained devices have limited
computing power and resources. As a result,
mapping high performance cryptosystems that
are designed for high performance platforms
directly for securing constrained platforms
makes the network inefficient. Therefore,
constrained
devices
require
lightweight
cryptosystems.
Cyber-attack types and related cryptographic
security services are also important to be
considered for successful implementation of
cryptographic mechanisms. There are various
cyber-attacks [16] including the main attack
types such as eavesdropping, data modification,
impersonation, replay and repudiation [6].
In order to address these attacks, multiple
cryptographic services are required based on the
application’s specific security requirements. This
means that as the attack surface is wider, more
cryptographic security services are required such
as data confidentiality, data integrity, and
authentication etc.
End-to-end security is also important when
secure data exchange is required between
constrained and high performance applications.
In this case, cryptosystems which can meet the
requirements of both platforms are required as
these platforms have differences in performance,
security, and resources. During secret data
exchange between these platforms, end-to-end
security is required so as not to leak secret data
at intermediate steps [17].
Depending on the security, performance and
resource requirements of the application
scenarios, the implementation platforms can be
software-based or hardware-based. Softwarebased implementations are preferable because of
their flexibility for implementation and
modification.
But,
hardware-based
implementations are important because of their
high speed and physical security, and can also
save energy by processing tasks with high speed
compared to their software counterpart. FPGAs
are
hardware
devices
preferable
for
implementing cryptographic algorithms as they
are reconfigurable based on the contemporary
risks and attacks, and are flexible like software
implementations for modifications, high speed
like hardware for high performance, and also
physically secured as hardware platforms [18].
The application of IoT is increasing in
improving the life styles of the modern society,

ubiquitous processing of various applications,
and business environments [7]. But, the security
aspect of IoT based applications need due
considerations and require strong security
actions for trusted information transactions [19].
As a consequence, FPGA implementation and
optimization of authenticated key distribution
and authenticated encryption mechanisms are
important by considering the different platforms
involved in IoT system and their specific
performance,
resource,
and
security
requirements. As a result, data confidentiality,
data integrity, and authenticity are required to
protect eavesdropping, data modification, and
impersonation, and other attacks, and these are
the main concerns of this paper.
The rest of the paper is organized as follows:
Section 2 describes threat model and security
requirements. Section 3 describes related works.
The proposed method is explained in Section 4.
Section 5 discusses the implementation and
optimization approaches. The obtained results
are presented in Section 6. Finally, Section 7
concludes the paper.
2 SECURITY CHALLENGES in IoT
SYSTEM
IoT based smart applications are growing from
time to time. The number of connected IoT
devices are increasing, and expected to grow to
500 billion by 2030, according to CISCO, if the
present increment consistently continues [20].
The different IoT applications including smart
city, smart grid, smart agriculture, smart home,
smart health, etc. [20], [21], are intended for
transforming the traditional methods and
changing the life styles of the modern society
more comfortable than ever before, and to
provide timely and good services as well as
smart and better quality of industrial processing.
However, one of the main challenges impeding
the widely adoption of the IoT applications is
protection of security and privacy as it is a new
technology [20], [21]. The security problem of
IoT is not only because of the growing skills of
attackers and the intelligent methods they utilize
to execute cyber-attacks, but also because of the
limited resources such as energy and memory,
and low computing power of the constrained IoT
devices to support standard security mechanisms
such as standard cryptosystems. Furthermore, the
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use of heterogeneous communication protocols
and the lack of internationally accepted standard
are also main issues [21].
2.1 Cloud-assisted IoTs and Challenges
IoT systems rely on Cloud computing for
analysis of the transmitted sensed data gathered
by the IoT devices from the physical
environments, and for processing, storage, and
analysis of the data as well as for provision of
further Cloud services. However, the IoT devices
- Cloud direct communication has shown
different challenges [19], [22]. One of the
challenges is high latency due to the long
distance between end-devices and the Cloud
center which is an issue especially for time
critical applications such as IoT systems that
transfer health related data [19]. The other
challenge is high bandwidth requirement due to
high data traffic from vast number of IoT
devices. Though IoT devices are the sources of
sensitive data, they transmit the sensor data to
long distant central Cloud which is out of their
control causing security and privacy issues [19],
[22].
2.2 Fog Computing based IoT Challenges
Fog computing is a new paradigm introduced to
overcome the challenges encountered in the
Cloud-assisted IoT applications. Fog nodes can
be deployed as intermediate platforms between
the Cloud center and the IoT devices, providing
Cloud services closer to end-devices [19], [22].
The introduction of Fog layer in the Cloudassisted IoT framework has come with different
advantages. It has reduced the high bandwidth
requirement by processing selected sensed data
locally. It also reduces the challenge of high data
traffic observed in case of direct end-devicesCloud communication, by processing the sensor
generated data locally where it is produced and
needed, Moreover, it can significantly control
privacy and security issues by analyzing
sensitive sensor data locally closer to the end
devices [19], [22].
However, Fog computing comes with new
privacy and security challenges [19]. As Fog
nodes are deployed at insecure locations in the
Cloud-IoT devices continuum nearer to enddevices, and communicate with both constrained

IoT devices and the Cloud, the IoT network can
be vulnerable to various cyber security threats
since they are not fully protected and controlled
[22]. Because of the introduction of the Fog
layer, privacy and security protections are
required at all levels of the IoT system including,
 From end-devices to Fog nodes
 From Fog nodes to the central-Cloud
 End-to-end security from source of the
data through Fog to the Cloud layer
Therefore, the specific performance, security,
and resource requirements of each layer must be
considered to devise protection mechanisms so
as to overcome the possible attacks. Privacy and
security aspects of Fog based applications have
not been fully addressed yet. The attack surface
is wider in the Fog-Cloud environment, so,
strong security protection is required. Data
confidentiality, data integrity, and authentication
services are required for secure information
exchanges. Thus, fast authenticated encryption
algorithms and authenticated key distribution
methods are required
for
trustworthy
communication.
2.3 Threat Model and Security Requirements
To enable global adoption of the IoT
technologies, addressing the security issues is a
critical concern [22], [23]. Though there are
several physical attacks [21], the security threats
related to communications in IoT network for
sensitive data exchanges are the main concern of
this study.
A
collaborative
way
intelligent
communication of smart objects in IoT network
comes with critical privacy and security issues
throughout the end-to-end communication of the
smart things over various heterogeneous
networks [23]. This communication capability of
smart objects through various networks increases
the attack surface for cybercriminals. Therefore,
absence of privacy and security protection
measures is a key challenge to overcome, and
can lead to abuse of secret information of users
by attackers resulting in limited global and social
adoption IoT. Therefore, re-consideration of
attack possibilities in the traditional Internet is
required substantially with relevant to the IoT for
protection of sensitive data while in transit [19],
[21].
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Protection of IoT data during transit is
important since sensitive IoT data flow can be
from end-devices to the Cloud, or from the
Cloud or Fog to end-devices can be intercepted
by cyber-attacks. Thus, secure information
exchanges of sensitive data are important in IoT
network systems [22]. Some common cyberattacks which target data at transit are discussed
next.
2.3.1 Threat Model
Some of the major cyber-attacks concerning data
at transit in IoT networks that can be tackled by
cryptographic methods are described as follows:










Eavesdropping and Privacy attacks:- can
be performed by attackers for compromising
confidentiality of the IoT network because
of the open nature of the wireless channels
used for information transfers. In these type
of attacks, the attacker tries to disclose the
confidentiality of sensitive information and
misuses unauthorized information if he/she
becomes successful. The adversaries can
intercept the communications easily and
eavesdrop messages, then, analyze them to
obtain sensitive and valuable information
without manipulating or changing of the
data.
Data Modification attack:- refers to
changing, deleting, or inserting of
information by an adversary during data
transfers in the IoT network.
Impersonation attack:- refers to the type
of attack by which the attacker uses a
malicious node and masquerades to act as a
legitimate user so as to execute
unauthorized tasks such as attacks of
information forgery.
Sybil attack:- refers to the attack type in
which the attacker attempts to create forged
identities to impersonate legitimate IoT
nodes or users. With successful utilization
of cryptographic techniques, this attack can
be defended.
Differential attack:- refers to a set of
procedures used by adversaries in order to
obtain secret information by computing and
tracking the differences between the
aggregated data of IoT devices, tracing that
the differences in input data can impact the

resulting difference at the output. By
tracking this way at different time slots, the
attacker tries to discover where the cipher
reveals non-random results and observes
such characteristics in order to recover
cryptographic key or secret information.
 False data injection attack:- is a type of
cyber-attack by which the attacker
purposely disturbs the normal state of the
IoT network by injecting fake data to
compromise data integrity service so that
wrong action could be taken.
 Replay attack: refers to the attack type by
which the adversary tries to intercept
information transfers through IoT network
to obtain copy of the transmitted data and
then replays it without modification in order
to get secret information.
 Man-in-the-middle attack: refers to the
type of attack where the adversary tries to
relay and alter the secret communication
between a sender and a recipient who
trustfully assume that they are directly
communicating with each other in the IoT
network, but in actuality, the attacker is in
the middle relaying the communication and
exploiting secret information either by
eavesdropping or impersonating as one of
the legitimate end.
 Repudiation:- occurs when the sender or
the recipient of a message in the IoT system
later denies sending or receiving of the
particular message respectively by forging
its identification.
Most of the attack types can be categorized in to
two major attack classes: passive and active
attack types, where, the purpose of passive attack
is merely to get sensitive information without
modification of the information in the system;
whereas active attacks, have the aim of changing
and modifying the data [6], [20] as shown in
Table 1. The different attack types presented in
Table 1 can also be categorized in to three major
categories of attacks based on the activities
executed by the attacker to accomplish the
attacking processes: Eavesdropping, Data
Modification, and Impersonation attacks.
Eavesdropping attack can include privacy attack
and differential attack. Data Modification attack
can include any data manipulation as well as
false data injection attack. Impersonation attack
can
include,
masquerading,
replaying,
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repudiation,
attacks.

man-in-the-middle,

and

sybil

Table 1. Attack types and the corresponding threat targets
Attacks/threats
Eavesdropping
attack
Privacy attack
Differential
attack
Data modification
attack
False
data
injection attack
Impersonation
attack
Masquerading
attack
Replaying attack
Repudiation
attack
Man-in-themiddle attack
Sybil attack

Attack type
(Passive/Active)
Passive

Threat target
Data
confidentiality

Data integrity

Active

Data integrity
Authentication
Non-repudiation

2.3.2 Security Requirements
Although there are numerous aspects to be
considered to come up with a comprehensive
security resolution for IoT network security, the
focus of this research is on the security aspect of
information transfers which can be protected
based on cryptographic security mechanisms.
Some of the security requirements which can be
addressed based on cryptographic mechanisms
include, data confidentiality, data integrity,
authentication, data freshness, and nonrepudiation, and are described as follows:
 Data confidentiality:- refers to the
protection of the secrecy of the transmitted
information in IoT network from one end of
the IoT system to another. It is a means to
concealing or not to revealing secret
information and protecting it from
disclosure by unauthorized body or IoT
node using a cryptographic technique.
 Data integrity:- refers to the technique of
ensuring consistency of the data from its
source to the destination while in transit. It
ensures that whether the transmitted
information in the IoT network from one
end of the IoT system to another has been
modified and changed by attackers or any
other network problems, or not. This means

that any alteration of the original data can be
detected and confirmed by a cryptographic
method and the data will be subjected to
rejection.
 Authentication:- refers to verification of
the identity of the communicating ends to
ensure that any end in the IoT system
communicates with a claimed data
originator for trustworthy secret information
exchanges. It helps to validate the data
origin using a cryptographic technique. It is
also a method to control access in a
network.
 Data freshness:- is used to ensure whether
the exchanged data in the IoT network is
repetition of old data which have been
already exchanged or not. Attackers can
send old data repeatedly in order to fool the
recipient IoT node and get some secret
information in the interaction, or to make
the network unnecessarily busy so as to
waste the energy of end devices leading
them to failure. A cryptographic technique
can be used to guarantee data freshness to
prevent such replay attacks.
 Non-repudiation:- refers to the case of
impossibility of denying of sending or
receiving of data by a sender or recipient of
IoT nodes in the IoT network. In this case,
in the IoT network, a sender cannot deny the
already sent message, and a recipient cannot
deny a message already received.
Therefore, based on the attack types presented
and the corresponding security requirements
described so far, it is required to select,
implement, and optimize suitable cryptographic
mechanisms in order to defend the attacks and
the security threats, and meet the related security
requirements. More specifically, authenticated
encryption can meet the security requirements to
address the eavesdropping, data modification,
and impersonation attacks, as it can provide
simultaneously, data confidentiality, data
integrity, and authentication cryptographic
security
services
respectively.
Also,
authenticated key distribution can provide strong
security by providing secret keys for
authenticated encryption schemes.
3 RELATED WORKS
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Different state-of-the-art reviews have been
reported in the literature by different authors on
privacy and security issues and challenges
related to Fog computing based IoT applications.
Some researchers have also proposed
cryptographic security mechanisms for the
security of Fog computing based IoT
applications. Most of the proposed works
considered a three layer Fog computing based
IoT framework including end-devices, Fog,
layer, and the Cloud layer.
Authors of [24] presented privacy and
security problems related to Fog computing layer
and described different attack possibilities to be
considered with the possible defensive
mechanisms. Though they did not propose
security technique to defend the described
attacks, their contribution helps other researchers
to consider the attack types when devising
defensive mechanisms.
In [25], the authors presented a short survey
of IoT and Fog computing together, the
advantages of their integration in supporting
various applications, and security threats and
challenges. But, no security mechanism was
proposed for security measures.
In [26], AES algorithm was proposed as a
cryptographic solution and they experimentally
demonstrated Fog-Cloud security. But, the
security between end-devices and Fog nodes was
not considered. Also, no key distribution
mechanism was used, and only confidentiality
crypto service could be provided without data
integrity, authentication, etc.
The work presented in [27] focused on a key
exchange technique for Fog-Cloud secure
communication which is basically an ABE
method relying on ciphertext-policy to provide
the major security services. But, it is generally
known that ABE technique is not efficient
especially in decryption process [4]. Moreover,
they didn’t consider the security problems from
the perspective of end-devices to Fog nodes
communication.
In [28], a scheme for Fog computing security
was proposed based on attribute-based
encryption (ABE) with an out-sourced
decryption mainly focusing on chosen ciphertext
attack defense. However, other Fog computing
based security threat models were not
considered.
Moreover,
the
mechanism

necessitates strong trust relations.
A proxy-based key establishment and
authentication protocol was proposed by [29] for
IoT by delegating complex cryptographic
processes to nearby sensor nodes which have
better computing power, storage capacity and,
and energy than end-devices. It is using
Lagrange Polynomial Interpolation based
threshold scheme for Diffie-Hellman key
exchange. The scheme requires higher storage
and computation for sensor nodes [30].
Authors of [31] proposed a scheme for
anonymous mutual authentication among Fog
servers and Fog users in Fog-based Cloud
computing system using pseudonym based
cryptography, elliptic curve discrete logarithm
problem, and bilinear parings, for session key
establishment. Though public key scheme based
authentication are generally considered strong,
provided longer keys are used, the intensive
mathematical computations and the slower
performance of public key cryptographic
algorithms can make the Fog- constrained enddevices inefficient as the constrained IoT devices
are incapable to support such complex
algorithms due to their limited energy, memory,
and computing power [3], [30].
In [32], the authors proposed a lightweight
scheme for data aggregation to defend threats
such as data injection attack. Such contribution
of lightweight scheme are important for
applications in Fog layer, although they didn’t
address methods of key distribution, a useful
technique to fulfill such security service. Instead,
their system relies on a third party for key
materials management and assignments of keys
to all platforms.
Most of the proposed works have considered
software based mechanisms to protect some
specific IoT based applications. Asymmetric key
algorithms and ABE based schemes are not
efficient for constrained environments, and for
latency reduction in high performance
environments. Also, the specific performance,
resource, and security requirements of the
constrained IoT devices, the fog nodes, and the
central Cloud need due considerations for
securing Fog computing based IoT applications.
The major cryptographic security services
including data confidentiality, data integrity, and
verification of authenticity of the data during
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their transfers have not been fully addressed.
However these crypto services are crucial in Fog
computing based IoT applications as the data can
be sensitive, such as health critical data. Most of
the existing methods didn’t present authenticated
key distribution mechanism which is important
for strong security of the secret data in Fog
computing based IoT. End-to-end security from
the end-devices through Fog nodes to the central
Cloud [33] is not fully addressed based on
cryptographic solutions.
Hardware based cryptographic security
solution is suitable for security and privacy
protection of Fog computing based IoT
applications [1]. It has many advantages over
software based implementations [34]. On one
hand, as the application requires low latency and
high throughput for Fog-cloud data exchanges,
this can be achieved using FPGAs as a hardware
platform. On the other hand, as a hardware
platform, FPGAs can provide physical security.
Moreover, since FPGAs have flexibility, like
software, for implementation, as high speed as
hardware in performance, and can be
reconfigured depending on the risk situation for
different environments, it is suitable for the
intended application, which may not be possible
with Application Specific Integrated Circuits
(ASICs) [34] based implementation.
In general, existing cryptographic solutions
focused on Fog-Cloud security based on
complex cryptographic methods neglecting the
capabilities of the constrained end-devices, endto-end security requirement, as well as the need
of
data
integrity,
authentication
and
authenticated key distribution security services
that are important for securing sensitive data
transmissions from source of the data to its
destination in IoT network. The objective of this
work is to address these issues by providing
authenticated encryption and authenticated key
distribution methods by considering the different
specific requirements of the constrained IoT
devices, Fog nodes and the central Cloud which
are major platforms in IoT network. Therefore, a
suitable method is proposed, implemented on
FPGA and optimized to address the specific
optimization goals set for each layer in the IoT
system. Our proposed cryptosystem is optimized
to meet the specific resource, security, and
performance requirements of the different

platforms involved in Fog computing based IoT
applications.
To the best of our knowledge, no FPGA
based
implementation
of
lightweight
authenticated encryption and authenticated key
distribution mechanism optimized based on
specific requirements of the platforms involved
in Fog computing based IoT applications while
providing data confidentiality, data integrity, and
authentication crypto services to be used during
wireless transit of sensitive data with end-to-end
security feature have been proposed.
4 METHODOLOGY
A lightweight authenticated encryption and
authenticated key distribution methods are
implemented on FPGA and optimized by
considering the differences in resource,
performance, and security requirements of the
major platforms in the IoT system: end-devices
layer, Fog computing layer, and the Cloud layer.
To meet these different requirements, an
authenticated encryption algorithm that is
suitable for hardware implementation and
optimization for area and speed tradeoffs as
required while providing multiple cryptographic
services, is selected. Similarly, for key
distribution, two approaches are followed
considering the capabilities of Fog-Cloud
environment, and the constrained environment.
The specifications of the selected schemes, the
approaches used to fit them in a three tier IoT
framework representation [2], [3] shown in
Figure 1, and technique of end-to-end security
are explained in this section.

Figure 1. Representation of a three tier Fog computing
based IoT
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4.1 Specifications of the Implemented
Schemes and the Approach Used to Fit Them
in IoT System
4.1.1
Specification
of
Lightweight
Authenticated Encryption Scheme
ASCON authenticated encryption algorithm [35]
could fulfill the requirements of authenticated
encryption for IoT network because of its
flexibility for efficient implementation on
hardware and its suitability for optimization to
achieve smaller area or high speed tradeoffs, and
its capability to provide the three major
cryptographic
security
services:
data
confidentiality, data integrity, and authentication
simultaneously, that are required to defend
eavesdropping,
data
modification,
and
impersonation attacks respectively, in IoT
network. The specification of ASCON algorithm
is explained next.
ASCON is a family of authenticated
encryption algorithms and hash functions which
is
selected
primarily
for
lightweight
authenticated encryption in the final portfolio of
the CAESAR competition of lightweight AEAD
algorithms [35]. ASCON-128, and ASCON128a are the two categories of ASCON family of
AEAD algorithm with data block sizes of 64 and
128 bits as shown in Table 2, recommended for
constrained and high performance platforms
respectively [35].
Table 2. Parameter configurations for ASCON [35]
Algorithm
Size (in bits) of
Rounds
key nonce tag data block
ASCON-128 128 128 128 64
ASCON-128a 128 128 128 128

a

p
12
12

b

p
6
8

The mode of operation of ASCON is
fundamentally based on duplex modes as in
MonkeyDuplex [35], however, stronger keyed
initialization and finalization functions are used
by ASCON. The basic permutations pa and pb
work on a sponge state S which has a size of 320
bits, a rate r, and a capacity c = 320 - r bits. For
simplicity, the state S is represented as Sr and Sc
for the rate and capacity parts respectively [35].
ASCON’s authenticated encryption and
authenticated
decryption
processes
are
represented as shown in Figure 2 [35].

(a) Encryption

(b) Decryption
Figure 2. Mode of operation of ASCON (a) Encryption;
(b) decryption [35]

As shown in Figure 2, in the two
permutations (pa and pb), a is the number of
rounds used for the initialization and finalization
permutation pa, and b is the number of rounds
used for the intermediate permutation pb for
processing the associated data and plaintext.
Moreover, ASCON round is developed with the
help of three operations: constant addition, a
nonlinear S-box layer, and a linear
transformation.
In
this
algorithm,
a
straightforward key-recovery is prevented by
adding extra key addition in the initialization and
finalization. The major steps in encryption and
decryption are similar except that decryption
works in reverse order of the encryption process.
And, in this algorithm, the length of the plaintext
and the length of the ciphertext produced after
encryption of the plaintext are equal. The details
of the ASCON algorithm can be found in [35].
1) Initialization: The initial state of ASCON
which contains 320-bit is constructed by
concatenating the secret key K and nonce N both
having k bits and an IV. The IV is a combination
of the key size k, the rate r, and the round
numbers a and b which are expressed in 8 bit
integer. Before initialization process is started,
the formation of the IV for ASCON-128 and
ASCON-128a, and the construction of initial
state, are performed as follows:

In case of initialization process, the round
transformation p transforms the initial state a
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number of rounds and then an Exclusive-OR
(XOR) operation is performed with the secret
key K:

2) Processing Associated Data: Associated data
denoted by A in ASCON is processed in blocks
of r bits. In order to form r bits blocks of the
associated data, a single 1 and some zeros (0s)
are appended (padded) to forming s blocks of r
bits A1||…||As, unless the length of the associated
data A is zero, in which case, no associated data
processing and no padding at all.

To transform the associated data block Ai
(i=1 up to s), it is XORed with Sr (which is the
first r bits of the initial state S. The whole state S
is then transformed using the permutation pb
applying b rounds:
(1)

After processing the final associated data block,
then a single 1-bit domain separation constant is
XORed to the internal state S:
(2)

3) Processing Plaintext/Ciphertext: Similar to
the associated data processing, ASCON
processes the plaintext P in r bits blocks. The
process of padding appends a single 1 and some
number of zeros to form r bits of multiple
plaintext blocks of equal size (P1||…||Pt):

and the total size of the ciphertext is equal to the length of the
corresponding original plaintext such that

Thus, the last ciphertext block Ct has a length
between 0 and r-1 bits, and the total length of the
ciphertext Ci and that of the original plaintext P
are exactly equal.
5) Decryption process: In case of decryption,
the plaintext Pi is computed by XORing the Sr
(first r bits of the internal state) with the
ciphertext Ci, with the exception of the last
block. Next, Ci replaces Sr, and for each
ciphertext block except the final one, the internal
state is transformed using permutation pb by b
rounds.
(4)

For the last block, truncation of the ciphertext
block with
bits is performed as follows:
(5)

6) Finalization: In case finalization, the secret
key K and the internal state are XORed first and
then, the result state is transformed using
permutation Pa by a rounds. The tag T is
obtained by XORing 128 bits (least significant
bits) of the state XOREd with the last 128 bits of
the key K.
(6)

4) Encryption Process: In case of encryption,
for every iteration, a plaintext block Pi (i = 1, …,
t) is XORed with Sr (the first r bits of the internal
state S), and the corresponding ciphertext block
Ci is extracted. For all blocks, except for the last
block, the entire internal state S is transformed
based on the permutation pb of b rounds.

The encryption process produces the tag T with
the ciphertext C1,…, Ct, and the decryption
process produces the plaintext P1,…, Pt provided
the received and the calculated tags T are equal.
Authenticated encryption and authenticated
decryption steps are presented as follows:
Authenticated Encryption Steps [35]:

(3)

The final ciphertext block is truncated to the unpadded length
of the last plaintext block, so that its size is between 0 and r-1,

Input: key
nonce
associated data
plaintext
Output: ciphertext
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tag
Initialization

Processing Associated Data

Processing Plaintext

Finalization

Authenticated Decryption Steps [35]:

Input: key
nonce
associated data
ciphertext
tag
Output: plaintext
Initialization

Processing Associated Data

Processing Ciphertext

Finalization

or

As shown in Table 2, ASCON has two
varieties: ASCON-128 and ASCON-128a [35].
Their major difference is in the number of data
block length they can process. Specifically,
ASCON-128 processes 64 bits data blocks, and
ASCON-128a processes 128 bits blocks of data.
But, they use the same 128 bits key length.
Because of their difference in data block length
they execute, they also differ in the number of
permutations and round operations they process.
However, they are similar in their fundamental
construction. This property of ASCON is useful
to apply hardware sharing optimization
technique and implement integrated ASCON by
combining the two varieties in hardware so that
the combined system can process both 64 bits
and 128 bits data blocks by switching between
them as required, particularly, for Fog-Cloud
layers. This means that when Fog layer and the
Cloud layer exchange secret data, they use
ASCON with 128 bits data blocks and 128 bits
key length which is optimized for relatively fast
speed. But, whenever they interact with
constrained devices, they use 64 bits data blocks
considering the capability of the constrained
devices, as the end-devices use ASCON-128
with 64 bits data block which is optimized for
comparatively small area.
Figure 3 shows the structure of the
lightweight
ASCON-128
authenticated
encryption algorithm with 64 bits data blocks
(Figure 3a, authenticated encryption, and Figure
3b, authenticated decryption) used by enddevices. The end-devices perform authenticated
encryption on the data they collect which is
considered as plaintext as shown in Figure 3a,
and generate authenticated ciphertext and
authentication Tag (T) also called message
authentication code (MAC). The produced
ciphertext and MAC are then sent to the Fog
layer. The end-devices can also receive messages
or secret key from the Fog layer or the Cloud
center through the Fog layer. In this case, they
first perform validation of data integrity and
verification of the authenticity of the received
data as shown in Figure 3b. The message they
receive will be valid and utilized if and only if
the received tag (T) and the calculated tag (T’)
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are equal; otherwise the entire data will be
rejected.

(a)

(b)

Figure 3. Lightweight ASCON algorithm for constrained
platforms: (a) Authenticated Encryption; (b) Authenticated
Decryption

When the Fog nodes receive secret data with
64 bits blocks from end-devices in the form of
ciphertext and MAC’, they first ensure data
integrity and authentication of the received data
as shown in Figure 4. If the verification result is
valid, then they convert or rearrange the 64 bits
blocks of data in to 128 bits blocks, and perform
again authenticated encryption on the converted
data (128 bits block) and produce the second
ciphertext and MAC’’. This authenticated
ciphertext and authentication tag (MAC) are then
sent to the central Cloud. However, the data will
be discarded if the verification result is invalid.
This method also enables the Fog node not to
leak information at this stage, and increases the
performance and the security while ensuring
end-to-end security.

performs two phases of verification and
decryption processes. The first one is on the 128
bits blocks of ciphertext and MAC’’ produced by
the Fog layer. The second one is on the 64 bits
blocks of ciphertext and MAC originally
generated by the end-devices as shown in Figure
5. The central Cloud will reject the received data
immediately if the first phase of verification
produces invalid result. If the first phase
verification produces a valid result, then it
performs the first phase decryption process on
the 128 bits blocks of data produced by the Fog
layer. It then converts or rearranges the data in to
64 bits blocks and performs again the second
phase of validation of the data integrity and
verification of authentication. If invalid
verification result is obtained, then the data will
be entirely rejected; otherwise, it performs the
second phase decryption to obtain the original
plaintext.

Figure 5. Integrated ASCON at the Cloud

Figure 4. Integrated ASCON at Fog Layer

Whenever the central cloud receives the
ciphertext and MAC from the Fog layer, it

In IoT system, information flow can also be
downward from the Cloud to the end devices. In
this case, the central Cloud performs two phases
of authenticated encryption to send secret
messages as shown in Figure 6. The first phase is
authenticated encryption on 64 bits blocks of
data. After producing 64 bits blocks of
authenticated ciphertext and authentication
MAC, then it converts it to 128 bits blocks and
performs the second phase authenticated
encryption on the 128 bits blocks. Now, the
produced ciphertext and MAC will be sent to the
Fog layer.
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Figure 6. Double phase authenticated encryption at
the Cloud

After receiving the ciphertext and MAC sent
by the Cloud, the Fog nodes then perform the
first phase validation of the data integrity and
verify the authenticity of the received data based
on the 128 bits blocks as shown in Figure 7. If
the verification result is invalid, it rejects the
entire received data; otherwise, it performs the
first phase decryption process and then converts
the 128 bits block in to 64 bits blocks producing
the 64 bits blocks of ciphertext and MAC
suitable for constrained devices. The Fog nodes
then send the 64 bits blocks of ciphertext and
MAC to the end-devices.

valid, it will be immediately discarded as shown
in Figure 3b.
Direct secret data exchange between enddevices and Fog nodes or Fog nodes and the
Cloud can also be done as shown in Figures 8
and 9 respectively. Secure data exchange
between Fog nodes and the end devices is done
using 64 bits data blocks as shown in Figure 8,
whereas the Fog layer and the Cloud layer use
128 bits data blocks as shown in Figure 9. In
both cases, no data conversion from one block
format to another is required as they are
communicating directly between two ends.
The limitation of this procedure is that
conversion from 64-bits to 128 bits of the data
blocks and vice versa during data transmissions
from end-devices to the Cloud or from the Cloud
to end-devices takes additional time. However, it
is negligible as such steps are concurrently
processed based on FPGA.

Figure 8. Direct data exchange between Fog nodes and
end-devices

Figure 7. First phase verification and decryption at Fog.
layer

Finally, the end-devices receive the 64 bits
blocks of ciphertext and MAC and perform data
integrity validation and verification of the
authenticity of the received data to recover the
original message. If the received data is not

Figure 9. Direct message exchange between Fog and
Cloud layers

In all the cases, ENC keyP and ENC keyE
denote periodic key and ephemeral key
respectively. The periodic key is used in all cases
of 64 bits blocks of data processing, whereas, the
ephemeral key is used for processing of 128 bit
blocks of data. The periodic key is preloaded for
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first time use in end-devices, but periodically
replaced when a fresh key is distributed. This
replacement of previous keys continues
whenever new keys are distributed. However,
the ephemeral key is used only between Fog and
Cloud layers since it is generated and exchanged
using a public key method. The ephemeral key is
always discarded after use. The key distribution
methods are described in the next section
(Section 4.1.2).
4.1.2 Key Distribution Methods
Key distribution is performed based on two
different approaches. The first is ephemeral key
exchange between Fog nodes and the Cloud. As
these platforms are not resource sensitive, they
can support public key based key exchange
scheme based on bilateral key confirmation
approach [36] for trustworthy communication
since the attack surface is wider. The ephemeral
key is used by integrated ASCON algorithm at
Fog nodes and the Cloud to perform
authenticated encryption of large amount of data
based on the 128 bits blocks. The second way is
distribution of a randomly generated symmetric
key by Fog nodes for processing authenticated
encryption/decryption of sensitive data wherever
64 bits blocks of data is processed.
4.1.2.1 Specification
Algorithm

of

Diffie-Hellman

Diffie-Hellman algorithm [37] is a method for
key exchange between communicating parties so
that they can compute equal secret keying
material at each end for generation of secret key.
The basic DH algorithm is based on modular
exponentiation using shared public parameters
including integer prime p and its primitive root,
q, which is modulo p. Then the communnicating
ends select their respective private keys in order
to generate their public keys, and then exchange
them. The basic steps for generation of the
shared secret can be highlighted as follows:



The two ends first agree on the public
parameters: a prime number p and a base g.
The two ends select private keys:
party A can select x, and Party B can select y.






The two parties compute their respective
public keys:
Party A computes PubA = gx mod p and
Party B computes PubB = gy mod p.
The two parties exchange their public keys:
Party A sends PubA to Party B and
Party B sends PubB to Party A.
The two ends then compute the shared secret
independently:
Party A computes SA_xy = gxy mod p; and
party B computes SB_yx = gyx mod p.
 Since SA_xy and SB_yx are equal, such that:
gxy mod p= gyx mod p
then the shared secret can be used for
deriving the secret key for secure
communication.

Assumptions: In this work, we assume that:
 Fog nodes and the Cloud have exchanged
public parameters required for public key
generation
 Public keys and other identity credentials
are securely exchanged based on a
trustworthy method.
 Some Fog nodes are trusted and secure to
generate and distribute randomly
generated
symmetric
keys
using
authenticated encryption technique.
The details of the key
mechanisms are explained next.

distribution

4.1.2.2 Ephemeral Key Exchange between Fog
Nodes and the Cloud
Procedure for authenticated key exchange:
1) DH key exchange protocol generates
keying material as a shared secret
2) SHA-256 algorithm produces 128 bits IV
and 128 bits secret key from the shared
secret (keying material)
3) ASCON
performs
authenticated
encryption on the IDs of the other end
using the ephemeral key.
4) Each end verifies each other to ensure the
authenticity of the received key before
utilizing it for secure data exchange.
Ephemeral key exchange between Fog layer
and the Cloud layer is done using Diffie178
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Hellman (DH) key exchange protocol [37]
together with SHA-256 algorithm for key and IV
derivation. The specification of SHA-256 can be
found in [38]. In the Fog-Cloud communication,
first, exchange of public parameters is carried
out as shown in Figure 10 [36]. From the public
parameters, both ends compute their individual
public keys using their respective private keys.
We assume that they exchange the generated
public keys together with other identity
credentials based on a trusted certificate
authority. Using the exchanged public keys and
the independent private keys, both layers then
compute a shared secret. This shared secret will
not directly be used for authenticated
encryption/decryption purpose. Instead, SHA256 [38] is used to derive 128 bit Initialization
Vector (IV) and 128 bit ephemeral key (ENC
keyE) from the shared secret. Then, the two ends
authenticate each other based on bilateral key
confirmation approach [36] before accepting the
ephemeral key as shown in Figure 11 for a
trustworthy communication by performing
authenticated encryption of the identities of each
end which have been already securely exchanged
between them. After valid verification of each
other as a claimed owner of the key, then secure
sensitive IoT data exchange can be done.

Protection of IoT data during their transit is
important since wireless transmission of
sensitive IoT data from the end-devices to the
Cloud, or from the Cloud or Fog nodes to enddevices can be easily intercepted by cyberattacks resulting in sever consequence, and even
can be life sensitive in case of IoT healthcare.
Thus, secure and trustworthy information
exchange of sensitive data is important in IoT
network systems.
This design is different from our previous
work presented in [36] in that the previous work
used SHA-224 as Key Derivation Function
(KDF) to generate 96 bits IV and 128 bits key
from the DH generated shared secret. Moreover,
the previous work used AES-GCM authenticated
encryption algorithm that has been designed for
high speed for high performance applications
taking 96 bits IV and 128 bits key and
implemented it for high throughput.
The current work uses SHA-256 algorithm for
generation of 128 bits IV and 128 bits key which
is different from SHA-224. Moreover, in this
work, ASCON lightweight authenticated
encryption algorithm is used instead of AESGCM by considering the capabilities of the
constrained IoT devices, and integrated ASCON
is used for Fog-Cloud data exchange security.
Furthermore, the optimization target for the
previous work was high speed with balanced
resource consumption, whereas the current work
targets smaller area utilization for ASCON-128
intended for constrained IoT devices, and high
throughput with balanced resource utilization for
the hybrid ASCON intended for Fog-Cloud
securing data transactions.
4.1.2.3 Random Symmetric Key Distribution
between Fog Nodes and the Other Ends
Procedures used for random key distribution:

Figure 10. Key exchange between Fog and Cloud layers
[36]

1) Random number is generated using
Linear Feedback Shift Register (LFSR)
2) SHA-256 generates 128 bits IV and 128
bits secret key from the random input

Figure 11. Bilateral key confirmation [36]

3) ASCON-128 performs authenticated
encryption of the key and sends it to enddevices. Similarly, the hybrid ASCON
performs authenticated encryption of the
same key and sends it to the Cloud.
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4) The receiving ends verify the received
key before utilizing it.
Specification of LFSR: Linear Feedback Shift
Registers (LFSRs) [39] are pseudorandom
pattern generators by using linear recursive
function. The system depends on integer modulo
2 arithmetic which consists only two binary
numbers, 0 and 1.
A LFSR can be constructed using XOR and
Shift operations. The structure of LFSR is
presented in Figure. 12, which consists of
sequences of m number of flip-flops (FFs). An
m-bit FF contains m-FFs. All the FFs change
their states simultaneously and synchronously
with input clock pulses. At each clock pulse, the
content of each FF is shifted to the next FF.
LFSR can cycle through up to 2m-1 states. As
LFSR is constructed using shift registers and few
XOR taps, it is fast and requires small hardware
resources. To generate pseudorandom numbers,
seeds are used which are initial values to load the
LFSR during initialization. LFSR can be
represented mathematically as recursive function
as:
where,
are initial values in bit
stream, and
are called the
coefficients of LFSR.
Pseudorandom
Binary
sequence

Figure 12. Structure of LFSR

2.1
compute the next
discrepancy d.
2.2
If d=1 then do the
following:

2.3
3. Return (L).

A random secret key is generated periodically
by Fog nodes using Linear Feedback Shift
Register (LFSR) for its simplicity in design, less
hardware resource requirement, and fast
processing in FPGA [39]. The random numbers
are then fed to SHA-256 for IV and secret key
derivation, and authenticated encryption is
performed using ASCON before sending it as
shown in Figure 13. This secret key is securely
distributed to end devices that use ASCON-128
algorithm to process 64 bits blocks of data, and
the Cloud center that use ASCON which
similarly processes 64 bits blocks of data for
performing authenticated encryption and
authenticated decryption on large amount of data
as shown by Figure 13. Considering the
differences in security, performance, and
available resources of the end devices and the
other layers, the ASCON-128, which is
optimized for smaller area, is used for
distribution of secret key based on 64 bits blocks
for end-devices. While, for distribution of the
same secret key to the Cloud center, the
integrated ASCON optimized for high speed is
used as shown in Figure. 13. We assume that the
Fog nodes which generate and distribute the
random secret key are trusted.

The Berlekamp-Massey LFSR synthesis
algorithm [40] is one of the shortest LFSR that
can produce binary sequence and is expressed in
pseudo-code algorithm as follows:
Let S= input, C= tap sequence,
T=temporary storage,
Input: a binary sequence
of length n.
Output: the linear complexity
1. Initialization:
2. while (N<n) do the following:

Figure 13. Secret key distribution by fog nodes to end
devices (using ASCON-128) and to the cloud (using
ASCON)
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As end devices are resource sensitive, they
become inefficient if public key key-exchange
methods are employed for key distribution.
Therefore, to distribute the secret key to end
devices, the Fog nodes perform authenticated
encryption of the randomly generated secret key
using the lightweight ASCON with 64 bits
blocks of data as shown in Figure 13, and send
the authenticated key and the authentication tag
periodically and depending on the risk situation.
This secret key should be kept secret at all
levels of the system until it is replaced by a new
symmetric key contrary to the ephemeral keys
which are discarded after use. The end devices
are preloaded with a secret key at time of
deployment, and they utilize this key before the
first randomly generated secret key is distributed
based on the AEAD algorithm. When the first
periodic key is distributed, the preloaded key is
discarded and the latest secret key will be used.
Whenever subsequent secret key is distributed,
the end-devices discard the previously used
secret key and utilize the newly accepted secret
key, and so on. This also applies to the ASCON
of the Cloud that processes 64 bits data blocks.
When end-devices receive secret key, they
first perform validation of data integrity and
verification of authentication before directly
utilizing the received key for performing
decryption as shown in Figure 14a. Only if the
result of the verification process is valid that
decryption of the encrypted key is performed and
the key is utilized. Otherwise, the received key
will be discarded. Similarly, the ASCON at the
Cloud center performs similar verification
process before decryption and utilization of the
secret key as shown in Figure 14b. The
encrypted key will be discarded if the
verification results are invalid.

(a)

(b)

Figure 14. Authenticated decryption of encrypted and
signed key: a) using ASCON-128 (end devices) b) using
integrated ASCON (Cloud)

Thus, the proposed method provides
authenticated encryption and authenticated key
distribution while providing confidentiality, data
integrity, and authentication crypto services for
all data and keys exchanges in the system to
defend various attacks including eavesdropping,
data modification, impersonation, and replay,
etc. It also considers the differences in resource,
performance and security of the major platforms
in IoT system. Moreover, it indicates end-to-end
security mechanism by protecting leakage of
secret data at intermediate Fog layer.
5 IMPLEMENTATION and OPTIMIZTION
APPROACHES
Efficient FPGA based cryptosystem realization
depends on implementation methods and
optimization techniques applied based on the
specific features of the target FPGA platform.
In this research, a hybrid optimization
technique is employed utilizing the combined
advantages of some existing optimization
methods including algorithmic [41], architectural
[42], platform specific feature based coding style
[43], and High Level Synthesis (HLS) based
optimization techniques [44]. In algorithmic
based optimization, different parts of a crypto
algorithm can be reconfigured in order to
streamline major components of the algorithm
for efficient area or speed tradeoffs without
affecting their basic functions. In architectural
optimization, smaller area can be achieved using
iterative construction, but with slower speed;
improved speed can be obtained using unrolled
construction, but with increased area; or higher
speed can also be achieved with pipelining
method by concurrently processing different
components, but with area cost. Good platform
specific feature based coding style is one of the
most useful optimization techniques to obtain
maximum efficiency from FPGA based
implementations in which the coding style is
tailored to the unique structure of the device
[43]. The HLS based optimization is a flexible
method
comprising
various
powerful
optimization options useful for improved
performance, less resource utilization, and
energy
efficiency
of
FPGA
based
implementations. Our hybrid optimization
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technique combines these methods, and is
applied on the crypto algorithm in accordance
with small area requirement of constrained
devices, and high throughput optimization target
for high performance platforms.
ASCON AEAD algorithm is flexible for
optimization of small area or high speed
tradeoffs [35]. Its small state size and
permutation operations are useful features for
small area optimization with balanced good
performance [35]. Encryption and decryption
processes of ASCON are similar except the
differences in the input data values they process,
and the output data values they produce. Also,
the decryption process doesn’t require inverse
operations of the permutations used for
encryption. Utilizing these advantages, the
hardware implemented for encryption is also
used for decryption, based on hardware sharing
optimization technique. In this case, a signal is
used to activate the implemented hardware for
encryption when encryption process is required,
and to deactivate the same hardware for
decryption process.
Iterative method is also employed for round
transformations including the five operations of
the linear layer of ASCON so that they work
sequentially in iterative manner for area
optimization, and the states are processed in
mode of bit-sliced operation based on a single
Sbox [35].
We also integrated ASCON-128 and
ASCON-128a algorithms, and optimized it for
high throughput considering the high speed
requirement of the high performance application
platforms (the central Cloud and the Fog nodes).
For this purpose, loop unrolling and pipelining
optimization techniques are applied on the round
transformations including the linear layer (five
operations that can be processed in parallel), the
substitution layer (5 bit Sboxes, 64 in number,
that can be processed in parallel), and the state
registers (64 bit each, 5 in number, that can be
processed in parallel), and all are executed
concurrently for high speed. To balance the
hardware resource utilization, hardware sharing
technique is used so that similar process
including
permutations,
and
round
transformations, and encryption and decryption
processes could share similar resources, and the

cryptosystem cloud switch from 64 bits to 128
bits block data processing for ASCON-128 and
ASCON-128a and vice versa.
The major optimization targets are high
throughput for integrated ASCON intended for
Fog-Cloud security, and low area for ASCON128 algorithm intended for end-devices, since
they are for large amount of data authenticated
encryption and authenticated decryption.
As DH is a public key algorithm based on
modular exponentiation, Montgomery algorithm
[45] is used in order to increase its computation
speed. In this work, for the implementation and
optimization of DH key agreement scheme, the
chosen public parameters are: p=991 bits and
q=503 bits. SHA-256 algorithm is optimized by
applying loop unrolling and pipelining along
with hardware sharing techniques to balance the
speed and area tradeoffs.
6 RESULTS
The achieved results are presented in accordance
with the implementation and optimization targets
intended to address the resource, performance,
and security requirements of the different
platforms including, constrained IoT devices,
Fog nodes, and the Cloud. For constrained
devices, the optimization target is smaller area.
While, the optimization target for the other
environments is high throughput (TP). Table 3
and Table 4 contain the comparisons of the
implementation and optimization results
achieved in this work against the existing works
in the literature. Therefore, Table 3 contains the
comparison of the outcomes for lightweight
implementation and optimization of ASCON, on
Spartan-6 FPGA device, whereas Table 4
contains the comparisons for high speed
implementations and optimization results on the
same Spartan-6 FPGA. The consumed area is
presented in terms of look up tables (LUTs) used
on Spartan 6 FPGA. The hardware resource
utilized for lightweight implementation of the
current work on Spartan-6 device is smaller (658
LUTs) compared to the existing results for the
case of ASCON-128 AEAD algorithm as shown
in Table 3. Since our major optimization target
in this case is minimized resource utilization, the
throughput (TP) result is 218.65 Mbps., which is
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between 119.16 Mbps. and 255.4 Mbps.
achieved by [46] and [47] respectively. Table 4,
on the other hand, shows comparison of the high
performance implementations and optimization
outcomes of ASCON which targets high
throughput (TP) optimization metric. The
implementation and optimization results
achieved by the present work for the integrated
ASCON algorithm intended for high speed
applications including the Fog nodes and central
Cloud, is compared with the existing
implementation results in the literature as shown
in Table 4. The achieved throughput is 3193.78
Mbps., and the consumed hardware resources are
1657 LUTs. In this case, the achieved throughput
is better and the utilized FPGA resources are
smaller than the existing outcomes.
The verification processes were first
performed using Vivado HLS synthesis tool, and
the resulting RTL was implemented on Spartan 6
FPGA. The generated shared secret by DH
algorithm and the derived IV and key from the
shared secret by SHA-256 algorithm are shown
in Figure 15 and Figure 16, respectively.
Similarly, the generated random numbers by
LFSR pseudo-random number generator and the
derived IV and key from the random numbers by
SHA-256 algorithm are shown in Figures 17 and
18. Then, these IV and secret key are used for
authenticated encryption and authenticated
decryption processes. Figure 19 and Figure 20
show the authenticated encryption and
authenticated decryption verification results
respectively. The simulation waveform of
ASCON is shown in Figure 21.
Table 3. Comparisons of lightweight implementations
Authors Algorithm Area Freq. TP
TP/Area
(LUT) (MHz) (Mbps)
[46]
ASCON-128a 684 216.0 119.16 0.52
[47]
ASCON
2048 195.5 255.4 0.125
This work ASCON-128 658 242.8 218.65 0.332

Figure 15. Shared secret generated by DH algorithm

Figure 16. IV and secret key generation by SHA-256 from
DH shared secret

Figure 17. Random number generated by LFSR

Figure 18. IV and secret key generation by SHA-256 from
LFSR output

Figure 19. Authenticated Encryption

Figure 20. Authenticated Decryption

Table 4. Comparison of high speed implementations
Authors Algorithm
Area Freq. TP
TP/Area
(LUT) (MHz) (Mbps)
[48]
ASCON-128a 1712 202.8 2884.3 1.684
This work ASCON
1657 224.56 3193.78 1.93
Figure 21. Simulation waveform
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6.1 Contributions
FPGA
based
lightweight
authenticated
encryption and authenticated key distribution
methods are implemented and optimized for the
applications of IoT security. The optimization
targets consider the resource, performance, and
security requirements of the major platforms
involved in IoT network: end-devices, Fog layer,
and Cloud layer, for both authenticated
encryption and key distribution methods. Small
area optimization target for constrained enddevices and high throughput optimization target
for
Fog-Cloud
security are
achieved.
Authenticated encryption and authenticated key
distribution are possible at all levels with end to
end security. A hybrid optimization technique is
employed addressing the specific performance,
resource, and security requirements for each
platform
while
providing
the
major
cryptographic
security
services:
data
confidentiality, data integrity, and authentication
to defend major attack possibilities such as
eavesdropping,
data
modification,
impersonation, and replay, etc.
7 CONCLUSIONS
IoT systems incorporate constrained smart
objects, Fog computing layer, and the Cloud
layer with different resource, performance, and
security requirements. Therefore, to implement
cryptographic security mechanisms, these
requirements should be addressed. Moreover,
depending on the requirements, specific
optimization goals should be targeted to meet the
specific performance metrics. It is also required
to provide multiple cryptographic security
services to address the different threats in the
IoT system. End-to-end security is also another
challenge to be addressed at all layers of IoT
network in end device-Fog-Cloud continuum.
This research is aimed to address the above
issues based on reconfigurable computing.
Therefore,
authenticated encryption and
authenticated key distribution mechanisms are
implemented and optimized based on FPGA by
considering the differences in performance,
resource and security of the three major

platforms in IoT system. The same AEAD
algorithm is optimized using different
optimization
technique
and
different
optimization targets intended for the different
layers. The lightweight implementation and
optimization methods targeted small area metric,
and 658 LUTs are utilized, which is a smaller
amount compared to the existing similar works.
The high performance implementation and
optimization methods targeted high throughput
metric, and 3193.78 Mbps. throughput is
achieved, which is an improved result compared
to existing similar works. The achieved
outcomes agree with the required optimization
targets.
The approach how to fit the methods in the
IoT system is also indicated. In this case, as Fog
computing layer acts as an intermediate layer,
techniques of protection of data leakage at this
stage is shown for ensuring end-to-end security.
This layer can perform verification and data
rearrangement tasks wherever required in
addition to its direct communication with either
end-devices or the Cloud. The key distribution
mechanisms proposed in this work also consider
the capabilities of each platform involved in the
system. The authenticated key distribution and
the authenticated encryption mechanisms
provide
confidentiality,
integrity,
and
authentication crypto services for secure
transfers of both data and key. Therefore, the
method is useful for protection of sensitive data
from the major possible attacks such as
eavesdropping,
data
modification,
impersonation, replay, etc., while data is at
transit in IoT network. In the future, we will
consider power optimization.
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