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Refutation of Artificial Intelligence’ Myth  

"Artificial Intelligence will ultimately replace human employees " 

(Reality and Fiction) 

Arwa Y. Aleryani 

Information Technology College, Saba University 

arwa.aleryani@gmail.com 

Abstract 

Always with the technology’s developments 

there are many myths going around between 

people. The artificial intelligence (AI) is not 

excluded from that. The biggest myth is that 

Artificial Intelligence will take the human’s job. In 

this paper, we investigated many of the literature 

reviews and official reports to refute this myth and 

find out the truth part and fiction. We compared 

the case in the past with the appearance of 

computer and the nowadays case with the AI 

appearance to find out the similarity between the 

two cases. The results found that fiction was 

covering the truth in this myth in many aspects as 

has been happening in the past with computer 

appearance. We presented some recommendations 

that should be taken to prepare the future for the 

new technology. In the end, we discussed all these 

facts and gave a clear view of the real role of the 

AI applications and systems in the human life. 

Keywords: Artificial Intelligence, Myths, workplace. 

1. INTRODUCTION

Technological developments have 

significantly advanced since the 1990s with 

more weighty improvement in the way people 

achieve different everyday jobs [1]. Moreover, 

all technological developments aim to offer 

help and support for humans. In addition, the 

new information technology’ systems have 

formed the way we are working and living. 

Newly, AI algorithms have involved close 

attention of researchers and have been applied 

successfully to solve problems in engineering 

and business [2]. Moreover, artificial 

intelligence is the development of computer 

systems that leads to perform tasks that always 

need human intelligence. The concept of AI as 

an area of science was closer to fiction. 

However, the idea of AI is no longer a fiction 

but a reality that has become part of our daily 

life. On the other hand, because many myths 

have been spread among people, some people 

have been against artificial intelligence 

applications and systems. One of the most 

effected myths was that artificial intelligence 

would replace itself with the most employees. 

The aim of this paper is to investigate this 

myth to find truth and fiction. 

2. RESEARCH AIM AND

METHODOLOGY

The aim of this research is to refute the

Artificial Intelligence’ myth ’’ Artificial 

Intelligence will replace itself with most 

employees’’. In order to achieve this goal, we 

will search the articles and scientific reports 

that have been written about this myth to find 

out what are the reasons behind it?  What is 

the real part of it? This research may clarify 

the reality of the conception of AI and present 

future requirements and skills to join the AI 

revolution smoothly. 

3. LITERATURE REVIEW

First, we will list from literature review

some of the AI myths, in general, to give a 

view of the myths about AI. Then we will 

study deeply our under study's myth. Pettey [3] 

listed some myths, which have been spread in 

the business sectors as follows: (1) an AI 

system can solve the business’ problems, (2) 

everyone wants an AI strategy, Artificial 

Intelligence can be real, (3) AI technologies 
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can set their own goals, (4) AI has human 

characteristics. Bentley [4] listed others myths 

that created the fear of AI applications as 

follows: (1) AI is self-modifying and will 

make itself super-intelligent, (2) with enough 

resources (neurons/computers/memory) an AI 

will be more intelligent than humans. From 

these myths, we can be sure that people 

exaggerate by predicting the possibility and 

ability of artificial intelligence (at least for the 

time being) and this helps to frighten the 

general public of these enormous possibilities. 

AI myth: Artificial Intelligence will take out 

most employees and replace itself with them 

The myth ‘’Artificial Intelligence will take 

out most employees and replace itself with 

them‘’ has the most impact on human life. The 

fear of losing the job makes it too difficult to 

accept the AI from humanlike. Before 

discussing this myth, we should return to the 

computer age when it started to appear in all 

the organizations and companies. The spread 

of the computers in businesses was starting 

with a huge fear of it by the employees 

because of the idea or myth that said the 

employees would be replaced by the 

computers. However, the happenings proved 

that this was not completely true and people 

always develop themselves for the new jobs 

that are created by the new coming 

technology. With the spread of computers in 

the past, many jobs were created due to the 

existence of the computer, instance, ‘data 

entry’, which took the place of the old job 

named ‘clerk’ that has been cut down. 

Moreover, many high-level jobs have been 

created, for example, programmers, designers, 

system maintenances, system builders, and 

system analysts.  

The Truth’ Part of The Myth 

The myth has not been created from 

imagination only; always there is a true part of 

its creation. Let us start discussing the truth's 

part of this myth. The threat that automation 

will eliminate a broad swath of jobs across the 

world economy is now well established. As 

artificial intelligence (AI) systems become 

ever more developed, another new jobs will 

almost certainly occur [5]. First, the companies 

choose to save money, so the idea of being 

able to replace a human with AI application 

and robot that can work all the time with little 

pay, no benefits, and often faster with fewer 

errors is enticing is a great and valuable idea. 

Second, Robots and AI applications can also 

be helpful as they can easily do jobs, which 

they are repetitive, monotonous, or dangerous 

and leave the interesting jobs to the humans. 

Furthermore, AI applications have a great 

ability to support human in his critical tasks. 

To continuing with the investigation of the 

truth part of the myth, we will list some of the 

jobs, which have been taken away from the 

human by AI applications or systems in some 

developed countries. Wakefield listed some of 

them [6]. 

 Taxi drivers: The service would be a

whole lot cheaper if you were not

paying for the drivers in the car with

the self-driving car. This can apply for

the private driver’ job as well.

 Factory workers: In China, the first

robot-only factory is being built in

China's Dongguan factory city. The

factory aims to reduce the current

workforce of 1,800 by 90%, according

to Chen Zingui, chair of the board.  As

a result, most of the humans’ jobs will

be taken away.

 Journalists: Companies such as

Narrative Science offers software such

as Quill that is able to take data and

turn it into understandable' reading.

That means machines will do most of

the tasks.

 Doctors: The robots have for years

been helping doctors perform trust, for

example, robots assist doctors with

keyhole kidney surgery. The speed of

the robot is a crucial factor in the

success of such operations. For the

moment, robot and man are working

together in medicine but that may not

always be the case in the future.

 The helper in the natural disaster:

There are some jobs that people are

forced to perform despite their

seriousness and difficulty, such as the

rescue operation during natural
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disasters. The robot can perform them 

with great simplicity and accuracy. 

Facts of Myth From Official Reports 

The study of 46 countries and 800 

occupations by the McKinsey Global Institute 

found that up to one-fifth of the global 

workforce will be affected in the developed 

countries. Moreover, by 2025, up to a quarter 

of jobs will be replaced by either AI software 

or robots as Boston Consulting Group predicts, 

while a study from Oxford University has 

predicted that 35% of existing UK jobs are 

going to be automated in the next 20 years [6]. 

In addition, Frinault [7] said in creating 1,000 

jobs in Silicon Valley, many startups might be 

destroying 10,000 jobs elsewhere. Frinault 

argued that many industries have failed to 

recognize the potential of the blue-collar 

workforce, opting for automated replacements. 

Moreover, Automation has in the past, 

mainly replaced routine and physical activities, 

while in the future automation is expected to 

broaden in scope and take on intellectual tasks 

previously controlled by humans, In 

additional, advances in automation have in the 

past focused on individual industries, for 

example, robotics in manufacturing. The new 

wave is expected to have an impact on many 

(if not all) sectors, reducing alternatives for 

workers without the appropriate skills [8]. 

The Fiction's Part of The Myth 

On the other side, there is a bright part 

of the AI existence, is that the human remains 

the essence of business. Jobs requiring human 

interaction such as doctors, lawyers, and 

teachers will not be fully automated. 

Moreover, specialized lower-wage jobs, such 

as gardening, plumbing, and care work, will 

also be less affected by automation. On the 

other hand, the new technology will yield new 

types of jobs, similar to the introduction of the 

computer in the 1980s, which led to 

technology support work, and online business. 

Bughin [8] argued that AI applications still 

need smart people to use it in the proper way, 

so governments should set plans to retrain 

their citizens [8]. Moreover, AI will enable 

humanity to make smarter decisions. Kaasinen 

[9] discussed the concept of machine learning, 

that it is well suited for the analysis of large 

masses of data and for supporting people in 

data-based decision-making. In medicine, for 

example, AI allows examination of different 

measurement data, and the machine can draw 

connections between data. Therefore, AI can 

be used for such a purpose as forecasting the 

development of a disease, when a patient’s 

data is compared to data on earlier patients. It 

is typical of machine learning that the result is 

not exact, but it is a probability only. That is 

why a machine cannot give similar detailed 

explanations for its conclusions as a human 

expert can [9].  

More Good Facts Of AI 

The good news is that, there are many 

new jobs will also be created. Most of them 

look nothing like those that exist today. 

Furthermore, the variety of them will help the 

different levels of skills, qualifications, and 

abilities to involve. As Bughin [8] indicates, 

that it is impossible to imagine all of the jobs 

that have been created through automation. 

For example, creators and suppliers of 

technology (e.g. engineers for the Internet of 

Things, robot designers, and software 

developers), Enablers (e.g. data analysts and 

creators of business insights), Utilizers (e.g., 

relating to big data and advanced analytics), 

other related jobs include specialized 

legislators, legal experts, and accountants.  

Moreover, Wilson and his co-authors 

[5] introduced in their research three new 

categories of AI-driven business and 

technology jobs. They labeled them as trainers, 

explainers, and sustainers. Humans in these 

roles will complement the tasks performed by 

cognitive technology, ensuring that the work 

of machines is both effective and responsible. 

The first category is defined as trainers where 

they include a job as customer-language tone 

and meaning trainer, smart-machine 

interaction modeler and worldview trainer. It 

still needs human workers to teach AI systems 

how they should achieve and perform their 

tasks and to emerging rapidly. Moreover, 

trainers help natural-language processors and 

language translators make fewer errors. On the 

addition, they teach AI algorithms how to 

simulate human behaviors. 
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The second category of the new jobs is 

the explainers. They include jobs as context 

designer, transparency analyst, AI usefulness 

strategist. It will bridge the gap between 

technologists and business leaders. Explainers 

will help to provide transparency, which is 

becoming all the more important as AI 

systems’ opacity increases. Many executives 

are nervous with the “black box” nature of 

sophisticated machine-learning algorithms, 

especially when the systems they power 

recommend actions that go against their 

decisions and lead to unintended negative 

consequences, the forensic analyst would be 

expected to conduct a “clarify” on the event to 

understand the causes of that behavior, 

allowing it to be corrected. The final category 

of new jobs is sustainers. It includes jobs as 

automation ethicist, automation economist, 

and machine relations manager. These jobs 

will help ensure that AI systems are operating 

as designed and that accidental costs are 

addressed with the appropriate urgency. Also, 

they evaluate the noneconomic impact of 

smart machines, both the upside and downside, 

evaluate the cost of poor machine 

performance, and promotes algorithms that 

perform well to greater scale in the business 

and demotes the algorithms with poor 

performance. 

However, Jobs like trainers may not 

need a college degree. People with a high 

school education and who are essentially 

adopted could be taught the necessary skills in 

an in-house training program. In fact, the 

effect of many of these new positions may be 

the come from a “no-collar” workforce that 

slowly replaces traditional blue-collar jobs in 

manufacturing and other professions. On the 

other hand, a number of new jobs, like the 

ethics compliance manager, for example, are 

likely to need advanced degrees and 

specialized skills. Therefore, just as 

organizations must train their workers for 

emerging no-collar roles, they must reimagine 

their human resources processes to better 

attract, train, and retain highly educated 

professionals whose will be in very high 

demand. As with so many technology 

transformations, the challenges are often more 

human than technical [5]. 

New Jobs Coming Along With AI Will Need 

More Skills 

Artificial intelligence applications continue 

to advance and improve the quality of life 

across multiple industry settings. As a result, 

those with the skills to translate digital of 

information into meaningful human 

experiences will find a career in artificial 

intelligence to be satisfying and rewarding. 

Some of the qualifications and skills are 

already required for the IT sector are various, 

for example, math, including probability, 

statistics, calculus, logic, algebra, and 

algorithms. In addition, networking or 

graphical modelling, neural nets, engineering, 

physics, and robotics. Moreover, computer 

science, programming languages, and 

cognitive science theory and coding. These 

skills will enable the people to be involved in 

various jobs which have been appeared since 

the IT revolution, and increased with AI wave, 

for example, research scientists and 

engineering consultants, software analysts and 

developers, computer scientists and computer 

engineers, algorithm specialists, mechanical 

engineers and maintenance technicians. In 

addition, manufacturing and electrical 

engineers, medical health professionals 

working with artificial applications. Also, 

clinical technicians working with robotic tools, 

hearing aids and vision restoration devices, 

military and aviation electricians working with 

flight simulators, drones, and armaments. All 

of them use artificial applications to seek help 

in a great way. From these facts, we can 

understand that AI is not a new invent, but it is 

the advanced development of the existing 

technology. 

AI Is A Supporter Rather Than An 

Occupier  

Although we can see AI occupies the 

place in many jobs or in other words take the 

large part of some jobs, it still offers many 

help for human in many ways where human 

needs the help and support. There are many 

inventions of AI that still new and difficult to 

believe rather use. 

For example, the self-driving cars. 

With self-driving, the number of accidents 
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occurring has greatly reduced [10].  AI as the 

technology behind self-driving cars has 

improved everyday life in several ways. In 

addition, GPS is another example of the 

benefits of AI in human lives. GPS is very 

useful in long drives and trips with almost no 

fault [12]. GPS is always a good partner for 

drivers. Another invention is the robots, which 

are being invented to assist human in carrying 

dangerous situations. Robots have taken over 

positions that are hazardous to human beings 

[11]. Robots are doing the dangerous and 

boring tasks out of the human. In the future, 

the robots will be in great support to the 

human. Furthermore, the knowledge of AI is 

well applied in the banking and financial 

institutions to manage and organize statistical 

data accordingly. AI technology has reduced 

the number of errors and increasing the 

chances of achieving accuracy. Moreover, AI 

has significantly contributed to the field of 

medical research and diagnosis of complex 

neurological disorders [13]. Even in education 

sector, rather than replace teachers, as the fear-

mongers claim, AI can help with the more 

boring tasks, for example, handle record 

keeping/grading and providing customized 

tutoring, catered to each student’s needs. In 

this case, teachers will spend more time in 

teaching. In addition, the role of AI in higher 

education is to enhance human thinking and to 

augment the educational process, not to reduce 

it to a set of procedures for content delivery, 

control, and assessment [14]. In addition, AI 

started to help lawyers in all agencies do more 

than ever before. Some of the specialists have 

predicted that law firms are going to benefit 

from artificial intelligence to handle the huge 

amount of information [15]. 

Even though there is currently a lot of 

exaggerate surrounding AI, it is important to 

consider the many ways AI can improve the 

business so it should ride the disruption wave 

instead of drowning in it [16]. AI has been 

around for decades. The science is not new. So 

why all the noise now? Rudder [17] wrote that 

despite the big changes AI will bring to the 

enterprise and to individual jobs, much of 

these changes are not that hard. Moreover, like 

any tool, a big part of clarifying AI will be in 

training people to understand what it can and 

cannot do. Moreover, Collins [16] agrees that 

artificial intelligence is a positive force to 

augment human capacity. He considers AI as 

the eyeglasses and hearing aids, AI will be 

seen as an extension of the human experience 

and abilities. AI may be the biggest disruptor 

the society has ever faced. Nevertheless, it is 

not just a disruptor; AI is also an accelerant 

with the potential to enrich human learning, 

discovery, and productivity personally and 

professionally. 

There will be new opportunities and 

chances created by the ‘’robotification’’ of 

tasks. So the human should be trained to meet 

these prospects. Moreover, this will allow 

people to focus on what they are good at - 

building relationships and caring for 

customers. The need for human empathy in 

core professions like law enforcement, 

nursing, caring, and complex decision-making 

are always needed [18]. In the future human 

might wonder ‘how was life without AI help’? 

4. DISCUSSION AND RESULT

The myth that said ‘’artificial intelligence 

will occupy many of the jobs of humans and 

leaves them jobless’’, has a truth part which 

cannot be denied and at the same time there is 

a large part contains the exaggeration. Like 

many technological and non-technological 

inventions, artificial intelligence is designed to 

support human and does many hard and 

dangerous jobs with much precision and 

speed. In addition, the companies find the 

artificial intelligence is the most appropriate 

for them. However, artificial intelligence has 

created many jobs for generations that grow 

with technology. The Jobs need to be tracked 

and run along with continuous development by 

humans.  

Before the spread of computer use in most 

companies and organizations, the situation in 

most of these institutions was very confusing. 

Many paperwork was too much to write and 

sometimes to rewrite and to archive. It was 

difficult to find a document as quickly as 

required. The communication process was 

very poor and no one could be reached as 

quickly as possible. The computer came to 

reorganize the work to a great extent and took 

out a lot of tedious routine work from the 
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employee. With the widespread use of the 

internet, support for the work environment has 

increased to the extent that a person could not 

have imagined. However, with this vast 

amount of information flows and complexities, 

current technology has become too weak to 

absorb all this. Studies and research have 

sought to help humans cope with this huge 

number of complications. The discoveries of 

artificial intelligence systems and applications 

came to support the human in the management 

and follow-up of this huge amount of work. As 

an expected result, many of the jobs associated 

with the new technology are generated. These 

new jobs come to manage, organize, maintain 

and develop the new technology. Without 

them, no work could be achieved. Moreover, 

no one can stop the technology developments, 

so the humans should start to educate 

themselves regarding the new wave of the AI 

applications and systems. As have been listed 

in the report by McKinsey & Company [8] 

there are many steps must be done to prepare 

the future for the AI applications, and it is the 

government' responsibility as well as the 

individuals. For example: 

 Continue to secure leadership in the

next generation of digital 

infrastructure and ensure that 

platforms are interoperable creating

scale for the new technology to take

place.

 Encourage experimentation, and

nurture talent to develop the creation

of jobs in the local and global

economy.

 Educate and train for the future of

work to improve science, technology,

engineering and maths (STEM),

influence automation technologies in

education, emphasize continue

learning, and support on-the-job

training and self-educate.

 Support worker transition by develop

social models and policy to smooth

job transition.

 Digital leaders should participate in

shaping global policy for the use of

new technologies, including a code of

ethics for AI and robots, and

parameters around open data, privacy,

and cybersecurity

5. CONCLUSION

To sum up, there is a lot of exaggeration

connected with this myth. It is partly true that 

artificial intelligence will replace itself with 

most employees; however, AI could not work 

without the human control and supervision. In 

addition, AI will bring many new jobs. The 

case we have today, we had it in the past and it 

will keep happening with every new 

technology in the future. This is the way the 

developments go, many jobs disappearing and 

others appearing. Indeed, there are some jobs 

disappeared in their old style and appeared in a 

new style. In this case, different skills are 

required to match the new requirements. The 

new skills are not difficult to gain, as it was 

the case was in the past, because the 

technology now is becoming well known and 

the generation grew up with it. Therefore, 

some extra skills will help most of the young 

adult to join the AI global easily. The future 

with AI applications will lead humanity to 

better life and support. Finally, we have 

arrived that the myth is not true completely 

and the fiction has taken a large part of it. All 

that we need is to drive the new generations' 

attention to the new technology and AI skills 

and the qualifications from an early age. 
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ABSTRACT

Firewalls are very potential solutions to network
security.  Cyber-attacks  have  been  seriously
impacting  technology  operations  and  security
applications  which  support  many  business
processes  and  protect  valuable  information
assets.  Denial  of  service  attacks  specifically
SYN flood attacks are highly rated to jeopardize
network  security  by  tampering  with  network
applications  like  firewalls.  Existing  firewalls
solutions  are  not  secure  enough  to  protect  the
network against SYN flood attacks.  This paper
reassesses  Firewall’s  SYN  Flood  mitigation
techniques  performance  and  presents  an
improvement model for minimizing the severity
of the SYN flood attacks. The proposed model
explores dynamic tweaking of TCP open timer,
adjustment  of  firewall  state  table  size  and
management  of  data  size  when  the  attack  is
detected. Experiment results of the model shows
that  CPU usage during SYN flood attacks  hits
100%  but  when  the  improvement  model  is
applied  the  CPU  usage  decreases  by  24.6  %
which is an improvement of CPU usage which is
one of firewall's key resources.

KEYWORDS

SYN flood attack, CPU usage, half open connections.

1. INTRODUCTION
Business  processes  play  an  important  role  in
meeting the organization objectives.  In this era
of science of technology most of the businesses
have adopted technology into business processes
to enhance productivity,  efficiency, competitive
advantage and scalability.  The rate of adopting
technology into businesses is growing at the high
rate from small to large scale businesses. Busi-
nesses have been adopting technologies in differ-
ent aspects of business units  for instance com-

munication, transaction processing and data stor-
age. Despite of the valuable contribution of tech-
nology to the growth of businesses, there are se-
rious challenges posed by security threats in ev-
ery aspect of information flow. 
In the last nine years more, than 7.1 billion iden-
tities have been exposed in data breaches accord-
ing to report [1] . Security threats challenges are
also  growing  in  size  and  rate  of  occurrence
which  poses  risk  to  the  survivability  of  busi-
nesses according to [2] [3].

Figure 1: DDoS Attacks statics Source: [4]

Most  of  external  security  threats  emerge  from
the  network  level.  Any  network  with
vulnerabilities  is  at  very  high  risk  of  facing
serious attacks. There is a lot of initiatives and
researches  to  enhance  security  at  the  network
level.  Following  that,  different  firewalls
technologies  have  been  emerging  as  hardware
based  and  software  based  to  offer  protection.
Firewall  solutions  are  categorized  as  open
sources  distribution  or  commercial  and
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proprietary distribution  [5]. An approach to use
firewall  as  defense  mechanism  against  SYN
flood  attacks  is  an  intermediate  defense
mechanism.  The  main  problems  in  source-end
and  victim-end  defense  involve  challenge  in
accurately  detecting  the  source  and  preventing
high  percentage  of  bandwidth  consumption  by
the  attack.  To  overcome  this  problem,  the
intermediate  network  defense  mechanism
optimizes  both  of  these  problem  features  and
makes careful trade offs [6].

Firewalls  themselves  can  be  subjected  into  at-
tacks from external and untrusted networks. One
of the serious  attacks  through the firewall  is  a
form of  DDOS attacks  called  SYN Flood  At-
tacks [7] and [8]. SYN floods remain one of the
most powerful and popular flooding method as
shown in figure  1 and figure 2.  Firewall  SYN
flood attacks mitigation techniques are still ques-
tionable.  There  is  still  a  need to  improve fire-
walls mechanisms to handle SYN flood attacks.

Figure 2:  Comparison by attack type in Q2 of each year
Source:[9]

SYN Flood Attack is a failure in completing a
three way handshake as far as the generic Trans-
mission  Control  Protocol  (TCP)  mechanism is
concerned. When one side of the TCP connec-
tion is disabled can results into one or more of
endpoint nodes becoming unable to accept con-
nections, nodes may crash and authorization be-
tween nodes may be impaired.  The SYN flood
attack exploits a vulnerability of the TCP three-
way handshake,  namely,  that  a server needs to
allocate a large data structure for any incoming
SYN packet  regardless  of its  authenticity  [10].
This  involves  the  stream of  SYN flood  attack
packets directed to a specific port which runs a

specific  service.  Mechanisms to defend against
SYN flood attack  [11] need to be included dur-
ing the firewall design.
In recent years, there has been a stronger demand
for analyzing the network firewalls performance
when  subjected  to  attacks  through  Distributed
Denial of Service  [12]. There is a high demand
in firewall  enhancement  particularly to entirely
rely on analysis, modeling and network firewalls
performance simulation for the sake of predict-
ing how efficient  the firewall  in network is, in
terms of the effectiveness  and efficiency under
the attacks of DDoS  [13].
Existing  firewall  technologies  have  their  own
weaknesses in design of architecture, configura-
tion management, and traffic control that affect
to firewall performance especially when the fire-
wall  is  subjected  to  attacks.  Researchers  have
proposed several aspects of the firewall that need
to be considered for improvement  specifically,
on  the  firewall’s  ability  to  withstand  attacks
while  reducing  high  rate  of  packets  loss.  It  is
known  that,  when  the  firewall  encounters  at-
tacks, specifically SYN flood attacks, its perfor-
mance  and  availability  decreases  and  also  its
quality of packet filtering deteriorates. The exist-
ing SYN flood mitigation methods perform de-
tection and prevention tasks at either the expense
of significant resource usage or at the expense of
sacrificing  some connections.  Firewalls  are  in-
strumental in defense due to high speed increas-
ing  perimeter  of  the  networked  devices  at  the
global  level.  Unfortunately  the  technology  and
applications revolutions challenge the effective-
ness  of  firewalls  in  case of attacks  and finally
firewalls fall into failures due in adequate attacks
mitigations.

This paper attempts to solve the challenge on the
effectiveness  of  firewalls  by  coming  up  with
improved  SYN  flood  attacks  mitigation
techniques  of  the  firewall  that  focuses  on  free
and open source solutions. The paper addresses
three questions. The first question had to do with
analyzing performance of mitigation techniques
that are applied in existing firewalls against SYN
Flood attacks. The second question looks at how
to design improved mitigation techniques against
SYN Flood attacks, and the last question is about
evaluating  performance  the  of  newly  proposed
mitigation technique relatively to the existing.
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2.0. LITERATURE REVIEW

2.1 Analysis of SYN flood attacks 
SYN  flood  attacks  normally  explore  the
weaknesses  of  the  TCP  three-way  handshake
mechanism.  The  TCP  three  way  handshake
anatomy  involves  creation  and  tear-down  of  the
connection in a transmission control protocol. This
requires the client and the  server to exchange the
SYN  and  ACK  (acknowledge)  prior  to  data
transfer process as illustrated in figure 3.
The  TCP,  a  connection  oriented  protocol,  uses
three  way  handshake  in  the  following  fashion,
When the client wants to connect to server node to
transfer data,  it  does this by sending a packet to
server with the SYN (or synchronization) flag set,
implying asking for a connection server converse
back to client. The client responds with SYN and
ACK flags set, indicating its readiness to take part
in  conversation.  Finally,  client  returns  the  third
part of the handshake, a packet with only the ACK
flag set, confirming to take part in conversation too
and immediately data transfer commences as [14].
Figure 3 illustrates the processes. 

Figure  3. Complete  and  successful  TCP  three  way
handshake.

SYN  flood  attack  is  caused  by  a  failure  to
complete  TPC  three  way  handshakes.  Figure  4
illustrates the scenario in which a 3-way handshake
is  violated  where  the  SYN  request  is  sent  to
establish  connection  and  the  target  responds  by
sending SYN/ACK flag.  To complete  the  3-way
handshake the source should send ACK to initiate
data  transfer,  but  ACK  is  not  sent,  instead  the
source keeps sending many SYN to generate a lot
of  half  open connections  which  may lead  to  the
crash of the target for the attack to be successfully.
The TCP SYN flood attack depends on the SYN
request  packets  and  the  weakness  of  three-way
handshake  mechanism  that  allows  half  open
connections [15].

Figure 4. Three way Handshake violations resulting SYN
flood Attacks.

2.1 Software Based Approach in Firewall 
Development 
Firewalls  are  security  appliances used to  enforce
security  from  the  edge  of  the  network.  Firewall
uses filtering methods to isolate the trusted traffic
and untrusted traffic. Various methods of filtering
can be used on implementing firewalls  based on
seven  OSI  layers  ,commonly  used  methods
operates  on  application,  transport,  and  network,
and data-link levels [16].
Most of the firewall systems are hardware based.
Hardware  platform  has  got  its  limitations
compared to software based approach of firewall
implementation. Shortcomings of hardware based
firewalls includes being very expensive and most
of the hardware based firewall requires extensive
configuration  procedures.  Network  administrators
should  be  comprehensively  trained  to  handle
configuration  and  maintenance  procedures.
Moreover configuration from each specific vendor
is different and hence the knowledge of one type of
firewall may not be applicable to another type of
firewall. With all these limitations it is reasonable
to adopt software based firewall.

 Microsoft has introduced a new platform named
windows  filtering  platform  as  an  architecture
implemented  from  windows  vista  and  windows
server  2008.  This  platform  has  special  features
such  as  filtering  and  modifying  TCP/IP  packets
which  provides  unprecedented  access  to  the
TCP/IP  packet  processing  path  where  one  can
examine or modify outgoing and incoming packets
before additional processing occurs. One can more
easily  create  firewalls,  antivirus  software,
diagnostic software, and other types of applications
and services by accessing the TCP/IP processing
path  at  different  layers  [17].  Windows  Filtering
Platform (set  of  API  and  system services  which
enables  to  create  filtering  applications)  provide
higher  flexibility  in  performance  and diagnostics
support.  However,  this  is  not  an  open-source
firewall.
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2.2 Software based Firewall design logic
The  logic  behind  firewall  design  is  a  series  of
actions  that  manage  the  flow  of  inbound  and
outbound data traffic. The series of actions that has
to manage the flow of data traffic are represented
as an algorithm as shown in figure 5 which is the
basis of firewall software development. Generally
the flow pattern of firewall algorithm will contain
at least six steps.

Figure 5. Firewall Logic Flow.

2.3 Strength of Open Source Firewall Solutions 
An open source firewall is the one which available
freely and can be used by anyone and anyone can
modify  the  source  code and even find  bugs and
report them [18]. Open sources are rich in feature
because of its software development methodology.
All  open-source  applications  are  licensed  by  an
open-source license, which gives the user the right
to use the software, access and modify the source-
code, and redistribute the software for free.  This
type of software is very popular due to its many
advantages,  since  it  promises  to  accelerate  the
diffusion  of  Information  Technologies  (IT)
solutions in healthcare. Thereby, it can contribute
to reduced development costs  based on study by
[19],[20]. Generally speaking, the strength of open
source lies in its: no license costs, interoperability,
easier  integration  and  customization,  compliance
with  open  technology  and  data  standards  and
freedom from vendor lock in. Studies have shown
that  the  benefits  of  open  source  generally
materialize  in  the  medium  to  long  term.
Furthermore, because open source software is free,
there is greater flexibility in selecting the level of
services or support that a customer wants to pay
for, if at all  [21].There is growing demand of the

open source solutions,  the trend is  shown in the
figure 6.

Figure 6: The expected growth of OSS from 1995-2015.
Source: (Red hat summit 2009).

2.4 Stateful Firewall Systems
Stateful  firewall  always  keeps  track  closely  to
every connection which passes through it from end
to end. The firewalls are always of all connection
paths  and are  normally  capable  of  implementing
the  IPSEC  components  like  tunneling  and
encryption. With stateful firewall it is possible to
know  the  status  of  the  connection  at  any  state
whether  it  is  (open,  synchronized,  open  sent,
synchronization  acknowledge  or  established).
Stateful  firewalls  faces  the  challenge  of  being
slower  compared  to  stateless  firewalls.  Stateful
firewall  maintains  the  table  of  states  for  every
connection  passing  through  it,  the  size  of
connection  state  table  has  an  impact  to  the
performance of the firewall when it  is  subject to
voluminous amount of connections at once.

2.5 Firewall Performance Metrics 
Performance  metrics  are  benchmarks  or
instruments  used for gauging the performance of
the  firewall  and  according  to  literature  review,
firewall  performance  metrics  are  proposed  based
on  the  specific  scenario.  Generally  performance
metrics  proposed  in  previous  researches  include
throughput  rate,  CPU  usage,  and  number  of
concurrent connections per second, HTTP transfer
rate  according  to  IETF.  In  this  case,  the  study
focused on two metric, namely, the CPU usage and
number  of  half  open  connections  which  closely
explain  impact  of  SYN  flood  attacks.  The  two
metrics  were  chose  based  on  their  importance,
suitability and the nature of the study.

2.5.1 Impact of Firewall CPU Usage 
During the Attacks 

CPU is one of important resources in a computing
device.  The  CPU  processes  the  instructions  it
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receive  when  data  from TCP traffic  is  decoded.
During  the  SYN  flood  attacks  the  firewall  is
overwhelmed by  SYN packet  at  very  significant
voluminous  rate.  Hence  CPU  experiences
extremely many instructions to process per second.
Automatically the CPU usage will shoot up at the
expense  of  handling  high  volume  of  incoming
SYN flood traffic. A study by  [22] identified the
impact of DDoS attacks on Usage and proposed a
solution to reduce. Figure 7 illustrate the impact of
SYN flood attacks on CPU usage.

Figure  7: CPU  load  for  TCP  SYN  flood  attacks.
Source: ([22]) 

2.5.2 Impact of SYN Flood Attacks on 
Connection State Table

Any  stateful  firewall  keeps  track  of  all  the
connections  which  are  established  within  the
firewall. If an attacker floods a server with SYN
packets, that server may reach its TCP connection
limit  and  begin  refusing  legitimate  connections.
The attacker simply sends SYN packets, but never
acknowledges the server's SYN-ACK packets. The
server  waits  for  up  to  60  seconds.  During  this
period,  the  attacker  can  send  SYNs much  faster
than the server can time them out [23].

3 .0 Approach

A  quantitative  research  design  approach  has
been  used  while  experimental  and  explorative
method was used to collect data. The data was
collected  through  experiment  on  the  existing
SYN  mitigation  solutions  against  SYN  flood
attacks  on  the  firewall  and  later  on  from  the
enhanced version of the mitigation techniques.

3.1 Research Design
Following  the  identified  SYN flood  mitigation
improvement  factors  the  proposed  model  has

been  developed.  Data  were  collected  quantita-
tively using experimental method using series of
performance  tests  through  experiment  against
SYN Flood Attacks on target firewall system. Fi-
nally explorative method was be used to compre-
hend  and  analyze  the  current  free  and  open
source  system  protection  implementations
against SYN flood attacks. This method was also
used to understand various approaches on how to
mitigate SYN flood attacks using Free and open
Source  firewalls  is  implemented.  This  method
helped to generate qualitative information.

3.2 Data Collection Methods
The  methodology  involved  exploring  different
literature review and identifies the improvement
factors  which  were  used  to  design  the
improvement  model.  Based  on  the  identified
improvement factors an experiment environment
was  prepared  and  series  experiments  were
conducted to study the behavior of the firewall
when it is subjected to SYN flood attacks.

The targeted firewall  solution was subjected to
simulated SYN flood attacks, where the hping3
contained in kali linux tool was used to simulate
SYN flood attacks and results were documented
and  analyzed.  The  performance  parameters
against SYN flood attacks were number of half-
closed states and CPU usage behaviors which are
important  firewall  resources  which  are
potentially get affected.

The proposed improvement factors were varied
while  the  SYN  flood  was  in  action.  This
included variation of TCP open timer, data size
and  state  table.  Data  were  collected  by  using
different values of TCP open timer which is one
of  important  factor  to  improve  firewall  ability
against SYN flood attacks. TCP open timer was
set to 30s, 20s, 10s and finally 1s then the value
for  CPU  usage  and  number  of  half  open
connections were recorded at every 30 seconds
using stop watch.

Moreover state table size, one of vital resource,
value was set to 10%, 20%, 40% and 90% of the
system RAM size  CPU usage  and  Number  of
half  open connections  were recorded for every
150 seconds. Finally the data size of the packets
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were altered starting from the small value of 64
bytes up to almost 19,000 bytes and the results
of  CPU  usage  and  number  of  half  open
connections were recorded.

3.3 Data Analysis Method
Data were collected from SYN flood attack tests
performance results, sorted and well arranged in
a tabular format and also data has been presented
in graphs. These data were analyzed using quan-
titative data analysis methods between the exist-
ing free and open firewall systems and the im-
proved version of the free and open firewall sys-
tem as  per  proposed improvement  model.  The
proposed model approach is expected to perform
better against SYN flood attacks.

4. Firewall SYN Flood Mitigation Model

The model was developed to cater enhancement
and re-powering the firewall ability to withstand
during the SYN flood attacks.  This  is  because
most  of  the  existing  methods  still  need
improvement  and many firewall  solutions have
shown  weakness  in  handling  the  SYN  flood
attacks.  In  this  paper,  factors  which  can
contribute  to  the  improvement  of  .firewalls
mitigation technique against SYN flood attacks
have  been  identified.  The  proposed  model
namely dynamic Adjustment of TCP open timer
value,  detection scheme using SYN-ACK pairs
counter,  dynamic  adjustment  the  firewall  state
table and tweaking the data size is depicted in
figure 9.

4.1.1 Dynamic  Adjustment  of  TCP
Open Timer Value 

TCP open timer is an important parameter that is
hard coded into the firewall system source code
which determines how long it takes to establish a
TCP connection. set when a SYN is transmitted,
and  aborts  the  connection  if  no  response  is
received within specified seconds[24].Whenever
this  value  is  lowered  it  show  significant
improvement on SYN flood defense but in other
side it may lead to failure in keeping states. TCP
open timer  management  re-powers  the  firewall
to change this value dynamically when the SYN
flood attacks have been detected. In this regard
the value for the timer is not remaining fixed as
hard-coded.

4.1.2 Detection  Scheme  Using  SYN-
ACK Pairs Counter

Detection  of  SYN flood attacks  starts  prior  to
defensive actions.  The detection  of SYN flood
attacks has been implemented in different ways.
This study proposed detection mechanism based
on  the  SYN-ACK  pairs  [25].  This  scheme
regards  SYN  and  SYN/ACK  as  valid  SYN
packets  while  FIN  and  RST  as  valid  FIN
packets.  In  case  there  are  more  valid  SYN
packets that valid FIN packets then the firewall
are  in  the  state  of  SYN  flood  Attacks.  The
detection  using  this  concept  is  more  efficient
against  SYN  flood  attacks.  The  statistical
correlation  of  SYN  and  ACK  confirm  the
presence of SYN flood attack when it  strongly
positive.

To capture  TCP SYN flagged  packet  tcpdump
utility  was  used  by  running  the  command
tcpdump -i <interface=NIC 2> "tcp[tcpflags] &
(tcp-syn)  !=  0"  and  to  capture  the  TCP  ACK
packets  the  command   tcpdump  -i
<interface=NIC 2> "tcp[tcpflags] & (tcp-ack) !=
0".During  the  SYN  flood  attacks  the  ratio  of
TCP SYN packets /TCP ACK packets  is greater
than 1 and when there is no SYN flood attacks
the ratio is equal to 1.In this study detection is
effective  using  this  technique  where  any  ratio
violation  will  signal  a  SYN  flood  attack
presence. This technique does spend less of CPU
resources  and  hence  ensures  efficiency  in
detection.

4.1.3 Dynamic Adjustment the Fire-
wall State Table

State table is one of the very precious resource to
the firewall  and its  careful  management  results
into improved firewall performance, a study by
[26] extended  the  firewall  session  table  to
accelerate NAT, QoS classification, and routing
processing time while providing the same level
of security protection. 

This study explored a technique of automatically
adjust/resize  the  firewall  state  table  during  the
SYN  flood  attacks.  Upon  detecting  the  attack
system  state  table  is  resized  and  optimized  to
handle  more  connections.  This  ultimately
capacitate a firewall ability to widen the room to
handle  more connections  in  the event  of  flood
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attacks  and relieved out of any struggling efforts
which  normally  will  make  the  firewall  CPU
higher  and higher  which will  finally  affect  the
performance of the firewall

4.1.4 Tweaking the Data Size
Data  size  of  the  packet  sent  during  the  SYN
flood attacks has proved to be one of factor that
impact of performance of the firewall during the
SYN  flood  attacks.  When  the  SYN  flood  is
generated  with  the  small  sized  data  size  of
impact of the SYN flood is expected to be very
high in such a way that the state table as well as
CPU utilization goes extremely high. In reverse
when the data size of large in size the impact of
the SYN flood attacks is lessen ,that is, the state
table utilization is so much minimized while also
the CPU usage is getting significantly lowered.

Figure 9: Proposed firewall improvement model.

Algorithm for mitigation of SYN flood attack
was designed based on detection and preventive
techniques.  The  detection  technique  was  de-
signed  based  on  statistical  deviation  of  SYN
and ACK contained in the traffic. Signaling of
SYN flood attacks is raised when there is SYN
which has not been acknowledged. The preven-
tive  techniques  capitalizes  adjustment  of  TCP
open timer which has proved to reduce the ef-
fect of SYN flood attack when its value is set to
be small, though it has an adverse impact which
results to connection losses. This design aim to
dynamically optimize the TCP open timer value
and reduce connection losses reduce, CPU load

of the firewall,  lowering number of half  open
connections  hence  improve  firewall  perfor-
mance. Moreover the proposed solution capital-
izes the use of state table management adjust-
ment to counter effect of the SYN flood attacks
to overwhelm the state table within a short time.
Mitigation of SYN flood attack in this study has
also  capitalized  the  use  of  data  size  manage-
ment of the SYN flood attack. Enlargement of
data  size potentially  reduced the  effect  of  the
SYN flood attack which lowered the CPU usage
and number of half open connection that will be
generated.  Few numbers of half  open connec-
tions will delay the state table to its full capacity
during the attack.  The algorithm is combining
all  the  proposed  factors  of  improvement  that
can be taken into consideration during the fire-
wall  design.  The algorithm is divided into se-
quential  processes  as  shown in  figure  10 the
process  flow  depicts  detection  and  defense
mechanism. Detection is followed by actions to
defend against the SYN attacks. The actions to
defend are dynamic in nature which makes an
intelligent firewall by design and the improved
firewall  will  be adaptive  and efficient  against
SYN flood attacks.

Figure  10. Detection  and  defence  process  proposed
mitigation technique.
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4.2.0  The Experiment
i. Experiment Setup

Environment  for  the  experiment  was  a  given
firewall system against security tests as shown in
figure 11. A dedicated server will initiate SYN
Flood Attack from untrusted network and the re-
action of each firewall system will be observed,
measurement of CPU utilization, number of half-
closed states metrics will be recorded. The attack
of specific size will be for a considerable amount
of time.

Figure 11: SYN flood Attack Setup Environment.

Figure 12. Computer box layout for firewall design.

Figure 12 represents the computer designed as a
firewall appliance using free and open source pf-
sense  software  solution.  The  computer  box
should  contain  at  least  two  network  interface
card. One network card is used as a LAN gate-
way interface as named NIC 1. Second network

card is used as WAN interface as named NIC 2
which the external traffic can pass through into
the  firewall  before  landing  into  the  LAN net-
work. Also NIC 1 is used as a gateway interface
for the traffic leaving the firewall. Bridge inter-
face  is  used to  create  the  logical  link  between
two or more Ethernet interfaces. 

ii. Experiment Summary
With respect of the experiment setup above the
firewall  under  test  was  fired  by  voluminous
amount  of SYN flood packets  as simulated at-
tacks. Hping tool was used to generate the SYN
flood packets  toward  the  firewall  to  be  tested.
During the moment of attacks the firewall behav-
ior was being recorded based on the CPU utiliza-
tion,  number of  half-closed states  metrics  with
the default values of tcp open timer, state table
and data size.
The experiment was repeated with different val-
ues of the tcp open timer,  state  table  and data
size  and  the  behavior  of  the  firewall  was
recorded based on the factors discussed above.

4.2.1  Experiment Procedures
Experiment procedures were summarized as 
shown in the figure 13. To generate the attacks
SYN flood attacks traffic were simulated using
hping3 towards the firewall and observe its im-
pact on CPU usage, number of half open connec-
tions  and  record  results  in  a  table  using  com-
mand  hping3 -V -c 1000000 -d 64 -S -w 64 -p
445  -s  445  --flood  --rand-sources  (Victim  IP).
And  this  command  generated  voluminous
amount of SYN flagged packets to the firewall’s
Victim IP.

Below  are  the  experiment  procedures  which
show step by step how to conduct tests, figure 13
show the summary of the steps.
1. Setting up experiment as shown in figure 11

2. Execute  wireshark  on  both  machine  to
monitor traffic inbound and outbound traffic

3. Observe the inbound and outbound traffic in
the  firewall  when  firewall  is  not  under
attacks and record.

4. Simulate the SYN flood attack traffic using
Hping3 towards the firewall and observe its
impact on CPU usage, number of half open
connections  and  record  results  in  a  table
using command hping3 -V -c 1000000 -d 64
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-S -w 64 -p 445 -s 445 --flood --rand-source
(Victim IP).

5. Repeat step 4 when the TCP open timer is
set to 30s, 20s, 10s,1s.

6. Record in tabular form CPU usage, number
of half  open connections  when connection
state table size to 20%,40%, 60%  and 90%
a of the size of the RAM.

7. Maintain the state table at 10% of RAM size
and keep varying the data size from small
values say 64 bytes to 15,000 bytes of the
SYN flood attacks  packets  and record  the
CPU  usage  and  number  of  half  open
connections  and  records  the  results  in  a
table.

Figure 13.Summary of the testing procedures.

5.Results

Results are based on the set of data collected us-
ing series of experiments and a detailed analysis
of  system  performance  against  SYN  flood  at-
tacks from the obtained data, before and after the
implementation  of  factors  of  improvement.
These factors are taken into account in the pro-
posed model.

To obtain the data, the SYN flood attacks were
simulated  targeting  the  firewall  under  test  in
randomized fashion through a WAN port of the
firewall appliance. Timer was set and half open

connection and CPU usage were observed during
the  SYN  flood  attack  in  an  interval  of  30
seconds.  During  this  testing  the  value  of  TCP
open timer were set to 30s and SYN flood with
random source were generated using Hping3 and
the  observation  showed  that  the  firewall  state
table  went  completely  filled  with  half  open
connections  and  CPU  usage  went  closely  to
100% over time as show in table 4 and figure 14.
In the case where the TCP open timer has been
reduced  to  1s  the  number  of  half  open
connections  and  CPU  usage  went  down  as
shown in figure 17.

Another factor for improvement that was tested
was  data  size  and  table  5  is  shows  results
collected when the data size of packet is varied.
The  CPU  usage  and  number  of  half  open
connections were collected at different values of
data size starting with 64 bytes to 19000 bytes.
Data size values from 64 bytes to 960 bytes the
impact of SYN flood attacks is high due to the
generated number of half open connections and
CPU usage values. As shown on table 5 where
the  data  size  values  start  from  5120  bytes  to
around 19000 bytes as collected, the number of
half open connections and CPU usage shows to
shoot  down  significantly,  the  impact  is  also
illustrated figure 17.

State  table  size  was  another  factor  of
improvement which this study considered. When
the  value  of  state  table  size  was  expanded  it
proved to add firewall’s capability to withstand
efficiently  during  the  SYN  flood  attacks.  As
shown  in  the  tables  2  and  3  the  capacity  of
firewall  to  hold  more  connection  states  is
possible  when  the  state  table  size  is  adjusted
close to the value of RAM size. The data were
collected when the state table size is at 10% size
of  the  RAM later  at  20%,50% and  90% .The
improvement  against  SYN  flood  attacks  were
significant and it can be observed that the room
for storing more connection is expanded and the
CPU usage  significantly appears to shoot down
as supported by the results.
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Table 1. The record of CPU usage, number of half open
connections generated and data size.

Table 2: Table size in relation to CPU usage, half open
connections at 10% and 20% size of the RAM.

Table  3. Record  of  table  size,  CPU  usage,  half  open
connections at 50% and 90% size of the RAM.

Figure 14. Variations of CPU usage and number of half 
Open connections.

5.1 Comparative Analysis 
From the data collected in first scenario during
the  SYN  flood  attacks,  it  showed  that  the
firewall  was  getting  overwhelmed  with
voluminous  amount  of  half  open  connections
and  high  utilization  of  the  CPU.  This  was
possible within a short time after the attacks is
launched targeting the firewall system. 

Table  1  represents  tabular  results  during  SYN
flood attack on a firewall system and figure 1 is
indicates  impact  of SYN flood attacks  to  CPU
usage where it hikes close to 100%  and the state
table  is  completely  exhausted  to  maximum
capacity  which is  400k connection  states.  This
signals for a negative impact to the firewall as
far  as  its  performance  is  concerned.  At  this
moment is firewall is unable to handle it normal
operations.

Next scenario is when data were collected after
taking  into  effect  the  factors  of  improvement
which includes data size management, state table
management, tcp open timer. In this case when
the  tcp  open  timer  was  reduced  toward  1  the
number  of  half  open  connections  appeared  to
decrease in number and also CPU usage too and
this  is  shown from Table  4 and based on this
experiment the number of half open connections
generated has gone down to around 300k.

The number of half connections and CPU usage
appeared to lower down when the factor of data
size  was  varied  to  higher  values.  Table  2
indicates the variation of data size with respect
to  the  generated  number  of  half  open
connections  and  CPU  usage.  CPU  usage  with
large data size has shown to lower down to an
average of 10-25% during the attack.

The  identified  factors  indicate  that  when  the
firewall  is  improved  to  properly  manage  these
resources then, its ability to defend against SYN
flood  attacks  is  improved.  This  clearly  shown
significant  difference  with  the  first  scenario
where the firewall  is  operating with its  default
resource management.
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Table  4. Performance  Parameters  results  during  SYN
flood Attack for various parameters set.

Table  5.  The  CPU  usage,  number  of  half  open
connections for different data size

Figure  16.  Number  of  half  open  connections  generated
against time when TCP Timer=30s during the SYN flood
attacks.

A tabular result from table 2 and table 3 shows
the impact of the data size towards the firewall
during the attacks. The study observed that when
the data size sent is small the effect of the attack
is becoming serious and we can observe that the
depletion is state table is up to 100% shown in
appendix G while  the CPU usage is  very high
close  to  100% as  shown  in  figure  15,  in  this
situation the firewall is not able to receive new
connections.  The  CPU  usage  is  normally  not
recommended  for  the  observed  records.
Moreover table 5 results show that, as data size
increases the impact of the SYN flood attack to
the  firewall  is  getting  minimized  as  shown  in
figure 16 which represents this trend. Appendix
H is showing the impact of the large data size on
firewall performance.

Figure 17. CPU utilization of the firewall against the time
when TCP Timer=1s during SYN flood attacks.

Figure 15:Data size, CPU usage and half open 
connections
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6.Discussion

In  this  study  a  firewall  mitigation  technique
improvement model has been proposed as shown
in  figure  9.  Factors  of  improvement  were
identified  from  literature  review.  The  factors
identified were; adjustment of TCP open timer,
state  table  management  and  data  size
management. The proposed improvement model
was  developed  based  on  these  factors.  These
improvement  model  factors  were  analyzed  and
was found that they have significant effect to the
protection  against  SYN  flood  attacks.  The
proposed  management  of  these  factors
potentially  resulted  in  low  CPU  usage  and
reduced  number  of  half  open  connections
generated during SYN flood attacks.

Specifically,  this  study  proposed  the  dynamic
adjustment  of  the  TCP  open  timer  to
automatically  reduce  the  impact  SYN  flood
attacks  when  the  attack  is  detected.  The
automatic  adjustment  of  TCP  open  timer  has
proved to reduce the impact of SYN flood attack
by  rescuing  significant  losses  of  legitimate
connection since only the required value is  set
when there  is  an attack,  and when there  is  no
attack the required default  value is set.  This is
not the case when TCP open timer is manually
adjusted. 

Furthermore, in this study, it has been found that
the size of state table is a very important factor
in reducing the impact of the SYN flood attacks.
When size of the state  table  is  small  the table
gets  filled  up  within  a  very  short  time  and
firewall fails to take up more new connections.
By default, the optimal value set is always 10%
of system RAM based on the case study firewall
solution  presented  in  this  paper.  In  this  case,
since the firewall is set to have 4GB then default
value of state table is 384,000 states.

The  study  proposes  immediate  automatic
resizing of the state table when the SYN flood
attack  has  been  detected.  This  paralyzes  the
immediate  impact  of  the  flood  attacks  and
lengthens  its  performing  working  condition
rather that proving failure in a short time due to
limited  state  table  size.  Moreover  results
confirmed that  when the data  size of the SYN
flood attack packets decreases in size the impact

of the SYN flood attacks is becomes very serious
in such a way that the firewall  gets  devastated
and fails within a very short time. The larger the
data size of the SYN flood packet  the less the
impact of SYN flood attack. This finding can be
used  as  one  of  improvement  factor  on  the
firewall  design.  The  management  of  data  size
after the attack is detected can be incorporated
during  the  design  by  including  other  model
components as explained by the proposed model.

This study has contributed another improvement
to  a  SYN  flood  mitigation  mechanisms  of  a
firewall  by  incorporating  it  with  the  ability  to
defend  against  SYN  flood  attacks.  During  the
experiment  on  firewalls  with  its  existing  SYN
flood  mitigation  implementations  it  has  been
observed that a firewall ability to defend against
the  attacks  is  not  adequate  as  compared  to  its
importance being situated at the gateway of the
network. At any moment the firewall  performs
poorly,  the  whole  network  performance  is
seriously affected. Inbound as well as Outbound
Traffic  will  not  cross  the  gateway  when  the
firewall is under SYN flood attacks.

Attacks  were  simulated  using  Hping3  tool
running  on  Kali  Linux  Platform  towards  the
firewall.  Table  4  presents  the  values  of  CPU
usage, Number of state generated, and time. The
data on graph in figure 15 explains the impact of
SYN flood  attacks  on  the  firewall.  This  study
shows  that  there  is  significant  increase  of  the
firewall  CPU usage  and Number  of  Half  open
connections generated when SYN flood attack is
in action. In duration of 1-2 minutes the firewall
connection table  gets  completely  filled and the
CPU  usage  approaches  100%.  When  The
Firewall is under this situation its capability as a
gateway device to secure the whole network is
completely distorted and finally becomes unable
to respond on the request within a short time.

7.Conclusion

The study proposed, developed and evaluated the
improvement  model  through  proposed
improvement factors which build up the model.
The  important  improvement  factors  were
identified and used in this  model and after the
thorough analysis  all  the factors found to have
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significant contribution in improving the firewall
ability to defend against the SYN flood attack. 

In  this  study  results  showed  that  CPU  usage
during SYN flood attacks  hits  100% but when
the  improvement  model  is  applied  the  CPU
usage  shoots  down  by  24.6  %  which  is  an
improvement  results  focusing  on  CPU  usage
which  is  as  one  of  firewall  ‘s  key  resources.
Moreover  results  showed number  of  half  open
connections generated without application of the
model  hiked  to  maximum  of  state  table  size
which  is  394k  based  on  our  experiment
conditions  during  attacks.  With  the  proposed
improvement  model  the  maximum  number  of
half open connections were significantly reduced
when TCP open timer is between 1s-10s and the
data size is between 64 bytes and 1024 bytes   to
the average of 345k which is 12 % improvement
gained.  In  this  regard  the  results  suggest  that
improvement  model  have  shown  an  advanced
fashion on handling of SYN flood attacks than
previous ones.

The designed model is useful by developers who
design or redesign the firewall architectures. The
study emphasizes the use of improvement model
and  the  proposed  algorithm  to  manage  the
improvement  factors  in  an  intelligent  fashion.
The analysis  of these model  attributes helps to
provide information to firewall designers so that
these factors can be well managed to design high
efficient firewalls when it comes to SYN flood
attacks management.
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     ABSTRACT 

Global System for Mobile Communications 

(GSM) enabled voice traffic to go wireless, with 

the number of mobile phones tripled the number of 

landline ones, and the mobile phone penetration 

going beyond 100% in several markets, the 

subscribers’ satisfaction and service quality 

delivery in some part of the country is far from 

expectation, service interruptions are perceived 

negatively by end-users, thus aggressively calls for 

the effective management to meet the expectations 

by adopting suitable resource management 

techniques. This paper summarized the log files 

data generated on three active GSM networks in 

Kano, and intensively evaluated the traffic 

performances of three key teletraffic parameters of 

GSM network, during the seven months’ duration 

including the festive periods, thus the work 

established statistically using the Minitab 

statistical software package the following facts: (1) 

the weekly peak traffic in Kano metropolis of the 

three GSM networks in consideration (2) festive 

periods traffics are different from normal weekly 

traffic (3) Two-sample-means comparisons were 

statistically evaluated. And also using regression 

analysis here, a traffic model over some key 

parameters were developed. The proposed model 

could be served as decision making tools. 

Keywords: GSM, Traffic, TCH, SDCCH, Minitab, 

Equation Modeling. 

1. INTRODUCTION

Mobile communication today is available in a 

broad spectrum of technological and service-

specific forms. Among the existing mobile 

communication networks, global system for 

mobile (GSM) communications is the most 

popular cellular communication system all 

around the globe [1]. In Nigeria like in all other 

developing countries the mobile phone has 

been instrumental to the rapid increase in 

telecommunications accessibility with the tele 

density ratio tripling, telephone lines in the 

country now put at more than 100 million [2]. 

GSM network still accounted for more than 

70% of the voice calls and other voice 

telephony services in Nigeria, GSM 

subscribers making the country one of the 

fastest growing GSM market in the World, 

with just four fully functional GSM carriers in 

Nigeria; MTN, Airtel, Glo and 9mobile. 

Sixteen years after the start in Nigeria, the 

focus is drastically shifting from providing 

coverage to providing quality service. The 

euphoria of owning a mobile phone set has 

given way to complaints by subscribers on 

poor service quality, frequent call drops, echo 

during radio conversation, poor 

interconnectivity to and from licensed 

networks, distortions, network congestions, 

among other factors. These factors have left 

many mobile subscribers with no other 

alternative than to subscribe to more than one 

network and patronage of multiple Subscriber 

Identity Modules (SIMs) phone in order to 

maintain good connection. 

The GSM radio network as shown in Figure 

1.0, incorporates Base Station Subsystem 

(BSS), the BSS comprises of the Base Station 

Controller (BSC) and the Base Transceiver 

Station (BTS) which provide the mobile 

phone’s interface to the network. A BTS is 

usually located in the center of a cell. The BTS 

provides the radio channels for signaling and 

user data traffic in the cells. Besides the high 

22

International Journal of Digital Information and Wireless Communications (IJDIWC) 9(1): 22-32
The Society of Digital Information and Wireless Communications, 2019 ISSN: 2225-658X (Online); ISSN 2412-6551 (Print)

mailto:ggaladanci.phy@buk.edu.ng
mailto:sba_elt.bch@outlook.com


frequency part (the transmitter and receiver 

component) it contains only a few components 

for signal and protocol processing. A BSS has 

between 1 and 16 transceivers, each of which 

represents a separate radio frequency channel. 

Next in the hierarchy is the BSC may be 

located at the same site as the BTS, at its own 

stand-alone site, or at the site of the Mobile 

Switching Centre (MSC). BSC can control 

anywhere between 5-20 BTSs [3]. The main 

functions of the BSC include frequency 

administration, control of the BTS and 

exchange functions [4]. 

The Mobile Switching Subsystem (MSS/NSS) 

consists of Mobile Switching Centers and 

databases, which store the data required for 

routing and service provisions. The switching 

node of a mobile network is called the Mobile 

Switching Centre (MSC). It performs all the 

switching functions of a fixed network 

switching node, e.g. routing path search and 

signal routing. A public land mobile network 

can have several Mobile Switching Centers 

with each one being responsible for a part of 

the service area. The MSC normally houses the 

Home Location Register (HLR), Visitor 

Location Register (VLR), Authentication 

center (AuC) and the Equipment Identity 

Register (EIR). The BSCs of a base subsystem 

are subordinated to a single MSC [4]. There 

are three dominant interfaces to the network 

[3]:- 

(i) A interface; provides connection 

between MSC and BSC. 

(ii)  A-bis Interface; provides connection 

between BSC and BTS. 

(iii) Um interface; provides connection 

between the BTS and mobile station 

(MS).  

Figure 1: The GSM Networks [5]. 

In GSM network, a new call cannot be initiated 

if  Standalone Dedicated Control Channel 

(SDCCH) channels are not available and the 

same happens when SDCCHs are available but 

all Traffic Channels (TCHs) are blocked [6]. 

1.1 Key GSM Network Traffic and other 

Concerned Parameters Definitions 

1) Standalone Dedicated Control Channel

(SDCCH): This channel is always used when a

traffic channel has not been assigned, and is

allocated to a mobile station only as long as

control information is being transmitted.

SDCCH access success rate: account for

percentage of all SDCCH accesses received in

the Base Station Controller (BSC) [7]. It

measures the ease with which a call can be

setup, the ease to recharge an account, send

SMS, location update, paging etc. [8]. Reasons

for poor SDCCH were too high timing

advance, congestion, low signal strength on

downlink or uplink, false accesses due to high

noise floor. This can be found using [8]:

𝑆𝐷𝐶𝐶𝐻 𝐶𝑜𝑛𝑔. =
1−𝐶𝑆𝑆𝑅

𝑇𝐶𝐻 𝑎𝑠𝑠𝑖𝑔𝑛𝑚𝑒𝑛𝑡 𝑟𝑎𝑡𝑒
× 100 (1)           

     Where CSSR is the call setup success rate 

and TCH is the Traffic Channel assignment 

rate. 

2) Hand over Success Rate (HOSR): gives the

percentage of successful handovers of all

handover attempts. A handover attempt is

when a handover command is sent to the

mobile [7]. Large number of handovers will

increase handover blocking probability, thus it

is expected to be successful, imperceptible and

less frequent [9]. The possible reasons for poor

HOSR are congestion, link connection,

incorrect handover relations, incorrect locating

parameter setting, bad radio coverage, high

interference, co-channel or adjacent etc.

HOSR can be found using [10]:

𝐻𝑂𝑆𝑅 =
[(𝐶𝐶7 + 𝐶𝐶8)]

[(𝐶𝐶9 + 𝐶𝐶10)]
 × 100%  (2) 

Where CC7 counts number of incoming 

successful handovers, and CC8 counts number 

of     outgoing successful handovers. CC9 

counts number of outgoing HO requests while 

CC10 counts number of incoming HO 

requests. 

3) Mobile phone traffic is defined as the

aggregate of phone calls over a group of

circuits or switches with regard to the duration
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of calls as well as their number, thus, traffic 

flow (A) is expressed as  [11]: 

𝐴 = 𝐶 𝑋 𝑇                               (3) 
Where C designates the number of calls 

originated during a period of 1 h and T is the 

average holding time, usually given in hours. 

A is a dimensionless unit because we are 

multiplying calls/hour by hour/call. The 

preferred unit of traffic intensity is the erlang, 

named after the Danish mathematician A. K. 

Erlang [12]. 

1.2 Other Definitions 

(a) Ramadan: According to [13]is one of the 

five pillars of Islam and also ninth month of 

the Islamic calendar, during which strict 

fasting is observed by Muslims worldwide 

from dawn to sunset, to commemorate the 

first revelation of the holy Quran according to 

Islamic belief. During the horizon of this 

study the fasting hours in Kano was 19hours 

(from 5:05 AM to 6:57 PM). The fasting was 

started on the 27th of May, 2017 and ended 

26th of June, 2017. During this period in Kano 

people are exchanging greetings and 

reminders to their siblings and loved ones, 

through phone conversations and SMS 

messages. This however increases the 

network traffic and most of the times even 

difficult to establish calls and other related 

services throughout the period. Ramadan1 for 

the purpose of this study was taken as the first 

week of Ramadan followed by it succeeding 

weeks. 

(b) Sallah: is a special occasion by followers 

of Islamic belief, which was categorize into 

Eid el-Fitr (known as Small Sallah as in 

Nigerian version or festival of breaking fast) 

[13] and Eid al-Adha (also known as Big 

Sallah or the festival of sacrifice). The 

difference was that the former is conducting at 

the end of each Ramadan, while the latter is 

conducting on the 10th of every month of Dhul 

Hijjah and it also incorporate sacrifice of 

animals. In Nigeria during both the two 

festivals, the government is declaring public 

holidays which lasts for two to three days. The 

traffic during these festivities were high as 

depicted in Figure 4.1 to 4.3. For the purpose 

of this study Sallah1 means Eid el-Fitr, while 

Sallah2 means Eid al-Adha. 

(c) Minitab: is a statistics package software 

developed by three group of researchers 

(Ryan, B.F., Ryan, T.A. & Joiner, B.L.) at the 

State University of Pennsylvania in 1972 [14]. 

It is a set of comprehensive powerful tools to 

do; Basic Statistics, Regression and ANOVA, 

Quality Tools, Design of experiments, control 

charts, Reliability and Survival, and many 

more with great capabilities [14]. Forecasting 

is the technique of predicting the future. It is 

an integral part of almost all disciplines and 

mobile communication is not an exception. 

The quantitative forecasting techniques 

include but not limited to Regression and Time 

series (using Trend Analysis) [15]., as adopted 

in this research.  Regression analysis is one of 

the traditional ways of identifying the 

relationships between output variables and 

input variables of a system. And also gives 

insights of the strengths and weaknesses of the 

output variables via moderating the input 

variables [16]. 

2. LITERATURE REVIEW

In [17] developed a traffic model that predicted 

a blocking probability for new voice and 

handover calls blocking probability in mobile 

communication networks (GSM), which is 

based on NCC recommended value of 2%. 

According to the authors’ the high number of 

block calls experience in mobile network, 

especially during the busy- hour leads to poor 

Quality of Service (QOS) delivering in mobile 

network. These traffic models are used to 

manage, a balance relationship between cost 

incurred in mobile communication by 

operators and service render to the mobile 

subscribers. This traffic model shows the 

relationship between these components, 

channels resource (n), traffic load in erlang (A) 

and Grade of Service (GOS) or blocking 

probabilities. The relationship between traffic 

loads and services, state that as traffic load 

increases and the service decline in a constant 

capacity. 

The traditional traffic models (like Erlang B 

formula) are not adequate to this presence 

mobile communication network, without the 

inclusions of mobility and data service into the 

mobile network. Therefore, the traditional 

models should incorporate the subscriber 

handover calls (mobility) and data service into 

the voice call framework [17]. In [6] proposed 
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a formula that the RF engineers can use it to 

calculate the number of calls or Erlangs:  

𝐸𝑟𝑙𝑎𝑛𝑔𝐵 =
𝐸𝑠𝑡𝑎𝑏𝑙𝑖𝑠ℎ𝑒𝑑_𝑐𝑎𝑙𝑙𝑠𝑋 𝑀𝐻𝑇

3600
 (4) 

The work also focused on the hourly duration 

of calls that statistically established the peak 

hours in a typical North American GSM 

network, depicted the increase in traffic 

through the week, the significant different 

between weekday and weekend traffic and also 

developed a regression-based forecasting 

model for the traffic. But the work specifically 

considered only one carrier and also festive 

periods were not included on the traffic. 

Likewise, in [18] analyzed the comprehensive 

data were obtained from the NCC of CSSR, 

DCR, SDCCH congestion, and TCH 

congestion for Airtel, Etisalat, Glo and MTN 

using ANOVA, thus the values of the KPIs 

were plotted against the months of the year for 

better visualization and understanding of data 

trends across the four quarters. Multiple 

comparisons of the mean-quarterly differences 

of the KPIs were also presented using Tukey’s 

Post Hoc test. Public availability and 

interpretation and discussion of these useful 

information will assist the network providers, 

Nigerian government, local and international 

regulatory bodies, etc. in ensuring access of 

people, machines and things to high quality 

telecommunications services, these according 

to the authors. [19] Presented an in-depth 

analysis of 3G networks from major cities in 

China and Southeast country and accurately 

identify high RTT/losses using a combination 

metrics of channel quality, traffic load and the 

number of soft handovers. The work explored 

that most of the traffic are limited by 

applications or opportunities, thus 

complemented the existing work by providing 

valuable data points about cellular network 

traffic and performance in Asia and 

performing a fine-grained diagnosis to 

pinpoint the root cause for performance issues. 

[20] Surveyed the literature on mobile traffic 

analysis run on operator-collected data. It 

proposed a hierarchical classification of 

studies on the research field, and categorized a 

large body f relevant works accordingly. And 

also summarized the main features of research 

activities, as well as of the datasets employed, 

and provides a comprehensive overview of the 

state of the art in the usage of cellular mobile 

traffic data for scientific research, and allows 

outlining open research directions. Similarly, 

[21] in their survey explored the following 

three research gaps that all the existing 

literatures failed to address: congestion at the 

three basic elements (BTS, BSC & MSC) of 

GSM network to characterize end-to-end 

connection. Use busy hour traffic data to 

dimension GSM network elements. Properly 

establish the statistical basis of the cause(s) of 

the identified congestion. Use sufficient data in 

their analysis to improve statistical quality of 

their results. [22] Performed the training of 

Levenberg-Marquardt Algorithms (LMA) that 

developed a model, which predicted traffic 

congestion on a BSC to MSC link in Bauchi 

Metropolis of Nigeria using twelve month 

hourly traffic data. And also correlation 

coefficient of 0.986 between predicted and 

actual corresponding traffic congestion 

volumes using regression analysis is realized, 

thus demonstrated the accuracy of the 

prediction. However, the causes of congestion 

were not identified and solutions were not 

proffer to resolve the congestion. 

From the literature reviewed above, some 

researchers had suggested several approaches 

to construct mobile cellular traffic models 

considering one carrier only, while others 

suggested techniques to improve the available 

KPIs. However, most of these approaches 

were not evaluated for a live GSM networks. 

And also causes of traffic congestions during 

festive periods were not readily identified. 

Therefore, this work selected some key 

parameters from the active three GSM 

networks in Kano after drive test, the causes of 

traffic congestions during festive periods were 

readily identified and proper solutions to 

address the problems also provided. The work 

constructed traffic models using Minitab 

Software and to add more weight to the 

statistical analysis, comparison test analysis 

between the festive periods was performed.   

3. MATERIALS AND METHODS

Ericson test phone with built-in TEMS 

Professional Investigation Software (TP) is a 

convenient and powerful tool for verification, 

monitoring and troubleshooting of cellular 

mobile networks and also for basic cell-
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planning tasks [23][10]. TP collects 

measurements and event data for immediate 

monitoring or for processing by other tools at 

a later time. It can capture data in areas that are 

difficult to cover during traditional drive-

testing. The tool provides options to perform 

indoor-environment measurements quickly 

and easily. Another valuable option that was 

added to TP professional is a powerful scanner 

that places extensive data-gathering 

capabilities on the palm of the user’s hand, that 

present detailed information about the 

surrounding networks. 

Traffic have been used to develop an analytical 

model for traffic performance analysis of a 

system. Statistics of dwell times are important 

for teletraffic performance evaluation [3]. A 

good handover design will maximize quality 

of service (QoS) and capacity by providing 

high communication quality and retainability, 

it ensures proper cell borders and load 

balancing [11].  Mobile traffic conveys 

information concerning the movement, 

interactions, and mobile service consumption 

of individuals at unprecedented scales. The 

works dealt with the data collected by TP over 

a period of seven months from March to 

October, 2017, the recorded log files for both 

intra and inter calls of the network traffic 

parameters at different locations using the 

network architecture as outlined in Fig.3 were 

recorded and exported into the post analysis 

tool.  Weekly averages of the various data were 

computed and recorded in a designed research 

form using Microsoft Excel Package 2016. 

The traffic performance and comparison of the 

three type of networks are done by calculating 

the mean averages of the considered KPIs.  

Figure 3: The Experimental Set up. 

4. RESULTS AND DISCUSSIONS

A model is a mathematical expression or 

diagram or algorithms that represent traffic 

characteristics [17]. This paper formulated an 

experimental model from the theoretical and 

practical point of view and studied the traffic 

behaviors of SDCCH and HOSR as a function 

of network parameters (Traffic load and call 

duration), henceforth the contribution of each 

parameter were predicted. The main 

contribution of this work was the design of a 

regression-based forecasting model for the 

traffic base on some key parameters, and 

statistically established the weekly peak 

periods within the case study areas. Finally, the 

proposed model could be served as a decision 

making tools. The performance of the model 

was tested and the result was recorded as 

shown in Table 1.1 to 1.3 respectively. 

The TCH blocking rate are higher than the 

NCC threshold of ≤ 2%. At this situation there 

are number of successive call blockings, thus 

the carriers are losing huge amount of revenue. 

Network utilization is the KPI that indicates 

the magnitude of network congestion and this 

KPI is independent with the situation. Call 

blocking rate provides to the carriers’ 

identification and characterization of 

congestion. Spectrum utilization is also 

important factor in determining the efficient 

network utilization, as in [6] “extensive 
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measurements have claimed the under-

utilization of the allocated spectrum at 

2.4GHz. The under-utilization has arisen due 

to the static allocation policies. The advantages 

of static spectrum allocation policies are 

interference reduction and simple system 

hardware. But the major disadvantage of these 

static policies is the inefficient utilization of 

radio spectral resources”. Furthermore, high 

consistent (> 40%) utilization indicates points 

of network slow down (failure) and a need for 

changes or upgrades in network infrastructure. 

Utilization can be calculated using: 

𝑈𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛 % =
(𝑑𝑎𝑡𝑎 𝑏𝑖𝑡𝑠 × 100)

(𝑏𝑎𝑛𝑑𝑤𝑖𝑑𝑡ℎ × 𝑖𝑛𝑡𝑒𝑟𝑣𝑎𝑙)
 (5) 

4.1 Time Series Plot of Peak Weeks in Kano 

Metropolis of the Considered Carriers 

Figure 3.1 depicted the measured durations of 

calls for every single week, starting from 

23/03/2017 to 14/10/2017. For consistency, 

the weeks over the months will be referred to 

as week 1 to week 29 in the reminder. Thus the 

weekly durations of calls are computed over 

the 29 weeks, 5 days that constituted the time 

horizon of the study. The duration of calls 

picks up from the low point achieved at week 

1 and increased sharply to reached week 2, the 

increasing trend continues at high rates until it 

reached 17.9E at week 2 also, the duration of 

the calls then started decreasing, sharply until 

it reached week 3 (24/03/2017) at 8.5E, then at 

a sharper rate over the week 4 (31/03/2017) at 

12E, this indicated there was increased in 

traffic at the last week of month-ending (call 

durations are increasing), this can be seen at 

Figure. Looking at Figure 3.2, the call 

durations over the first week started at 8.9E 

(high traffic) and continue decreasing slowly 

to week 2 (09/04/2017) at 8.3E, duration of the 

calls pick up slowly while reaching 9.5E 

increases sharply to week 3 and continued to 

month-ending at 12.1E, it also indicated that 

durations of calls are increasing over month-

ending as depicted in MTN. Considering 

Figure 3.3, also the duration of calls started at 

20.4E at week 1 (which shows high congestion 

on this network with series of block calls over 

the week), the trend started decreasing slowly 

over week 2, the decreasing trend continued 

until it reached week 3 at 10.1E, then sharply 

increased over the week 4 (this call durations 

also increases towards month-ending) as 

previously observed on the last two networks. 

In a nutshell, 17.6E, 12.7E and 21.2E 

respectively are the highest traffic of the MTN, 

Glo and Airtel over the time horizon of the 

study, which shows that all the three carriers 

are operating below the NCC minimum target 

for the GSM network traffics. 

Figure 3.1: A time series plot of MTN weekly Traffic 

over the time horizon 

Figure 3.2: A time series plot of GLO weekly Traffic 

over the time horizon 

Figure 3.3: A time series plot of Airtel weekly Traffic 

over the time horizon 
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4.2 Using Regression Analysis Traffic was 

forecasted over two variables 

Given the seasonal differences observed 

between weekly traffic, a multiple linear 

regression models were applied for the three 

carriers, where the two carriers (Glo and 

Airtel) had chances to displayed good fit.  

𝑌 = {𝛽0 + 𝛽1𝑥1 + 𝛽2𝑥2 + ⋯ + 𝛽𝑛𝑥𝑛 +
𝜀𝑖},   𝑖 =  1,2, … . 𝑛         (6)

 Where Y and X are dependent and   independent 

variable respectively. 𝛽0, 𝛽1, 𝛽2, 𝛽𝑛 and 𝜀𝑖 are 

regression parameters and an error term 

respectively. 

 While linear regression model, when tested 

displayed poor fit for MTN data, thus a 

logarithmic transformation was employed and 

the transformed model is given as 

log 𝑌 = log 𝛽0 + 𝑥1 log 𝛽1 + 𝑥2 log 𝛽2 +
𝑥3 log 𝛽3 + ⋯ + 𝑥𝑛 log 𝛽𝑛  (7)  

The model has been developed with the help of 

Minitab statistical package. In terms of 

estimation error, the regression model has 

good fit, with an unadjusted R2 of 20.8% and 

an adjusted R2 of 14.9%, all predictors were 

globally and individually significant with no 

serious violation of the linearity, 

independence, normality, and equality of the 

variance conditions. The corresponding 

prediction equation to be used for forecasting 

the MTN Traffic data can be written as: 

𝑙𝑛𝑦 =  − 0.94 +  0.187 𝑥1  +  0.942 𝑙𝑛𝑥2 (8)
Where: 

Y: Weekly Traffic load (Erlang) 

𝑥1: Weekly blocking rate. 

𝑥2: Weekly HOSR. 

The equations (9) and (10) below shows the 

remaining two models that follows simple 

linear regression model. In terms of estimation 

error, the models had very good fit, with the 

adjusted R2 of 43.60% and 77.1% for Glo and 

Airtel respectively, all predictors were 

globally and individually significant without 

any serious violation of the linearity, 

independence, normality, and equality of the 

variance conditions. The corresponding 

prediction equations to be used for forecasting 

the Glo and Airtel Traffic data can be written 

as: 

Y = 28.9 - 0.012𝑥1- 0.216 𝑥2 (9) 

  Y = - 13.9 + 1.79𝑥1 + 0.183𝑥2        (10) 

4.3 Time Series Plots of Weekly Traffic 

during the Festive Periods 

The representation in Figures 4.1 to 4.3 of the 

weekly festive period (Ramadan1 through 

Sallah2) traffic clearly indicated the significant 

differences between the weekly traffic. The 

equivalent time series trend lines were 

formulated in equations (11) through (13) for 

the Glo, MTN and Airtel respectively. 

Tt= 6.1467+1.1086t             (11) 

Tt = 8.04+1.1457t (12) 

Tt = 13.127+0.7114t (13) 

Figure 4.1: A time series plot of GLO Festive Periods 

Traffic over the months 

Figure 4.2: A time series plot of MTN Festive Periods 

Traffic over the months 
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Figure 4.3: A time series plot of Airtel Festive Period 

Traffic over the months 

4.4 Testing the Performance of the Trend 

The developed trend models were statistically 

analyzed using Root Mean Square Error 

(RMSE) and Mean Absolute Percentage Error 

(MAPE), to compare the performance of the 

forecasting techniques and consider the effect 

of the magnitude of the actual values and to 

under- or overestimate the accuracy of the 

model (to judge the model). The forecast error 

is given by the difference between the actual 

value and the forecast value as shown in 

equation (14). 0.924, 1.951 and 2.021 were the 

MAPE of MTN, Glo and Airtel respectively, 

as computed using equation (16). Moreover, 

the RMSE of 4.902, 19.811 and 27.563 for 

MTN, Glo and Airtel respectively were 

computed using equation (15). 

𝐹𝑜𝑟𝑒𝑐𝑎𝑠𝑡 𝑒𝑟𝑟𝑜𝑟 =  𝑌𝑡 –  𝐹𝑡  (14) 

𝑅𝑀𝑆𝐸 =
∑(ẋ − ẍ)(ẏ − ӱ)

∑(ẋ − ẍ)2(ẏ − ӱ)2
 (15) 

Where 𝑛 = number of inputs 

           ẋ= actual output 

           ẍ= mean of the actual output 

           ẏ= predicted output 

           ӱ= mean of the predicted output 

           𝑌𝑡= actual value 

           𝐹𝑡= forecasted value 

𝑀𝐴𝑃𝐸 =
∑

|𝑌𝑡 − 𝐹𝑡|
𝑌𝑡

𝑛
 (16) 

4.5 Hypothesis Testing of the Continuous 

Data 

To add more weight in terms of statistical 

significance and to look deep over the weekly 

festive periods, this work conducted 

hypothesis tests for two sample comparison of 

successive weekly festive duration of calls. 

The statistical decisions from the hypothesis 

test were directed toward the festive periods, 

which compared the population mean 

durations of calls over successive weeks (1-

week lag). It was assumed that µk was the mean 

duration of calls over the week k, k=1, 2,.…, 

6. (k=1 being Ramadan1). Festive hypothesis

test can be performed as: 

W0: Mk ≤ 0 (17) 

W1: Mk ˃ 0 (18) 

Where Mk = µk+1 - µk, k=1, 2, 3,…6. 

The significance level α of 0.05 was applied 

for the corresponding population t-tests, to 

reject or do not reject. The results tabulated in 

Table 1.1 through 1.3, statistically showed the 

existence of significant differences between all 

pairs of successive weeks from Ramadan 

through Sallah weeks.  

Table 1.1: Two-Sample hypothesis testing of Traffic 

over Successive Festive Weeks of Airtel Network 
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Table 1.2: Two-Sample hypothesis testing of Traffic 

over Successive Festive Weeks of GLO Network 
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Table 1.3: Two-Sample hypothesis testing of Traffic over 

Successive Festive Weeks of MTN Network 
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5. CONCLUSION

The data generated and computed were used in the 

construction of regression models for the traffic load. 

Each performance of the constructed models was 

assessed, as the models performed well, therefore it 

can be used as decision making tools that help 

FSE/Telecom engineers to decide on time and 

adequately deploy the necessary infrastructure. The 

research also focused on two particular metrics; the 

duration of calls during the weeks of the month and 

the weekly traffic during festive periods over the 

horizon of the study, and statistically provided that 

peak weeks in Kano Metropolis were most the last 

week of the month-ending of each particular month; 

and the traffic increases through the month. The 

work also deduced that there is statistically 
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significant differences between the weekly festive 

periods and the normal weeks in terms of volume. 

The paper recommend that the same techniques 

could be adopted to parameters in 3G and beyond. 
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ABSTRACT 

The study reviews the adoption of extendable 
resources-based view business concept for improved 
efficiency in postal and courier processes in Kenya. 
The paper compares service delivery differentiations 
using modern e-commerce models and Peoples 
capability maturity approaches. Several theoretical 
literature reviews in information technology value 
chain are simulated to match best-practice concepts, 
methods and procedures that may be useful in re-
designing and developing appropriate information 
systems for transforming the postal and courier in 
Kenya. Postal Corporation of Kenya (PCK) recently 
initiated digital innovations such as: Mpost, Posta 
eWallet, Posta House Watch, Express Courier 
(EMS2GO) and the online eNjiwa postal services that 
place it back on the worldwide track for competitive 
advantages. PCK networks with Jersey Post and 
Amazon Web are budding opportunities meant for 
exploring the competitive edging. However, more 
than 560 active courier companies have registered 
with Communications Authority of Kenya (CA) 
offering alternative solutions. PCK has had difficulties 
counteracting the inevitable destructive power of the 
digital information technologies deployed by its 
competitors.  The entry of the new players introduced 
substitute services in the sector that destabilized the 
PCK postal business monopolies. The mixed business 
service delivery value chain offered by the local and 
multi-national organizations have extremely lowered 
the revenue base of PCK causing it to resize its staff 
base due to diminished returns. The research suggests 
that PCK should adopt extended resource-based view 
approach for effective courier competitions in the 
industry. 

KEYWORDS 
Extendable Resource Based View, Model, People 
Capability Maturity Model, Postal and Courier, 
Information Systems Technology, Processes, 
Theorem 

1 INTRODUCTION 
The Kenyan Postal and Courier business 
processes have minimally changed from the old 
British East African Post Office systems 
introduced in Kenya in the eighteenth century. 
Soon after independence (1963-1976) the defunct 
East Africa Posts and Telecommunications 
Corporation (EAP&TC) continued to use the 
traditional postal systems that consisted of 
annually subscribed letter boxes at scattered 
centers countrywide with postal office addresses 
for sorting out the letters and light parcels 
dispatches in and out of the country. Apart from 
the postal stamps that would be fixed on the 
transit letters, payment receipt copies and parcel 
registration numbers, little could be done by the 
customers to track an item once it was left at the 
dropping box or at postal counters. Similar 
procedures were applied in the postal customers 
money orders transfer models that took several 
hours to reach the intended recipients [1].  

The disintegration of the EAP&TC in 1977 led to 
the split of the entity and formation of Kenya 
Posts and Telecommunication Corporation 
(KPTC), Kenya Railways and Kenya Ports 
Authority. KPTC operated as a monopoly in  the 
sector for over twenty years before the 
Government of Kenya introduced liberalization 
polices in communications sector through an Act 
of Parliament in 1998 [2].   The corporation 
would then be split into three autonomous 
bodies: Telkom Kenya Limited (TKL), 
Communications Commission of Kenya (CCK), 
today Communications authority (CA), and 
the current Postal Corporation of Kenya (PCK). 
The Act also opened up the market for private 
courier companies as new competitors in the 
sector. While the new entrants came up with 
modernized business operation models and 
implemented express mail technologies in line 
with changes in information technologies, very 
little improvements had since been realized in 
parcel security in the Posta.   

In 2009, PCK introduced Expedited Mail 
Services (EMS) to cater for the 285 local 
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destinations countrywide and extended the 
services to more than 3,000 locations worldwide. 
But the problems of delivery delays, parcel 
tampering, and mail thefts over the years, led into 
loss of customers’ trust, low traffic, and hence 
decrease in profit margins for the Posta Kenya 
[2].   

The paper draws out reasonings from a number of 
information systems theories such as the 
Furneaux’s [3] Theory of Planned Behavioral 
patterns (TPB) and compares the to missed 
opportunities in knowledge creation, sharing and 
technology transfer models in the modern society 
[4]. These analysis may assist researchers in 
understanding the users’ behavioral intents (BI) 
which lead into desired action and the acceptable 
use of the new business model in PCK. The 
technology Perceived Usefulness (PU) variable 
discussed is weighed on the basis of observed 
metrics showing that people accepting or not to 
accepting some process simulations depend on 
their beliefs that it will improve their job 
performance [3].    

The PCK mass layout of the workforce in 2004  
was intended to cut down the unsustainable wage 
bill while endeavoring to remain afloat. But the 
Postal sector in the parastatal organization found 
it very difficult to change the behavioral pattern 
of the large pool of staff who are scattered all over 
the country. The reason was lack of collective 
thinking in the business focus. The technology 
transfer should be a function of what individual 
worker thinks since the transit parcels that they 
are handling could easily be tampered with 
depending on their thoughts, attitudes and 
interests [5]. Most employees developed 
resistance to the modern technologies. Customers 
churning increasingly became high, and so is the 
perennial low revenue returns.  

The Government’s deregulations policies in the 
latter periods, coupled with the spread of free 
social communication technologies in the 
Internet, led to the introduction of open market 
policies for courier business opportunities in the 
transport sector that came with substitute service 
delivery mechanisms and alternative solutions in 
the courier market. The outcome turned out to be 
an increasingly unpredictable courier industry 
that calls for the survival of the smartest in the 
information and communication technology 
(ICT) age. Today, Kenya has over 1,600 active 
courier companies including postal branches and 

multinational organizations operating locally, 
PCK being just one of such competing entities 
[6]. Therefore, to capture competitive advantages 
in the postal and courier industry a firm has to 
develop not only improved business value chain, 
but also efficient business operation model. 

Posta House Watch, Express Courier (EMS2GO) 
business strategy and the online eNjiwa postal 
services tended to place it back on the worldwide 
e-commerce competitive advantages. PCK 
networking with Jersey Post and Amazon Web 
are budding opportunities meant to explore the 
competitive edging. PCK has had difficulties 
counteracting the inevitable destructive power of 
digital information technologies deployed by its 
competitors.  Entry of the new players introduced 
substitute services in the sector that destabilized 
the PCK postal business monopolies.  

The local and multi-national organizations 
offering mixed value chain service deliveries 
extremely lowered the revenue base of PCK 
between 2005 and 2015 causing it to close down 
business at several of its branches country-wide 
due to diminished returns. Table 1. is data 
captured from the business growth between PCK 
and Government Huduma Centers that are now 
changing the landscape in the form of business 
value addition. However, the open market policy 
has enabled other private players to join the 
courier industry resulting in fierce competition in 
the sector [7] 

Table1. Registered courier service operators adopted from 
Communications Authority of Kenya Annual Report 2018 
with permission for the educational research purposes  

 Key:     The PCK partial monopoly product and services 
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In spite of the partial monopoly Posta enjoys in 
the country in the Private Mail Boxes, very little 
efforts seem to have been done to explore the 
high potential opportunities for using 
technologies such as Radio Frequency 
Identification (RFID) tracking devices to 
enhance customers intimacy and create 
competitive edge through its mail item tracking. 
Effective applications of ICT infrastructure in 
the country is, with no doubt, fundamental to the 
success of business optimization for the Postal 
and other courier organizations in Kenya [8]. 

2 POSTAL THEORETICAL MODELS 

A number of conveyance models derived from 
theoretical frameworks that are mentioned in the 
study  [9],  [10],  [11] and [12] explain how slow 
change management processes adopted by Postal 
Kenya over the years pushed it to the point of 
becoming lethargic to customer’s demands, 
seeing no valuable challenge at the same time 
ignoring any activities outside their comfort zones 
[10].  The latter has provided an opportunity that 
would echo aggregate theory-building 
perspective where advancement is made through 
successively testing of the effectiveness of the 
external measures in a constantly changing 
market environment [12].  

The Kenyan Government introduced Huduma 
Center IST services, as business collaboration 
model, at the Post Office business premises at 
major towns in the counties. With improved 
services deliveries in utility payments, license 
issuance and registrations of the mandatory state 
documents such as National Identities, the 
Huduma centers have also managed to return the 
much need crowds to the Posta facilities. The 
latter, however, has not effectively utilized the 
opportunity to gain competitive advantage over 
other courier organizations. Reason is the top-
down approach focusing on cost benefits rather 
than buy-in by staff at the shop floor [13].  

2.1 A General Planned Behavioral Model 

The general model of Planned Behavioral theory 
in Figure 1 illustrates the correlation of various 
stakeholders’ activities in the postal centers with 
their externalities. The PCK light parcel courier 
services, both countrywide and internationally are 
offered under the brand name Expedited Mail 
Service (EMS) that operates within a Fair User 
Policy (FUP) to governs all other players in the 
sector. The PCK, however, still enjoys the  

 Figure 1. General model for Planned Behavioral theory reflecting stakeholders’ 
activities in the Kenyan postal system designed by the author  
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government monopoly on letter box services and 
the postal stamps. Useful postal services may be 
modernized to maintain competitive advantage.    

The FUP safeguards on extravagances that may 
occur within the industry such that the suppliers, 
transporters and customers confer on acceptable 
terms (rules to be) applied to the carrier firms 
conveying the merchandises [14]. FUP business 
guidelines apply to: the physical addresses of both 
the sender and the receiver, size of the parcel, 
safety of handlers, its content, parcel status, and 
distance to be covered [15].     

PCK, therefore, would be required to meet these 
international standards as illustrated in the model 
of Planned Behavioral theory Figure 1. 
positioning the parcel delivery, reliability, service 
visibility, security, customers convenience and 
reasonable cost charges. Out of the 623 postal 
centers country-wide EMS operates in two 
hundred and eighty-five destinations locally; 
extended through global partnering into three 
thousand additional endpoints globally. This is a 
compelling reason for the corporation to fully 
adopt Internet platform media its processes to 
help in lowering overhead expenses [2].  

The courier sector has stiff competitions from 
both multinational firms such as Universal Parcel 
Services (UPS), Wells Fargo, and FedEx, etc. at 
one end, and local bus companies on the other end 
[7]. Competitive advantages for PCK, thus, may 
depend largedly on the effective deployment of its 
extendable resource based strategies to derive 
increased intimacy. 

2.2 A Model for Information Systems Success 

The ISS success model analyses users’ Perceived 
Usefulness (PU) through examinations of six 
structural dimensions in  IST project modeling 
[3]. The first two viewpoints are: service quality 
that expunges on efficiency, reliability, 
flexibility, system accuracy. The Information 
Systems Technology (IST) system is supported 
with and back and front office support personnel 
in handling training, hotline, or helpdesk 
enquiries, responsiveness, tangibles, empathy, 
one-on-one quality, assurance; and the 
information quality where trade statistics 
correlates buying customers’ buying patterns to 
gauge the product relevance, timeliness, 
popularity and even its exclusivity. 

Two others that are critical in the ISSM model are 
the intended acquisition when users place orders 
of items, the nature of usage, frequency of the 
return of purchase, as well as the product rating; 
as well as the measurements for the user 
gratification levels asking where the buyer is 
asked whether or not he may recommend the 
product or service to a third party.  

The fifth factor in this model is the individual 
worker’s impact that include tasks performed at 
various postal outlets, the productivity, effective 
decisions, and knowledge exchange; and lastly, 
the organizational impact that looks at effects of 
quality improvements, increased capacity, 
business process changes, competitive 
advantages, cost reduction, enhancement of 
internal postal operations for its customer 
satisfaction. 

Where an organization is able to determine the 
expected action in terms of the social incentives 
and justifiable contributories in the modern postal 
conveyance processes the IST data transport 
system value chain, therefore, should be easily 
monitored and corrective measures taken quickly 
to remedy any indirect negative phenomena that 
may arise out of the prolonged usage of a service. 

2.3 A Model for Customer Centric Theory 

The customer centric theory hypothesizes that 
individual worker’s contributions are closely 
linked to a service or product value chain that a 
single customer adds up to determine his or her 
satisfaction level. Wherever any part of the chain 
link is broken the customer would reject the rest 
of the product [16]. The courier market in Kenya 
is a very agile industry that requires constant 
moderation due to the fierce competition.  

Organization management, however, still find it 
difficult to gauge where and when to start 
focusing on the different category of customers. 
Attempts to apply the Technology Acceptancy 
Model (TAM) theorem tend to look on the level 
of which an individual customer believes that the 
product or service would boost his business 
outputs but the complexity of the TAM 
innovation often fails to generate effective 
competitive advantages in large groups. 
Application of this model has uncovered some 
limitations in large organizations such as its usage 
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in single subjects or task such a single company, 
one department, one branch office, or one county.  
Additionally, TAM implores a one-time cross-
sectional study, and evaluation of problems in low 
validity of new measurement [17]. Therefore, as 
corporate organization, PCK may need to increase 
its investments in modern information system 
technology models that works better in diverse 
business environments. This would include 
perceptions the employees who may become 
reluctant in accepting use the new innovative 
technologies.  

The customer centric practices model are built on 
relationships and marketing for the reason of 
attracting new clients and at the same time 
retaining existing ones in the organization. Lohan,  
Conboy and Lang [16] further argues that for an 
organization to succeed in the modern agile 
market space. The marketing survey teams have 
to adopt qualitative research methods in gathering 
data through a continuum process of living within 
the subjects in a considerable period of time to 
understand the customer’s feelings toward the 
product, including service, their current 
requirements and future needs. Research findings 
may reveal favorable percentage of correlations 
between customers’ beliefs, their intentions and 
product usage, and attitude afterwards.   

2.4  A Task-Technology Fit Theory Model 

Furneaux [3] Technology Tasks Fit Theory (TTF) 
model points out some mitigation strategies that 
may have been ignored by Postal Kenya at some 
point of time. The authors use surrounding 
environmental analysis to gauge effects of 
external forces such as customers change in 
attitude towards the postal services attributed to 
lack of trust, increased inefficiencies and delayed 
service deliveries.  The scholar’s augmented 
reasoning is based on the Task-Technology Fit 
Theory (TTFT) stating that the technological 
advancements, changes in the government 
policies and the Fair User Policies (FUP) clears 
ways for new entrants in the courier market.  

Additionally, PCK is obligated by the 
government’s Universal Services Obligation 
(USO) business laws to extend delivery of its the 
services up to remote country-side at no increased 
profit mark-ups [18]. However, it is not late for 
PCK to remodel its information technology value 
chain for its services that have nominally become 

too useful. Such a move would be driven by 
investing on appropriate technologies in tandem 
with the world trends. In both the short run and 
the long run, the perception towards a highly 
personalized ecommerce technologies for any 
service delivery environment is directly related to 
success and failures in the adoption of modern 
technology in business performance and growth 
to enhance competitive advantages [8]. 

3. ENHANCED BUSINESS VALUE MODELS

Huduma Centers attracts large number of clients 
to the shared physical facilities. This has provided 
the necessary visibility that PCK may turn into 
increased business advantage. For example, the 
parcel department, EMS could create an avenue 
for highly personalized parcel quick response 
(QR) that is merged with radio tracking (RFID) 
tags addressing technology. Various postal 
centers administrations as well as its customers 
shall be linked through middleware software that 
enables use of any device at anytime, be it a desk-
top or laptop computer, a tablet or any other hand-
held devices that may be incorporated for tracking 
its home delivery riders [7]. To improve the PCK 
IST service delivery model a highly versatile ERP 
that combines decision support systems, supply 
chain management systems, fleet management 
system for its large pool of vehicles, and parcel 
tracking systems that are able to use Global 
Positioning Systems (GPS) in real-time may need 
to be adopted by the company to re-gain 
customers confidence.  

Apart from the high marginal costs for 
transporting the light parcels in a large variety 
demographic environment the high wage bill has 
hampered PCK’s efforts in fully implementing 
home delivery.   In the place of recruiting more 
staff across the country the organization may 
adopt ‘gig economy models’ [19] by connecting 
motorcycle riders who are willing to provide short 
distant transportations at minimal charges. The 
sub-contracted workers are generally self-
employed, but habitually rely on one or more 
persons or organizations to link them with 
different clients. Examples are: Sendy, Uber, 
Taxify, Airbnb, as well as, Instacart.  Airbnb is 
well-known for connecting business travelers
who need places to stay with people for 
accommodations at cheaper rental charges for 
short durations [19]. Instacart motorcycle groups 
are mainly grocery delivery service riders from 
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fast food stores, shops or supermarkets. The latter 
are highly flexible and independent. They may 
make   their own plans and would decide which 
tasks they want to accept or not. Even through 
their conveyance charges are very low model has 
created jobs for several youths in the country [20]. 

3.1 Enterprise Knowledge Management Concept 

A suitable concept for enterprise knowledge 
management technology applications for 
competitive postal and courier business 
environment would require application of modern 
web-based enterprise architecture (ERP) speed up 
transportation of the data transactions while in full 
control of processes and workforce allocations.   

To enable PCK customize an effective ERP 
system it has to harmonize its resources within the 
information system value chain such as: the 
customer management systems (CRM) as well as 
for managing the client’s relationships, Decision 
Support Systems (DSS) for its data analysis , 
accounts and financial systems, human resource 
systems to manage the large pool of employee 
deployments, business intelligence systems, the 
asset management systems for its capital matters, 
unified repository for tracing  the system inputs 
and outputs 24/7, workflow management systems 
for task assignments, document management 
systems for record tracking, and Executive 
Support Systems (ESS) for planning  [21].   

Figure 2. An enterprise-wide knowledge management 
concept redesigned by the author to illustrate relations 
between independent, middle and dependent variables.  

Figure 2. shows a concept of postal and courier 
information technology business system model 
that may be evaluated in terms of information 
security, system performance, and service quality 
(attributed to effects of successive use and 
intention to use or users’ satisfaction). The net 
benefits may influence user satisfaction either 

positively or negatively and the promote 
increased acceptance on use of the technology [3]. 
The enterprise re-design process includes the rate 
at which knowledge may be replicated at other 
centers across the nation in relations to its labor 
force in the full view of the management. The 
feed-back loop provides challenges that require 
constant attentions and improvements. Example 
of services that would be categorized as too useful 
include use of postal stamps and letter box rentals 
that may need a new business design [22]. The 
result of proposed solutions may include 
improved reputation, increased customers’ 
intimacy and profits, as well as opportunities for 
more business ideas through continuous research 
and development activities in the organization 
[23]. 

3.2 A Model for Peoples’ Capability Maturity 

Dwivedi, Wade and Schneberger [3] further argue 
that Information systems technology itself cannot 
improve organizational performance if they are 
not used skillfully. Figure 3. illustrates a 
framework that PCK may step by step deploy to 
re-engineer its workforce in embracing proven 
best practices. The Peoples’ Capability Maturity 
Theoretical Model (P-CMM) argues that any 
workforce re-engineering for organizational 
changes have to go through a stage by stage 
progressive framework that may be based on 
levels derived from best practices [24]. The five 
building blocks are evolutionary phases: the 
initial induction, budding stage, establishment, 
inspiration, and retention stages would create a 
workmanship value chain to help the employee 
corporate in the teamwork spirit [25].  

The diversity of the targeted customers together 
with their literacy levels across the country make 
it very difficult to adopt a single method for 
handing any complain. However, to implement 
standard peoples’ maturity and sustainability each 
county workforce may require an enhanced case-
based-reasoning model for handling any 
emergent issues across different counties [20].   
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Figure 3. Five levels of People Capability Maturity Model 
that may be adopted by PCK for business competitiveness 
adapted with permission for education research purpose 
[24]. 

It is in the open domain that Posta Kenya has a 
enormous resource-based advantage over the new 
players, that include, the home advantage over its 
competitors, capital investments and the large 
pool of staff spread across the country [2].  Gaskin 
and Lyytinen [26] TAM II model contends that an 
individual employee attitudes towards practicing 
of any new technology directly relates to the 
proven outcomes of its usage. With a very large 
sample design the challenge for PCK would be 
how to achieve a homogenous acceptance for the 
new technology.  

For the open entrepreneurs the market activities 
are increasingly driven by need to codify the 
knowledge of their products that meet their 
immediate demands. This may raise problem of 
inter-organizational knowledge transmission and 
utilization between the different postal and 
courier branches that may require alignment using 
the company IST policies that are well 
documented and accepted by stakeholders [27]. 

The initial step in such a large organization is for 
the management to set mitigation measures 
towards the end-users’ resistance to the new 
systems. Quoting from “Schumpeter Mark II 
Innovation model”, Schramm [23] observes that 
large firms may easily introduce game-changing 
product and services (kown also as creative 
accumulation) to help them maintain their 
competitive positions by constantly introducing 
novelty into the economy. Otherwise it may 
slowly die out. The training and business 
consultancy services is, therefore, necessary 
while building on the support from the top 
managers, However, failure to push the project 
expectations through directives and memos may 

lead into slow paced implementation processes. 
Best practices recommend engaging the 
employees through the project starting with the 
initial stage [13].  

4. EXTENDED RESOURCE BASED VIEWS

Lassila and Brancheau [28] point out that 
adoption of IST innovative processes business 
organizations such as in the postal and courier 
often follow intermittent adjustment patterns to 
derive significant changes in the appropriating the 
technology, end-user perceptions, and the 
organization framework that are based on 
organizational strengths. Re-designing suitable 
technology is a progressive business process, 
thus, require analysis of every variant to 
determine an information systems framework and 
procedures affecting individual employees. 

Kohli and Devaraj [29] suggest that for the 
system payoffs to support managements’ 
decision in exploiting the organizational 
resources, produce IT value chain, and calculate 
the returns, appropriate risk mitigations 
framework need to be set. The organization may 
also require data loss recovery policy in place 
since the later may be very costly in terms of 
money and downtime repercussions if ignored 
[30]. 

4.1 A Model for Extended Business Value Chain 

The resources that are needed to complement the 
IST investment such as skilled manpower 
training, and reforms for the firm to realize the 
IST value in its production and service delivery 
processes. The reality is that pay-offs from such 
investments are not just the responsibility of the 
information and technology (IT) function. Each 
constituent who uses IT or is involved in the value 
generation shares the responsibility for aligning 
IT with business functions [31]. 

Nature of its business and the targeted society has 
the power to re-shape business values in the 
workforce, technology and the processes, while 
converting productivity in tangible benefits 
across the economic and social margins. This may 
eventually lead into difficulties in finding real 
solutions to the intended social and ecological 
challenges [32]. 
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Considering the shared values through the Social 
innovation models as corporate policy for inter- 
departmental business collaborations, the postal 
branches country-wide may be affected by the 
social and environmental changes in the parastatal 
organization.  

The solution may lie in the inclusive business (IB) 
models expressed by Osburg and Schmidpete [27] 
as profitable core business activity that tangibly 
increases opportunities and improves living 
conditions for the people at the foundation of the 
economic pyramid (by engaging stakeholders) as: 
the employees, manufacturers, suppliers, 
distributors, vendors, consumers—or even as 
innovators. 

The concept shown in Figure 5. correlates the 
individual employee’s expectations to the 
initiatives that may be taken to bridge any gap and 
the expected consequences. When proposing any 
new process appropriation key considerations, 
therefore, would require a re-look at the 
organizational structure, social norms, the 
interdependency of various departments, vision 
and mission of the firm, business focus, mode of 
interaction and mode of resource allocations [3]. 

4.2 Extendable Resource Based View Framework 

Frank Rothaermel [34] argues out that 
organizations should constantly develop own 
resources, both tangible and intangible, where 
they have a niche. The tangible resources may 
include appropriate IT infrastructure, skilled staff, 
effective management team, business networks, 

alliances, Business-IT strategic plans that should 
enable companies to address the challenges and 
create opportunities in the dynamic economic 
environment. The contemporary strategy posture 
should be adaptive, proactive, flexible, and 
combined to create the IT value.  

The Extendable Resource-Based View (ERBV) 
Framework is a step by step business guide that 
looks at how firms manage their resources and 
capabilities to gain competitive advantage in the 
market [34]. Many organizations employ a wait 
and see attitude hoping that business-IT while 
imagining that payoff shall reveal itself through 
some magic, however, it is the other way around. 

Lack of clear business obligations, erroneous 
measurements, and inappropriate investment 
together with skepticism along the IST value 
chain, may generate frustrations and finger 
pointing when the expected payoffs have not been 
achieved in time [33]. 

Rothaermel [34] sentiments are modeled on 
Barney and Clarks [35] views that for the return 
on the investment to pay off the selected IT 
investment may follow either of the two business 
strategies: The technology has to be Valuable, 
Rare, Inimitable and Not easy-to-substitute 
(VRIN). This fits well for purposes of creating 
competitive barrier that is not easy to break; the 
other option is VRIO – that of the product designs 
being Valuable, Rare, Inimitable and that fits with 
re-engineered Organization culture. Such a 
distinctive competency in a business framework 
becomes the firm’s niche for PCK in the postal 
and courier industry [22]. 

Figure 5. The IS Technology Employee 
Appropriation Concept adopted with permission for 
the education research purposes [3]. 
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Figure 6. is an extension of the Kohli and Devaraj 
[29] business re-alignment, involvement, 
analysis, communication (AIAC) framework that 
has four phases applied in determining an 
enhanced IT value chain. The feed-back circle at 
the end of each phase provides learning curve for 
improvement to boost the payoff course.   

The various models discussed in the study paper 
are group up at the alignment phase.  The postal 
and courier enterprise planning is then extended 
to determine the fit between the business strategy 
and the IST.  At the involvement phase, the key 
stakeholders make decision on the process of 
selecting  the  appropriate  measurements  to 
assess payoffs. The analysis phase is where 
validation takes place. The decisions are grouped 
in the communication phase, where, findings for 
disbursements of actionable would be taken to 
enhance knowledge sharing,  and resulting in 
process improvements while generating positive 
feedbacks into all previous phases for corrective 
measures to be undertaken without delays. 

5. CONCLUSION

The study has contributed significantly on the 
understanding of theorems associated with 
acceptability of the technology innovations and 
the user satisfactions based on the D&M Theory 
and Information Systems Success Model (ISSM). 

Comparing the overall impact of Theory of 
Reasoned Action (TRA) with Task-Technology 
Fit Theory the paper recommends that the 
introduction of competitive information 
technology at PCK should start right at the shop 
floor as a long-term investment for it to be applied 
in building the human capacity through training 
using some prototypes to determine what suites 
the PCK organization. Adopting of new 
technology innovations is clearly correlated to the 
organizational and environmental culture. 

The paper suggests use of employee competency 
capabilities approach at each stage of IST value 
chain to take advantage of available capital 
investments spread across the country. 

For the IST to have impact on the business 
sustainability and self-sufficiency an 
organization such as PCK must invest in a 
timely, appropriate, affordable, and secure 
technology. The Extendable Resource Based 

Figure 6. Extendable AIAC framework re-designed to 
include Resource Based View Pay-offs, adopted by the 
author with permission for the research purpose [29]. 
 

41

International Journal of Digital Information and Wireless Communications (IJDIWC) 9(1): 33-43
The Society of Digital Information and Wireless Communications, 2019 ISSN: 2225-658X (Online); ISSN 2412-6551 (Print)



View framework suggests that the engagements 
should be both tangible and intangible with the 
aim of reducing over-heads as well as marginal 
costs. Any decisions as well as feed-backs should 
be communicated quickly across all phases to 
harmonize the business processes.  

The customer relations management tools 
applied in the product marketing campaigns to 
complement the processes should be part of 
essential IST investments. This should also be 
incorporated in the Peoples-CMM framework to 
buy out workers loyalty.  Otherwise the new 
initiatives: the Mpost, Posta eWallet, Posta House 
Watch, Express Courier (EMS2GO) and the online 
eNjiwa postal services, may not add competitive 
advantages when there are no adequate skilled 
human power to drive the operations efficiency. 
Outsourcing of light parcel transportations to the 
motorcycle riders would most suitable means of 
increasing delivery speeds that may add up to the 
improved customers trust.    

Failure to invest in the web-based 
complementary technological innovations may 
lower the efficiency of the postal operations. 
Conversely, creating and quantifying IST 
business value is contingent of the organizational 
capacity for creating an innovative business 
space that may include adaptive as well as 
responsive organization models. No doubt, the 
latter would require closer relationship with key 
stakeholders across.  

Future studies may look into how to bridge 
employee perceptions that have been created by 
the digital divide phenomena between the city 
and rural settings. Further research may, thus, 
focus on ways for improving the conveyance 
business processes that adopt business 
intelligence to create competitive advantages that 
are invaluable, inimitable and unique in nature. 
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ABSTRACT 
Recently, several researches of haptic devices 

have been conducted. Haptic devices provide users 
with a sense of touching virtual objects such as 
Computer Graphics (CG) by force feedback. Since 
they provide force feedback from a single point on 
an object surface where users touched, users touch 
it by point contact. However, they cannot provide 
a sense such as humans touching an object with a 
finger pad because humans do not touch by point 
contact but surface contact. I focused on this 
characteristic and developed surface contact haptic 
device. To touch a CG object in surface contact, we 
use a plane interface. It provides force feedback to 
the normal direction by being approximated to 
tangent plane on a CG object surface where users 
touched and the sense of grabbing it. In the 
evaluation experiments, ten users evaluated this 
haptic device. From results, we see that users could 
feel a non-rigid object by surface contact. 
 
KEYWORDS 

 
Haptic device, non-rigid object, plane interface, 
force feedback, surface contact 
 
1 INTRODUCTION 
1.1 Back Ground 
In recent years, researches of human interface 

using Augmented Reality (AR) have been 
conducted. In order to touch a CG object that 
is drawn by AR, a haptic device has been 
developed. By using a haptic device, users can 
perceive touching a CG object by processing a 
force feedback. Therefore, the haptic device 
has been expected to be applied to applications 
such as virtual a surgery simulation system and 
a virtual experience system. 
As conventional haptic devices, there are 

Falcon[1], PHANToM[2] and Dexmo[3]. 
These haptic devices have been developed as a 
point contact haptic device. By using this type 

haptic device, users can perceive touching a 
CG object because users are provided with a 
force feedback from a single point at the CG 
object surface where they touched. However, 
when a human is touching an object, there is a 
characteristic that a human perceives the shape 
by feeling the force sense from the contact 
surface in reality. We focused on this 
characteristic. In addition, we have developed 
a finger mounted type haptic device using a 
plane approximated tangent plane [4] that is 
shown in Figure1. 

 
Figure 1: finger-mounted type haptic device 

 
Figure2 shows the outline of the developed 

haptic device. The haptic device uses a plane 
interface having four movable points. Figure2-
(a) shows the initial state. In this state, the user 
is not touching a CG object. Figure2-(b) shows 
the operating state. In this state, the user is 
touching a CG object. The plane interface 
provides force feedback with a finger pad. 

 
(a)Initial State                    (b) Operating State 
 

Figure 2: Outline of the proposed haptic device 
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1.2 The Purpose of This Research 

This device represents only a feeling of rigid 
objects. However, in the real world, we think 
that there are many opportunities to touch not 
only rigid objects but also soft objects, that is 
non-rigid objects. In this research, we propose 
and implement a haptic presentation method 
for a non-rigid object as the contact object. 
 
2 OUR APPROACH 

In the haptic device developed in this 
research,  motor are connected to each 
movable point of the plane interface to express 
the feeling that it is in contact to a non-rigid 
object in order to consider the up and down 
movements of the plane interface. In the haptic 
presentation method, a change in haptic force 
as it is pushed after touching an object is 
expressed based on a spring model that we 
propose. 
 
3 THE PROPOSED SYSTEM 

3.1 Hardware Construction 

Figure3 shows the hardware construction of 
the proposed haptic device. In this device, a 
model designed using DesignSpark shown in 
Figure4 was created with a 3D printer. This 
haptic device is glove type to touch a CG 
object and composed of Arduino Uno and four 
servo motors that are shown in Figure 5 and 6, 
respectively, four springs and a plane interface 
for each finger. Figure 7 shows the appearance 
of the proposed haptic device. 
Place Arduino Uno on the back of the hand as 

shown in Figure3. As shown in Figure8, each 
spring is bonded to each movable point. 
Furthermore, each motor is controlled by 
Arduino Uno, and the wires connected to the 
motor move the movable interface by moving 
each movable point up and down. 

 
Figure 3: proposed haptic device  

 
Figure 4: Design drawing of haptic device 

by DesignSpark  

 
Figure 5: Arduino Uno 

  
Figure 6: Servo motor (SG90) 

 

 
Figure 7: Appearance of the haptic device 

 

 
Figure 8: Fingertip part 

 
3.2 System Overview 
In this system, users touch a CG object in the 

display with the proposed haptic device and 
feel force feedback. Figure 9 shows system 
overview. I use PC, display, Creative Senz3D 
and the proposed haptic device. Users wear the 
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proposed haptic device and touch a CG object. 
Figure 10 shows Creative Senz3D. Creative 
Senz3D is RGB-D camera whose range of 
depth sensor is 0.15-1[m]. I use it to draw CG 
objects and to detect 3-dementional finger 
position from it. 

 
Figure 9: System Overview 

 

 
Figure 10: Senz3D (RGB-D Camera) 

 
3.3 The System Flowchart 

Figure 11 shows the system flowchart. This 
system draws a CG object on the desk and 
calculates a finger position. When the fingertip 
touches the CG object, this system calculates 
motor rotation angles and sends these angles to 
Arduino Uno by serial communication. 
Arduino Uno controls motors and moves the 
plane interface. A plane interface provides a 
fingertip with force feedback so users feel 
touching a CG object. The followings are the 
explanation of the processing in this system. 

 
Figure 11: Flowchart 

 
(1) Initialization of the haptic device 

Arduino Uno controls motors to make a plane 
interface initial position. 
(2) Drawing a CG object 

In the drawing AR object, this system draws 
a CG object on a desk. To draw a CG object, 
this system detects a plane by using depth 
information from Senz3D. Figure12 is the 
image including a plane (desk). Users set a 
point as an origin on the plane using mouse 
cursor. This system sets other two points on the 
plane and calculates vectors 𝑨 = (𝑎𝑥, 𝑎𝑦, 𝑎𝑧) 
and  𝑩 = (𝑏𝑥, 𝑏𝑦, 𝑏𝑧)  from the set point to 
other points. By using these vectors, this 
system calculates the normal vectorfrom 
arbitrary points to other points are calculated.      
Using  these vectors, normal vectors  𝑵 =
(𝑁𝑥, 𝑁𝑦, 𝑁𝑧) from outer product of vectors. 

𝑩× 𝑨 = (

𝑏𝑦𝑎𝑧 − 𝑏𝑧𝑎𝑦
𝑏𝑧𝑎𝑥 − 𝑏𝑥𝑎𝑧
𝑏𝑥𝑎𝑦 − 𝑏𝑦𝑎𝑥

) = (

𝑁𝑥
𝑁𝑦
𝑁𝑧

).           (1) 

 
Figure 12: Calculation of normal vectors on arbitrary 

coordinates 
Next, this system calculates a transformation 

matrix to convert the coordinates system 
whose origin is a set point to Senz3D 
coordinates system. By using the z-axis 
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direction vector of Senz3D 𝑺 = (0,0, 1)  and 
the normal vector 𝑵 , this system calculates a 
rotation angle 𝜃  and a rotation axis 𝒏 =
(𝑛𝑥, 𝑛𝑦, 𝑛𝑧)  from inner product and outer 
product 

𝜃 = 𝑐𝑜𝑠−1 (
𝑆∙𝑁

|𝑆||𝑁|
),         (2) 

 

                𝒏 = 𝑺 × 𝑵 = (

𝑛𝑥
𝑛𝑦
𝑛𝑧
).          (3) 

By using 𝜽  and 𝒏 , this system calculates 
quaternion 𝒒 and the transformation matrix 𝑹 

 

 𝒒 = (

𝑞𝑥
𝑞𝑦
𝑞𝑧
𝑡

) =

(

 
 
 
 

sin (
𝜃

2
) 𝑞𝑥

sin (
𝜃

2
) 𝑞𝑦

sin (
𝜃

2
) 𝑞𝑧

cos (
𝜃

2
) )

 
 
 
 

,       (4) 

 

 
𝑹 =

(

 
 

1 − 2𝑞𝑦
2 − 2𝑞𝑧

2 2𝑞𝑥𝑞𝑦 + 2𝑡𝑞𝑧 2𝑞𝑥𝑞𝑧 − 2𝑡𝑞𝑦 𝑝𝑥

2𝑞𝑥𝑞𝑦 − 2𝑡𝑞𝑧 1 − 2𝑞𝑥
2 − 2𝑞𝑧

2 2𝑞𝑦𝑞𝑧 + 2𝑡𝑞𝑥 𝑝𝑦

2𝑞𝑥𝑞𝑧 + 2𝑡𝑞𝑦 2𝑞𝑦𝑞𝑧 − 2𝑡𝑞𝑥 1 − 2𝑞𝑥
2 − 2𝑞𝑦

2 𝑝𝑧
0 0 0 1 )

 
 
,   

(5) 
where 𝑝𝑥 , 𝑝𝑦  and 𝑝𝑧  are the coordinates of a 
set  point from Senz3D. This system draws a 
CG object (Rectangular) on the coordinate 
system whose origin is a set point as shown in 
Figure13 by using this transformation matrix R 
and OpenGL. 

 
Figure 13: CG object drawing 

 
(3) Detecting finger position and posture 

In the detecting a finger position, this system 
extracts the specific color area and obtains the 
depth information of the extraction region 
from Senz3D shown in Figure14. By using this 
depth information and the screen coordinates, 
this system calculates three-dimensional 

coordinates(𝑆𝑥, 𝑆𝑦, 𝑆𝑧) of extracted region. By 
using this coordinates(𝑆𝑥, 𝑆𝑦, 𝑆𝑧) and 𝑹, this 
system calculates a finger position 

(𝑭𝒙, 𝑭𝒚, 𝑭𝒛) from a set point. 

(

𝐹𝑥
𝐹𝑦
𝐹𝑧
1

) = 𝑹−1(

𝑆𝑥
𝑆𝑦
𝑆𝑧
1

).           (6) 

 
Figure 14: Acquire finger position coordinates 

 
(4) Judgement of contact 

When the acquired fingertip coordinates 
(𝐹𝑥, 𝐹𝑦, 𝐹𝑧)  overlaps the drawn rectangular 
parallelepiped region, We judge it contact of 
the fingertip and rectangular parallelepiped. 
 

 
Figure 15: Contact judgment 

 
(5) Calculation of the motor rotation angle 

In calculating the control amount of the motor, 
the rotation angle of the motor for transmitting 
to the Arduino Uno is calculated. Let x be the 
push amount when the fingertip is pushed into 
the CG object. 
Also, since the CG object used in this research 
is non-rigid, the control amount F of the plane 
interface is calculated from the following 
equation by physical model of the spring. Also, 
let the spring constant be k. 
 

𝐹 = 𝑘𝑥           (0 ≤ 𝑘 < 1).                (7) 
 

As shown in Figure16, since F corresponds to 
a part of the circular arc of the servo horn, the 
rotation angle A of the motor is calculated 
using F and the radius R of the servo horn. And 
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transmits the calculated rotation angle to the 
Ardiuo Uno by serial communication. 
 

𝐴 =
180°

𝜋𝑅
𝐹.         (8) 

 

 
Figure 16: Motor rotation angle calculation 

 
(6) Controlling the motors 

The servo motors receive the rotation angle of 
the motor calculated in equation(8) with 
Arduino Uno and rotate the motor. Each 
movable point of the plane interface is pulled 
up by a servomotor using a wire. As the finger 
touches the plane interface, the user receives a 
force sense presentation. 

 
Figure 17: Motor control and contact with a CG object 

 
4 Evaluation Experiments 

4.1 Overview of the experiments 

We had an evaluation experiment for the 
proposed haptic device. In this experiment, in 
fact, ten subjects actually got the operation 
designation of the haptic desk of this study, 
and conducted a comparative experiment on 
the evaluation of each interface.  
Evaluation items are the following three 

items, and the evaluation for each was judged 
by a 5-step evaluation with 1 at the lowest and 
5 at the highest. 
① Do you feel non-rigid object though the 

haptic device? 

② Is the reaction rate after touching the object 
good? 

③ Do you feel detect finger position 
naturally? 

 
4.2 Discussion 

Table 1 shows the experimental results of 
items ① to ③. The evaluation that the haptic 
presentation of non-rigid body can be 
expressed from the experiment result of item 
①  is generally good. However, we thought 
that if we expressed the visual expression part 
like a non-rigidly similar rubber film, it got 
even better results. Although it was very high 
from the experimental result of item ②, some 
users sometimes feel that there is a delay from 
touching CG object to force sense presentation. 
Since this is a problem caused by the rotation 
speed of the motor, we thought that it could be 
improved by replacing the motor with one with 
a higher rotation speed. 
It could be said that the evaluation on the 

experiment result of item ③ is generally high. 
We thought that this was a good evaluation as 
a result of recognizing fingertips using color 
information. 
 

Table 1: Results of the evaluation 
No. ① ② ③ 

Average score 4.20 4.40 4.20 
A standard deviation 0.70 0.50 0.70 

 
CONCLUSION 

In this paper, we proposed a non-rigid force 
sense presentation method for a finger-
mounted type haptic device. In the evaluation 
experiment, three items were prepared and it 
was verified whether the created haptic device 
can express a non-rigid object. As a result, the 
average value is generally high and it is 
considered to be a good device. We aim to 
improve the device, make it possible to grasp 
CG objects, and construct an interface using 
HMD (Head Mounted Display). 
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ABSTRACT

This paper discusses the comparison of resi-
dential/business street sections/blocks from the
view point of the distributions on the bound-
ary line lengths in typical world towns, and
presents their characteristics as human activ-
ities in their districts. We extract the char-
acteristics of six typical street sections in the
towns, compare the characteristics of their sec-
tions by examining their towns, and try to gen-
erate future general town sections by consid-
ering the updates in temporal boarders based
on Schelling segregation model. We focus on
the way that is the distributions on line lengths
of boundaries in sections, where their bound-
aries are approximated by piecewise linear. We
show that we can find the human characteris-
tics in the general town street patterns.

KEYWORDS

Boundaries in residential/business district sec-
tions, life model, Schelling segregation model
and power law.

1 INTRODUCTION

A town street model, which is a formalization
of residential or business street boundaries of
sections/blocks in towns, is a model of life’s
aspect on our daily activities[6, 7]. The model
can describe the residential and business street
sections which have the features of areas, sizes
and form of the sections in towns over long
time. We are interested in the general charac-
teristics of town streets shown in [4], and our
final goal is to reproduce future general town
district boundaries which have the similar char-
acteristics to real town streets, while the char-
acteristics heavy depend on their countries,
races, national characters, history and areas we

live in. Furthermore, the general boundaries
will be updated over long time gradually every
days, just a little bit in a wide range. We dis-
cuss six residential or business street sections
in the world (We used Google map in 2018-
2019): residential sections in Tokyo, business
district sections in Tokyo, business district sec-
tions in New York, business district sections in
Melbourne, business district sections in Lon-
don and business district sections in Beijing.
And, we present the characteristics of their sec-
tions, and try to reproduce the future general
sections which are taking into the updates in
temporal boundaries based on Schelling segre-
gation model[5]. This paper uses two features
to describe the town streets in this paper: one
is the lengths of boundaries in the sections, and
the other is the angles between two boundaries,
where their boundaries are assumed to be rep-
resented by piecewise linear. Then, we show
that we can find the human characteristics in
the town street patterns [4, 7].
A lot of different kinds of general patterns
in our world have been studied, and they are
sometimes discussed in complex systems [2],
and most of them have exponential features
since they are based on physical characteris-
tics. On the other hand, it points out that the
distributed characteristics of human activities
in he/her life follow a power law, which cor-
responds to a kind of Boltzmann distribution,
rather than an exponential law. It is well known
that the features of networks and others also
have the characteristics of power law [1, 8, 3].
In human activities, the streets, which are made
by during human activities in towns, are what
human beings have made, while also studying
patterns. It is also different from complex net-
works based on a graph showing relationships
of things. Although river patterns can be based
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on invasion percolation, movement of wealth
and humans is not fitted with fluid ideas from
the viewpoint of land and living, that is fluid
passes through the porous body[2].
Our original motivation is to generate a lot of
slightly different patterns with similar or iden-
tical characteristics for illustrating slightly dif-
ferent figures on furniture, and they have simi-
lar characteristic patterns, but their patterns are
actually different precisely. So, all the furni-
ture become different, slightly. May be, some
furniture can be fixed the patterns when order-
ing by generating a lot of patterns, choosing
some, and fixing it. That is, a lot of different
kinds of patterns are requested when ordering.
This kind of works gives us relaxing and heal-
ing effects, while they might provide us a feel-
ing of tension. In this work, we focus on the
features of the street patterns created by arti-
ficial, and the purpose of this research is au-
tomatically to generate street patterns having
the same characteristics as real streets in a cer-
tain sense of evolution. So, we propose a town
street model and need to evaluate it by simula-
tion. Those spontaneously produced have less
external forces, and the main cause is interac-
tion in the vicinity. By external force acting on
neighboring interactions, it will be possible to
have regular characteristics as well.
When our towns are formed to some extent,
the influence on interaction becomes impor-
tant. Ising model is known as a model of in-
teraction, and it is based on an entropy. Let P
be an external force, and Δ characteristics of
town streets. Then, we suppose that P × Δ
has a lower bound like the uncertainty princi-
ple, and it represents one feature of human ac-
tivities. We are trying to examine its charac-
teristics on map spaces. The approach of this
study is to simulate how the streets change un-
der the assumption that the difference between
rich and poor acts as the pressure of boundary
updates, assuming that adjacent boundary up-
dates arise due to the difference between rich
and poor. The difference between rich and
poor is modeled based on Schelling [5]. Then,
it is assumed that the adjacent boundaries move
by pressure according to the difference of rich

and poor, and their related streets are formed.
We will examine how the generated streets are
compared with the data on the map. Appli-
cation of this research can reproduce nature’s
healing effect easily by artificially reproduc-
ing naturalness and it can be applied to printing
and display to furniture and home appliances.
In the following section, we describe “What is
our model?”. Section 3 describe the formal-
ization of our town street model, and we ex-
amine six towns in the wold, and present their
characteristics in Section 4 including their dis-
cussions. In the final section, we conclude this
paper.

2 A TOWN STREET MODEL

A town street is a set of pairs {< oi, pi >
}, where oi are residential areas, and pi are
the wealth of owners oi. We assume a dy-
namic model such as the town streets reflect
the relationship on economic powers, so that
the model is suitable to Schelling segregation
model [5]. We randomly choose distinct two
areas < oi, pj > staying in a street town, and
they do some transactions between the two ar-
eas. Some wealth moves between distinct two
areas, repeatedly. Then, one pi is increased,
and the other is decreased. These transactions
are repeated in {< oi, pi >}. Schelling discov-
ered that we can observe that the gaps between
rich and poor are expanded after some transac-
tions. That is, the distribution of the wealth pi,
rich or poor, of areas oi spreads. We initially
employee the grid pattern shown in Figure 1:
left upper, and each cross is living a family. In
the total, there 900 families are living. We ran-
domly assign points to their families, 10,000
points in total. They make one transaction at
once between two families, and we repeat it.
After 554,947 transactions, the points owned
by each family are as shown in the Figure 1:
right upper. Then, the sizes of the circles show
the points owned by each family member. The
distribution of the initial points owned by fam-
ily members in Figure 1: left upper is shown
in Figure 1: left downside. After the transac-
tions are processed, the distribution is expand-
ing as shown in Figure 1: right downside, and
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the families with point 0 are characteristically
increasing. Also, a few wealthy families are
increasing. Schelling, he discovered the mech-
anism for segregating rich and poor. Actually,
the simulation shows that the numbers of poor
families are not only increased after the pro-
cessing of many transactions, but also the num-
bers of rich families are increased.

������� ���	


Figure 1. The simulation result of Schelling segregation
model.

In Shelling segregation model, the domain is
quit simple, that is, it consists of simple points
over lattices, and their dynamics only depends
on wealth. In our model, each point is not only
carrying owns boundaries, their residential ar-
eas are also embedded in planes. Our model
updates their boundaries along their wealth,
and we show the illustration in Figure 2. As-
sume the areas are updated upon pi, so oi are
increased or decreased by purchasing real es-
tate. In this paper, the areas are updated to
minimize the quadratic form centered on the
center of gravity shown in Figure 2. Then, a
crossing point (x, y) of borders moves to new
one which minimize the quadratic form due to
change the wealth pi. So, their crossing points
reflect not only the sections, but also the neigh-
bors. In our small example, we illustrated it in
Figure 3: after 10 transactions. These transac-
tions influence from the next to the next, just
like escalator movement shown in Figure 4.
For the original map in Figure 5, we generated
five town street maps by repeating 10 transac-
tion for each, and they are illustrated in Figure
8, and every town streets are distinct so that
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Figure 2. The area update model.
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Figure 3. An example of section updates by 10 transac-
tions.

every sections are figured the different design
on them. Then, the distributions of line lengths
and angles are shown in Figure 6 and 7, respec-
tively. They keep the similar features on the
lengths of borders and the angles between two
boundaries. Figure 8 presents some examples
of generated towns by the following section.
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Figure 4. The border movement in Sections.
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Figure 5. The original town street map in Tokyo.
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Figure 6. The length distribution of Figure 5.

3 A FORMALIZATION OF TOWN
STREET MODEL

A town street is a kind of connected graphs in
two-dimensional spaces. Each section/block,
which corresponds to a family or owner of the
real estate, is drawn by a set consisting of the
pairs of the coordination points and the edges
in the maps, and the centers of gravity for their
sections/blocks as the following and also see
Figure 9 and 10:

(1) Coordinate points (v0,x, v0,y), .. ,
(vm−1,x, vm−1,y)

(2) Center of gravity for each section
(w0,x, w0,y), .. , (wn−1,x, wn−1,y)
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Figure 7. The angle distribution of Figure 5.
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Figure 8. After 10 transactions of Figure 5.
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Figure 9. A sample for a formalization.

We assume that their coordination points move
according the assets in the sections, and the as-
sets reflect to the weight to estimate the coordi-
nation points based on the mean square estima-
tor. Note that the reflection of assets requires a
time lag in ordinal, and we assume the initial
values of the weights are equal to assets.

Weight C0, .. , Cn−1, the initial value
is area.
Asset S0, .. , Sn−1 based on Scelling
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Figure 10. A dynamical moving of the sample shown in
Figure 9.
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model.
Sl = Cl, l = 0, .., n − 1, the initial
value.

The following is the mean square function for
evaluating our town streets.

f(v0,x, v0,y, .., vm−1,x, vm−1,y)

=
∑n−1

i=0 Ci

∑◦
j ‖(wi,x, wi,y)− (vj,x, vj,y)‖2,

(1)
where the norm is a Euclid norm. We differ-
entiate the function by the coordination points
(v0,x, v0,y), .. , (vm−1,x, vm−1,y) to move in the
town spaces. Figure 11 shows the weight vec-
tor, and the incidence matrices can be drawn
as in Figure 12. Then, the matrix M is shown
in Figure 12 and 13. Find the points v3 and v4
which are to be minimized the following func-
tion f(· · · ).

f(v0,x, v0,y, .., vm−1,x, vm−1,y) = ‖cMWv‖2
(2)

According to Schelling model, any wealth
moves to others as:

Si → Si +�Si, i = 0, 1, .., 5. (4)

Then, it needs to compute wealth, and we ex-
press it by Time lag L,

eval(◦wi, Si) → Ci−L, i = 0, 1, .., 5, (5)

where eval is an evaluation function. Depend-
ing Si, vi and wj must be changed as:

vi → vi +�vi, i = 3, 4, and
wj → wj +�wj, j = 0, 1, .., 5.

(6)

4 EXPERIMENTS

4.1 An example of small sections

Assume the section areas are updated upon pi,
so oi are increased or decreased by purchas-
ing real estate. In this paper, the areas are up-
dated to minimize the quadratic form centered
on the gravity shown in Figure 2. Then, the
crossing point (x, y) moves to new one which
minimizes the quadratic form.
In the previous section, we formalized the
method to estimate the coordination points

along the assets of their families or owners.
However, the method often generates an in-
valid map to overlap two sections, or an un-
realistic map to suit to your comfort which be-
comes narrow sections. We introduce the con-
straints to avoid the sections to generate, eval-
uate their sections how their sections are valid
or realistic.

Figure 15 is also generated the other town
street, and the lengths and angles are shown in
Figure 16 and 17, respectively. But, the town
map in Figure 21 is invalid, because their bor-
ders are crossed in different directions. To es-
cape the invalid town cases, we need the con-
strains not to overlap areas by crossing borders.
Further, we require to update the boundaries
drastically as a mechanism of phase transi-
tion, while the distributions of borders lengths
and angles do not have big variations. We
have performed the experiments by taking the
town street in Tokyo, and generate some town
streets performed by the transactions based
on Schelling model. Then, two features, the
lengths and angles of borders, are keeping, but
the wealth of residences are evolved, and the
rich and poor residences are separated. This
is a natural mechanism to live in towns, and
the future towns might be expected. We took
a specific town in Tokyo, but the mechanism is
natural to live in towns. Quantitative evalua-
tion is necessary in the future.

For the original map, we generated five town
street maps by repeating 10 transaction for
each, and they are illustrated in Figure 8. The
left upper side case is redrawn in Figure 15.
Then, the distributions of side lengths and an-
gles are shown in Figure 16 and 17, respec-
tively. They keep the similar features on the
lengths of borders and the angles between two
borders. Figure 18 is also generated the other
town street, and the lengths and angles are
shown in Figure 19 and 20, respectively. But,
the town map in Figure 18 is invalid, because
their borders are crossed in different directions.
Figure 21 is also an invalid case.
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c =
[

C0 C0 C0 C1 C1 C1 C1 C2 C2 C2 C3 C3 C3 C4 C4 C4 C5 C5 C5 C5
]

Figure 11. Weight vector c shown in Figure 9 and 10.

M =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1 0 0 0 0 0 −1 0 0 0 0 0 0 0 0
1 0 0 0 0 0 0 −1 0 0 0 0 0 0 0
1 0 0 0 0 0 0 0 0 −1 0 0 0 0 0
0 1 0 0 0 0 0 −1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 −1 0 0 0 0 0 0
0 1 0 0 0 0 0 0 0 0 −1 0 0 0 0
0 1 0 0 0 0 0 0 0 0 0 −1 0 0 0
0 0 1 0 0 0 −1 0 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0 0 −1 0 0 0 0 0
0 0 1 0 0 0 0 0 0 0 0 0 −1 0 0
0 0 0 1 0 0 0 −1 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 −1 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0 0 0 0 −1 0
0 0 0 0 1 0 0 0 0 −1 0 0 0 0 0
0 0 0 0 1 0 0 0 0 0 0 0 −1 0 0
0 0 0 0 1 0 0 0 0 0 0 0 0 −1 0
0 0 0 0 0 1 0 0 0 0 −1 0 0 0 0
0 0 0 0 0 1 0 0 0 0 0 −1 0 0 0
0 0 0 0 0 1 0 0 0 0 0 0 0 −1 0
0 0 0 0 0 1 0 0 0 0 0 0 0 0 −1

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

Figure 12. The MatrixM shown in Figure 9 and 10.

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

w0 = (v0 + v1 + v3)/3
w1 = (v1 + v2 + v4 + v5)/4
w2 = (v0 + v3 + v6)/3
w3 = (v1 + v3 + v7)/3
w4 = (v3 + v6 + v7)/3
w5 = (v4 + v5 + v7 + v8)/4
v0
v1
v2
v3
v4
v5
v6
v7
v8

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

=

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

1/3 1/3 0 1/3 0 0 0 0 0
0 1/4 1/4 0 1/4 1/5 0 0 0

1/3 0 0 1/3 0 0 1/3 0 0
0 1/3 0 1/3 0 0 0 1/3 0
0 0 0 1/3 0 0 1/3 1/3 0
0 0 0 0 1/4 1/4 0 1/4 1/4
1 0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0
0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 1

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

v0 = (0, 10)
v1 = (10, 10)
v2 = (15, 10)
v3 = (5, 5)
v4 = (10, 5)
v5 = (15, 5)
v6 = (0, 0)
v7 = (10, 0)
v8 = (15, 0)

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

= W · v

Figure 13. The linear equation for solving crossing points shown in Figure 9 and 10.

(
∂f(v0,x, v0,y, .., vm−1,x, vm−1,y)

∂vi,x
,
∂f(v0,x, v0,y, .., vm−1,x, vm−1,y)

∂vi,y

)
, i = 3, 4 (3)

Figure 14. The differentiation shown in Figure 10
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Figure 15. The generated town street map of Tokyo.
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Figure 16. The length distribution of Figure 15.

4.2 Two examples in Tokyo area

We examine two sections in Tokyo area: one
is Koganei town, about 200 years old, around,
in Tokyo downtown (Figure 22), and the other
is Tokyo station around (Figure 23). Koganei
are is one of Tokyo which is called Tokyo bed
towns, and the half or more of residents go to
Tokyo for working. On the other hand, there
are almost nothing residents around Tokyo sta-
tion, the almost of them come from the sub-
urbs Tokyo bed towns, and one of Tokyo bed
towns is Koganei town. Tokyo station area had
been replanning of streets in old Edo era, so
the roads are relatively straight and have been
developed well. On the other hand, Koganei
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Figure 17. The angle distribution of Figure 15.

Figure 18. The generated town street map of Tokyo, but
it’s invalid.
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Figure 19. The length distribution of Figure 18.

town has been developed rather than natural,
but it is only part and rough. So, Koganei is
naturally developed rather than Tokyo station
area. It can be confirmed by comparison to two
figures, and you will find the difference of two.
We examine two sections by length of their
sections, and illustrated them in Figure 24 and
25. Both are x-axis denotes the length of
straight line, and y-axis their (percentage) fre-
quencies. Note that they are discretized at 10
meter intervals. Most important is that we
are first taking a longest line peaces over con-
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Figure 20. The angle distribution of Figure 18.
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Figure 21. The generated town street map of Tokyo, but
it’s invalid.

nected sections. So, it is tend to get the char-
acteristics of a longer straight line. The peak
of frequencies in Koganei is 60m(0.6), and the
other Tokyo 70m(0.7). We supposes the dif-
ference of two lengths are the effects of rede-
velopment in Tokyo station area, that is, Tokyo
are modified artificially. By our studying, Ko-
ganei frequency closes to the power law com-
pare to Tokyo station area. And also, Tokyo
area frequency graph is sharper than Koganei
one. Now, we are examining to generate future
town streets by applying our street life mode.
Also, we need to examine many examples in-
cluding historical maps.

Figure 22. The town street map of Koganei near Ko-
ganei park, but the location is the outside of the park.

4.3 Melbourne central city area in Aus-
tralia

We showed the map of Melbourne central busi-
ness street area, called city center, in Aus-
tralia(Figure 26). Even it is an old town, and
we can find there historical landmark build-

Figure 23. The town street map of Tokyo around Tokyo
station.
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Figure 24. Koganei area: section length v.s. frequency
ratio. Length 1: 100m, frequencies 0.1: 10 percentage:
569 sample lines.

ings. The authors visit there in 2019, and the
east-west lines in the city are long and straight,
but the north-south lines are not necessarily
long. Compare two Figure 25 and 27, and the
mountain in Tokyo is pointed, but Melbourne
is spreading to broad.

4.4 Beijing city area in China

Beijing city (Figure 28), along with Shang-
hai, will play a role as a center for business in
China. Also, many universities and research
institutes are concentrated in Beijing. The
characteristics of Beijing city shown in Fig-
ure 29 is located between Tokyo station area
shown in Figure 25 and Melbourne area shown
in Figure 27.
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Figure 25. Tokyo station area: section length v.s. fre-
quency ratio. Length 1: 100m, frequencies 0.1: 10 per-
centage: 275 sample lines.

Figure 26. The town street map of Melbourne central
city area.

4.5 London city area in England

A district located in central London in England
is a map of the City of London (Figure 30).
London is located on the River Thames, one of
the world’s leading commercial centers. The
cityscape of central London, Figure 31, is ex-
panding radially.

4.6 New York city area in USA

Manhattan Island, Figure 32, among New
York. Manhattan in New York City, which
houses Wall Street, is the center of New York
State. Business, downtown. The town is an ar-
tificially created town so that the map spreads
in a grid, and the characteristics are distinct
from others, see Figure 33. Therefore, we can

 0

 0.02

 0.04

 0.06

 0.08

 0.1

 1  10

fre
qu

en
ci

es

length

au-mel-freq

Figure 27. Melbourne central city area: section length
v.s. frequency ratio. Length 1: 100m, frequencies 0.1:
10 percentage: 164 sample lines.

Figure 28. The town street map of Beijing city area.

not find out human characteristics like power
law.

4.7 Discussions

We took the longest straight line first, regard-
less of the intersection with the other straight
lines, as mentioned early. So, we note that the
features are different from the appearance of
maps. Second, we are studying cities that have
been developed spontaneously. It is hypoth-
esized that the characteristics of these maps
follow or are close to power law distribu-
tions. We are assuming there are no excep-
tion to what has historically been different ex-
cept New York, and this seems to be correct.
In that sense, New York is completely the ex-
ception, and it can be said that the foundation
of the town (Figure 32) is artificially created.
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Figure 29. Beijing city area: section length v.s. fre-
quency ratio. Length 1: 100m, frequencies 0.1: 10 per-
centage: 192 sample lines.

Figure 30. The town street map of London city area.

We are currently building the automated gen-
eration system based on our model for towns,
and would like to report on it in the future. The
future maps which are automatically generated
will be presented in other articles, there we will
make the comparisons between two.

5 CONCLUSIONS

We examined whether the street model assum-
ing that the streets change in proportion to the
ownership of the land by the economic activity
gap between rich and poor can produce some-
thing with the same characteristics as our fa-
miliar streets. We proposed the life model, and
some evaluations whether the generated town
streets actually give a healing and a relaxing to
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Figure 31. London city area: section length v.s. fre-
quency ratio. Length 1: 100m, frequencies 0.1: 10 per-
centage: 192 sample lines.

Figure 32. The town street map of New York city area.

us haven proposed. Furthermore. we begin the
actual examination for our life aspect along the
power law.
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