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ABSTRACT
Ministries, Department and Agencies (MDA‟s)
websites are useful constituents for information
dissemination and citizen centric services. Various
vulnerabilities exist in this websites. In this paper,
vulnerabilities found in MDA‟s website are
categorized and analyzed based on Open Web
Application Security Project (OWASP) Top 10 to
understand impact of these vulnerabilities on web
security of MDA‟s websites. In this study we have
analyzed security pertaining to 10 MDA‟s websites.
We found vulnerabilities in all websites with
different degree of security risk. To achieve the
results we have cross tabulated vulnerabilities found
in these websites with their security risk level. As a
result the research work found that vulnerability A4insecure direct object reference with 49% is the main
contributor of web security risk in MDA‟s websites.
Apart from this it is clearly evident that majority of
the vulnerabilities found in MDA‟s websites belongs
to informational risk group with 45.82% but still few
high impacting vulnerabilities exists and needs to be
handle without delay. Thus, the paper contributed
towards the understanding of web security risk in
MDA‟s websites.

KEYWORDS
Web Vulnerability Scanner, OWASP, Security Risk,
Vulnerability Assessment, MDA‟s.

1 INTRODUCTION
As information technologies continue to expand,
especially for the web applications, Internet have
become an integral part of any modern corporate
information system. This is irrespective of the
organization‟s line of business or industry. It is
not just commercial organizations that develop
and create their own web wealth; agencies of
Government are similarly actively involved in

the development of web-based services that are
aimed at local and national levels [1].
E-commerce has grown significantly due to
exponential increase in online transactions in the
past few years. For instance US online retail
sales grew 12.6% in 2010 to reach $176.2
billion. 2010 to 2015 is expected 10% compound
annual growth rate (CAGR), in 2015 US ecommerce was expected to reach $278.9 billion
[2].
Hacktivist group Anonymous declared a
cyberwar campaign against the government of
Nigeria in a fight against corruption, poverty and
theft. In an online post, the amorphous online
activist collectively called on its followers to
“take out” the websites of Nigeria‟s Finance,
Foreign Affairs and Justice Ministry as well as
the Federal Capital Territory Administration. All
four websites came under attack [3].
The data handle by web applications, such as
shopping activity and credit card numbers
information are normally of great value to the
service providers and the users. For
sustainability, web applications security should
protect the user‟s data from modification,
unauthorized access, disclosure, use, disruption,
inspection, perusal and destruction or recording.
However, it fails to satisfy above requirements
often. Vulnerabilities in web applications is the
root cause of most security risks on the Web [4],
[5].
The Open Web Application Security Project
(OWASP) is a worldwide free, open community
focused on enlightening the security of software
(application) and also Non Profit Charitable
Organization with the mission to make software
143
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security visible to persons and organizations to
brand informed choices about their software
security risks. [6] TOP 10 OWASP is a security
project funded by OWASP. The list of current
top 10 web application security risks project was
published worldwide. The list explains the threat
agents, attack vectors, security weakness,
technical impacts and business impacts with a
relevant example and how to prevent it.
However, every three years, OWASP releases a
report on the ten most critical web application
security risks. The most recent version of the top
10 list was published last in June 2013. OWASP
prioritized the top 10 according to their
exploitability, prevalence common, detectability,
and impact severe [7]. The OWASP Top Ten
provides a powerful awareness document for
web application security and it also represents a
broad consensus about what the most critical
web application security flaws are [8].
Furthermore, Management of security risk
provides means to cope the rising threats to
organizational infrastructures. Management of
vulnerability is vital for mitigation of critical
security risks [9].

Ministries, Departments and agencies (MDA‟s)
of Government websites/web application. It is
expected that the security audit be done before
hosting and after addition of a new module.
Aside these, each MDA‟s need to have a security
policy to address numerous security problems
related to a web application/website

Table 1. 2013 - OWASP TOP 10 Vulnerability [8]

2.1 Introduction

S/NO
1

OWASP TOP 10 - 2013
AI - Injection

2

A2

3

- Broken Authentication
Management
A3 - Cross Site Scripting (XSS)

and

Session

4

A4 – Insecure Direct Object Reference

5

A5 – Security Misconfiguration

6

A6 – Sensitive Data Exposure

7

A7 – Missing Function Level Access Control

8

A8 – Cross Site Request Forgery (CSRF)

9

A9 – Using Known Vulnerable Component

10

A10 – Unvalidated Redirects and Forwards

With the increase in E-governance initiatives
Government websites are the main source of
information for the people and key component in
E-Government projects, various citizen centric
services provided by Government are through
these websites [10].
In Nigeria, it is obligatory to conduct security
audit time - to - time from the enlisted

1.1 Statement of the Problem
With the development in web technologies the
popularity of web-based applications has grown
tremendously. Today, in security critical
environments such as ministries, departments
and agencies, web based applications are used.
Similarly,
as
web
application
user‟s
vulnerabilities
are
increasing
in
our
organizations, this will without doubt expose
more web application users to malicious attacks.
Government websites are useful constituents for
information distribution and citizen centric
services. A number of vulnerabilities exist in
MDA‟s websites
2 LITERATURE REVIEW

This section explains the various works carried
out by researchers in the area of vulnerability
analyses using security web vulnerability
scanners. Different approaches used by
researchers
to
successfully
check
for
vulnerabilities will be reviewed.
2.1 Review of Related Works
This study aims to analyze vulnerability
assessment of some key Ministries, Departments
and Agencies (MDA‟s) websites in Nigeria. This
section reviews eight (8) literatures of related
vulnerability assessment based works.
In 2012, Chander et al. [11] proposed use of a
web vulnerability scanner called Acunetix, the
scanner is used for checking cross site scripting,
SQL injection and other type of web
vulnerabilities. It does this security scanning by
checking the strength of the password on
authentication pages and audit web applications
automatically. A comprehensive report showing
the details of scan is generated and the report
144
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shows the areas where those vulnerabilities
occurs. The result shows that most of the
security alerts are informational type and the
alerts are not categorized based on high level
priority, the research concludes that websites
with few vulnerabilities takes less time during
the scanning. Though, the research was limited
to only two websites, for a proper testing and
analysis an e-government portal should be used
as those websites tend to have more web
vulnerabilities.

vulnerabilities” [14]. This proposed hybrid
algorithm is capable of reporting more
vulnerabilities and the reports of discovered
vulnerability are presented in a proficient
manner. This proposed system did not scan all
the existing vulnerabilities, thereby limiting its
optimization as it does not have the capacity of
detecting more vulnerabilities. The structure of
the reporting and analysis needs to be improved
as well as having a better sophisticated crawling
mechanism.

Marco et al. [12] presented four types of
vulnerability scanners that are commercial
source. The two versions of HP Web Inspect are
IBM Rational AppScan and Acunetix Web
Vulnerability Scanner, these scanners are used in
the detection of the web vulnerabilities in over
300 web services that are available publicly. The
result shows that it is hard to select vulnerability
scanner for service on the web, as each scanner
detects different web service vulnerabilities and
false positive are usually high, which reduces the
vulnerabilities detection precision and it also
shows that many vulnerabilities are undetectable
based on the fact that cases of detection are very
low. The paper is limited to the fact that it
doesn‟t perform vulnerabilities on web service
that has authentication as its function and the
vulnerabilities where performed using selected
set of web representations.

In 2015, Kagorora et al. [15] presented five web
application scanners namely Acunetix, Arachni,
Iron WASP, Vega and ZAP. The efficiency of
vulnerability
detections
hidden
behind
AJAX/JSON was performed on the five scanners
used. The result shows that the execution of
AJAX code is one of the major challenges been
faced by the tool. It also shows that in order to
increase stored vulnerabilities detection ability, a
scanner should crawl the application again after
injecting attack codes and verify if its own codes
did not cover all main features, they do not
provide a complete assessment and comparison
of WAVSs. Furthermore, need for further
research on crawling modern web technologies,
automated detection of complex vulnerabilities
such as stored XSS, stored SQL injection and
custom session management ability.

Rafique et al. [13] Review various detection
methods used for web vulnerabilities. The goal
of the review is to determine which tools
available for detection, the approaches used as
well as the associated problems with those
approaches are known. The authors extracted
over 600 papers, 56 of those papers were used
for analysis. The result shows that the
approaches used for securing` web applications
are different, which implies that there is not a
standard method for security of web
applications. It also shows that OWASP Top 10
has gained more popularity, which was due to
the viewpoint of major stakeholder of web
security. This paper is limited in its review as it
lacking in the area of current state of the art
support in this study.
Karumba et al. Presented “a hybridization
algorithm for the detecting web application

According to Ertaul et al. [16] the study
implemented OWASP Top 10 vulnerabilities in
a test application and tested two WAVSs against
the application. Detection results indicate that
the biggest challenge for these two WAVSs is to
exploit stored and multistep vulnerabilities.
Chen, S. presented “a Price and Feature
Comparison of Web Application Scanners” [17].
Detection results show that many scanners
performed fairly well in detecting reflected XSS,
and first-order SQL injections and a number of
scanners found Path Traversal/ Local File
Inclusion. Scanners, as a group, performed very
poorly in detecting old, backup and unreferenced
files, and un-validated redirect. Chen also
summarized
the
research
based
on
documentations, scanners audit features, scan
barrier and input vector support, and
authentication features.
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3 METHODOLOGY
This paper is aimed at carrying out OWASP top
10 vulnerability assessment in some MDA‟s
websites using Acunetix vulnerability scanner.
In this section all materials, methods, steps and
processes undertaking to achieve the paper‟s aim
and objectives are listed and explained.
Including the software tools used, how to
identify vulnerabilities, techniques used for
identification by the tool for the purpose of
categorizations and analysis.
Web application security scanners are used in
order to successfully carry out vulnerabilities
analysis and categorization. The study collect
security reports related to some key 10 websites.
In this section of the research we have analyzed
the OWASP TOP 10 Vulnerability found in
MDA‟s Websites in Nigeria.
3.1 OWASP Top 10: Application Security
A1 – Injection: Under the right circumstances,
third parties can inject a small quantity of code
to trick an application into performing
unintended actions. The most common (and most
well-known) injection attack is an SQL
Injection, where an attacker inserts an SQL
statement into an application to, for example,
dump the database contents onto the attacker.
OWASP recommends you check incoming
requests to determine their trustworthiness, and
keep untrusted data separated from the systems
that run your application.
A2 – Broken Authentication and Session
Management: You know the user credentials of
people accessing your systems, but do you know
who is actually behind the keyboard? Hackers
can hijack user identities and hide behind a
genuine user ID to gain easy access to your data
and
programs.
OWASP
recommend
Implementation of strong authentication and
session management controls and ensure your
users are who they say they are.
A3 – Cross-Site Scripting (XSS): An XSS
vulnerability elevates the trust a user has given
to a specific site to also include a second,
potentially malicious, site. When the user

permits certain actions to run on a site they
believe to be secure, this can allow a malicious
actor to modify the intended web page in
interesting ways (resulting in the dissemination
of sensitive data or the spread of malware). XSS
vulnerabilities are common, but should be fairly
simple to remediate. Separate untrusted, userinputted data from active content within your
webpage (for example, hyperlinks and the like).
A4 – Insecure Direct Object References: Most
websites store user records based on a key value
that the user controls (such as a username or
email address). When a user inputs their key, the
system retrieves the corresponding information
and presents it to the user. An Insecure Direct
Object Reference occurs when an authorization
system fails to prevent one user from gaining
access to another user‟s information. OWASP
recommends you secure your authorization
channels by implementing access control checks
for each user-accessible object (such as files,
webpages, and other information).
A5 – Security Misconfiguration: Security
Misconfiguration is a general reference to
application security systems that are incomplete
or poorly managed. Security misconfiguration
can occur at any level and in any part of an
application, and thus is both highly common and
easily detectable. There are myriad ways in
which you may be vulnerable to software
misconfiguration, so be sure to read up on
OWASP‟s vulnerability report.
A6 – Sensitive Data Exposure: Unintended
data display is a serious problem to anyone
operating a web application that contains user
data. Although OWASP points out that the full
perils of insecure data extend well beyond the
scope of the OWASP Top 10, they do
recommend a handful of minimum steps,
including to encrypt all sensitive data at rest and
in transit and discard sensitive data as soon as
you can.
A7 – Missing Function Level Access Control:
A missing or improperly configured user access
control system can grant users the ability to
perform functions above their level (this
vulnerability has some overlap with A4 –
Insecure Direct Object Reference). Although it
146
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can be difficult to avoid security vulnerabilities
in function level access control systems,
OWASP advocates several methods to secure
your applications (including the establishment of
“deny-by-default” rules to only allow function
access to users you know and trust).
A8 – Cross-Site Request Forgery (CSRF): A
CSRF attack involves sending a request to a
vulnerable web application using a trusted user‟s
credentials. Although an untrusted third party
generates the request, the attacker uses the
victim‟s browser to piggy-back on the victim‟s
credibility. A CRSF attack exploits a trusted
user‟s authentication to trick a system into
performing a malicious action. To reduce risk of
forgery, OWASP suggests that you include a
unique, hidden token in every web request.
A9 – Using [Open Source Software]
Components with Known Vulnerabilities:
Open source development practices drive
innovation and reduce development costs. But
despite the benefits of open source software, the
2016 Future of Open Source Survey found that
significant challenges remain in security and
management practices. It is critical that
organizations gain visibility into and control of
open source software in their applications and
Docker containers.
A10 – Un-validated Redirects and Forwards:
When a web application accepts unverified input
that affects URL redirects, third parties can
redirect users to malicious websites. In addition,
hackers can alter automatic forwarding routines
to gain access to sensitive information.
The Open Web Application Security Project
suggests you avoid using redirects and forwards
whenever possible, but if abstinence is
unrealistic, don‟t let users affect the destination.
All the above web application security
vulnerabilities are interlinked, one weakness can
lead to the other. It is therefore, essential one
understand concept of the application security
landscape and how to mitigate risk. The site of
OWASP is full of suitable information. The open
source community supports Black Duck and of
recent
propelled
black
duck research,
the security advisory board to uphold application
security research world-wide.

The research framework that is involved in this
paper is briefly discussed below.
The introduction and background of the study
give a brief introduction of web application
vulnerability and the various ways sensitive data
could be exposed to threats that could be
possibly caused exploits to the network.
Some notable challenges encountered in web
application vulnerabilities are explained in
details. Several related web application
vulnerabilities works carried out by various
authors are listed and reviewed in the course of
this research.
All the materials and methods used in the
analysis of the chosen web vulnerability scanner
tools are stated including research instruments.
The user will input the URL (uniform resource
locator) of the web application to be scanned and
click on the scan button.
The scanning process involves crawling and
parsing and the discovery of the vulnerabilities.
During this process vulnerabilities are displayed
until the scanning is completed, the displayed
shows the discovered vulnerabilities and their
location. The scanning process includes,
crawling and fuzzing. After the scanning process
is completed, the results are saved, the process
continuous for several MDA‟s URL, the results
are then categories into OWASP Top 10
vulnerabilities as shown in table 2.0.
Input: The URL of the web application to be
tested. This is provided by the user who initiates
the web scanning process.
Processing: This involves crawling all the web
pages, fuzzing and identification of any
weakness and firing inputs to check for any
vulnerability.
Output: The results of processing are display for
categorization and analysis.
Below Figure 1 illustrate system flowchart.

147

International Journal of Digital Information and Wireless Communications (IJDIWC) 7(3): 143-152
The Society of Digital Information and Wireless Communications, 2017 ISSN: 2225-658X (Online); ISSN 2412-6551 (Print)

3.3 Working of Acunetix Web Vulnerability
Scanner (WVS) Overview
Acunetix Web Vulnerability Scanner (WVS) is
an automated web application security testing
tool that audits your web applications by
checking for vulnerabilities like SQL Injections,
Cross site scripting and other exploitable
hacking vulnerabilities [18]. Acunetix WVS
scans any website or web application that is
accessible via a web browser. It also offers a
strong and unique solution for analyzing off-theshelf and custom web applications including
those relying on client scripts such as JavaScript,
AJAX and Web 2.0 web applications. It is
suitable for any small, medium sized and large
organizations with intranets, extranets, and
websites aimed at exchanging and/or delivering
information with/to customers, vendors,
employees and other stakeholders. Acunetix
WVS works in the following manner:
1. The Crawler analyzes the entire website by
following all the links on the site and in the
robots.txt file and sitemap.xml (if available).
WVS will then map out the website structure and
display detailed information about every file. It
also analyses hidden application files, such as
web.config.

Figure 1. Flowchart of system framework.

Where:
Vj Represents Top 10 OWASP Vulnerability
Vl Represents threshold vulnerability index
3.2 Research Instruments
Tools and software used in this research work in
order to successfully carry out the analysis all
these are listed and explained below:
Hp laptop running windows 8.1, 64bit operating
system was used to install and run the Acunetix
web vulnerability scanner.

2. After the crawling process, it launches a series
of vulnerability attacks on each page found, in
essence emulating a hacker. Also, WVS analyses
each page for places where it can input data, and
subsequently attempts all the different input
combinations. This is the Automated Scan Stage.
3. During the scan process, a port scan is also
launched against the web server hosting the
website. If open ports are found, Acunetix WVS
will perform a range of network security checks
against the network service running on that port.
4. As vulnerabilities are found, Acunetix WVS
reports these in the „Alerts‟ node. Each alert
contains information about the vulnerability such
as POST variable name, affected item, http
response of the server
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5. If open ports are found, they will be reported
in the „Knowledge Base‟ node. The list of open
ports contains information such as the banner
returned from the port and if a security test
failed.

performance is not 100% accurate but it has a
higher capacity to detect more vulnerabilities.

6. After a scan has been completed, it can be
saved to file for later analysis and for
comparison to previous scans. Using the
Acunetix reporter a professional report can be
created summarizing the scan [18].
4 RESULTS AND DISCUSSION
This section involves the discussion of results
generated by use of Acunetix web application
vulnerability scanner, this results are categories
and analyse based on OWASP Top 10. Table 2
shows the categorized vulnerability detection
result based on OWASP top 10 vulnerabilities.
4.1 Discussion of Results
To Scan Acunetix checks if the target in question
is reachable and running a web server and
serving requests over the HTTP protocol.
Acunetix fingerprints the web server to identify a
popular technologies that the web server might
be using. This allows the scanner to identify the
type of web server (e.g. Apache HTTP Server,
Nginx, IIS…), the server-side language being
used (e.g. PHP, ASP.NET, Java/J2EE, Python,
NodeJS…) as well as the operating system the
web server is running on. This information
allows the scanner to automatically tune itself to
the target to be scanned. The index file is
requested from the web server. This is
determined
by the
start
URL (e.g.
http://www.futminna.edu.ng/
will
load
index.html). Once a response is received,
DeepScan is launched, executing any JavaScript
present on the web page. The Crawler, hand-inhand with DeepScan will follow links, map input
fields and parameters. This contributes to
building a list of directories and files within the
site. As Acunetix discovers vulnerabilities, alerts
are reported in real-time. Each alert produces
detailed information about the vulnerability,
recommendations on how to fix it, as well as
several links through which the user can learn
more about the reported vulnerability. Its

Table 2. Categorized Vulnerability Detection Result
Based on OWASP Top 10 Vulnerabilities

4.2 Vulnerability Analysis
We have reviewed security report of 10 MDA‟s
websites. We have found vulnerabilities in all
websites. From the OWASP TOP 10
vulnerabilities mentioned in Table 1, we have
observed nine vulnerabilities viz. A1, A2, A3,
A4, A5, A6, A7, A8 and A9 in MDA‟s websites.
The % of web resources affected by these
vulnerabilities is depicted in figure 2. The web
resource includes files, directories web pages
that reside on webserver and together work as
functioning website.
As shown in below Figure 2, vulnerability A4 is
the major contributor in MDA‟s website with
49% vulnerability. The remaining vulnerabilities
remain less than 14.1%.
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Figure 3. Graph of Web Resources Affected by
OWASP Top 10

Figure 2. Percentage of web Resources affected by
OWASP Top 10 Vulnerabilities

To get a better picture of the overall trends,
figure 3. shows the graph of web resources
affected by OWASP Top 10. With Insecure
direct object reference at maximum point 49%
and Un- validated redirects and forwards with
No vulnerability. In summary, the research
analyses shows that A4 Insecure direct object
reference was the most widespread critical
vulnerability, follow by Cross – site request
forgery (CSRF) to the least widespread
vulnerability Using components with known
vulnerabilities.

1. Injection
2. Broken Authentication and Session
Management
3. Cross – Site Scripting (XSS)
4. Insecure Direct Object Reference
5. Security Misconfiguration
6. Sensitive Data Exposure
7. Missing Function Level Access Control
8. Cross – Site Request Forgery (CSRF)
9. Using
Component
with
Known
Vulnerability
10. Un – validated Redirect and Forward
The research work also analyzed vulnerabilities
according to the risk level. In security risk level
wise
analysis,
the
research
observed
vulnerability in 251 web resources according to
the risk level viz. high, medium, low and
informational.
In this section, OWASP TOP 10 vulnerabilities
was analyzed by cross tabulating it with risk
level. Table 3. Illustrates cross tabulation of risk
levels with OWASP TOP 10 vulnerabilities
found in MDA‟s websites.
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Table 3. OWASP TOP 10 vulnerabilities vs Risk Levels

is the major contributor of 17.53% in high risk
followed by A1, A5, A6 and A2 respectively. A4
is the largest contributor of informational type
risk level with more than 93% prevalence in it
risk category and second to low type. Similarly,
A8 is the main contributor to medium and low
risk level which tally with A5 (Security
Misconfiguration). From the above, it is clear
comparatively that A4, A8 and A3 are generated
due to Insecure Direct Object Reference, CrossSite Request Forgery and Cross-Site Scripting
respectively. Vulnerabilities in web resource
mainly affects confidentiality, integrity and
availability of information resource. Regular
website security auditing is required to restrain
the constantly emerging threats and keep MDA‟s
websites secure and safe.
The graph below depicts vulnerability risk levels
% of web resource

The below figure 4, shows the Vulnerability
Risk Level Wise % of Web Resources.

Figure 5. Percentage Vulnerability risk levels

5 CONCLUSION

Figure 4. Vulnerability Risk Level Wise % of Web
Resources

As seen from the figure 4, vulnerabilities having
Informational risk level is the most predominant
among the MDA‟s websites with 45.82%. Low
risk level 27.88%, Medium risk level 8.77% and
High risk level 17.53%. Web resources with high
risk vulnerability needs immediate attention by
concern authorities to halt web security risk.
From the above table 3, we can easily deduce
that A1, A2, A3, A5 and A6 are contributing to
the critical high risk to the MDA‟s websites. A3

Having surveyed 10 MDA‟s, these findings are
extremely troubling. In the race to produce userfriendly interfaces and centered apps, MDA‟s are
leaving their precious data wide open to cyber
criminals. One look at the news headlines shows
cyber-attacks are all too common. With nearly
half of web apps containing both informational
and low security vulnerability risk level such as
Insecure Direct Object Reference and Cross-Site
Request Forgery (CSRF), it‟s just like leaving
your wallet or unlocked phone lying around in a
public place. It‟s more a question of how long it
takes, rather than if at all, before you are
compromised.
It is clear from above that MDA‟s websites
required web security due to its vital role in
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information dissemination and citizen centric
services. In this paper, we can easily conclude
that there are vulnerabilities in MDA‟s websites
among them A4-Insecure Direct Object
Reference is the single largest contributor of web
security risk in MDA‟s websites. In this study,
A4 found to be affecting 49% web resource in
various MDA‟s websites. Majority of the
vulnerabilities belongs to the informational risk
group viz. high, low, informational with 17.53%,
27.88%, 45.82% respectively. Medium risk
vulnerabilities are very few with 8.77%
authorities must deal with these vulnerabilities
urgently to prevent any risk to the MDA‟s
websites.

7.
8.

https://www.owasp.org/index.php/Category:OWASP_Proje
ct

9.

10.

11.

12.

6 RECOMMENDATION
13.

Acunetix is the market leader in web application
security technology, founded to combat the
alarming rise in web attacks. Its products and
technologies are the result of a decade of work
by a team of highly experienced security
developers. Aside recommendations on possible
ways to fix identified vulnerabilities also defense
mechanism for all vulnerabilities should be
included in the application. I recommends
National
Information
and
Technology
Development Agency (NITDA) to design a
dynamic comprehensive security policies for
Ministries, Departments and Agencies (MDA‟s)
of Government in Nigeria.

14.

15.

16.
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ABSTRACT
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server’s capacity, it returns the response with
large delay, and it goes down in the worst case.
Load balancing techniques are often used to
avoid overload of servers. There is a Web
system that distributes requests to multiple
servers such as cache servers or mirror servers
for load balancing. Progress of virtualization
technology made it easy to build virtual servers
on Cloud. They can be used as cache server.
Responsiveness, however, does not improve
with insufficient cache servers against load. In
contrast, costs will increase with surplus cache
servers against load. Therefore, we developed
a distributed Web system using Load Balancer
that dynamically adjust the number of cache
servers according to load of them to reduce
running cost[1]. In this study, we develop a
method to distribute load to cache servers
using DNS round-robin. However, load
imbalance occurs among the servers with this
method and responsiveness decreases because
it is difficult to distribute the load uniformly
using DNS round-robin. Therefore, we
implement a function to suspend the allocation
of requests to the overloaded server. From
results of experiments, we confirm that
improved function is possible to prevent
lowering responsiveness with smaller TTL
value. However, small TTL increases network
traffic and DNS request. Therefore, we
implement weighted round-robin with variable
TTL to change the TTL value according to
load of servers and increase request to the low
load server.

1 INTRODUCTION

2 RELATED WORKS

In recent years, the Internet users increase and
much service is performed using Web.
Therefore, load of Web servers is growing
more and more. If the load is over the limit of

A Cloud auto-scaling mechanism aiming at
providing necessary resources at low cost has
been studied[2][3]. In [2], auto-scaling
mechanism based on workload information

Progress of virtualization technology in recent
years made it easy to build virtual servers on Cloud.
They can be used as cache server for load balancing.
However, expected responsiveness cannot be
gained with insufficient cache servers against load.
In contrast, costs will increase by surplus cache
servers against load. Therefore, we have been
developing a distributed Web system that adjust the
number of cache servers according to load of them
to reduce running cost. In this study, a load
balancing method using DNS round-robin is under
development. However, load imbalance occurs
among the servers with this method and
responsiveness decreases because it is difficult to
distribute the load uniformly using DNS roundrobin. Therefore, we implement a function to
suspend the allocation of requests to the overloaded
server. From results of experiments, we confirm
that improved function is possible to prevent
lowering responsiveness with smaller TTL value.
Small TTL, however, increases network traffic and
DNS request. Therefore, we implement weighted
round-robin with variable TTL to change the TTL
value according to load of servers and increase
request to the low load server. This paper describes
development of suspending function and weighted
round-robin with variable TTL and evaluation of
them. By the experiments, it is possible to improve
performance with optimal parameters.

KEYWORDS
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and performance desire is implemented in
Windows Azure platform. The result of the
experiment shows that cost can be reduced by
choosing an instance type of appropriate
performance for the workload. This research
covers a variety of applications, but our system
targets only Web application and aims at crossuse multiple Cloud services.
In [3], an auto-scaling algorithm based on the
number of active sessions of the Web server is
described. A load balancer is used for load
balancing. Although we also use the number of
active sessions as the load value, we use DNS
for load balancing.
In [4], dynamic load balancing method using
dynamic DNS update and round-robin
mechanism is proposed. In this method, a
server is dynamically added to or removed
from the DNS list. The scheduling algorithm
considers usage rates of server's CPU, memory,
and network. The result of the experiment
shows that both the response time and the
average file transfer rate of the proposed
system are faster than those of a pure roundrobin DNS. It is similar to our load balancing
method, but ours uses the number of active
sessions as the load value.
3 DISTRIBUTED WEB SYSTEM USING
DNS
Figure 1 shows our distributed Web system
using DNS which consists of management
server, authoritative name server, origin server
and cache servers on Cloud. The origin server
services original contents and cache servers
service the cache of them. The managing
server manages the number of cache servers
and DNS zone of the authoritative name server.
For load balancing, this system uses DNS
round-robin method which sends the list of IP
addresses in a different order to a new client
each time. Most clients use the first IP address
they receive to connect server. Therefore,
requests from clients are sent to each server.
By managing the DNS zone of the
authoritative name server, it is possible to
control the start and stop of allocating request
to each server.

The management server has the following
functions.
 Load monitoring function
The load monitoring functions monitors
load of the origin server and cache servers.
This function periodically measures the
current and the maximum number of Web
server processes and calculates ratio of the
current number against the maximum
number (Operating Ratio), and calculates
average of Operating Ratio of working
servers (Average Operating Ratio,
AVGOR). This system uses AVGOR as
load value.


Cache server management function
The cache server management function
boots up and shuts down cache servers.
This function decides the number of
required cache servers based on AVGOR
obtained by the load monitoring function.
When AVGOR is greater than threshold of
scale-out (Thhigh), it boots up a new cache
server. When AVGOR is less than
threshold of scale-in (Thlow), it shuts down
a latest booted cache server.



DNS management function
The DNS management function manages
the DNS zone of authoritative name server.
According to the booting up and shutting
down cache server, IP address of it is added
to or removed from the DNS zone
dynamically. When the load monitoring
function cannot monitor load of a server, it
also removes the server. Therefore, it is
possible to cope with server failure such as
system down.

4 LOAD BALANCING USING DNS
ROUND-ROBIN
We experimented with the distributed Web
system described in the previous section. The
result showed, load imbalance among the
servers using the DNS round-robin method.
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Table 2. Spec of each hypervisor
CPU
Memory
Hypervisor1 Intel Xeon E5-2620
32GB
Hypervisor2 Intel Xeon E5-2620
32GB
Hypervisor3 Intel Xeon E5-2620
32GB
Hypervisor4 Intel Core i7-4790K
32GB

Clients

DNS Resolution
Name Server
Update Zone

Load Monitoring

Distributed Accesses
Management Server
DNS Management
Function

Notify Change

Origin Server

Load Monitoring
Function

Load

Cache Server Management Function
Boot up / Shutdown

Cache Servers
on Cloud

Figure 1. Distributed Web System using DNS

time of each server, the number of
simultaneous accesses to Web servers is
stepwise changed.
I. Start with no accesses.
II. Add 1 client every 30 seconds.
III. After all clients are added, keep all
clients accessing for 500 seconds.
IV. Remove 1 client every 30 seconds.
V. End when no accesses.

4.1 Experiment Environment

4.3 Experiment Result

Table 1 shows the experiment environment.
All servers and clients are built as virtual
machine on hypervisors which specifications
are shown in Table 2. The management server
and DNS servers are built on hypervisor1, the
origin server and nine cache servers are built
on hypervisor2 and hypervisor3, and twelve
clients are built on hypervisor4. Mirror server
is used instead of cache server because cache
mechanism is now developing. Apache2.4[5]
is used as a Web server software. DokuWiki[6]
runs on all servers. Each client accesses the
Web server using Siege[7]. Siege is the stress
test tool. The number of simultaneous accesses
is set to 100. Therefore, the maximum number
of simultaneous accesses is 1,200 (100×12).
TTL value for DNS is set to 60 seconds. Thhigh
and Thlow are set to 0.6 and 0.1, respectively.

Figure 2 shows Operating Raito of each server.
Figure 3 shows the response time and the
Operating Raito of the origin server.
In Figure 2, several servers are overloaded for
a long time, and some servers remain low load.
This phenomenon happens clearly around 500
seconds.
In Figure 3, purple line and blue line show
average response time and maximum response
time for one second, respectively, green line
shows Operating Ratio. Maximum response
time varies very much. Requests from clients
are distributed to each server by using the
round-robin method. However, this method
cannot consider the load of each server and it
causes load imbalance among the servers and
response time lengthens.
5 SUSPENDING FUNCTION

Table 1. Experiment environment

Hypervisor
1
Hypervisor
2・3
Hypervisor
4

Virtual Machine
Management Server
Root Name Server
Authoritative Name
Server
Caching Name Server
Origin Server
Cache Server

Number
1
1
1

CPU
2
1
1

Memory
2GB
512MB
512MB

12
1
9

1
1
1

512MB
1GB
1GB

12

1

1GB

Client

4.2 Experiment Procedure

We think that the problem described in the
previous section can be coped with by
suspending the allocation of requests to the
overloaded server. We implement a function
that excludes overloaded servers from DNS
answer. We call this function suspending
function. In this section, we describe the
implementation and evaluation of suspending
function.

The scenario of the experiment is shown in
below. To examine the load and the response
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Figure 2. Operating Ratio of each server

www.example.com:
A:
IP:
192.168.11.21:
192.168.11.22:
192.168.11.23:
192.168.11.24:
192.168.11.25:
192.168.11.26:
TTL: 60

1
1
0
0
0
0

Figure 4. An Example configuration file

Figure 3. Operating Ratio and response time of
origin server

5.1 Implementation
The function uses the PipeBackend of
PowerDNS[8] that is DNS software. It can call
external program that resolves DNS queries
dynamically through PipeBackend module.
We implement the program that resolves DNS
queries based on the configuration file shown
in Figure 4. The file contains a FQDN, IP
address, status value of each server and TTL
value. The status value is updated every second
based on Operating Ratio of each server
obtained by the management server and sent to
the authoritative name server. The status value
is set to 0 while the corresponding server stay
in overloaded. otherwise, the status value is set
to 1. The IP address is included in DNS answer
if the corresponding status value is 1. In
contrast, the IP address is excluded from DNS
answer if the corresponding status value is 0.
For example, IP address 192.168.11.21 and
192.168.11.22 is included in DNS answer with
configuration shown in Figure 4.
5.2 Experiment Result

overloaded and set the status value in
configuration file to 0. Otherwise, the value is
set to 1. In this experiment, the threshold value
is set to 0.6 (case A), 0.8 (case B) or 1 (case C).
Experiment without the suspending function is
represented as case D. We performed
experiments five times in all cases.
The average of results is shown Table 3. The
cost is the sum of uptime of all servers. The
unit of cost, total response time and average
response time is second. The blue and red
letters indicate the best and worst case,
respectively. The average response time in
case C is the best in all cases. The number of
requests per cost in case C is also the best.
However, there is no big difference in the
result of each case.
Table 3. Experiment result of each case (TTL 60)

Table 4 shows the distribution of response time.
By using the suspending function, the
percentage of short response time has increase
and the percentage of long response time has
decrease. However, the percentage of response
time between 9 and 60 seconds increases.
Table 4. Distribution of response time (TTL 60)

The experiment environment and the
experiment procedure are the same as in
Section 4. When the Operating Ratio of a
server is the specific threshold value and over,
the function decides that the server is

156

International Journal of Digital Information and Wireless Communications (IJDIWC) 7(3): 153-160
The Society of Digital Information and Wireless Communications, 2017 ISSN: 2225-658X (Online); ISSN 2412-6551 (Print)

These results show the effectiveness of the
function is low. In DNS, the TTL value
specifies the expiration date of the DNS cache.
It takes long time to reflect the update of DNS
zone with large TTL. Therefore, the
suspending function takes low effect on
response time. So, the same experiments
except TTL value set to 30 seconds is
performed.
The average of results is shown Table 5. The
average response time in case B is the best. The
number of requests per cost in case C is the
best. By using suspending function, both the
average response time and the number of
requests per cost are better than that of case D.

Figure 5. Operating Ratio and response time of
origin server in case A (TTL 30)

Table 5. Experiment result of each case (TTL 30)
Figure 6. Operating Ratio and response time of
origin server in case D (TTL 30)

Table 6 shows the distribution of response time.
By using the suspending function, the
percentage of response time less than 3
seconds increases. Otherwise, the percentage
of response time decreases except between 15
and 30 seconds in case C.
Table 6. Distribution of response time (TTL 30)

servers and improve responsiveness with small
TTL. However, small TTL increases network
traffic and DNS request. In contrast, large TTL
delays the effect of auto scaling and
suspending function. The optimal TTL value
varies depending on the load situation of each
server. Therefore, we develop a weighted
round-robin function with variable TTL. We
call variable TTL varTTL
6.1 Design

Figure 5 and Figure 6 show the response time
and the Operating Raito of the origin server in
case A and case D, respectively. Line colors
are same as in Figure 3. In Figure 5, the
maximum response time is about half of the
maximum response time in Figure 6. These
results show the effectiveness of the
suspending function with small TTL.
6 WEIGHTED ROUND-ROBIN WITH
VARIABLE TTL
In previous section, we confirmed that it is
possible to relax load imbalance among the

This function decides weight and TTL of each
server according to its load state. low load
server is assigned to large weight. The
weighted round-robin selects the specific
number of IP addresses according to weight
with server. The probability of selecting IP
address is proportional to weight of its server.
The goal of weighted round-robin is to reduce
request toward to high load servers by
selecting low load server more likely. Each IP
address is assigned to its TTL. The varTTL
reduces TTL as the load of server increases.
The smallest TTL among the selected IP
addresses is used as the TTL of DNS response.
Therefore, the smaller the number of selected
IP addresses, high load server is more likely
not to be selected and average TTL increases.
However, small number of selected IP
addresses causes overload of selected servers.
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In contrast, larger the number of selected IP
addresses increases average TTL, but
distribute requests to many servers. Thus,
requests directed to high load server are not
reduced so much. It is necessary to use an
optimal value according to the situation.
The function uses Operating Ratio, throughput,
and the number of failed times for obtaining
them as load value.
6.2 Implementation
We implement the program to resolve DNS
queries based on weight of each server. This
program is implemented based on the external
program described in Section 5.1. An example
of the configuration file is shown in Figure 7.
The file contains a FQDN, record type, number
of IP address used for DNS resolution, IP
address, weight value and TTL value of each
server. “num” IP addresses are selected based
on weight. For example, IP address
192.168.11.21 and 192.168.11.22 and TTL 30
is used for DNS resolution with configuration
shown in Figure 7. Weight and TTL are
updated based on load obtained by the
management server.

Table 7. Experiment environment

Hypervisor
1・2
Hypervisor
3・4
Hypervisor
5・6

Virtual Machine
Management Server
Root Name Server
Authoritative Name
Server
Caching Name Server
Origin Server
Cache Server

Number
1
1
1

CPU
2
1
1

Memory
2GB
512MB
512MB

24
1
9

1
1
1

512MB
1GB
1GB

24

1

1GB

Client

Table 8. Spec of each hypervisor
CPU
Memory
Hypervisor1 Intel Core i5-3470
16GB
Hypervisor2 Intel Core i5-4460
16GB
Hypervisor3 Intel Xeon E5-2620
32GB
Hypervisor4 Intel Xeon E5-2620
32GB
Hypervisor5 Intel Core i5-3470
8GB
Hypervisor6 Intel Core i7-4790K
32GB
Table 9. Increment / Decrement value of
TTL and weight

Operating Ratio

Weight
+30

TTL
0

0

0

0.4 〜 0.6 (high load)

-30

-18

0.6 〜 0.8 (medium high load)

-40

-24

0.8 〜 1.0 (too high load)

-50

-30

0.0 〜 0.1 (low load)
0.1 〜 0.4 (normal load)

The effect of weighted round-robin with
variable TTL is also examined.

{
“domain”: “www.example.com”,
“type”: “a”,
“num”: 2,
“record”: [
{
“ip”: “192.168.11.21”,
“weight”: 150,
“ttl”: 60
},
{
“ip”: “192.168.11.22”,
“weight”: 100,
“ttl”: 30
}
]
}
Figure 7. An Example configuration file containing
weight and TTL value

6.3 Evaluation
The effect of changes in the number of IP
addresses used for DNS resolution is examined.

6.3.1 Experiment Environment
Table 7 shows the experiment environment.
We use large experiment environment than
previous
experiment
environment.
Specifications of each hypervisors are shown
in Table 8. Web server software and content
are same as in the previous experiment. The
number of simultaneous accesses is set to 50.
The maximum number of simultaneous access
is same as that of previous experiment, but the
number of clients is twice. Therefore, the
maximum number of simultaneous accesses is
1,200 (50×24). Each client accesses using
stress test tool that send DNS request to
randomly chosen caching name servers for
each request. Weight and TTL are set to 100
and 60 as default values, respectively. Table 9
shows the increment / decrement value of
weight and TTL for each Operating Ratio. In
low load and normal load state, weight is added
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when the throughput falls below the moving
average of 10 throughputs. Weight and TTL
decrease by 5 and 3 each time load value
obtainment fails, respectively. If it fails 10
consecutive times, the weight is 0. The other
thresholds are the same as in the previous
experiment.
6.3.2 Effect of change in the number of IP
addresses
In this experiment, the effect of changes in the
number of IP addresses used for DNS
resolution is examined. The “num” value is set
to 1 (case A), 2 (case B), 4 (case C) or 8 (case
D).
The result is shown in Table 10 and Table 11.
In Table 10, the average response time and the
number of requests per cost in case A are the
worst. Whereas, case C is the best. Similarly,
case C is the best in Table 11. The result
improves as the number of IP addresses
increases except in case D. Also, As the
number of IP addresses used for DNS
resolution increases, the average TTL value
decreases. This means that the DNS requests
and load on DNS increases. In this experiment,
the optimal number of IP addresses is 4. It
shows that this function is effective depending
on the parameters.
Table 10. Experiment results of each case

Table 11. Distribution of response time

In the previous experiment, the average TTL
for the best result, case C, was 42.46. TTL
without implemented function is set to 40.
The results are shown Table 12 and Table 13.
The result with implemented function is better
than the result without it. This function
improves responsiveness and cost performance
while reducing DNS request.
Table 12. Experiment result with and without function

Table 13. Distribution of response time

7 CONCLUSION
We implemented the suspending function to
exclude overloaded servers from DNS answer
and evaluated it. By the experiment, it is
confirmed that the function is possible to
improve responsiveness with smaller TTL
value. However, small TTL increases network
traffic and DNS request. Therefore, we
implemented the weighted round-robin with
variable TTL function. By the experiments, it
is possible to improve performance with
optimal parameters.
The followings are future works.
・More detailed examination of parameters
such as CPU usage, memory, I/O and so on
・Improvement of auto-scaling algorithm
・Experiment using Cloud environment
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ABSTRACT
The medium of propagation for Digital Terrestrial
Television (DTT) is the troposphere, where most
weather phenomena occur. Thus the need to study
the effect of meteorological parameters on DTT
signal has become necessary in Nigeria now that
DTT will soon replace the existing analog
transmission. This study therefore investigates the
influences of meteorological parameters of
temperature, atmospheric pressure, humidity, amount
of rainfall or precipitation. Also investigated, is the
influence of surface radio refractivity on the
Received Signal Strength (RSS) of a Digital
Terrestrial Broadcast Station (DTTBS) in Akure
metropolis, South West Nigeria. The Received Signal
Strength (RSS) of the base station was measured at
intervals of 1km along three selected routes around
the station using a digital Satlink signal meter model
WS-6936 with a DTT UHF receiving antenna
connected. A GPS receiver (Garmin Map 78s) was
used to monitor the line of sight with the station as
reference and was equally used to log data
geographic coordinates and heights. For the
measurement of meteorological parameters of data
locations, a USB Mobile Weather Station model
N96FY was used whereas the surface refractivity
values were calculated using the atmospheric
parameters obtained. Data were collected during dry
and wet seasons for comparative studies. Two sets of
Signal Strength values were obtained corresponding
to two receiver antenna heights of 1.5 m and 3.0 m.
Analyses were carried out on the obtained data using

necessary soft ware. Result showed that higher
values of surface refractivity degrade DTT signal
while lower values enhance it. This was observed for
both dry and wet seasons, though higher average
value of surface refractivity was recorded during wet
seasons compared to the dry seasons, meaning that
DTT signal surfers’ more attenuation effect of
surface refractivity during the rainy season compared
to dry seasons. A correlation coefficient of -0.26 was
determined for DTT Signal and RSS. In addition, the
higher the rainfall or precipitation values the lower
the signal strength recorded and vice versa. A high
negative correlation coefficient of -0.80 and -0.82
were determined between precipitation and Received
Signal Strength (RSS) for both dry and wet seasons
respectively. Result further revealed that higher
values of humidity do not necessarily lead to
attenuation of DTT signal rather lower values
enhance its attenuation. Furthermore as atmospheric
pressure increases, RSS decreases even at the near
field this was the trend for both seasons, in other
words, high atmospheric pressure attenuates DTT
Signal. However, the effect of temperature was found
to be insignificant on DTT signal.
KEY WORDS
Meteorological parameters, surface refractivity,
Digital Terrestrial Television (DTT), Received
Signal Strength (RSS) and Correlation Coefficient
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1.
INTRODUCTION
Over the years, terrestrial television
broadcasting has been on the analogue
transmission and reception technology until the
last few years that Digital Terrestrial
Television (DTT) technology was proposed by
the International Telecommunications Union
(ITU). This was due to the quest to maximize
the UHF band by releasing the upper UHF for
other services and still ensure access to quality
of service. The medium of propagation for both
analogue and digital terrestrial television is the
troposphere, where most weather phenomena
occur [1].
It has therefore become expedient to carry out
researches on the influence of key
meteorological parameters in the troposphere
on digital terrestrial television signal strength.
No comprehensive work had been done on
weather effects on digital terrestrial television
signal in Nigeria. This may be tolerated in
analogue television broadcasting; however, this
cannot be tolerated on Digital Terrestrial
Television (DTT) which is already in place in
few places and will soon replace the existing
analogue terrestrial broadcasting all over
Nigeria.
This work was conceived to investigate the
variability in the values of the received signal
strength of DTT signal and the possible
influence of meteorological parameters in the
troposphere on the signal using some Nigerian
Cities in different climatic zones as case
studies. The report for Akure, a sub urban city
in the tropical rain forest of Nigeria is
presented in this work. This work is apt now so
as to come out with noble results that will
enhance the Quality of Service (QoS) of the

few existing DTT networks in Nigeria and to
guide in the establishment of new Digital
Terrestrial Base Station (DTTBS) network
across the Country now that Nigeria will soon
switch over fully from analogue to digital
terrestrial television transmission.
Television broadcasting is a key factor in the
socio-economic
development
of
any
developing nation, especially in Nigeria due to
its educative, entertaining, and informative and
research oriented programs [2].
1.1 Theoretical background
All terrestrial analogue television stations in
Nigeria transmit on the very high frequency
(30-300 MHz) and the lower part of the ultrahigh frequency (460-790 MHz) bands. The
mode of propagation in these bands is by direct
wave (line of sight) and the medium is through
the troposphere.
The troposphere is the lowest part of the
atmosphere whose average height ranges from
0-20 km in the tropics, 0-17 km in the mid
latitude and 0-7km in the polar region above
the surface of the earth [3]. Most weather
phenomena occur in the troposphere, which
makes the study of its effect on terrestrial
television broadcast of great interest to radio
scientists and engineers. The propagation of
VHF and UHF signals is by space wave in the
troposphere. VHF and UHF signal travel on
line of sight from the transmitting antenna to its
destination and thus are affected by weather
parameters, terrain and terrestrial objects [4]
Figure 1, presents the diagram of the
atmosphere showing the troposphere and other
layers.

Fig. 1: Structure of the atmosphere showing different layers with their corresponding pressure levels and
temperature values.
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1.1.1 Meteorological Parameters, Surface
Radio Refractivity and Radio Signal
Meteorological Parameters are described and
quantified by the variables of earth’s atmosphere
in terms of temperature, air pressure, water vapor
or humidity and mass flow. Weather is the state
of the atmosphere at any given point in time, to
the degree of hotness or coldness, wet or dry,
calm or stormy, clear or cloudy. Most weather
phenomena occur in the lowest level of the
atmosphere which is the troposphere.
The refractive index of the troposphere is an
important factor at predicting performance of
terrestrial radio links. Refractive index variations
of the atmosphere affect radio frequencies above
30 MHz, which becomes more significant only
at frequencies greater than about 100 MHz
especially in the troposphere [4]
Radio refractivity N is a measure of deviation of
refractive index n of air from unity which is
scaled up in parts per million to obtain more
amenable figures. Thus N is a dimensionless
quantity defined and measured in N units. N is
given by the relations below;
(1)
where N depends on meteorological parameters
of pressure P (hPa), temperature T (K) and water
vapour pressure, e (hPa) as presented in (2)
)

N-units

(2)

where,

(3)

(4)
where
maximum (or saturated) vapour
pressure at the given air temperature, t ( )
Generally, P and e decrease rapidly with height
whereas T decreases slowly with height. [4, 5]
Surface radio refractivity , has a high
correlation with radio field strength values while
the surface refractivity gradient which depends
on
, determines the refractivity condition of
the atmosphere which may result in a normal,
sub-refractive, super refractive or ducting layer,
each of which has important influences on
propagation of VHF, UHF and microwaves in
the atmosphere. [4, 6]
1.2. Study Areas and the Experimental
Station
A Digital Terrestrial Broadcast Station (DTTBS)
belonging to the NTA-Star Times Station in
Akure, in the tropical rainforest zone of Nigeria
was chosen as a case study for this climatic zone.
Akure is the Capital City of Ondo State with
about 500,000 people [7] residing within the
metropolis comprising of Akure South and
Akure North Local Council Areas. Table 1
(1.2)
indicates the details about the DTTBS.

Table 1: Transmission Characteristic of the experimental DTTBS Station
S/N Parameter
Value /definition
1
2
3
4
5

Base station’s location
Base station’s
transmitted
power (kW)
Base station’s frequency(MHz)/
Channel
Height of transmitting mast
AGL (m)
Height of receiving antenna (m)

Lat. 7o15' 08" N, Long. 5o07' 53" E
2.50
722/ 52
250
1.5, and 3.0 (Variable)
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2 INSTRUMENTATION AND METHODS
2.1 Instrumentation
A digital Satlink WS-6936 model field strength
meter (Figure 3) was used for the DTT signal
strength measurement by connecting the
terrestrial input signal received by the Star Times
DTT UHF receiving antenna attached to a
variable antenna stand (Figure 2). Whereas a
Global Positioning System receiver (GPS Map
78s personal navigator) was used for the
measurement
of
elevation,
geographic
coordinates and the line of sight of the various
data locations from the base station. Also, a USB
wireless mobile weather forecaster model
N96FY (Figure 4) was used to measure the
meteorological parameters of Temperature,
Pressure and Humidity. Others are Rainfall or
Precipitation, Wind Speed and the time of
measurement corresponding to each data
locations along the selected routes around the
base station. A field vehicle was used for the
field campaign along the routes of measurement
2.2 Data Collection and Handling
Measurement of the Received Signal Strength
(RSS) of the Digital Terrestrial Television Base
Station, (DTBBS) in Oke Isikan Akure, was
carried out radially from the base Station along
three different routes in the State using a Star
Times DTT receiving antenna connected to a
digital Satlink WS-6936 signal meter. Two sets
of data were obtained for the RSS at two antenna
receiver heights of 1.5 m and 3.0 m for each
datum location. This is to give room for
comparison in the strength of signal received for
the two heights. The station’s transmitting
antenna was logged and used as the reference
point by the GPS receiver for all the routes. The
line of sight from the base station was monitored
during the drive using the GPS, which equally
measures the location’s longitude, latitude, and
the elevation. A USB wireless mobile weather
forecaster model N96FY was used for the
measurement of the surface weather parameters
of Temperature, Pressure, Humidity, Wind
Speed, and Precipitation of data points. A field
vehicle was used as a means of movement along
the routes during the field work. The research
crew usually stops at an interval of 1km Line of
Sight (LoS) for measurement to be taken and at
each point of data collection, all the equipment
would be set for the readings to be taken. The

exercise usually takes about 20minutes for each
point before moving to another point (usually 1
km LoS). About sixteen data points were taken
for each of the three radial routes around the
transmitter. Detail of the routes categorization is
as presented in Table 2.1. Data were collected
for both dry and wet seasons for comparative
studies in the study area.
In summary, the Received Signal Strength (RSS)
values, geographic coordinates, elevation above
ground level as well as the line of sight of the
various data locations were recorded. Also
recorded were the meteorological parameters of
Temperature, Pressure, Humidity, wind speed,
and rainfall or precipitation for necessary
analysis. Transmission parameters of the
(DTBBS) were relatively constant throughout
the period of measurement as confirmed by the
records of transmission in the station. Figure 5
captures a scene of data measurement in action.
Table 2.1: Route definition for the field work
Route Direction/ Definition
A
DTTBS in Akure towards
Arakale-Oda Town (0-15 km
LoS)
B
DTTBS in Akure towards Igoba- Ita Ogbolu (0-15 km LoS)
C
DTTBS in Akure towards –
Ilaramokin - Igbara Oke (0-12
km LoS)

Fig.2: Star times DTT UHF receiving antenna used for
reception
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task at predicting coverage areas and television
network. [2, 8]. This section discusses the
influences of meteorological parameters on the
signal strength of terrestrial digital television.

Fig.3: Digital Satlink Signal Strength Meter

Fig.4a: Weather station model N96FY

3.1 Influences of primary Meteorological
Parameters on DTT Signal during dry
seasons
In this sub section, the possible effect of
meteorological parameters of Temperature,
Atmospheric Pressure, Humidity and rainfall or
precipitation on DTT RSS were analyzed using
Mat lab software. Also analyzed using the same
software is the possible influence of Surface
Radio Refractivity N, (a key factor in radio
communication) on the DTT RSS. This quantity
was derived using the values of temperature,
atmospheric pressure and humidity as expressed
in equations (1, 3). Each parameter was
analyzed for two received signal strength when
using 1.5m and 3.0 m receiver antenna heights
(RxHt) along the routes of measurement for
both dry and wet seasons of data collection. The
results obtained for routes A, B and C for a
particular season are similar, so one similar
route from each season had been selected for the
purpose of results and discussions as presented
below.
3.1.1 Influence of humidity on the received DTT
Signal Strength

Fig.4b: USB Mobile Weather console or receiver

Fig.5: RSS measurement at 3.0m receiver antenna height

3.0
RESULTS
AND
DISCUSSIONS
Determination of the effect of radio climatic
factors on broadcasting signal is a fundamental

Figures 6a and 6b depict the relationship
between humidity and RSS with respect to line
of sight. It is observed that at higher values of
humidity and at the near field of the DTT
transmitter; RSS is at the highest values for this
route. High humidity does not lead to significant
attenuation of the signal. However, at the far
field, (around 6-14 km LoS from DTTBS), the
signal depreciated. On the other hand, it was
observed, that, at lower values of humidity even
at the near field, the signal received was poor.
This implies that lower humidity enhances
attenuation of signal. This is possible, because at
lower humidity, the atmosphere (air) becomes
drier leading to enhanced activities of the
particles in the air. These particles are
responsible for attenuation of signal through
scattering and absorption leading to reduced
signal strength.
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Fig. 7a: Influence of temperature on DTT signal with
respect to LoS from DTTBS at RxHt=1.5 m

Fig.6a: Influence of humidity on the received DTT signal
with respect to LoS from DTTBS at RxHt=1.5 m
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Fig.6b: Influence of humidity on the received DTTV
signal with respect to LOS from DTTBS at RxHt=3.0 m

3.1.2

LOS from DTTBS (km)

Line of Sight (LoS)

Influence of Surface Temperature

Figures 7a and 7b describe the influence of
temperature on RSS. As temperature increases
signal strength decreases. This could be possibly
explained that as temperature increases, air depth
also increases. This is similar to the effect of line
of sight.

3.1.3 Influence of Atmospheric pressure
Atmospheric pressure as observed in figures 8a
and 8b does not have a negative influence on the
signal especially at the near field. At the near
field (0-5 km) and within the pressure range of
962 kPa and 967.5 kPa, RSS was strongest.
However, as LOS increases and air pressure
increases, the signal surfers’ degradation majorly
due to inverse square law and the increase in
atmospheric pressure also supports the
degradation.
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Fig. 8a: Influence of atmospheric pressure on DTT signal
with respect to LOS from DTTBS at RxHt=3.0 m
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Fig. 8b: Influence of atmospheric pressure on DTT
signal with respect to LoS from DTTBS at RxHt=3.0 m

3.1.4 Influence of precipitation
Influence of rainfall on DTTV signal as observed
from figures 9a and 9b shows that better signal
strenghts were recorded at lower values
compared to higher values for both receiving
antenna heights of 1.5m and 3.0m. The
implication of this is that, precipitation has a
negative influence on DTT signal strenght which
is possible through absorption and scattering
effects on signal strength.

2
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Fig.9b: Influence of Rainfall on DTT signal at receiving
antenna height of 3.0 m

3.2 Influence of Surface Refractivity on DTT
Received Signal Strength (RSS) for Route A,
During Dry Seasons
The influence of surface radio refractivity
derived from measured data in the study
locations are depicted in figures 10a and 10b
respectively for the two antenna heights under
consideration. The figures clearly reveal the
significant influence of surface refractivity on
the received DTT signal. At higher values of
,
between 396 to 405 N-units even at the near field
of the signal (0-3.5 km) where a good signal is
expected to be received, the signal strength
measured was poor compared to the signal
strength recorded within the same distance (0-3.5
km) at lower refractivity values (385-395 N/units
). Thus, this study clearly reveals that increase in
the values of surface refractivity N, (above 395
N-units) of the atmosphere in this region- the
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tropical rain forest of Nigeria leads to attenuation
of DTT signal. Secondly, better range of signal
(–35 dBm to –40 dBm) was recorded till about
4.5 km line of sight from the station at a higher
receiving antenna height of 3m compared to the
same signal strength range that was recorded till
about 2.5 km line of sight at receiving antenna
height of 1.5 km.

humidity even at the near field, the signal
received was poor. By implication, lower
humidity enhances attenuation of signal. This is
possible, because at lower humidity, the
atmosphere (air) becomes drier leading to
enhanced activities of the particles in the air.
These particles are responsible for attenuation of
signal through scattering and absorption leading
to reduced RSS [9].
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Fig. 11a: Relationship between humidity and signal
strength received at receiving antenna height of 1.5 m
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Fig.10b: Relationship between surface refractivity and
DTT signal at receiving antenna height of 3.0 m

3.3
Influences
of
Meteorological
Parameters on Received Signal Strength
(RSS) during Wet Seasons
3.3.1 Influence of Humidity
From figures 11a and 11b, it is observed that
higher values of humidity enhance RSS as it was
observed during the dry period. On the other
hand, it was observed, that, at lower values of

0
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Fig. 11b: Relationship between humidity and signal
strength received at receiving antenna height of 3.0 m

3.3.2 Influence of Temperature on DTT signal
From figures 12a and 12b, as temperature
increases signal strength decreases. This could
be possibly explained that as temperature
increases, air depth also increases, meaning that
the signal would have to travel longer distances,
thereby leading to reduced signal strength.
168

International Journal of Digital Information and Wireless Communications (IJDIWC) 7(3): 161-172
The Society of Digital Information and Wireless Communications, 2017 ISSN: 2225-658X (Online); ISSN 2412-6551 (Print)
DTTV Signal strength at RxHt=1.5m (dBm)

DTTV Signal strength at RxHt=1.5m (dBm)

15

-40

10

15

-45

-45

-50

-50
10

-60
-65

-55

LOS (km)

-55

LOS (km)

-40

-60
-65

5

5

-70

-70
-75

-75
0

-80
28.5

29

29.5

30
30.5
Temperature (C)

31

31.5

32

0
960

Fig.12a: Relationship between temperature and RSS at
receiving antenna height of 1.5 m

-80
961

962

963
964
965
Atm Pressure (hpa)

966

967

Fig. 13a: Relationship between atmospheric pressure and
RSS at receiving antenna height of 1.5 m

DTTV Signal strength at RxHt=3.0m (dBm)
15

-30

DTTV Signal strength at RxHt=3.0m (dBm)
15

-35

-35
-40

-40

-45

-45
10

-60
5

0

-65

29

29.5

30
30.5
Temperature (C)

31

31.5

-55
-60
-65

5

-70

-70

-75

-75

-80
28.5

LOS (km)

LOS (km)

-55

-50

10

-50

32

0
960

-80
961

962

963
964
965
Atm Pressure (hpa)

966

967

Fig. 12b: Relationship between temperature and RSS at
receiving antenna height of 3.0 m

Fig. 13b: Relationship between atmospheric pressure and
RSS at receiving antenna height of 3.0 m

3.3.3 Influence of Atmospheric Pressure

3.3.4 Influence of rainfall or Precipitation

Atmospheric pressure as observed in figures 13a
and 13b seems not to have a negative influence
on the signal especially at the near field. Lower
atmospheric pressure is a friend to good signal
reception while higher value is a foe as observed
in the figures.

Figures 14a and 14b clearly show the
relationship between precipitation and RSS. At
lower values, better signal strenghts were
recorded compared to higher values for both
receiving antenna heights of 1.5m and 3.0m.
This is understood as precipitation is a major
attenuation factor in radio communications
especially at high frequencies [6, 10, 11].
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Fig. 14a: Relationship between precipitation and signal
strength received at receiving antenna height of 1.5 m
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3.4 The influence of Surface Radio
Refractivity on Received Signal Strength
(RSS) during the Rainy Season.

Fig. 15b: Relationship between surface refractivity and
RSS at receiving antenna height of 3.0 m for wet season

The influence of surface radio refractivity
derived from measured data in the study
locations are depicted in figures 15a and 15b
respectively for the two antenna heights under
consideration. It is clearly revealed from these
figures that the higher the values of refractivity
415 N-units and above, even at the near field of
around 0-2.5 km the signal recorded was poor.
This further shows that higher refractivity values
attenuate DTTV signals as experienced during
the dry seasons. Another observation is that
average refractivity value of 404.65 N-units
recorded during this rainy season is higher than
that of dry season- which is 395.93. Thus the

4.0
CONCLUSION
This study has successfully investigated the
influences of both primary (temperature,
humidity, atmospheric pressure and rainfall or
precipitation) and secondary (Surface Radio
Refractivity ,) radio meteorological factors on
DTT signal for two major seasons within Akure
metropolis, South West, Nigeria. Some of the
major findings are presented below;
The work reveals the significant influence of
Surface Radio Refractivity
on DTT RSS for
the two seasons. Higher
value, promotes
attenuation of signal even at the near field as
170

International Journal of Digital Information and Wireless Communications (IJDIWC) 7(3): 161-172
The Society of Digital Information and Wireless Communications, 2017 ISSN: 2225-658X (Online); ISSN 2412-6551 (Print)

deduced from figures 10a, 10b, 15a and 15b.
Average values of 395.93 N-units and 404.63 Nunits were recorded for dry season and wet
season respectively. The implication is that DTT
signal surfers more attenuation due to
refractivity influence during the rainy season
compared to dry seasons. Although, a low
negative correlation coefficient of -0.26 was
determined between RSS and , the effect is
significant. Also the higher the rainfall or
precipitation values, the lower the signal strength
recorded. A high negative correlation coefficient
of -0.82 and -0.80 were determined between
precipitation values and Received Signal
Strength (RSS) for both dry and wet seasons
respectively. This clearly reveals that as the
values of rainfall or precipitation increases, RSS
decreases and vice versa. Furthermore, the
Influence of humidity on RSS was also
determined. Higher values of humidity do not
necessarily lead to attenuation of DTT signal
rather lower values enhance attenuation.. In
addition, as atmospheric pressure increases, RSS
decreases even at the near field for both seasons
under consideration. In other words, high
atmospheric pressure attenuates DTT Signal.
The overall result of this study will be useful for
DTT subscribers in the study areas and other
similar cities in the tropics who are encouraged
to mount receiving antenna height of not less
than 3 m for them to enjoy Quality of Reception
(QoR) especially during the rainy seasons and at
distances beyond 8 km from DTTBS (the fringe
coverage range). Whereas it will serve as a guide
for DTT Service providers in the choice of their
transmission parameters especially the output
power at ensuring QoS at all seasons in the study
areas to minimize coverage failures. Finally,
these findings will be of great assistance to the
government in policy making with regards to
DTT industry in the study areas. Further studies
are recommended in which the authors have
taken up as a task.
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Abstract—This paper discusses a trafﬁc ﬂow, which considers
a ﬂuctuation in car moving, based on a stochastic cellular
automaton from the viewpoint in fundamental trafﬁc diagrams.
Suppose a future trafﬁc system such as the updates of the model,
which is called a fast moving, can be performed at every cells at
the same time, so that every cars can move to forward at least one
cell even if all the cells are occupied by cars. We employ boundary
effects and ﬂuctuation as particle-speciﬁc properties including
cars, and deﬁne six kinds of car running types based on the
properties. Then, a ﬂuctuation gives a ﬂexibility for moving things
including particles and cars, and it performs rocking effects and
local adjustment. Then, we discuss how six-running types are
related to a trafﬁc ﬂow by giving a ﬂuctuation in future cities,
and can also ﬁnd the emergence of self-ordered particles.
Index Terms—Trafﬁc ﬂow, driver modeling, multi-agents, sixrunning types, and ﬂuctuation.

I. I NTRODUCTION
This paper discusses the features of the trafﬁc ﬂow which
considers boundary effects and ﬂuctuation, and we present the
six kinds of car running types[18], [14]. Then, we discuss
how six-running types are related to a trafﬁc ﬂow by giving
a ﬂuctuation, and show that, in fundamental diagrams, each
running type is quite different from others. Finally, we show
that giving the ﬂuctuation is trying to ﬁnd the emergence of
self-ordered particles[16] in trafﬁc ﬂow.
A lot of papers have been discussed a trafﬁc ﬂow based on
a stochastic cellular automaton which considers self-driving
from the viewpoint of trafﬁc resources. In future cities, the
future trafﬁc system is that the updates of the model can be
performed at every cells at the same time, so that every cars
can move to forward one cell at each time step even if all
the cells are occupied by cars, where each cell is occupied
at most one car. So, we can model to run the cars which are
suitable to nothing time lags to move a car in future cities.
We consider two unique features of psychological effects as
car-speciﬁc properties in running cars: boundary effects and
ﬂuctuation, and deﬁne six kinds of car running types based on
the effects. The boundary effects are to accelerate car speed
if there is the other car in behind, or to reduce car speed if
there is other car within the range to move at one time step.
The former is called a boundary effect in behind, and the later
a boundary effect in front. The ﬂuctuation is that the average
moving speed of cars is shifted to either faster or slower in
averages randomly, so the ﬂuctuation is distinct from a simple
randomization. The ﬂuctuation gives a ﬂexibility for moving

things including particles and cars, and it performs rocking
effects and local adjustment.
A trafﬁc congestion is a big problem from the viewpoints
of an efﬁciency and energy in the world, and the huge amount
of energy has been consumed since 20th century. A smart city
is an attractive concept to develop cities by using information
technology and Internet of Thing (IoT). You might suppose
that there are noting trafﬁc congestion in a smart city. Cities
are chunks of human desires. So, a trafﬁc accident may
not happen, but a signal of desire is necessary. It might
be quite difﬁcult to prevent a trafﬁc congestion, because a
trafﬁc resource, road, is ﬁnite and a lot of cars occupy the
resources. In self-drivings in future cities, autonomous car
moving is necessary to satisfy drivers desires. So, a car driving
is sometimes sort of stressful work just as it is now. Suppose
that you are now running a car in freeways. You may feel a
higher stress to arrive within the scheduled time, when there
is a car in front of your car or another car behind. Then, your
car might accelerate/reduce the speed (a reaction to run cars,
we call it a boundary effect). In another case, your car may be
difﬁcult to keep a car speed constant during running, because
of uphills, downhills or others. Then, the speed of your car
would be also accelerated/reduced (another running reaction,
we call it a ﬂuctuation effect). Our problem is to clarify how
boundary effects and ﬂuctuation is related to a trafﬁc ﬂow,
where there are several running types as described later.
A variety of trafﬁc ﬂow models have been presented for
analyzing a trafﬁc ﬂow and ﬁnding the solutions of the trafﬁc
congestion to escape. There are two kinds of trafﬁc models
to discuss a trafﬁc ﬂow: macro and micro models. A typical
one of the macro model is based on Burgers equation from
ﬂuid mechanics[8]. The other micro model can be divided into
two: Optimal Velocity (OV) model[1] and Cellular Automaton
(CA) model [3]. OV model is presented for explaining trafﬁc
congestion based on differential equations. CA model [3] is
successfully presented a fundamental model based on CA to
reproduce trafﬁc ﬂow faithfully. But, it is sometimes difﬁcult
to explain the reason why the model is successful. This paper
discusses how boundary effects and ﬂuctuation are related to
a trafﬁc ﬂow in fundamental diagrams, i.e. the number of car
trafﬁc vs. car density.
The works [7], [10] based on a probabilistic cellular automaton model employed the rules, which are similar to this paper,
on a circle rather than our model discussed on a straight line:
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acceleration, slowing-down, randomization and car motion
rules, and the model is trying to reproduce fairly faithfully a
trafﬁc ﬂow in freeways. The work [2] which employed a slowto-stop rule indicates that the results are close to the actual
trafﬁc ﬂow.
Our original motivation of this paper is that a trafﬁc ﬂow is a
stochastic autonomous moving multi-agent from the viewpoint
of the efﬁcient uses of trafﬁc resources in moving multi-agent
systems[12], each car is an agent in multi-agents, and each
agent is arranged on the cells exclusively. Then, the ﬂuctuation
and boundary effects play important roles to get high resource
utilization. This kinds of effects never go away. Because the
drivers are not satisﬁed unless the cars autonomously move.
There are the discussions from the viewpoint of the ﬂuctuation in a trafﬁc ﬂow. The work [17] discussed the trafﬁc
ﬂow from the viewpoint of Fractal. The work[19] presented a
time series model to discuss a trafﬁc volume. Also, there are a
lot of papers to discuss a trafﬁc ﬂow in multi-agents[15]. The
work [6] presented a multi-agent transport simulation system
for solving a dynamic vehicle routing problem. There are
some works to discuss the stability or utilization of resources
in multi-agents. Sen et al. [11] presented a basic model for
analyzing moving multi-agent behavior, and Rustogi et al.
[9] developed and examined the basic features of moving
multi-agents arranged on circles. Ishiduka et al. [4] presented
the moving multi-agents introduced time lags and discussed
the stability of the multi-agents. Shioya [12] introduced the
boundary and ﬂuctuation effects in moving multi-agents, and
discussed to force the stability of the multi-agents. Their
goals are to discover more stable multi-agent behavior or to
get higher resource utilization. [13] discusses the trafﬁc ﬂow
from psychological views. Then, the boundary and ﬂuctuation
effects are useful to conﬁgure multi-agent behavior to be
stable or Julka et al. [5] discussed the beneﬁts of multi-agent
approaches for load balancing techniques. These discussions
are available to ﬁnd the solutions of trafﬁc congestion. In fact,
this paper discusses the trafﬁc ﬂow from multi-agent resource
utilization, and utilizes the boundary and ﬂuctuation effects to
see a phase transition in an ideal trafﬁc ﬂow. The ﬂuctuation
effects of molecules in physics are quite small 10−10 around,
while the ﬂuctuation effects in a trafﬁc ﬂow are a bit large. The
phase transitions mean that small changes get large effects so
that we may be possible to get a solution of trafﬁc congestion
by a little change of trafﬁc rules or trafﬁc systems.
The main contribution of this paper is to see the trafﬁc ﬂow
from two car feature aspects in the efﬁcient uses of trafﬁc
resources: boundary and ﬂuctuation effects. First: the boundary
effects are an essential nature of a trafﬁc ﬂow, and are related
to a transportation system. Our car update are performed by
a fast car moving which is an ideal trafﬁc ﬂow without no
time lag to move a car, i.e. the cell updates can be performed
from right to left sequentially. This is suitable to run a car by
self-drivings in future systems. Second: ﬂuctuation effects are
related to driving types which due to car speciﬁc features, so
that the car speed is not only randomly changed but also the
average car moving speed is randomly shifted to either slower

or faster. We show how the boundary and ﬂuctuation effects
are related to trafﬁc congestion to be happened in freeways
under the fast car moving. They depend on their running types
proposed six kinds in this paper.
This paper is organized as: the following section presents
our future trafﬁc ﬂow model and discusses it. Our experimental
results in Section III show the our experimental results. In
the subsection III-A, we present the basic feature trafﬁc ﬂow
results in our trafﬁc mode, that is how six-running types are
related to a trafﬁc ﬂow with respect to the variances of car
speed in fundamental diagrams. In the subsection III-B, we
present the emergence as self-ordered particles. In the ﬁnal
Section IV, we conclude this paper.
II. P ROPOSED T RAFFIC F LOW M ODEL IN F UTURE C ITIES
We describe a stochastic trafﬁc ﬂow cell model whose cells
are arranged on a one-way trafﬁc resource, and the trafﬁc is
one lane (Figure 1 and 2). Each cell of the trafﬁc is occupied
by a car at most, and every cars stochastically run on the trafﬁc
resource from left to right.
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Fig. 1. Trafﬁc resources, and cars run from left to right on a lane.
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Fig. 2. The trafﬁc resources in time domain.

ŝ

ŝнϭ

ŝнϮ

ŝнϯ

ŝнϰ
;ďͿ

;ĂͿ

ŝ

ŝнϭ

ŝнϮ

;ĂͿ

ŝнϯ

ŝнϰ
;ďͿ

Fig. 3. Slower-in: Boundary effects in front.

The speed of each moving car is a stochastic process, and
it depends on trafﬁc rules, car performance, trafﬁc ﬂow and
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Fig. 4. Go-faster: Boundary effects behind.
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Fig. 5. Shortening one cell too close a car in front in minimum boundary
effects.

car-speciﬁc characteristics. Suppose you are driving a car in
freeways. We consider the car-specific characteristics as the
following:
1) If there is a slower moving car ((b) in Figure 3) in
front of your car, you ((a) in Figure 3) may slow
down the speed more than necessaries in advance so
that you might alleviate the stresses by slower-in and
it’s more safe. This is one of running types. On the
other hand, if there is also another car ((b) in Figure 4)
behind and there are nothing cars in ahead, the speed
of your car ((a) in Figure 4) might be accelerated for
avoiding from stresses behind, that is go-faster or fasterout. This is also one of running types. In this paper, the
driver types that change the speed more than necessaries
for avoiding collisions or alleviating higher stresses are
said to be boundary effects. They depend on other cars
stochastically.
2) As a special case of the boundary effects in above, if the
cell in front of your car is unoccupied, but the second
forward cell in ahead and immediately behind cell are

Fig. 6. An uphill in ﬂuctuation effects.
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occupied, your car either shorten one cell in front (see
(a) in Figure 5) or not shorten, i.e. you either move a cell
in ahead or remain there. We say that these car speciﬁc
reactions are minimal boundary effects as described later
by a.
3) Also, if there are small uphills or downhills in freeways (Figure 6), you would be difﬁcult to keep the
car speed constant, and the speed of your car will be
accelerated/slowed down in average speed. These also
arise from some reasons including human factors or
others, and do not depend on other cars. We say that
their running types are fluctuation effects that the average
moving speed of cars is shifted to either faster or slower
at each time randomly.
Now, how are you driving a car? We can consider two
extreme car moving types in a trafﬁc ﬂow: “Fast moving”
and “Sure moving”. “Fast moving” is an ideal type of fast car
moving in a trafﬁc, so there are no time lags to move a car.
Therefore, when the speed of all the cars are greater than or
equal to 1, every car can move to forward at the same time
by one step in CA, even if all the cells are occupied by car.
That is, the updates in CA are performed from the most right
cell to left cell, sequentially.
On the other hand, “Sure moving” is a type of a safe car
moving at the next update step, so a car can move to forward,
only if there are no cars in ahead at the previous update step.
Actual car moving in freeways is the probabilistic mixture of
two moving types: fast moving and sure moving. In this paper,
we only consider the fast moving, and discuss the relationships
between car density and trafﬁc ﬂow under six car running
types, also described in later, of running reactions.
Our model [12] is based on a hard particle model on closes
intervals, and the goal is to achieve higher resource utilization
or stable multi-agent behavior. There are two magics for
getting higher resource utilization in multi-agents: a ﬂuctuation
(a shake) and a boundary effect. The later depends on their
positions. The two are just psychological effects in car driving.
At the same time, they lead to effective use of trafﬁc resources
(Figure 7).
In the following section, our experiments show how the
six kinds of running types are related to the trafﬁc ﬂow in
fundamental diagrams.
III. E XPERIMENTS
A. Experimental Features of Traffic Flow
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Fig. 7. Our proposed trafﬁc ﬂow model.

We consider six kins of car running types based on the
running reactions in Section II, show them in Table I, and
assign the symbols nb-nf,.., and b-f-a to their running types.
We prepare a one-way trafﬁc consisting cells, and the trafﬁc
is one lane. Every car moves on the trafﬁc cells from left to
right shown in Figure 1 rather than on circles. The number
of the trafﬁc cells is 2, 000 on the straight. The moving type
which is considered is only fast moving, so we perform the
updates of the trafﬁc cells from right to left, reverse, at each
moving step, and provide 30, 000 cars. Their cars run 30, 000
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TABLE I
C AR RUNNING TYPES .
nb-nf
nb-f
b-nf
b-nf-a
b-f
b-f-a

ϬͲϭͲϭϰͲϭͲϬ

neither boundary nor ﬂuctuation.
allow ﬂuctuation, but nothing boundary.
allow boundary, but nothing ﬂuctuation,
no shorten, remain there, in minimum boundary.
allow boundary, but nothing ﬂuctuation,
shorten one cell in minimum boundary.
allow both boundary and ﬂuctuation,
no shorten, remain there, in minimum boundary.
allow both boundary and ﬂuctuation,
shorten one cell in minimum boundary.

ďͲŶĨͲĂ ŶďͲŶĨ
ďͲŶĨ

ϭϬƚŝŵĞƐĨŽƌĞĂĐŚ
ďͲŶĨͲĂ͗ďͲĨͲĂ
ďͲĨͲĂ

ŶďͲŶĨ ͗ŶďͲĨ
ďͲŶĨ ͗ďͲĨ
ŶďͲĨ

ďͲĨ

steps for each exam in our experiments. At each updating
step, a car enters into the trafﬁc only if the leftmost trafﬁc
cell is empty. Otherwise, the car has to wait to enter into the
trafﬁc until left most cell becomes empty. This means that we
examine the maximum trafﬁc ﬂow for every driving type in
fast moving on one way lane without signal lights, freeways.
Assume that each car speed v is either 0, 1, 2, 3 or 4 in the
cases without running reactions, and the average value is 2 if
there are no cars in ahead. Each car speed randomly changes
at every moving step. We use Mersenne twister as a random
number generator.
The boundary effects are implemented as every car speed
v either increase 1 in average if the behind cell is occupied
and two more cells in ahead are unoccupied, or decrease 1 in
average if v more cells in ahead are unoccupied and the car
moves to the behind of car in ahead with a slowdown in speed.
Shortening one cell in the minimal boundary effect (Figure 5)
is considered if there only exists an empty cell in front and
the speed is greater than or equal to 1. With even probability,
the ﬂuctuation effects either increase the speed 1 or decrease
the speed 1 in average.
We examine the car density and the trafﬁc ﬂow by varying
the distributions of the speed 0, 1, 2, 3 and 4 correspond to
1
1
the probabilities 0, 16
, 14
16 , 16 and 0, respectively. Then, we
observe the car density on the cells between 501th and 1,500th,
and the trafﬁc ﬂow is the number of cars to pass on the 2,000th
cell between 20,001th and 30,000th steps. We performed them
10 times for each running type, and obtained the trafﬁc ﬂow
versus car density relationships, the fundamental diagrams,
shown in Figure 8. Our problems are how six-running types
are related to a trafﬁc ﬂow with respect to the variances of
car speed, and we show them in the fundamental diagrams of
trafﬁc ﬂow.

dƌĂĨĨŝĐ
ĨůŽǁ

Ăƌ
ĚĞŶƐŝƚǇ

Fig. 8. Trafﬁc ﬂow versus car density relationships among car driving types:
1
, 14
, 1
the probabilities for the speed 0, 1, 2, 3 and 4 correspond to 0, 16
16 16
and 0, respectively.

the ﬂuctuation, completely). It shows the non-linear feature
between b-nf-a and b-f-a.
On the other hand, Figure 10 The fundamental diagram between nb-nf and nb-f. The number of trafﬁc ﬂow is maximum
value 10,000, if nothing ﬂuctuation(0-16-0), i.e. nb-nf. If we
add the ﬂuctuation gradually, the number of trafﬁc keep the car
density, and move to right. If the ﬂuctuation becomes to 0506-05, it moves to right most in the ﬁgure, and turns to change
direction to the bottom. It ﬁnally arrives to nb-f: 08-00-08, i.e.
add the ﬂuctuation, completely. It shows the non-linear feature
between nb-nf and nb-f.
Figure 11 The fundamental diagram between b-nf and b-f
by adding the ﬂuctuation gradually. The number of trafﬁc ﬂow
and car density move to left down side at regular intervals. It
shows the linear feature between b-nf and b-f.
10100

’fluctuation0-16(b-nf-a).dat’

10000

(00-16-00)
(01-14-01)
(02-12-02)
(03-10-03)
(04-08-04)
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9800
9700

(08-00-08)
(07-02-07)

9600

B. Fluctuation in Traffic Flow
Figure 9 shows the fundamental diagram between b-nfa and b-f-a. The number of trafﬁc ﬂow is maximum value
10,000, if nothing ﬂuctuation(0-16-0), i.e. n-nf-a. If we add
the ﬂuctuation gradually, the number of trafﬁc is slowly down,
but it increases the car density. If the ﬂuctuation becomes
to 06-04-06, that is a bottom, it ﬁnally turns to change the
direction to right upper, i.e. it arrives to b-f-a: 08-00-08 (add

(06-04-06)

9500
9400

0

0.1

0.2

0.3

0.4

0.5
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0.7

0.8

0.9

1

Fig. 9. The fundamental diagram between b-nf-a and b-f-a by adding the
ﬂuctuation gradually, where x and y axises are car density and the number of
trafﬁc ﬂow, respectively.
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Fig. 10. The fundamental diagram between nb-nf and nb-f by adding the
ﬂuctuation gradually, where x and y axises are car density and the number of
trafﬁc ﬂow, respectively.
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Fig. 11. The fundamental diagram between b-nf and b-f by adding the
ﬂuctuation gradually, where x and y axises are car density and the number of
trafﬁc ﬂow, respectively.

IV. C ONCLUSIONS
We have examined how running types are related to the
maximum trafﬁc ﬂow in an ideal car fast moving. Then, we
have considered six running types to run cars: nb-nf, nb-f, bnf, n-nf-a, b-f and b-f-a, so that the trafﬁc ﬂow depends on the
six running types. And, we discussed how six-running types
are related to a trafﬁc ﬂow with respect to the variances of
car speed in fundamental diagrams. Finally, we presented the
non-linear features in our trafﬁc model, and they showed the
emergence of trafﬁc ﬂow as cars and particles.
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ABSTRACT
Telecommunications companies around the world
attempted to cover most demand area in better
services and low costs where the best distribution of
antenna towers are represent one of the main factors
to attempt the goal. In most cases, telecommunication
experts analytically studied every case lonely. In this
paper, we review and classify the most effecting
factors for select telecommunication tower sites.
These factors are classified into one of four
categories: Governmental regulation rules, laws and
internal policies; Transmission technology and tower
properties; Geographical and demographical factors;
and finally Company experience.

KEYWORDS
Telecommunication, Wireless towers, Technology
factors, Geographic factors, Regulation and Policy
factors.

1 INTRODUCTION
The rapid growth of telecommunication systems
around the world is obliged to live in dynamic
system [1]. Therefore, telecommunication
industry services as one of the main parts of such
system will be affected by dynamicity. Building
efficient network represents the main challenge
in telecommunication industry plans [2].
Selecting
the
optimal
wireless
telecommunication towers sites is one of the
complex decisions in telecommunication
industry [3]. The prime goals of such decision
are: coverage the most demand area in highest
signal quality with low cost [4],[5],[6],
moreover, compression decision time is one of
the internal targets. For that, when a company
come up to the higher level of the goals by using
better plan then highly competitive advantage

will be achieved. Selecting the right site for
placing wireless telecommunication towers is
one of the challengeable telecommunication
services for companies around the world [7].
Selecting an accurate site might found in
changeable environment such as: cost [5] [6],
technology, rules and spatial data. On the other
hand, the wrong decision may cause financial
problems, environmental damage [8] and [9],
[10], Weak signal receiving may cause some
accidents [11], health problems [12], and [4]
and [13] ,[5]. The decision of selecting the site of
the tower is mainly based on spatial data,
environmental regulations [6] and some other
internal and external factors. The purpose of this
research is to review and classify the affecting
factors on decision of selecting the better site of
telecommunication towers with maximum cover
of demand area. In next sections, we reviewed
some research factors that affect the decision
depending on regulations, demography and
geography, technology, as well as experience
factors.
2 BAKGROUND
2.1 An Overview of Selection Tower Site
Nowadays, telecommunication systems represent
a core of communication among persons and
organizations [1]. For that, telecommunication
companies compete to offer the better efficient
services through covering most demand area for
their services [1]. The prime goals of selection
tower site decision is to coverage the most
demand area in highest signal quality with low
cost[4],[5],[6], demographical [14], geographical
regulations [5], [15] and policies barriers may
face such decision. For that, the companies must
find the better balance point between reduce the
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expenses and provide better services under some
constraints [3]. Therefore, it must be studied in
early time for long term and short term of its
planning [16]. A demand areas could be covered
by one or more of communication technology
such as: fiber optics, twisted pair, microwave
signals [16]. Currently, telecommunication
companies prefer to provide most services
through wireless communication that required
building a tower in each sub area; where
telecommunication tower represents a bridge
between two-way communication systems: users
and the communication center point using radio
frequency propagation that charged by data
between the two points [17]. The coverage area
with better signal is depend on the signal
strength and the range of covered antenna [5]
and [18]. Some barrier may cause bad signal
such as: geographical terrain [5], weather, and
other broadcasting signals. Building towers
represents one of the budget challenges for the
building cost [19], [5] and [6]. The budget of
building towers is to find the balance point
between cost and revenue [14], [5]. The cost is
affected by many factors such as: technology,
construction, maintenance and operations costs
[20]. Moreover, the rented or bought area with
construction equipment's are represented the
budget challenges [14], [5]. On the other hand,
the revenue is affected by number of users [4],
[21],[22] and internal competitive policy with
some government regulations [5],[15]. The
construction cost of towers is depended on
technology cost for tower type [19] and antenna
system wind speed load [23], while the coverage
area is determined by antenna system and tower
height with signal frequency [5].
2.2 Technology Factors
Signal strength was studied by [24] and the
range covered antenna without any barrier
founded [5] and [18] where these factors depend
on the technology, the type and height of tower
[21]:



120h I
d

(1.0)

here,  is the field strength in volt/meter at a
distance of transmitting antenna with height h , I
is the antenna current,  is the wavelength of the

operating frequency, and 120
characteristic impedance of free space.

is

the

Frequency  f  and wavelength   are related as
f  c

(1.1)

where c is the speed of light,
The range for covered area can be expressed
from equations (1.0 and 1.1) as

d

120h If
c

(1.2)

Antenna technology give some factors that affect
a signal efficiency such as: antenna load [16],
transmission electricity [25], reliability and
security [26], safety [27], frequency range [5],
transmitter’s output power, antenna type, gains,
plane beam width, front-to-back ratio,
polarization, nominal impedance, receiver
sensitivity, cable loss [28].signal-to-noise ratio,
bandwidth,
frequency-dispersive
wireless
channel, multipath system , multiple antenna,
and frequency index [29], space selective,
frequency dispersive, and time varying, antenna
system type, another frequency channel models
[22]. easy to install, frequency range, bandwidth
[30], ability to penetrate most surfaces [14], sight
distance and angle [27], number of users [4],
[22]. The following proprieties must be taken in
account to accommodate antenna towers with
better signals: tower weight [19], Tower
footprint, Height of tower [16], Tower structure
[5], wind loading [23], the distance between
existing towers, elevation, and the real visibility
[31]. Site-level safety management, operator
charter
and
proficiency,
superintendent
character, maintenance management , crane and
accessories, wind, employment source operator,
type of load, antenna height, tower location,
distance from server station [28].
2.3 Geographic Factors
In reality, the broadcasting not spread around flat
and clear area which is preferred [5], [16], [21],
but there are some geographical barriers that
prevent or weaken the access of the signal. The
following paragraph will summarize these
impairment factors into: electrical power
interference that effect on signal and tower [5],
environmental pollution [9], lightning and
179

International Journal of Digital Information and Wireless Communications (IJDIWC) 7(3): 178-183
The Society of Digital Information and Wireless Communications, 2017 ISSN: 2225-658X (Online); ISSN 2412-6551 (Print)

electromagnetic radiations [32],[33],[34], plane
root, birds and foliage movements [24]. In the
other fact some terrains factors should be studied
for the candidate points such as: Soil type [19],
quality of the land must have ability to build the
tower in different environment cases such as
wind speed and load [23], earthquake, ice load,
seismic loading [5], coastal area, and water ways
[35]. In addition, some topography factors may
cause poor signals intensity such as: height of
the buildings, ray intersection with three and
two-dimensional surfaces, electric parameters,
large posts, traffic, and indoor furniture in,
metal-framed windows, cells intersection [22],
wooded and flat areas [5], tree highs, clad areas,
and agricultural lands [21]. Moreover, the
candidate points preferring to be found in highest
point for economic reason and better signal [36],
therefore some geographic factors must be
studied such as: slope [21], steep area [31],
elevation, drainage, networking , meteorological
observation [18], higher area and soil erosion [6]
[5], [14], mountainous, slopes, hilly, forestry,
trees, vegetation, wind, raining, soil moisture,
climate characteristic [28], location accessibility
for maintenance issues [6] and [5],availability of
electricity [37],[30], [5].
On the other hand, population density in demand
area [4],[18],[5], probability increasing of users
[6], average household income, age, transit
ridership [4], type of users [18] should be studied
with ability of antenna load and other network
requirements.
2.4 Regulation and Policy Factors
The telecommunication towers and antenna
signal are subject to conflict with some of the
polity ingredients, for that, most of governments
around the world developed the regulation for
managing and organizing the telecommunication
industry. The selection points may have some
government restrictions [5],[15],[6], i.e. some
areas are protected by laws and regulations such
as: military zones, wild life areas, residential
area, flooded area [6], archeological area,
environmental area, health services area, and
airplanes routes [5],[10],[38]. In addition, its
restricted by monitoring safety where
government strategic plan gives legislative
authority to use the land, broadcast ranges
licenses to coordinate between all parties [15].

Here are some examples on different times to
develop standard criteria to cover towers
properties. In 1996, Telecommunications
Industry Association (TIA) through engineering
committee TR-14 developed the first edition of
minimum
standard
criteria
for
telecommunication
tower
properties
(ANSI/TIA222-F-1996 and ANSI/EIA/TIA222). Developed criteria covered: steel
standards, wind loading by mile or second, paint
type, bolt tightening, foundations, climbing and
maintenance,
safety
facilities,
loading
considerations for earthquakes, and existing
structures analysis. Another example, in 2004
Canadian telecommunication industry and the
University of New Brunswick cooperate to
publish a reviewing report for national antenna
tower policy factors; it was used to select the
tower site. At this report, they developed a
framework depend on six questions that
answered by public consultation. That report was
used to make an authority decision processes for
supporting radio communication antennas
structures. This paper sum up the main points
that stated in the report as: government
responsibility to develop and monitor the rules
for land usage and tower building, granting the
broadcasting ranges license, participation in risk
management
and
safety
improvements.
According to the previous factors, Dubai
government requirement meets: aviation
authority, town planning and environment, as
well as reserved area used for some special
purpose by institutes such as: army and heritage
institution must sign agreement to share their
towers with other companies whenever they
need arises to reduce the number of towers [20].
The tower should be built faraway from health
facilities, educational institutions and electrical
stations. [14] said that company's developed
their internal policy where budget and
availability of resources represent the effective
factors. The decision policies could be divided
into: Techno-economic [3] taken in account:
institute strategic plan, management pressure,
prices, services and the budget
factors
[5].[6],[14]. In addition, mostly they take in
account agreements cost and new technology
prediction, resources availability factor and
expert availability. Disaster management,
maintenance
cost,
transmission
system,
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transmission time, data security was studied by
[36].

Table 3. Regulation and Policy Factors
Category

Cat.
Type

3 Conclusions

Cat.
Type

Factor

Factor Type

Budget

Technology

Resources

Signal strength,
Signal range ratio
Signal traffic
Band width
Congestion ratio
Capacity of services
Communication
System Type
(output)

Table 2. Geographical and Demographical Factors

Category

Cat.
Type

Factor

Factor Type

Service
area
Terrain

Geographical and
Demographical

Soil erosion
Ability to access
site
Electricity
availability
Flat area
Steep terrain
Barriers ( building,
tree)
Slope

Policy

Category

Internal

Table 1. Technology Factors

Regulation and Policy

This study is attempted to review and classify
the most important and effected factors on
telecommunication tower sites selection, where
the critical ones was taken in account. These
factors could be classified into four categories:
the technology factors table 1, the geographical
and demographical factors table 2, the regulation
and policy factors table 3, data and experiences
factors table 4.

Factor
Protected Area

External

According to [14], geographic, demographic and
technology data must be available in company
databases, otherwise cost will be raised. A
company historical data of success–fail cases
and availability of other institutions data will be
a data driven decision making. Most companies
have access to scientific resources which give
them the opportunities to improve their decision;
in this case a knowledge based system is used to
provide them with needed experiences.

Users

2.4 Data and Experience Factors

Visibility
Higher area
Area availability
Population users'
number
Type of users
Density of use
network

Factor Type

Military zone

Archeological area
Environmental area
Health services area
Airplanes routes
Interact with other
signal
Interact with
electrical power
Public area
Gov. Strategic plan
Institute Strategic
plan
Management pressure
Lower prices
Better services
Land price,
Maintenance cost
Construction cost
Agreements cost
Reward cost
reproduction cost
new
Income prediction
HR Experience
Vehicles
Cranes
Electronic power motor

Table. Data and Experiences Factors

Category
Experience

Cat.
Type

Factor

Factor Type
Company historical
data
Other institutes
historical data
Scholar resources
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