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The Communication Error Message:
Managing Best Practice Ideas and the Cyber Threat. A Precursor to Communication
Themes
Robert D. Boyd
Global Cyber Consultant
5661 NW 112TH Ave, Doral, FL 33178
Darshae_Kier@me.com
ABSTRACT
This publication explores the phenomenon of
communication through the contextual lens of
cyberspace operations. Using the cyberspace
category and characteristics approach (C3A), this
preliminary glance delves slightly deeper into how an
organization can derive best-practice ideas to
incorporate into everyday activities. This research
showed that cyberspace practitioners who consented
to foundational underpinnings of categorical and
characteristic-based conditions of a cyber threat actor
were in a better position to more efficiently and
quickly assess an operational impact to an
organization. Although it was important for the
organization
to
determine
its
disposition
commensurate to the threat actor, it was cyberspace
practitioners who bought into the C3A that
illuminated communication themes that were
foundationally agreeable. The results of this research
showed agreed-upon and streamlined thematic
categories can result in innovative approaches to
sharing dissimilar information across divergent areas.

KEYWORDS
best practices, cyberspace, threats, learning theory

1 INTRODUCTION
The notion of best practices must be revealed
and incorporated throughout the organization
between recognition
of problem sets,
communication of lessons learned, and
implementation of best-practice ideas. Many
best-practice ideas come as an effect of
phenomenology. Andragogy, as defined by
Knowles [1], is the ―art and science of helping
adults learn‖ (p. 54). Knowles, Holton, and
Swanson [2] defined andragogy as ―an
intentional and professionally guided activity
that aims at change in [the] adult person‖ (p. 60).
Andragogy has come to be ―synonymous with
the education of adults‖ (Pratt [3], p. 160). The

focus of this research addressed learning within
the
cyberspace
practitioner
community
holistically. It removes the stigma that
cyberspace operations equal cyber security. This
is one of the fundamental reasons why
articulating
operational
impact
to
an
organization’s leadership has become muddled
and the conclusions on whether more tech-savvy
people or communicators are needed are a topic
of debate.
C3A is a step in the direction of removing the
complexity in speaking across divergent
communication fields and seeks to efficiently
address cyberspace threat within an organization.
C3A also exhibits a phased approach that can be
leveraged by senior leaders, executives, and
those with embryonic knowledge about the cyber
security and cyberspace operations disciplines.
This approach is important to the knowledge
base as it more intuitively expresses and absorbs
information illuminated by a cyberspace
practitioner across categories, characteristics,
and modi operandi within the field of learning.
Knowles [4] concluded adults are self-directed
learners, convey an affluence of experience to
the academic setting, arrive to educational
sceneries ready to learn, problem-centered in
their learning, and principally stimulated by
internal factors. C3A looks at analysis of how
practitioners begin to describe indication and
warning from an inherent independent
understanding of what threat looks like through
respective lenses. Upon such conclusions, the
practitioners in this study recommended
approaches to responding to a type of threat
through learning how each other think
comprehensively and independently about a
given problem and then introduce that to
cyberspace professional practitioners in other
disciplines. Ultimately, the research addressed
the complexity resident within the cyberspace
54
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practitioner field due to divergence in how
information is understood and communicated
from a cyber threat category and cyber threat
characteristic-based perspective. The research
further highlights the incorporation of these
layers facilitate cyberspace practitioners’ ability
to more explicitly communicate their process for
analyzing, interpreting, and responding to threat
actions internal to and external from the
organization. Further, the research results
highlight the importance communication
information transmitted verbally and translated
binary to English for the senior-most echelons of
organizations.
The research focus leveraged C3A to take an
introductory look at shaping criteria for aiding
organizations and their cyberspace practitioners
categorically and characteristically. First, it
cyberspace
practitioners’
addressed
understanding of the meaning in the response
assigned to a cyber threat actor utilizing a
predetermined category that classifies the actor.
Secondly, the research addresses how cyber
practitioners can communicate risk to an
organization before, during, and after a cyber
threat actor action. Ultimately, by consenting to
both categorical and characteristic conditions,
cyber practitioners find themselves in a better
position to assess and communicate the level of
threat more easily. Understanding categorical
and characteristic-based phenomena surrounding
cyber threat actors describes Knowles’s [5] fifth
assumption of andragogy, that adults exhibit a
familiarization and incitement to learn when they
perceive that the learning will help them satisfy
tasks or deal with predicaments that they
confront in their life situations (pp. 57–63).
Delving into the phenomena that are categorical
and characteristic-based pertaining to cyberspace
operations is a foundational underpinning from a
professional life perspective.
It is understood that thematic categories (themes
and messages) pertaining to threat and the
applicable level of response are outlined and
interpreted differently by different organizations.
This, in many respects is why the categorization
of level of advancement of the cyber actor and
characterization of level of influence of the cyber
actor is sometimes a challenge to agree upon. In
C3A, two ways an organization and cyberspace

practitioners
can
create
linkages
to
communication barriers are (a) having mutual
agreement of the interpretation of the threat
category among cyberspace practitioners and the
organizational support, and (b) having mutual
agreement of the interpretation of the threat
characteristics among cyberspace practitioners
and the organizational support. Brookfield [6]
noted that ―learning is far too complex an
activity for anyone to say with any real
confidence an exact approach is likely to
produce the most productive results with a
particular category of the learner‖ (p. 122).
There is certainly merit in this offering as the
cyber security and cyberspace operations field
changes by the minute. Even so, it is important
to develop, at minimum, a point of departure that
enhances communication and learning processes
within this community of professionals to serve
as a benchmark by which to grow towards in the
future.
A point worth highlighting is the aforementioned
bare degrees of comparison in interpretation of a
category of cyber threat to that of a characteristic
of cyber threat. First, there is a correlation of the
cyber threat category to actions taken in and
through cyberspace as being (a) passive, (b)
active, or (c) hostile. Second, there is a
correlation of the understanding of cyber threat
characteristics to the frames of the actor’s
ability. In this sense, there must be a
consideration for the (a) capability, (b) capacity,
(c) intent, and (d) motivation of the actor to
respond or influence a company, organization. or
operation. Thus, correlating the two themes and
subsequent elements of cyber threat category and
cyber threat characteristic enhances an ability to
transmit the communication of one cyberspace
practitioner’s code into the transcribing and
verbalizing of another cyberspace practitioner’s
analysis in a way that can be received and
understood by the external cyber audience.
Currently, the field of adult learning appears to
be toiling with inconclusive, paradoxical, and
limited or inadequate empirical examinations
(Brookfield [6], p. 91; Rachal [7], p. 211) and a
―paucity of empirical research‖ (Beder & Carrera
[8], p. 75). This pertains starkly to
communication of and formulating best-practice
ideas within the adult learning community. That
community is also made up of a subset of the
55
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cyberspace practitioner community, in which
such communication gaps are rampant.
This initial look at C3A serves to identify how
different functional cyber practitioners can
communicate and understand each other’s
interpretations about a cyber threat actor if there
is agreement of the category and characterization
of the variables of threat.
2 INTERPRETING CYBER THREAT
Threat is characterized differently to all who use
the term to discuss network vulnerability, cyber
actor capability, and operational assessment in
which risk and outcome are considered. When
utilized in the context of cyberspace, threat can
be referred to as




Any identified effort directed toward access
to, exfiltration of, manipulation of, or
impairment to the integrity, confidentiality,
security, or availability of data, an
application, or a federal system, without
lawful authority.
Potential cyber events that may cause
unwanted outcomes resulting in harm to a
system or organization. Threats may
originate externally or internally and may
originate from individuals or organizations.

The proposed working definition of threat is an
applied knowledge of tactics, techniques, and
procedures in a systematic manner with the
expressed intent of causing harm to a system,
individual, or organization. This research
illustrates it can prove beneficial to understand
not only the interpretation of threat by
organizational cyber security practitioners but
also the criteria utilized to bin such threats and
communicate them across differing areas of
functional cyber expertise.
Although there is a significant amount of
information regarding the general background of
learning theory (andragogy and pedagogy) and
the divergence in communication bases, there is
an absence of knowledge on the exploration and
implementation of best-practice ideas (Knowles
et al. [2]) that stems from a growth in
communication. When considering the idea of

binning cyber threats, a multitude of bestpractice ideas can be considered. For instance,
one approach is to categorize threat levels after
first defining the category of threat.
Throughout this research, cyber threat is
reviewed from an external actor perspective. The
cyber actor’s ability to impede or infringe upon
an organization’s networks continues to evolve;
so must the communication of threat response
based upon characteristics of the threat category,
another possible best-practice idea once agreed
upon and understood. Of note, the usage of cyber
threat actor tools comparable to their frequency
over time assists in classifying the categorical
bracketing of passive, active, and hostile. As is
discussed later in this research, intent and
motivation are two of the four variables
considered in the bracketing.
The capability and capacity of the cyber actor or
influence from a more advanced actor such as a
nation must also be considered and factored to
truly comprehend and interpret the threat of the
cyber actor. Language commonality must be
promulgated in a way that it is transferrable to
those seeking to understand and learn. Rogers
(as cited in Bach, Haynes, & Smith [9])
articulated,
I want to talk about learning. But not the
lifeless, sterile, futile, quickly forgotten stuff
that is crammed in to the mind of the poor
helpless individual tied into his seat by
ironclad bonds of conformity! I am talking
about LEARNING—the insatiable curiosity
that drives the adolescent boy to absorb
everything he can see or hear or read about
gasoline engines in order to improve the
efficiency and speed of his ―cruiser.‖ (pp. 1819)
As commercial, off-the-shelf tools become more
accessible, the more nascent cyber threat actors
or script kiddies will make it challenging to truly
comprehend the reach of the cyber threat actor.
Thus, common and foundational ways to
communicate
the
categorization
and
characterization of the true threat posed by a
cyber actor must be adopted. For this study, the
terms passive, active, and hostile are utilized to
describe threat categories and classify threat
56
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actor goals and organizational decisions that
must be made based upon the level of the cyber
actor threat. The categorical bracketing of threats
is illustrated in greater detail later in this
research as described by different functional
cyberspace security and operations professionals.
Coming to agreement on such terminology and
the underlying criteria used to define it can make
providing information on indication and warning
of cyber threats more understandable and less
binary. What is interesting to note, however, is
the diversity in the passive, active, and hostile
threat categories and their meaning. This
research first correlated the comprehension of
the cyber threat category by events conducted in
cyberspace from a network analyst perspective
as being (a) passive, (b) active, or (c) hostile as
indicated in Figure 1. Figure 1 explores of these
thematic categories, illuminating terminology
diversity and recommending communication
inroads bridging technician and audience.

Figure 1. Cyber network security cognitive thinking
habits by cyber threat category.

Later, the research seeks to associate perceptions
of cyber threat characteristics by the information
intelligence analysts by reviewing a cyber
actor’s ability, as seen in Figure 2. As is noted,
network security analysts are generally
concerned with manifestations that can be
authenticated as passive, active, and hostile.
However, information intelligence analysts often
consider countenances of the (a) capability, (b)
capacity, (c) intent, and (d) motivation of the
cyber threat actor and the agreement of where
the actor falls within the spectrum of the passive,
active, and hostile categories.

Figure 2. Information intelligence analyst cognitive
thinking habits and characteristics by cyber threat
category.

3 NETWORK SECURITY ANALYST
Network security analysts hold one of the most
important roles in an organization in the
thwarting of cyber threat actor advances into the
network. To most, the language of firewall
configurations, patching, STIGging, pen testing,
and so on is unfamiliar to those not immersed
within the community. From a job, task, and
work role perspective, network analyst language
is as foreign as heart surgery to a political
science major.
Consider the term firewall. Network analysts set
the boundaries of firewalls to do two things: (a)
keep users from letting bad stuff into the network
by blocking dirty words or sites with spam or
malicious code and (b) keep cyber threat actors
from attaining access. However, the ways in
which a network analyst communicates cyber
network security events and the way in which an
information intelligence analyst or operations
officer may receive the information are where
the artistry must be discovered and translated.
Not surprisingly, as many theorists have thus
been less concerned with overt behavior than
changes in the ways in which humans
comprehend, perceive, or conceive the world
around them (Ramsden [10], p. 4; Smith [11]).
The divergence in communication sets by
cyberspace practitioners must, too, be
holistically viewed and not through linear lenses,
in which message transmitted equals message
received.
In its simplest form, a firewall is communicated
as something that can sniff (search through) a
packet of data for a precise match to the test
listed in a filter. Many organizations have
something known as a hardware firewall, which
57
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serves as a gateway (e.g., a Linksys cable/digital
subscriber line router powering a home
network). What does any of this mean in
English? A firewall fundamentally blocks any
annotation of a word or phrase variation that is
an exact match to what is being referred.
Without neglecting the contextual description of
network analyst language, hopefully one begins
to see the gap in communication amid a tenable
functional area and the transfer needed to make
information useful to external audiences. Cyber
network security analysts leverage these
archetypes and apply them to their day-to-day
practice to understand how the threat actor might
impede upon networks.
The challenge is minimal when communicating
this language to a group of peers. However,
when
speaking
to
executives,
senior
management, or even those that do not routinely
operate at a tactical into the weeds level,
understanding communication themes becomes
increasingly important. In review of Figure 1,
cyber network security analysts may be correct
in their internal description of a cyber threat
actor. Even so, there must be a way to interpret
language into comprehendible information for
those who need it to make decisions.
Although the nuances and technical intricacies of
what could potentially be an update briefing on a
network system or network intrusion are
important, it does not translate into English for
the external audience not versed in such
terminology. The connection points to assist are
seen in Figure 1, in which the cyber category
(passive, active, and hostile) has been paired
with summations characteristically used by a
network threat analyst to describe cyber security
events. The first star in each category in Figure 1
denotes terminology often used by these
practitioners; the second star in each category
denotes how such information can be interpreted
and consumed.
The overlay of all three areas highlights
agreements that must be made for C3A to be
useful. First, there must be an agreement of
governing cyber threat categories. Second, there
must
be
recognition
that
cyberspace
practitioners’ terminology is not easily

transferable to an external audience. Third, there
must be an adherence to ensuring information
can always be received contextually or verbally
in a way that non–cyberspace practitioners can
understand it.
As previously mentioned, the way information is
communicated to external audiences measures
the usability of the information. Thus, there must
be an agreement with the information being
communicated by divergent groups at a
foundational level of learning by the cyber
professionals who are collecting, fusing, and
disseminating the information. Learning can be
considered ―a process by which behavior
changes as a result of experience‖ (Maples &
Webster as cited in Merriam & Caffarella [12],
p. 124). Figure 1 considers language spoken by a
network security analyst of a description of
cyber threat activity and translates that into
information for an external audience. Network
security analysts persistently apply the
ideological premise of passive, active, and
hostile to a categorically based perspective.
However, rarely is the communication of these
network security analysts translated into a form
that is comprehended by an external audience.

4 INFORMATION INTELLIGENCE
ANALYST
Information intelligence analysts habitually
communicate and research in a systematic and
serial way to gather information. At times, this
may introduce latency, thereby slowing the
process to provide useful information to the
organization. Although not inherently negative,
this approach does not translate into an efficient
way to communicate the weight of a threat of a
cyberspace actor to an organization.
To unearth mutual interdependence and benefit
to other cyber practitioners and exterior
audiences, the thematic category of cyber threat
characteristics bracketing, intelligibility of the
cyber actor’s intent, motivation, capacity, and
capability should be leveraged. Cyber threat
information can be seen as loaded with bias and,
thus, is subject to perception and interpretation
differently by external audiences. To reduce such
bias, harmony on a foundational method to
reinforce defining cyber characteristics of the
58
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actor provides independent audiences with
information supporting the assessment of the
actor.
Figure 2 reviews potentialities for an information
intelligence analyst to leverage the cognitive
thinking habits characteristics collated with
cyber categories and characteristics of the cyber
actor levels. Note the contrast in descriptors
utilized by these analysts over that of network
security analysts in defining passive, active, and
hostile categories. Network security analysts use
the terminology to categorize the level of
potential intrusion or event in the network or
organization whereas information intelligence
analysts often use the terminology as a
mechanism to bracket the cyber threat actors,
delineating the threat level to the organization
and assessing possible ideological goals of the
actor.

of the culminated information from these
practitioners.

Thus, correlating characteristics of the cyber
actor mark the question of where the
characteristics of intent, motivation, capacity,
and capability meet the categories of passive,
active, and hostile.

Figure 3 accents all functional areas must have
some measure of agreement as to the inception
for reporting of passive, active, and hostile
events, irrespective of a utilitarian area. Note that
each threshold necessitates some level of
decision.

5 OPERATIONS OFFICER
Figure 3 represents the operations officer
decision cycle by cyber threat category and
characteristics of the analytic mindset.
Operations officers are of the analytic mindset.
These officers begin to associate cyber threat
categories and characteristics to identify and
communicate information that would be found
useful to the operations officer and further
describe
how
the
operations
officer
conventionally reflects concerning cyber
operations. Together, C3A capitalizes on the
diversity of verbiage spoken and accommodates
thematic categories, in which such information
can be deciphered and transferred.

As can be seen in Figure 2, the cyber categories
of passive, active, and hostile have been coupled
with summations characteristically used by an
information intelligence analyst to illustrate what
passive, active, and hostile represent when
paired with a cyber actor. In order for Figure 2 to
be seen as information that can be transferable,
there must be a consideration for the attending
audience. Understanding requires agreement of
the cyber threat characteristics variables by the
information intelligence analyst paired with
cyber threat type to align the assessment to
transferable information.
The aforementioned variables present a
communication inroad between two disciplines,
coupling the cyber category and cyber
characteristics. They allow the information
intelligence analyst to prepare for discussions
with an executive or operations officer to
achieve
usefulness
in
communicated
information. Both areas are of vital importance
because operations officers’ interests are in both
areas of cyber category and cyber characteristics.
They are both the planners and likely the briefers

Figure 3. Operations officer characteristics of the analytic
mindset and decision cycle by cyber threat category .

From a categorical identification perspective,
Figure 3 contains both thematic categories.
There is a description of what could potentially
be seen as cyber threat characteristics in relation
to the cyber threat actor type in Figure 2. For
example, a hacker, as described in the passive
category in Figure 2, would seek to achieve the
objective as specified in the passive category
listed in Figure 3. This gives information
intelligence analysts a glimpse into the mind of
59
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operations officers and how they think about the
threat actor being addressed by the provided
assessment.
Figure 3 also illustrates how each decision point
accentuates a level of impact. Cyber security
functional practitioners must be able to
understand the risk in relation to the cyber
category and characteristic of the threat to
inform decision makers. Although not as simple
as following a left-to-right, up-then-down model,
C3A illustrates there can be a level of ease that
can be correlated to communication themes
when cyber practitioners understand and agree
upon an efficient approach. For example, the
network security analyst may suggest that
severing a connection to a server will diminish
the cyber actor’s access to the intranet of the
organization. However, the operational impact
connected with such action means the company
may also lose access to their internal systems. A
secondary effect would be a possible loss of
access to organizational records and files of
clients and employees. The information
intelligence officer may contribute details of a
cyber threat actor based upon information known
from the type of actor. Ultimately, if there is not
a foundational way of understanding what is
important to each functional practitioner, there
will be vacuums of information, thereby leading
to latency in understanding what is actually
needed.

6 CONCLUSION
Knowles [1] acknowledged that adult learners
must be able to understand the context and
reason behind learning. Such a statement holds
true when efficient and accurate operations
decision making must be done to inform a wider,
less technically savvy community.
C3A aims to present that the phenomenon of
communication is experienced by functional
practitioners differently and serves as an
amalgamation of thematic narrative through
graphical representation and better practice
recommendation. If best-practice ideas are
derived from agreed-upon thematic categories of
said phenomena, the future proof of identity and
communication of divergent data sets may be
found more agreeable across different

knowledge bases. Within foundation, the second
assumption of Knowles’s [1] six principles of
learning, Knowles suggested that experiences of
the learner, including errors and successes, are
the foundation for learning. Cyberspace
professionals must identify the foundational
errors that reside within communication
divergence and attack those areas instead of the
complex, stratospheric problems. Technology is
ever changing and the conveyance of the
diverseness of introspection is innately a
cognitive
and
active
(experience-based)
manifestation. Thus, discernment by the
members of an organization and successful
conveyance of these knowledge bases to internal
organizational leaders and external partners are
inescapably entwined with the benchmarking of
knowledge bases through dialogic conversation.
As illustrated in Figure 1, the rather
semitechnological to technical intricacy to
explain computer-based vulnerability within
organizations is complex. Figure 2 illustrates that
albeit the same language is being expounded
verbally, interpretation and resonation may be
disparate, without interchangeable agreement of
what is important. Figure 3 demonstrates that
risk is affiliated with each level of category and
characterization of the cyber actor, irrespective
of agreement. Self-concept, another assumption
of Knowles’s [1], suggests that in order for
learning to take place, adults must recognize that
they need to be involved in planning and
evaluating their instructional activities.
The cyber security community is at a time in
which agreements of thematic categories to share
information with leaders must be considered and
applied in order to deliver near-real-time
recommendation of possible events.
C3A illuminates the differences that are
prevalent in the way in which operating areas
communicate their version of English within and
outside of the community. For a moment,
consider how that would change if better practice
ideas that linked divergent thoughts across
shared themes were in place. Such thematic
reasoning could then be applied to industry, the
private sector, academia, and government.
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C3A provides a method to identify the
differences in communication among cyber
practitioners and why they exist. Communication
gaps, in this case, are attributed to education,
personality
types,
experience,
and
comprehension of other working areas by
measurement and definition of vulnerability and
threat. Others are attributed to austere
communication gaps across the three areas of the
environment. This initial look at C3A reviewed
research of functional cyber professionals’
understanding of how cyber threat category is
perceived and linked to their consciousness of
the characteristics of cyber threat. Further, C3A
highlights that an agreement between cyber
category and characteristics will allow for
possible discovery of better practice ideas within
organizations. The overlay of all areas highlights
agreements that must be made for C3A to be
useful. From a best-practice idea perspective,
there must be an agreement of governing cyber
threat categories. Second, there must be
recognition that practitioners’ terminology is not
easily transferable to an external audience and
the C3A foundational premise or one similar
should be leveraged. Third, it must be ensured
that information can always be received
contextually or verbally in a way that non–cyber
practitioners can understand it.

Education: Andragogy Versus Pedagogy. Prentice
Hall/Cambridge, Englewood Cliffs, NJ (1970).
5. Knowles, M. S.: Andragogy in Action: Applying
Modern Principles of Adult Learning. Jossey-Bass,
San Francisco (1984).
6. Brookfield, S. D.: Understanding and Facilitating
Adult Learning. A Comprehensive Analysis of
Principles and Effective Practices. Open University
Press, Buckingham, England (1986).
7. Rachal, J. R.: Andragogy’s Detectives: A Critique of
the Present and a Proposal for the Future. Adult
Education Quarterly 52, 210–227 (2002, May).
8. Beder, H., Carrera, N.: The Effects of Andragogical
Teacher Training on Adult Students’ Attendance and
Evaluation of Their Teachers. Adult Education
Quarterly 38, 75–87 (1988, Winter).
9. Bach, S., Haynes, P. Smith, J. L.: Online Learning and
Teaching in Higher Education. McGraw-Hill, New
York, 18-19 (2007).
10. Ramsden, P.: Learning to Teach in Higher Education.
Routledge, London (1992).
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Process, http://infed.org/mobi/learning-theory-modelsproduct-and-process/ (2003).
12. Merriam, S. B., Caffarella, R. S.: Learning in
Adulthood: A Comprehensive Guide (2nd ed.).
Jossey-Bass, San Francisco (1998).

There must be a sensible effort to agree to
weights defining the categories of passive,
active, and hostile to communicate effectively.
There must also be a conscious effort to make
sense of the characteristics of intent, motivation,
capacity, and capability and apply these criteria
to the cyber actor. In this community, a theme
without a category is like a category absent from
a characteristic. Thus, if there is a thematic
category (i.e., variable of mutual agreement),
there is a characteristic representative of a theme
that is useful to most any audience.
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Abstract

in the two countries is similar despite more

Cybercrime perpetrated by pockets of citizens is

enterprises in the US making it a board priority and

posing a serious threat to international security and

allocating huge resources for cyber security. There is

economy. Recognizing the lack of any global

a vastly different make-up of cyber crime in the two

cooperation on this issue, this paper provides a

countries in terms of frequency of cyber crime and

comprehensive comparative analysis of cyber crime

demography of cyber criminals. The variance in the

in the corporate sector of the East with India serving

profile of the cyber minds could be an important

as the prototype, and the West, with United States of

factor for the identified differences in cybercrime in

America (US) being the prototype using an

the two countries. These differences are helpful in

interpretive qualitative research design. Such an

developing such a policy environment that will act as

analysis would facilitate better understanding of the

an effective deterrent to the menace of cybercrime.

cybercrime

Keywords:

scenario,

highlight

the

differences

between the two countries and explore the probable

Comparative analysis; Cyber attacks; Cyber crime

reasons

pattern; Corporate sector; Cyber criminal

behind them and

framework

for

provides

international

a policy

cooperation

in

combating cybercrime. The frequency of cybercrime

1. INTRODUCTION
In the twenty first century, technology has

mere web site defacements to grave activities

progressed by leaps and bounds with technology

such as service disruptions that impact business

becoming an inseparable unit in all sectors. In

revenues and misappropriate funds. The high

corporate sector especially technology has

level of insecurity on the Internet is leading to

facilitated ease of function, accuracy, optimal

loss of confidence in online transactions. Cyber

time utilization and massive reduction in human

security incidents are not only increasing in

labor [1]. However, cyber crime, a negative

number, they are also becoming progressively

consequence of this technological advancement,

destructive and target a broadening array of

now threatens to overshadow its benefits.

information and attack vectors [2]. It is clear that

Cybercrime is a broad range of illegal digital

adversaries continue to advance their threats,

activities

an

techniques, and targets. New research suggests

organization in order to cause harm ranging from

that cyber crime will cost businesses over $2

to

target

an

individual

or
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trillion globally by 2019, increasing to almost

done in this study was based on an interpretive

four times the estimated cost of breaches in 2015

qualitative research design. The relevance of the

[3]. Hence, Cyber-security is no longer a

research topic and year of publishing of the

consideration but a compulsion. Cyber-security

literature were taken into consideration for

assures protection of assets, which include data,

choosing the literature. Three types of searches

computers and computer networks.

were carried out.

India enjoys the dubious distinction of being the

High-Level General Searches: These were

favorite among cybercriminals, mostly hackers

carried out to quickly gather literature relating to

and other malicious users who use the internet to

the cybercrime scenario in the two countries.

commit crimes such as identity theft, spamming,

Directed searches: These searches were carried

phishing and other types of fraud [4]. The

out in both public and private libraries as well as

situation is not any different in the West either.

online databases like Springer, Elsevier, SAGE

Cybercrime is the top national security threat,

and so on and search engines like Google and

higher than that of terrorism, espionage, and

Yahoo by using the following keywords:(cyber

weapons of mass destruction in US [5]. This

crime survey, US, 2015), (cyber crime survey,

paper provides a comparison of the current

India, 2015), (global cyber crime survey 2015)

published evidence on cyber crime in India and

and (cyber crime surveys, 2015).

US. This paper:

‘Snowball’ Searches: In these searches, the





Juxtaposes a comprehensive database

reference lists of retrieved articles were studied

regarding cyber crime in India and US.

for additional information to identify other

Analyses the difference in patterns and

potential sources of information.

trend of the two countries.

3. RESULTS

Explores probable causes behind the

After analyzing the data based on India and US,

patterns.

comparisons were drawn on the parameters

This would help us to become forewarned,

judged to be essential in the process of

forearmed and develop effective collaborative

understanding and combating cybercrime. First,

strategies and policies to provide a strong

the

deterrent to the menace of cybercrime.

cybercrime pattern of a particular region under

2. RESEARCH METHOD

consideration in the present study i.e., frequency

The search was based on secondary data

of cyber attacks, nature of attacks and profile of

accumulation. The data was obtained from

cyber mind, were determined after which the

various journals, articles, surveys and reports.

response of business organizations was analyzed

Secondary research depicts information obtained

(table 1).

three

main

factors

of

understanding

from literature, broadcast media, publications,
and other nonhuman origins. The data analysis
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Table 1. Cybercrime Pattern & Response of Organization in
India & US (2015)
S.No.

Parameters of comparison

1

Frequency Of Cyber Attacks

2

Nature of Attacks Faced By Companies

3

4

India

US

(%)

(%)

72

79



Malware

61

13



Social Engineering

41

-



Exploits of Vulnerability

39

-



Cyber Espionage

26

-



Distributed Denial of Service (DDoS)

19

18



Wire fraud

-

21



Phishing

-

>31



Others

10

Profile of Cyber mind


External perpetrators

27

49



Internal perpetrators

17

12



Both external and internal perpetrators

56

-



Unidentified perpetrators

0

23

Response of Organizations


Priority of Board

23

75



Board Engagement in Cyber Risks

41

15-25



Annual Cybercrime Risk Assessment

26

26-30



Allocation of Funds To Combat Cyber
Crime



Organizations allocating funds

2-58

69



Amount allocated

5-20

-

Source: [6], [7]

3.1 Frequency Of Cyber Attacks
Over the years, the frequency of cyber attacks
has increased all over the world. In India, 72%
companies faced a cyber attack within 12 months
while in US, 79% companies were attacked
within the time duration [6]. Also in both
countries, many attacks go unreported because of
lack of detection by the attacked party so the real
tally is expected to be higher than this [7].
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external perpetrators in India include Script
kiddies, Professional hackers/hackers for hire,
Hacktivist, Cyber terrorist, Malware engineers,
Spammers, phishers and online scamsters. The
internal perpetrators include but are not limited
to disgruntled employees or employees with
malicious or criminal intent [6]. In contrast in
US, the greatest cyber threat to organizations is
from external perpetrators (49%) while internal
perpetrators (12%) account for a smaller number.
Figure 1: Comparison of Cybercrime Patterns in India &
US

However, a large number of organizations have
yet to identify the perpetrators (23%). The

3.2

Nature

of

Attacks

Faced

By

external perpetrators in US include Hackers
(25%), Organized crime (10%), Foreign nation

Companies
There are various forms of cybercrimes with

states (8%) and Hactivists (6%). The internal

varying modus operandi and intentions.

perpetrators include current employees [7].

In India, the most frequent form is Malware
(61%) followed by Social Engineering (41%),
Exploits

of

Vulnerability

(39%),

Cyber

Espionage (26%) and Distributed Denial of
Service (DDoS) (19%). Other forms make up
10% of the nature of cybercrimes faced in India
[6]. In US, in 2014, the most reported form was
Phishing (31%) and other common forms are
wire fraud (21%), DDoS (18%), Ransomware, a
type of malware (13%)[7].
Figure 3: Profile of Cybermind

3.3 Profile of Cyber mind
There are various intentions behind a cyber

3.4 Priority of Board

attack. The profile of the cyber criminal is a big

Cyber crime is an all-encompassing threat that

factor in determining the intent and form of

needs to be taken seriously. Only by prioritizing

cyber attack. In India, 17% are internal

cyber security can the issue of cyber crime be

perpetrators

dealt with seriously.

whereas

27%

are

external

perpetrators. However, 56% believe that both

In India, only 23% companies put cyber risk

internal and external perpetrators are guilty. The

management on The Board of Directors’ top 10
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organizational priorities [6]. Contrary to this,

spend less than 5% of information technology

75% of US chief executives (respondent) ranked

(IT), 31% spend 5-10% of IT, 9% spend 11-20%

cyber security solutions as “very important” to

of IT and only 2% spend more than 11-20% of

the company’s business strategy [8].

IT [6]. Majority of the US firms (69%) have
allocated more funds towards investment in

3.5 Board Engagement in Cyber Risks

cyber security technologies more than any other

Cyber crime risk management needs to be

spending category [8]. US information security

recognized as an all encompassing risk and

budgets have grown at a rate almost double of

hence should be included in board agenda In

that of IT budgets over the last two years [9].

India, Cybercrime risk management is part of

Further the cyber risk management spending

board agenda in some organizations (41%)[6]. In

priorities are predetermined in US. For 47% of

US, the full Board of directors is engaged in

the organizations adding new technologies is a

cyber

25%

priority, for 40% auditing and assessments, for

organizations. It is a part of the Audit Committee

33% harnessing new skills and capabilities, for

in 15% and part of the Risk Committee in only

24% redesigning cyber security strategy, for

24%. But in 30% it is not a part of any Board

15% redesigning processes and

Committee [7].

participating in knowledge sharing is a priority

risk

management

in

only

for 15%

[7].
3.6 Annual Cybercrime Risk Assessment
Annual cyber crime risk assessment is an

3.8 Adequacy of Cybercrime Response

important strategy for combating cyber threat.

Organizations

However in India, 26% companies carry out a

Adequacy and efficiency of cyber crime

detailed annual cyber risk assessment [6]. In US,

response of organizations is also an important

in 26% companies Chief Information Security

factor in combating this threat. In India, 72%

Officer (CISO) or Chief Security Officer (CSO)

companies think that there are not enough

makes a security presentation to the Board

cybercrime response organizations in the country

annually, in 30% Senior security executive

to tackle cyber-related issues while 28%

makes quarterly security presentations and in

companies

28% no such presentations are made [7].

cybercrime response organizations in the country

think

that

there

are

enough

3.7 Allocation of Funds To Combat Cyber

[6]. In US, only 25% organizations are involved

Crime

with Information Sharing and Analysis Centers

After recognizing this threat and its pattern, the

(ISACs)[10].

next important step is to combat this issue. This
requires a lot of commitment, experience,

4

DISCUSSION

resources and funds. In India, 58% organizations
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Over the past few years, the global cyber crime

while the other common attacks faced in US are

landscape

has

with

wire fraud (21%) and ransomware (13%).

criminals

employing

sophisticated

Malware is software that takes control of any

technology and greater knowledge of cyber

individual’s computer to spread a bug to other

security. In general, cyber crime reported to law

people’s devices or social networking profiles

enforcement authorities is merely 5 - 10%,

[11]. Social engineering is an attack vector that

which is just the tip of the iceberg [2]. There are

relies heavily on human interaction and often

several reasons as to why cyber crime is not

involves tricking people into breaking normal

reported varying from ignorance of a cyber

security procedures [12]. Vulnerability is a flaw

incident to preventing its public exposure.

in a system, or in some software in a system that

Computers and the Internet are now an integral

could provide an attacker with a way to bypass

part of our lives. We may not see them often, but

the security infrastructure of the host operating

they are involved in some way in almost all our

system or of the software itself. Exploiting is the

daily activities like healthcare, communications,

act of trying to turn vulnerability into an actual

entertainment, business, education, governance,

way to breach a system [13]. Cyber espionage is

etc. Without the support of any of these tools, we

the act of engaging in an attack or series of

would not be able to handle the overwhelming

attacks that let an unauthorized user or users

amount of information that seems to characterize

view classified material. The goal is typically to

our society. However, the cyber security limits

acquire intellectual property or government

the integrity of information and computer

secrets [14]. Phishing refers to the receipt of

systems. Security of the cyberspace is threatened

unsolicited emails by customers of financial

by cyber crime. The frequency of cyber attacks

institutions, requesting them to enter their

appears to be similar in East vs. West (72%

username,

versus

gross

information to access their account for some

underreporting and underestimation of the true

reason [15]. Mail and wire fraud is any

picture of cyber crime scenario in both countries.

fraudulent scheme for obtaining money or

It is surprising that despite the similar frequency

property by means of false or fraudulent

of cyber attacks in India and US, there is vast

pretenses via mail or wire communication [16].

difference in the nature of attacks faced by

Ransomware is malware for data kidnapping, an

companies in the two regions. The most frequent

exploit in which the attacker encrypts the

nature of attack in India is malware (61%)

victim's data and demands payment for the

whereas the most reported from US is phishing

decryption key [17]. A Distributed Denial of

(31%). Other forms of cybercrime in India are

Service (DDoS) attack is an attempt to make an

social

of

online service unavailable by overwhelming it

vulnerability (34%), cyber espionage (26%)

with traffic from multiple sources [18]. DDoS

79%).

changed

more

Hence,

engineering

dramatically,

there

(41%),

is

exploits

password

or

other

personal
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appears to be the only common nature of attack

In US, the population of cyber criminals consists

faced by the two countries that too in similar

of hackers, activists, organized crime and foreign

frequencies (18% & 19%). Also while US is

nation states. The nature of attacks i.e., phishing,

targeted by phishing attacks, a type of social

wire fraud, DDoS and ransomware are chosen

engineering attack, India, on the other hand, is

according to their motives like stealing funds and

subject to a broad spectrum of social engineering

information from the organization, money

attacks. In India, 17% of the attacks are carried

extortion, killing competition, taking revenge

out by internal perpetrators, 27% by external

with resultant weakening of the targeted

perpetrators and in 56% both internal and

organization and sometimes even posing a

external perpetrators work in collaboration .The

national security threat. The nature of attacks

internal perpetuator will supply the required

chosen benefit hackers and hactivists (in the

information about the weakness or confidential

form of personal gain through money or fame),

data while the external perpetuator might provide

organized crime (in the form of monetary gain

the resources but most importantly motivate and

through extortion or blackmailing and by selling

lure the internal perpetuator to become his

confidential information in the black market) and

partner in crime. However, in US external

foreign states (in the form of gain through

perpetrators pose the biggest threat (49%) while

money or by obtaining confidential information

internal perpetrators constitute 12% and 23% are

which might reveal the weaknesses of a nation).

unidentifiable

internal

In India, the demographic of cyber minds

perpetrators in both the cases are the employees.

consists of script kiddies, professional hackers,

The external perpetrators are similar in both

hacktivist, cyber terrorist, malware engineers,

countries but foreign nation states and organized

spammers, phishers and online scamsters. The

crime are more likely to perpetrate in the US.

nature of attacks perpetrated in India i.e.,

To understand the nature of attacks it is

malware,

imperative to know the intent behind the cyber

vulnerability, cyber espionage and DDoS are

incident. The profile of the cybercriminal is an

varied according to the diverse profile of cyber

important factor in determining the nature &

minds. The nature of the attack is decided by

intention of attack. A relationship between the

benefit reaped by script kiddies (in the form of

nature

of

personal gain through fame), hackers and

cybercriminals appears to emerge from the

hactivists (in the form of personal gain through

current analysis. It appears as if the nature of

money or fame), cyber terrorist (in the form of

attacks perpetrated in an area is influenced by the

political or ideological gain by extortion or

demographic of cyber minds present locally. The

blackmail

nature of the attack is chosen keeping in mind

information), malware engineers (in the form of

the benefits enjoyed by a particular cyber mind.

personal gain through fame and money) and

of

perpetrators

attacks

and

.The

the

nature

social

after

engineering,

obtaining

exploits

of

confidential
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spammers, phishers and online scamsters (in the

IT, 31% spend 5-10% of IT, 9% spend 11-20%

form of personal gain through fame or money)

of IT and only 2% spend more than 11-20% of

[19]. That explains the difference in the nature of

IT. Contrary to this, 69% of American firms

attacks perpetrated in India and US. Since there

have allocated more funds towards investment in

are many differences in the profile of the cyber

cyber security technologies more than any other

mind,

attacks

spending category clearly demonstrating the high

perpetrated varies. Since the profile of cyber

priority given to cyber security. There appears to

mind is more diverse in India, hence it faces a

be a significant relation between the amount of

broader spectrum of cyber attacks.

funds allocated for cyber security and the

Given the enormity of cyber crime, it is

number of attacks detected [20]. The more an

important to analyze the strategy to combat

organization spends, the more cyber incidents it

cyber crime. In India, despite the high frequency

detects. Majority of Indian organizations spend

of cyber crime, only 23% companies put cyber

less than 5% of IT as compared to USA where

risk management on The Board of Directors’ top

the portion of budget allocated to cyber security

10 organizational priorities. In stark contrast,

is much higher. Hence, more cyber incidents are

75% of US chief executives ranked cyber

detected in US (79%) than in in India (72%).

security solutions as “very important” to the

Relatively comparable detection rates with huge

company’s business strategy. In India, cyber risk

difference in organization spend is another

management is part of the board agenda in 41%

glaring difference between the two countries.

organizations as compared to US where it is part

Also a very surprising observation is that despite

of at least some board or committee in 64%

investing significant resources in cyber security,

organizations.

In India, annual cyber risk

the frequency of cyber crime in US is similar to

assessment is carried out in 26% companies

that in India where majority of the firms have

while in US more than double the number (56%)

minimal cyber security. This may be because

of organizations carry out this exercise. Also in

funds and resources are being allocated without a

US,

risk

strategy in place or proper research [20]. Cyber

management is not a part of any board agenda

security spending will be most productive when

and in 25% organizations no cyber risk

the allocation of resources is based on specific

assessment is carried out making them high-risk

business

targets and also potential candidates for cyber

individual plan unique to

security breach.

Adequacy of efficient cyber crime response in

Commitment, resources and funds are required

organizations

to combat the menace of cyber crime. Analysis

cybercrime. In India, 72% companies think that

of funds allocated for this purpose reveals that in

the current number of cyber crime response

India 58% organizations spend less than 5% of

organizations is not enough. In US, a mere 25%

accordingly

in

30%

the

nature

organizations,

of

cyber

risks

while

is

a

taking

into
each

necessity

to

account
business.

combat

69

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 6(2): 62-72
The Society of Digital Information and Wireless Communications (SDIWC), 2017 ISSN: 2305-0012
of

the

organizations

are

involved

with

Information Sharing and Analysis Centers

6 POLICY IMPLICATIONS

(ISACs) which are set up with the objective of

Despite the difference in the effort

combating

information

expended by the organizations in the two

sharing. In India, there appears to be a paucity of

countries, the situation of cybercrime is

cyber crime response organizations whereas, in

similar in India and US. Cybercrime

US the organizations set up to combat cyber

remains a big obstacle in the corporate

crime

active

world in India due to lack of prioritization

participation from American firms. The reason

of cyber crime by organizations. Only a

for this could be that the current cyber crime

few organizations spend the appropriate

response organizations might not have a sound

amount

foundation coupled with disorganization and

combating cyber crime. This lax attitude

lack of strategizing. Hence, there exists a need to

towards cybercrime has not helped in

establish

response

controlling the frequency of cyber attacks.

organizations in US and elsewhere as well or to

On the other hand the situation in the US

improve the existing ones.

seems

cybercrime

surprisingly

efficient

do

through

not

cyber

receive

crime

resources

almost

in

detecting

paradoxical.

and

Despite

majority of organizations making cyber
5

crime a priority and allocating resources

CONCLUSIONS

In conclusion, though many similarities in

in cyber security, the frequency of cyber

frequency of cyber attacks exist between east

in the US is quite high. The main reason

and west there are vast differences in nature of

behind this could be improper and

attacks, type and intent of perpetrators, cyber

inappropriate planning and ineffective

criminal profile, priority and resources for cyber

allocation of resources. Hence, despite the

risk management, adequacy of cyber risk

huge effort being expended in combating

response and the paradoxes of cyber crime

cyber crime there appears to be no respite

response organizations. It is interesting to

from cyber crime.

understand how the nature of cyber attack is
determined by the demographic profile and

The

motive of cyber criminals. The economic growth

environment will prove to useful in fulfilling the

of any nation and its security whether internal or

gaps in the respective nations. This strategy

external and competitiveness depends on how

should focus on:

well is its cyberspace secured and protected. The
present study could provide a window of
opportunity to address the spiraling menace of
cybercrime.

creation

 A

of

a

centralized

well-planned

cyberspace

policy

security

response system,
 A centralized cyberspace security threat
and vulnerability reduction program,
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 A

centralized

cyberspace

security

However, an actual difference can only come

awareness and training program,

about if a serious commitment is made by

 Securing organizational cyberspace, and

the top management and effectively and

 Inter-organizational cyberspace security

efficiently implemented by employees

cooperation [21].

and workers.

Such a through policy environment will address
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ABSTRACT

KEYWORDS

A framework for integrating Requirement
Engineering (RE) with scientifically tuned Digital
Forensics Ontologies (SDFO) envisages a semantic
web-driven approach that is able to provide a shared
understanding of unifying RE techniques coupled
with digital investigation techniques that are tuned
from an ontological perspective. In the context of this
paper, RE has been portrayed as a discipline that can
not only be able to validate, specify, analyse and
provide elicitation of the requirements but also to
manage them effectively. Nevertheless, SDFO have
been employed as bodies of knowledge that provides
a shared understanding of knowledge or discipline
within the Digital Forensic (DF) domain that helps
to solve some given problems. Mainly, this requires
the mapping/integrating of RE processes to DF tuned
ontologies. The objective of the work presented in
this paper, therefore, is to show how RE can be
integrated into SDFO with the aim of identifying the
most effective scientific approaches using an OntoTuning Matcher (OTM) that has been proposed in
this paper. This paper was able to represent a
scientifically tuned approach using the Automatic
Semantic Mapping of Ontologies (ASMOV)
approach. ASMOV provides an approach that is able
to align ontologies with other systems such that
inconsistencies are eliminated and the accuracy is
increased. The contribution of the paper is presented
in two folds: Firstly, the author identifies a high-level
Onto-Engineered framework for integrating RE and
SDFO, thereafter, a more detailed Onto-Engineered
framework is discussed. The Onto-Engineered
framework that has been discussed in this paper will
help to clarify different diversification aspects that
exists between RE and SDFO.

Onto-Engineered,
Framework,
integrating,
requirement engineering, scientific ontologies, digital
forensics.

1 INTRODUCTION
There is need for proper software development
processes which are able to address Requirement
Engineering (RE) when developing high quality
and high-end software. This is because
employing RE during software development
processes facilitates better development of a
system that is able to perform tasks effectively.
Notwithstanding that, RE being a systematic
process, employing bad RE approaches might
lead to failure of software projects. This is
because studies have shown that the cost of RE
error becomes 100 times higher as compared to
the cost of the error during the software
development phase, which is an indication that a
project’s quality is improved with an
improvement of the RE [1]. Since software
products are developed using the Software
Development Life Cycle (SDLC), RE is usually
employed as a crucial stage within the SDLC.
Being the first stage in the life cycle, RE
becomes
very
important
because
the
requirements to be employed need to undergo a
validation,
analysis,
specification
and
identification. All these processes are done in
order to satisfy the stakeholder’s needs and
expectations [2].
Ontologies on the other hand, have in many
ways been visualised as conceptualisations that
can encode constituents of knowledge into a
single domain in order to deduce simpler
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International Journal of Cyber-Security and Digital Forensics (IJCSDF) 6(2): 73-83
The Society of Digital Information and Wireless Communications (SDIWC), 2017 ISSN: 2305-0012
inferences. This is backed up by Grüber [14],
who defines ontology as an exhaustive
specification
of
a
conceptualisation.
Furthermore, they are capable of analysing the
structure of the body of knowledge which
generates a common definition of knowledge.
On the same note, conceptualisation has been
represented as an abstract or an item within a
discipline that is represented in the semantic web
[3]. Different perceptions on how the integration
of Scientific Ontologies (SO) has been
incorporated in RE have pointed to the following
aspects: Being able to solve some specified
problems, management of knowledge in RE,
improvement of the RE specifications as well as
being able to perform analysis processes in RE
[3].

Onto-Engineered framework will be presented,
followed by a detailed Onto-Engineered
framework.
The remainder of the paper is structured as
follows: Section 2 provides background work on
Requirement Engineering (RE), Scientific
Ontologies (SO) and Digital Forensics (DF).
Thereafter, Section 3 concentrates on discussing
the current state of RE and SO as part of related
work.
After that, Section 4 presents the
proposed Onto-Engineered framework for
integrating RE and SDFO while Section 5
presents a critical evaluation of the proposed
concept. Finally, Section 6 concludes this paper
and gives indications of future work.
2 BACKGROUND

Digital Forensics (DF) provides a scientific
technique for recovering artefacts from digital
devices that can aid in supporting or refuting a
hypothesis in a court of law during criminal or
civil proceedings. Ontologies in DF are
approaches that conceptualises the digital
forensic knowledge based on the perceptions that
can be used to help prove or refute a fact
(occurrence of a digital crime). DF has been
represented as an area of focus in this paper
because, the DF process are ‘ontologized’ and
then mapped with RE processes. The integration
of these processes with RE ensures that the RE
processes can be used in ‘ontologized’ DF
techniques. This in the long run makes the SDFO
to be aligned or scientifically tuned in such a
way that they are able to accommodate RE
processes easily.
The extent to which the existing research covers
SDFO integration in RE cannot be substantiated
without an exploration as to whether there can
exist a unifying ontologically engineered
framework that can enable the integration of
SDFO to act as a benefit to RE and vice-versa.
Therefore, the research question employed in
this paper can be formulated as follows: Can
there exist a unifying Onto-Engineered
framework that can contribute to the integration
of RE and SDFO? The contribution of this paper
is thus presented in three approaches. Firstly, the
authors explore the current state of art of RE and
SDFO by looking at any previous work done,
thereafter, a high-level view of the proposed

This section provides background study on the
following aspects: Requirement Engineering
(RE), Scientific Ontologies (SO) and Digital
Forensics (DF). RE has been discussed to show
how different software development process
activities are handled during RE process. SO is
discussed to show how conceptualisation of
different pieces of knowledge is represented and
how they might be useful when integration is
done with RE. Finally, DF is also discussed to
show how scientifically proven methods can be
integrated to the RE processes when sequenced
under SO.
2.1 Requirement Engineering
Requirement Engineering (SE) is a discipline or
a branch in software engineering that is capable
of handling activities and relationships that deals
with different behavioural aspects of software.
Hassan et al., [2] has portrayed it to contain the
following activities: Requirement Elicitation
(RE-E),
Requirement
Analysis
(RA),
Requirement Specification (RS), Requirement
Verification and Validation (RVV) and
Requirement Management (RM). Basically,
these processes are bound to vary at different
levels depending on the kind of people that will
be involved, organisational requirements and the
application domain that is being employed. RE-E
is a process that is used to determine and
discover the needs of the clients or customers to
find application domain [4], RA declares exactly
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what the software project is aimed to achieve [5],
RS is used to document and presents a blueprint
to the stakeholders for the process of software
development [6], RVV acts as a proof that the
software product may meet the needs of the
stakeholders or customers [2] and finally RM is
responsible
for
ensuring
the
existing
requirements’ modification are done in a
controlled manner [7]. Figure 1 shows the
activities involved in RE. Scientific ontologies
are however explained in the sub-section to
follow.
Requirement
elicitation

Requiremenet
Analysis

requirement
verification and
validation

requirement
Specification

Requirement
managemant

about a given body of knowledge. According to
research by Ma et al., [10] ontologies are able to
be used for different projects when designing
products, this can only be achieved based on
how information of a given product might be
disseminated in different domains. Based on this
premise, SO is used as a way of representing the
domain conceptualisations that is needed by the
product if the data semantics have to be
captured.
A lot of research work has been done to help in
ontology integration. Nevertheless, for any
ontology developed to be useful, it must
represent
a
shared,
agreed-upon
conceptualisation [19], in other words it should
be accepted by a group of people or a
community. For this reason, ontologies are and
should be developed based on a shared, agreedupon conceptualisation by a group of people or a
community.

Figure 1. Requirement engineering process

2.2 Scientific Ontologies
The origin of the word ontology can be traced to
the Greek word “ontos” with a meaning of being
and the word “logos” that means word.
Therefore, it has been coined to signify the
science of being [14]. Scientific Ontologies (SO)
are used to formally represent the structure of a
shared understanding of a given domain. Staab et
al. [17] adds that ontologies are meant to capture
domain information in a generalised way as well
as
provide
a
commonly
agreed-upon
comprehension of the domain, which may be reused and shared across different applications and
groups of people.
An example of ontology may be an organisation
that has a number of employees and the
relationships that exist between them [8].
Consequently, according to Rajakaruna et al.,[9]
SO are employed as mechanisms for modelling
Complex Information Systems (CIS) which is
becoming a very basic technology that is used to
model the semantic web. SO are represented as
explicit forms of shared conceptualisations in a
given domain that are able to create different
forms of relationships and model pieces of
concepts that ends up representing the reasoning

On this note, Gaevic et al. [20], adds that
ontology development is normally a set of
established principles, processes, practices,
methods and activities used to design, construct,
evaluate and deploy ontologies. To build any
high quality ontology, Leung et al., [21] state
that ontology developers need to select and
follow an appropriate development methodology
consisting of a sequence of steps, activities and
guiding principles that are put together in an
organised and methodical way. Gaevic et al. [20]
remark that a single, best-known ontology
development methodology does not however
exist yet, because there is still no consensus
about a single ‘correct’ way to model a domain.
Furthermore, while the ontology development
process is inevitably an iterative process, the
available literature shows that constructing
ontologies by reusing available ontologies is
cheaper than constructing from scratch.
According to Brusa et al. [22], however, the
ontology development process can be
categorised into two main steps: a specification
step and a conceptualisation step. The primary
aim of the specification step is to get informal
understanding about the domain, whereas, the
aim of the conceptualisation step is to organise
as well as structure the domain information with
the help of external representations.
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Several ontology development methodologies
have been proposed in literature by different
researchers and research organisations. Most of
these methodologies concentrate on building
ontologies from scratch. A few others exist,
although that includes methods for merging, reengineering,
maintaining
and
evolving
ontologies [20]. Other ontology development
methodologies also exist that exploit the idea of
reusing existing ontological knowledge in
building new ontologies.
Regardless of their high-level specifications,
ontologies also permit flexibility. In addition to
this, different groups of people or communities
build ontologies for different reasons. However,
Noy and McGuinness [18] made the following
summary of some of the reasons why people
build ontologies:
 To share a common understanding of the
structure of information among people or
software agents.
 To enable reuse of domain knowledge.
 To make domain assumptions explicit.
 To separate domain knowledge from the
operational knowledge and finally.
 To analyse domain knowledge.
Concepts of digital forensics as a domain are
briefly explained in the next section.
2.2 Digital Forensics
Digital Forensics (DF) as explain by Karie and
venter [23] is an evolving field that is gaining
popularity among many computer professionals,
Law Enforcement Agencies (LEA), forensic
practitioners, and other stakeholders who must
always cooperate during a digital investigation
process. This field, according to Desai et al.,
[24], has become very important due to the
increase in digital crimes. In the context of this
paper, the discussion has mainly been focused on
the techniques through which domain knowledge
from ontologies can be integrated into the RE
process.
In a growing field like DF, developing practical
methodologies and specifications for different
areas of application is thus essential and as
important as the research itself [25]. It is on
these grounds that this paper proposes a

framework
for
integrating
Requirement
Engineering (RE) process with scientifically
tuned Digital Forensic Ontologies (SDFO).
DF consists of a number of processes that can
successfully be tuned in scientific ontologies so
that they can be incorporated in RE processes.
Example of processes models include: Integrated
Digital Forensic Process Model (IDPM) by
Kohn, Eloff MM and Eloff JP [31], and a Cloud
Forensic Readiness as a Service (CFRaaS) by
Kebande and Venter [32].
In a more generalized way the digital forensic
process contains different phases as highlighted
in the ISO/IEC 27043 international standard. The
ISO/IEC 27043 international standard is
however handled later in this paper. The current
state of the art on requirement engineering and
scientific ontology is presented in the next
section, followed by an explanation of the
proposed framework.

3 CURRENT STATE OF THE ART AND
RELATED WORK ON RE AND SO
This section gives an explanation on the current
state of the art on RE and scientific ontologies.
The section concentrates on presenting an
exploratory research based on the existing
literature that is somewhat existing as related
work and captures the current state of the art on
RE and SO as well.
To begin with, research work that used a
Semantic Literature Review (SLR) technique has
identified different RE techniques that are used
in identification, interpretation, synthesising and
evaluation of different studies that are aimed at
giving answers to different ways ontologies and
RE interact. The purpose of using SLR is to
present a coherent understanding on how
scientific ontologies are able to support RE [3].
Studies have also been done on scientific
ontologies and some of the most prominent ones
are highlighted briefly in the next paragraphs.
Smith et al. [23] define ontology as an
exhaustive formal specification of how to
represent entities that exist in a given domain
and the different relationships that exist among
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the entities. For this reason, ontologies in any
given domain can speed up discoveries by
allowing researchers to quickly find and
compare the relationships that exist between data
from multiple sources. With the increased use of
ontologies in different domains, it has become
natural clear that ontology integration is
inevitable.

exploring towards the integration with RE. In the
next section, the proposed framework for
integrating requirement engineering with
scientific ontologies is explained.

SO integration is thus a process aimed at
creating or building a SO in a given subject by
taking another SO in a totally different subject
[11]. The first step to integrate ontologies is to
merge different ontologies to obtain a single
ontology which then includes all the knowledge
that the merged ontologies have.

This section presents a framework and the
concepts
for
integrating
Requirement
Engineering (RE) and Scientific Digital
Forensics Ontologies (SDFO) as a contribution.
The proposed framework has been represented in
two approaches. Firstly, Figure 2 shows a highlevel overview of the Onto-engineered
framework and then a detailed framework is
discussed using Figure 3. Thereafter a discussion
on the components of the Onto-engineered
framework is given.

A study by Pinto and Martins [12, 13], shows
that one can identify the knowledge that is
supposed to be represented in each of the given
module in the ontology.
In another study by Karie and Venter [25], the
authors presented the case for establishing
ontology for DF disciplines to enable better
categorisation of the disciplines, as well as assist
in the development of methodologies and
specifications that can offer direction in different
areas of digital forensics. The study, however,
did not address the problem of integrating RE
and SO like the current paper does.
More studies by Karie and Kebande [26]
presented the concept of building ontologies for
digital forensic terminologies and proposed an
ontological approach to resolve the meaning of
different digital forensic terminologies. The
main problem addressed was that, there exists
no approaches in DF that have the ability to help
investigators in reasoning with regard to the
perceived meaning of different digital forensic
terminologies encountered during a digital
forensics investigation process. This study
however, did not point out the integration of RE
and SO which is what the current papers focuses
on.
This paper, therefore, focuses on developing a
framework for integrating RE with SO. Other
research on the integration by Kebande and
Karie [33] focused on multimodal biometrics
which gives a desirable approach worth

4 ONTO-ENGINEERED FRAMEWORK
FOR INTEGRATING REQUIREMENT
ENGINEERING WITH SDFO

4.1 High-level overview of Onto-Engineered
Framework
The high-level view of the framework is divided
into three distinct parts namely: Requirement
Engineering (RE) shown by the rectangle
labelled 1, Onto-Tuning Matcher (OTM) shown
by the rectangle labelled 2. Lastly is the Digital
Forensics Process that is labelled 3.
1

Software Engineering
Requirement Engineering

2

Onto-Tuning Matcher
Scientific Ontologies

Reasoning Engine

3

Digital Forensics

Figure 2. A high-level overview of the ontoengineered framework
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RE represents a software engineering phase that
is used to create relationships and behavioural
aspects of the software as described in (Section
2.1), OTM represents the conceptualisations that
represent shared pieces of knowledge that
matches and breaks them to simple inferences.
Reasoning engine acts as system that can infer
logical attributes from a set of facts. More details
of the high-level are illustrated in the detailed
framework that is discussed in the next section.
Digital Forensics (DF) process represents the
scientifically proven digital investigation
processes that can be used to bring out the
conceptualisations through the application of
ontologies and integrating them to the RE
process.
4.2 Detailed Onto-Engineered Framework
The detailed Onto-Engineered framework which
is an extension of the high-level framework
discussed in Section 4.1 (see Fig 2) and consists
of three distinct parts labelled 1-3. Requirement
engineering labelled 1, Onto-Tuning Matcher
(OTM) labelled 2 and DF that is labelled 3
respectively.
Software Engineering

1'-3 1/2"

Requirement Engineering

17'-1"

Requirement Engineering (RE)

Requirement Elicitation

1

Requirement Analysis

Requirement
verification& validation

Requirement
specification
Requirement
management

2

Digital
Fore nsics

Onto-Tuning Matche r

Scientific Ontologies
Ontology
Development

Ontology
Recognition
Process

Ontology
Generation
Process

Reasoning Engine
Semantic Web
Rules

Managing Complex
Information
Systems

Conclusions

3
Initialization
Processes

Acquisitive
Process

Investigative
Processes

Figure 3. Detailed Onto-engineering
framework

OTM is further divided into scientific ontologies
and a reasoning engine. Each of the components
of the detailed model has been explained below.
4.2.1 Requirement Engineering
Requirement Engineering (RE) consists of the
following components: Requirement Elicitation
(RE-E),
Requirement
Analysis
(RA),
Requirement Specification (RS), Requirement
Validation and Verification (RVV) and
Requirement Management (RM). All these
components were previously discussed earlier in
Section 2.1 are fed into the scientific conceptual
domain that represents the scientific ontology in
an integration process. This has been shown in
the uppermost rectangle that is labelled 1 in the
requirement engineering process of Figure 3.
RE-E with respect to the Onto-Engineering
framework has been presented as a critical step
which requires an understanding of the
collection of system requirement processes.
Ontologies on the other hand present a very
concise and important process in this step. While
ontologies focus on representing knowledge
across different domains, it is still vital to map
them to elicitation processes such that the set of
concepts that are contained in the elicitation
process can be able to present specialised
knowledge in the perspective of ontologies. This
is only possible if RE-E are mapped or aligned to
the scientific processes that are represented by
ontologies. Scientific ontologies are bound to
create a relationship between the elicitation
process and this should be done through
ontology alignment. Ontology alignment has
been highlighted as a way of matching
approximation of a common ideal ontology
through mapping. [27], [28].
The DF processes in Requirement Analysis (RA)
helps to track existing inconsistencies through
digital investigation. Also, it checks the
incompleteness that allows the quality of what is
presented in RE to be questioned. RA can be
used to create a relationship when DF processes
are employed. A scientific ontology in this
context presents the concepts that can be used to
deduce or interpret how DF processes are
conducted in RA.

78

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 6(2): 73-83
The Society of Digital Information and Wireless Communications (SDIWC), 2017 ISSN: 2305-0012
Requirement Specification (RS) employs
ontological abstractions that allow ontologies to
model some attributes based on some fixed
syntax elements. This can be achieved by
employing ontologies to set conditions that the
system components can satisfy. Through this
approach, ontologies can be used to
conceptualise the conditions set by RS.

modelling them into ontology. This similarity
can either be a semantic, lexical or individual
features similarity. For example, if we take a set
of features to be x and some entities that
represents the RE and DF processes to be e1 and
e2 respectively, then the similarity [29] of this
processes can be calculated as follows:

 w xSm (e , e )
S (e , e ) 
w
i

1

1

2

X

1

Based on the elicited processes, requirement
verification analyses those processes using
refined ontologies by passing them through a
verification engine to allow examination. This
examination process uses ontologies that are also
aligned to the examination process in digital
forensics. It involves scrutinising the processes
so as to excavate some knowledge through
characterisation. Characterisation can be
achieved by passing the examined processes
through a validation engine. Finally, through
control, all the processes can easily be handled
by the requirement management module.
4.2.2 Onto-Tuning Matcher
Onto-Tuning Matcher (OTM) phase labelled 2
provides a tuning or mapping of DF ontologies
into RE. This is done with respect to their
features and weights. The main reason for tuning
is to either get the semantic correspondence or
similarity that exist between the RE processes
and the DF processes. The authors have
described the concepts that have helped to
integrate RE and DF. On the same note, the
OTM is able to identify the processes that should
be tuned based on the features of the ontology
and display the processes directly.

2

i

(1)
Where wi is the weight that is assigned to each
process (feature). Alternatively, the similarity of
the RE and DF can be calculated using the
Similarity Measure (SM) based on the Euclidean
Distance, which is used to check how similar
two events can exhibit similarities as shown by
Kebande and Venter [30] as follows:
X

SM 1 

p

 (V
i 1

ij

 V jk ) 2

(2)
It is evident that calculating the similarity of the
RE and DF processes can have different effects
on the probability on how the processes are
mapped between the scientific ontologies.
Based on Table 1 the RE and DF processes have
been successfully mapped based on the
similarity of the processes.
Table 1: Tuned/Mapped RE-DF processes
DF/RE

RE-E

RE-A

RS

RM

RVV

Planning
Collection
Seizure
Acquisition

Using the OTM it is possible to represent a tuned
approach using the Automatic Semantic
Mapping of Ontologies (ASMOV). ASMOV
provides an approach that is able to align
ontologies with other systems such that
inconsistencies are eliminated and the accuracy
is increased.
The ASMOV is able to compute the similarity
between two processes while integrating them in
order to show how closely they match and if they
have some common features. This can be
achieved through analysing entities and

Analysis
Reporting
Closure
Each of the mapped process has been
represented with a shaded region in Table 1. The
processes have been mapped as follows:
<Requirement-Elicitation> is mapped to
[Planning], [collection] and [seizure] while
<Requirement–Analysis> has been mapped to
[Analysis] process. Next <RequirementSpecification> has not been mapped to any
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process while <Requirement-Management> has
been mapped to all the digital forensic processes.
Lastly,
<Requirement
Validation
and
Verification (RVV> has been mapped with
[Analysis] process.
4.2.2.1 Scientific Ontologies
The scientific ontology process has been shown
using the rectangle that is labelled 2. It consists
of the following components: Ontology
development, ontology recognition process and
ontology
generation
process.
Ontology
development process represents the building of
requirement engineering sets of knowledge,
concepts and terminologies within the scientific
ontology domain. Next is the recognition process
which allows the built ontology to be able to
categorise and create a relationship between the
concepts that have been created. Lastly, the
ontology generation process allows the created
relationships to be defined using some modelled
scientific scopes.
4.2.2.2 Reasoning Engine
Reasoning engine has been represented with the
rectangle that is labelled 3. The reasoning engine
which can also be called a rule engine or a
semantic web reasoning engine acts as an
inference point that is used to put together the
different Onto-Engineered pieces of knowledge
into some taxonomical approach to bring out the
meaning. This is done using the semantic
repository shown in Figure 3. It consists of the
following: semantic web rules, modelling of
Complex Information System (CIS) rules and
conclusions. Semantic web rules is used to
present inferred logical Onto-Engineered aspects
that have been integrated, thereafter the same
rules can be used to model CIS. Lastly, the
engine is able to generate conclusions based on
Onto-engineered knowledge based approach
shown in rectangle labelled 2.
4.2.3 Digital Forensics
Based on the guidelines that have been
mentioned in the ISO/IEC 27043 international
standard, the digital forensic process that have
been represented in the part labelled 3 of Figure
3 forms part of the reactive process of digital
investigation processes. ISO/IEC 27043 is a

standard that presents the idealised models for
information technology-security techniquesincident investigation principles and processes.
The reactive consists of the three processes:
Initialisation, acquisitive and investigative
process. The reactive part forms part of the
digital forensic processes that have been shown
in Table 1 of this paper. The initialisation
process is a class that is used to commence the
digital investigation process through handling of
incident detection, first response, planning and
preparation processes.
The acquisitive process class is concerned with
approaches that acquire digital evidence. Mainly,
this will be concerned with identification,
collection, acquisition, transportation and storage
processes.
Lastly, the investigative process is a class that
deals with how incident investigation techniques
are conducted. It deals with analysis process,
interpretation,
examination,
reporting,
presentation and investigation closure.
It is worth noting that the aforementioned
processes have been mapped to RE processes
using an OTM which has provided a technique
of integrating RE with SDFO. More on the
possible applicability of this research study has
been discussed in the next section.
5 CRITICAL EVALUATIONS
There exist few research work that investigates
how ontologies can be adopted in software
engineering domain let alone in RE with the
application of Digital Forensics (DF) [15, 16].
Most of this research work was not able to
present a more comprehensive framework that
could unify the Onto-engineering integration
(RE-SDFO) with high degree of certainty.
Discounting that, most of the literature was
somehow limited to illustrative scenarios and
reviews that tend to highlight how scientific
ontologies can be adopted in requirement
engineering.
Based on the study and the presentation that has
been illustrated in this paper, it is evident that
RE is a crucial activity in a software engineering
approach and based on the digital investigation
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techniques, it can be more significant to
conceptualise some pieces of knowledge when
the RE processes are integrated with tuned DF
ontologies. Nevertheless, implementing these
processes through ontologies shows that it is
easy to excavate some perceived knowledge that
can be mapped to RE processes. If there exist
some RE processes that are not understood well,
then there can exist some ambiguity and
inconsistencies during this process. This is the
reason why we have suggested the use of
ASMOV to test the similarity between the
processes so as to avoid inconsistencies and
incompleteness when mapping this processes.
Ontologies too can present the conceptualised
and simplified visualisation that can help provide
fine-tuned process that can be easy to identify
while performing mapping. The Onto-engineered
framework has actually provided a mechanism
for solving this inconsistencies and simplifying
the processes.
There exist a number of approaches that have
been able to incorporate ontologies to RE
process which has been mentioned in related
work and background of this paper, however, the
proposed approaches have been able to tune
digital forensics ontologies to RE. To the best of
the authors knowledge, none of those approaches
hardly tuned DF process to RE as at the time of
writing this paper. Our concepts adds an
enormous value to the integration of tuned DF
ontologies to RE and it is obvious that this is a
research worth exploring.
In this paper, the authors have proposed an
effective Onto-engineered framework that is able
to integrate RE process to SDFO. Furthermore,
this provides a more precise method of
understanding how the ontological concepts can
be used to identify any availability sematic web
overlaps
through
conceptualisation
and
inferences of pieces of knowledge. The
framework summarises different integration
approaches in a conclusive manner and it is the
authors’ opinion that it can support
interoperability in the web.
In the next section, a conclusion and future work
is presented.

6 CONCLUSIONS AND FUTURE WORK
The research question that was highlighted in
section 1 of this paper addressed the following:
“Can there exist a unifying framework that can
contribute to the integration of RE and SDFO? “
The authors have answered this research
question by proposing an Onto-engineered
framework that is able to integrate Requirement
Engineering with Scientifically tuned Digital
Forensics Ontologies (SDFO). The authors also
presented the current state of the art of
ontologies and Requirement Engineering (RE)
process. The work in this paper has been able to
show how ontologically tuned digital forensic
processes can be mapped to RE processes.
For future work, the authors aim to build a
generic self-tunic ontological tool that is able to
directly match all processes at once and be able
to distinguish, characterise the knowledge
behind each process by taking into account the
assigned weight and the features. This will
involve simulating the processes using a working
RE-SDFO prototype.
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ABSTRACT
End-user error remains a very serious security
problem. Inadvertent data disclosures account
for a large percentage of end-user error. This
article reports on a detailed analysis of the
unintended data disclosures reported in the
Privacy Rights Clearinghouse’s comprehensive
database of data breaches since 2005. This
database contains descriptions of more than
5400 data breaches that have occurred in the
United States in that time span. This article
identifies the most common modalities of breach
by organization type and provides guidance on
particulars of how breaches occur. These data
are important because they elucidate the nature
and scope of the problem across organization
type and they provide details that can yield
highly targeted training programs to ameliorate
unintended data disclosures.

KEYWORDS
unintended disclosure, root cause, end user error,
training, data breach reporting, organization type

1 INTRODUCTION
End-user error remains a significant problem
area in cybersecurity. End-user error stems
from social engineering attacks in which
people are duped into taking dangerous
actions, but it also arises from simple
mistakes with no real precipitating root
cause other than lack of attention or being
rushed to complete a task. Unintended
disclosure of personal data carries important
potential consequences including monetization or weaponization of the data.

End-user training programs are often onesize-fits-all for the large majority of
employees of an organization. The Payment
Card Industry (PCI) has created a document
citing best practices for end user security
training programs [1]. That report specifies
that it is not enough to have standard, basic
cybersecurity training programs, but rather
that tailored training programs are necessary
in all organizations that hold sensitive
personal data.
Best practices cited by PCI include basic
security awareness training for all
employees, specialized training for those
who routinely handle sensitive information,
and highly tailored training for certain
groups such as system administrators and
security managers. The PCI best practices
report does not provide specifics regarding
content for such training programs.
The purpose of the current work is to gain
greater insight into the nature of end user
errors as mediating factors in data breaches.
This article will focus on unintended
disclosure of sensitive information as
reported
in
the
Privacy
Rights
Clearinghouse database of data breaches [2],
a repository describing more than 5400 data
breaches that have occurred between 2005
and the present. This paper presents data on
breaches by organization type and the
various forms that the breaches took. The
paper will also provide some insight on
breach reporting requirements in the United
States.
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2 END-USER ERROR-MEDIATED
DATA BREACHES
IBM’s 2016 Cyber Security Intelligence
Index [3] contained many interesting
statistics on sources of cyber security
attacks. The report cited a 5% increase in
attacks coming from inside organizations
(from 55% to 60%). Of the 55% in 2014,
31.5% were deliberate and 23.5% involved
human error. In 2016, the percentage of
error-mediated attacks decreased, but still
accounted for 15.5% of all attacks. IBM’s
report showed an overall increase in insidermediated attacks with a slight shift toward
malicious attacks from those caused by end
user error. Still, since the absolute number
of attacks overall increased significantly, the
absolute number of end user error mediated
attacks increased as well.
Howarth [4] describes a range of human
errors involving people inside organizations
who do dangerous things either accidentally
or deliberately. Major categories of human
error include the inadvertent exposure of
sensitive data, creating conditions that allow
the introduction of malware into missioncritical systems, and creating conditions that
allow theft of intellectual property or
sensitive information.
Howarth concludes that organizations
implementing strong technological security
procedures still often pay insufficient
attention to human sources of vulnerability,
including errors made by end users. He
strongly advocates for enhanced security
training to decrease human error. Armerding
[5] cites a report that indicates that as of
2014, 56% of workers who use the Internet
on their jobs received no security training at
all. While malicious insiders remain a
significant threat to cyber security, it is clear
that enormous problems arise from people
with no malicious intent performing

dangerous behaviors or being tricked into
compromising sensitive information. Of the
various sources of end-user error,
unintended disclosures, while common, are
potentially among the most preventable.
Furman, Theofanos, Choong and Stanton [6]
found that end users tended to be aware of
and concerned with cybersecurity but they
lacked comprehensive understanding of
existing threats and of how to protect
themselves. When asked to define terms
pertaining to security threats such as key
logger, spoofing, virus, botnet, etc.,
participants in Furman’s study professed
familiarity with the terms but often failed to
define the terms correctly. Obviously,
without knowing precisely what these
threats mean, the participants lacked
necessary knowledge of how to counter
them. While potentially very interesting, the
study did not go into participant knowledge
of prevention strategies at all.
Ruiz et al [7] state that inadvertent data
disclosures can sometimes occur when endusers have some expectation of privacy, as
in browsing in a private browsing mode.
They enumerate four different potential
gatherers of information in the browsing
chain that could compromise privacy and
cause unintended disclosures. One might
consider this situation to be another example
of human error, although this time the error
lies in trusting software rather than in
outright dangerous behaviors or negligence.
3 THE PRIVACY RIGHTS
CLEARINGHOUSE DATABASE
The Privacy Rights Clearinghouse (PRC)
has been in existence since 1992. Its mission
has been to collect data that are relevant to
privacy concerns in the United States. This
section contains a description of the scope of
the PRC database of data breaches. In the
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following sections, the organization of the
data and options for retrieval are described.
Additionally, a discussion of the quality of
the data is presented along with a discussion
of the highly variable state-by-state
reporting requirements that contribute to
wide variations in the quality of entries in
databases such as this one.
3.1 Organization of the Data
The data in the database enumerates
breaches that occurred from 2005 to present.
The database documents 5400+ data breach
incidents in that time-period, and conservatively places the total number of
records breached at 910,600,000. This
estimate is highly conservative due to the
large percentage of cases in which the
number of records breached is unknown.
The website reports on the data breaches
made public in states and territories within
the United States that have data breach
notice laws. No international statistics are
documented in this collection.
The database site allows querying by
checking types of organization, breach type
of interest, and year or years of interest. The
taxonomy of organization types used by the
PRC is as follows:
 BSF – Financial and Insurance
Businesses (except Medical
Insurance)
 BSR – Retail Businesses including
online retail
 BSO – Other Businesses
 EDU – Educational Institutions
 GOV – Government including
Military
 MED – Healthcare, Providers and
Medical Insurance Companies
 NGO – Non-governmental
Organizations
Breach types include payment card fraud,
hacking or malware attacks, malicious

insider attacks, physical loss of data records,
loss of portable devices, losses on stationary
devices, unintended disclosure of electronic
or physical data, and “other.”
The major categories of breach type and
search words used to query are these:
 CARD – Payment Card Fraud
 HACK – Hacking or malware
 INSD – Malicious insider
 PHYS – Physical loss including
paper documents
 PORT – Loss of portable devices
including laptop, smartphone, jump
drive, CD, etc.
 STAT – Losses on stationary
devices, computers or servers
 DISC – Unintended disclosure not
involving hacking or intentional
breach (analyzed here)
 Unknown – no indication of how the
breach occurred.
3.2 Quality of Data in the Database
The database contains fields for the date on
which the breach was made public, the
organization involved, category of breach,
type of organization (both from the lists
above), total records breached, grand total
records that might have been breached, a
narrative description of each breach,
sometimes including updates, and the source
of the information. Data comes from a
variety of reporting entities including
DataBreaches.net, PHIPrivacy.net, Dataloss
DB, the California Attorney General’s
office, general media, and many others.
Not surprisingly, the data is of highly
variable quality. In many cases, the number
of records breached is estimated; often the
number is unknown. For example, of the
984 cases analyzed in the unintentional
disclosure set, 279 cases (28%) involved an
unknown number of records. A significant
number of cases involving medical records
86

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 6(2): 84-91
The Society of Digital Information and Wireless Communications (SDIWC), 2017 ISSN: 2305-0012

reveal an unknown number of records and
no particulars regarding how the breached
occurred.
In some cases, the total number of records
breached is reported but without details
regarding the amount of unique sensitive
information such as number of unique SSNs.
Sometimes the narratives provide ranges
such as “between 5,600 and 23,000 patients
were affected.” In some cases, a total is
given as “estimated that more than half
exposed social security numbers.” Some of
the narratives are vague regarding whether
physical
or
electronic
data
was
compromised.
3.3 Data Breach Reporting Requirements
The National Council of State Legislatures
publishes state reporting guidelines for data
breaches in the United States [8]. Currently
48 states, the District of Columbia, Guan,
Puerto Rico and the Virgin Islands have
reporting requirements. Alabama and South
Dakota do not. The laws typically specify a
taxonomy of organizations and reporting
requirements by organization type, specific
definitions of what constitutes personal
information, what type of event meets
criteria as a breach, the type of notice that
must be given, and exemptions from
reporting, if any.
A typical reporting policy is long, technical,
and contains significant legalese. It is
possible to go directly to self-contained data
breach laws of some states (for instance, in
Alaska and Arizona), but it is necessary to
go into several different sections of the state
codes to see all relevant law in others (for
instance, California, Georgia, and Florida).
A consequence of the widely varying
requirements for breach reporting is that
estimates of the number of records that have
been exposed vary widely, with an unknown

number being cited in many reports.
Additionally, some reports contain detailed
narratives regarding what happened, and
others provide only sketchy accounts. It
seems obvious that data breach reporting
should be mandatory, standardized, and
detailed. Holm and Mackenzie [9] provide a
good discussion of costs and benefits of data
breach reporting and of the criteria used to
determine when a report must be made.
They state that compromised personal data,
whether obtained through unintended
disclosure or other means, is damaging
because of its subsequent use in identity
crime.
They conclude by stating that
mandatory breach notification laws can be
expected to have a favorable impact on
identity crime.
4 THE CURRENT STUDY
The current study was conducted in the
context of end-user error. The focus is on
unintended
disclosures
of
sensitive
information. The goal is to provide highly
informative statistical summarizations and
detailed accounts of how they occurred, in
order to inform highly targeted training
programs for end-users. The following
sections contain descriptions of methods and
results of the study.
4.1 Methods
The dataset was extracted from the Privacy
Rights Clearinghouse database by issuing
the following query:
 Breach Type: DISC
 Organization Type: BSF, BSO,
BSR, EDU, GOV, MED, NGO
 Year(s) of Breach: 2005 - 2017
 Company or Organization: all
Results of the query were:
 Breaches made public fitting these
criteria: 984
 Records total: 215,917,142
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After issuing the query, the query result
dataset is downloadable as a .csv file. The
study started with an inductive method of
determining categories of root causes of the
disclosures. Each of the 984 case narratives
was evaluated and the cause or the means
through which the disclosure occurred was
noted. After this initial analysis, the various
individual causes were aggregated into 11
categories of root causes. The categories
(with cases-in-category/total) are:
 An application error such as a bug in
an app or an unprotected publically
accessible database (60/984)
 A disclosure through email, typically
via an attachment (132/984)
 Posting to a website or sharing a file
on the internet (420/984)
 An error in a mailing through regular
mail (126/984)
 A login deficiency such as a
legitimate user logging in but having
improper access to sensitive data
(23/984)
 Physical data disclosed such as
improperly discarded printed records
or lost physical media (32/984)
 An accidental improper sale or
transfer of data (64/984)
 An error faxing data (5/984)
 An error in producing printed
material (9/984)
 Unknown error (103/984)
 Other, a catchall for any not fitting
the other categories (7/984)
A single-character code was established for
each of the identified root cause categories
(e.g.: e = email, r = regular mail, etc.), and
an additional column was added to the file
containing the case descriptions to indicate
the cause category for each case. The cases
were evaluated again and the cause category
coded for each one. Once coded in this
fashion, the number cases that fell into each
category could be determined.

After the coding, the file was sorted by
organization type and the data in the column
containing the number of records that were
disclosed
was
extracted
for
each
organization type and placed in its own
column in the spreadsheet. This action
facilitated counting the number of cases for
which the number of records disclosed was
known. Results of these analyses are
presented in the next section.
4.2 Results
Table 1 presents data on the percentage of
cases by organization type in which the
number of records disclosed was known. It
can be seen in Table 1 that financial services
and retail businesses had the highest
percentage of cases for which the number of
disclosed records was unknown at 57%. The
highest number in non-business organizations was governmental organizations at
25%. These data indicate that businesses
were significantly more likely not to know
the number of records breached than nonbusiness concerns.
Table 1. Percentage of data breaches by organization
type for which the number of compromised records
was known.

Org Unknown Known Total Percent
Type
Cause
Cause
unknown
BSF
64
48
112
57%
BSO
48
52
100
48%
BSR
28
21
49
57%
EDU
35
191
227
15%
GOV
54
160
214
25%
MED
44
226
270
16%
NGO
4
7
11
36%
Table 2 contains aggregated data on the
most common root causes of unintended
disclosure. The top three causes (website,
email and regular mail) enumerated in Table
2 account for 69% of all disclosures and the
top six causes account for almost 92%. As
would be expected, there are significant
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differences in frequency among the 11 root
cause categories, and such data have clear
implications for highly targeted training
programs to prevent such disclosures.
Table 2. The top root cause categories for unintended
data disclosures.

Root Cause
Category
Website/File
Sharing
Email Error
Regular Mail
Error
Unknown cause
Improper Sale
or Transfer
Error in an
Application
Totals

Number
of Cases
420

Percentage
of Cases
43%

132
126

13%
13%

103
64

10%
7%

60

6%

905

92%

Without healthcare’s contribution to this
category, only 13 of the 984 cases would
have had unknown causes. Table 3 provides
a detailed breakdown by organization type
of the top three causes of disclosures. Email
errors were consistent across organization
types, but inadvertent release by website or
file sharing varied substantially. A Chi
Square test for goodness of fit was
performed on these data with n = 420, df =
6, p < 0.01. Educational organizations
released sensitive information this way more
frequently than other organization types did.
Regular mail disclosures were higher in the
financial services category than in the other
categories. A Chi Square test for goodness
of fit was performed on these data with n =
126, df = 6, p < 0.05.
5 DISCUSSION

Another interesting finding regarding the
most common root cause of a disclosure is
that 89 of the 103 unclassifiable (unknown)
root cause cases were in the MED category
– healthcare organizations. This meant
healthcare organizations, which had the
largest absolute number of unintended
disclosures of all organization categories,
also had by far the most cases for which the
root cause of the disclosure was unknown.

These data provide clear guidance for
security managers who are responsible for
the establishment or maintenance of
cybersecurity awareness training programs.
Disclosures by uploading documents to
websites or file sharing sites was by far the
most common root cause of unintended
disclosures. The second and third most
common causes were making errors in
sending emails with sensitive data and errors
in regular mailings.

Table 3. Absolute numbers and percentages of unintended disclosures due to email, Web posting/file sharing, and
regular mail.

Org
Type
BSF
BSO
BSR
EDU
GOV
MED
NGO

Email
19
15
6
36
27
28
1

Email
Pct
17%
15%
12%
16%
13%
10%
9%

Web/Sharing WebSh Pct
41
40
15
136
104
79
5

37%
40%
31%
60%
49%
29%
45%

Mail

Mail Pct

Combined

26
8
5
22
25
37
3

23%
8%
10%
10%
12%
14%
27%

77%
63%
53%
85%
73%
53%
82%
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Website/file sharing disclosures usually
entailed variations on placing sensitive data
on a site that was accessible by the public,
placing sensitive data correctly on a secured
site but including other data that should not
have been shared with users having access
to that site, and having a private server
reconfigured and made public.
Email mistakes took the form of simply
sending a document to the wrong recipient,
sending a groupmail to a combination of
legitimate and unauthorized recipients, and
sending legitimate sensitive information to a
legitimate recipient, but having additional
information in the document that should not
have been disclosed.
Regular mail mistakes took many forms, but
a surprising number of them involved
having sensitive information such as social
security numbers printed on the mailing
labels on the outside of the letter.
Additionally erroneous mailings included
sending data on multiple people in a mailing
that should have only had information on a
single individual (such as school grades),
and mailing sensitive information to the
wrong address. Large groupmail mailings in
both email and regular mail appear to be
particularly error-prone.
It is troubling that the three categories of
business concerns have a significantly larger
percentage of cases in which the number of
records that was disclosed is not known.
Results of the current study would suggest
that businesses particularly need better
forensics following data breaches.
The healthcare field has some recurring
problems that suggest a strong need for
remediation. The healthcare field had the
largest absolute number of unintended
disclosure cases in this study (270) in the
period from 2005 to present. The IBM 2016

Cyber Security Intelligence Index [3]
indicates that more than 100 million
healthcare records were breached in 2015,
more than any other organizational category.
IBM’s result independently corroborates
findings from this study. It is also troubling
that the healthcare field has such poor
reporting on root causes, with 33% of their
cases in that time frame not citing a root
cause. This statistic again suggests the need
for improved forensics. Concerns with
healthcare security are significant in the
United States because of the privacy laws
that have been enacted in HIPPA [10].
Kapis and Kambo [11] describe some of the
special issues with privacy in the healthcare
field. It is likely that disclosures through
websites are not as significant a problem for
healthcare organizations, but with increasing
computerization of healthcare data in patient
portals, that could change. Unintended
disclosures through regular mail are likely a
significant problem. Kapis and Kambo
suggest ways to improve data security in the
healthcare field.
6 SUMMARY AND CONCLUSIONS
Unintended
disclosure
of
sensitive
information is a serious security problem.
Findings in this work provide guidance for
highly targeted training to ameliorate the
most common causes of unintended
disclosures. This article cites the top root
causes of unintended disclosures, particulars
regarding the most common forms that those
errors take, and problematic levels of failure
in data breach forensics in some categories
of organizations. This work also describes
the variability in data breach reporting
requirements in the United States. These
inconsistencies and deficiencies in reporting
requirements have negative impacts on the
quality of data in studies of this type and on
the prevention of further cybercrime.
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ABSTRACT
E-commerce is now a trend and a must in many
business sectors. In line with this eCommerce trend,
many businesses use the internet to transact their
business and to share information among trading
partners. It is for this reason a proper and clear security
has to be defined to guarantee secure eCommerce
transactions. This paper proposes a novel framework
that
integrates
secure
technical,
Business/organization, Operation security parameters,
policy, customers and merchants as stakeholders in
business for proper and secure information exchange.
The framework points out the relationship among
different parameters. With this framework, secure
eCommerce transactions can be achieved.

KEYWORDS
Pretty Good Privacy (PGP), Secure Electronic
Transaction (SET), Security Protocols, Secure Socket
Layer (SSL), trusted third party.
1. INTRODUCTION
Security and privacy are two key concerns to be
addressed when deploying information and
communication
technologies
(ICT).
Coincidentally eCommerce shares security
concerns with other technologies in information
security frameworks. Fortunately, privacy
concerns have been found, revealing a lack of
trust in a variety of frameworks, including those
for electronic health records, social networking
and e-recruitment technologies; and this has
directly influenced users [1].
An information security framework is a
synchronized system of behaviors and tools for
monitoring transactions and data that are
extended to where data utilization occurs, thereby
providing end-to-end security [2].
Ecommerce Security framework is a subset of the
Information Security framework and is
particularly applied to the components that
influence eCommerce that include Data Security,
Computer security and communication channel of
the Information Security framework. Security in
eCommerce has its own particular nuances and is

one of the maximum visible security components
that influence the end user during their daily
transactions and interactions with businesses that
are conducted on the global network (Internet),
which is un-trusted.
Thus, confidentiality is needed throughout the
transmission of transaction information and the
information should be kept protected (Secure)
against all kind of threats. Linked concepts and
business practices symbolize opportunities for
opening new domestic and international business
enterprises. On the contrary, as Cyber space is
used more and more as a platform for eCommerce
transactions, security turns out to be a crucial
issue for Internet applications. Security has
become as an increasingly significant issue in the
growth of any eCommerce organization. The
purge of trust in eCommerce applications may
result into sensible business clients and operators
to give up the use of the Internet for now and slip
back to traditional ways of doing business.
Increasing access to sensitive information and
replay are some familiar threats that hackers
impose to eCommerce platforms [3]. Security
protections embody with the safeguarding of
availability, confidentiality and integrity of data
[4]. These three canons of information security
are
occasionally
symbolized
in
the
Authentication, Integrity and Confidentiality
Triad as in Figure 1.

Figure 1.The Authentication, Confidentiality and Integrity
Trio.
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The Security community has documented the
common security concerns as Access Control,
Privacy/Confidentiality, Authentication, Non
Repudiation, Integrity and Availability.
This paper proposes a novel framework that
integrates several parameters including customers
and merchants as stakeholders in business to
guarantee secure eCommerce transactions. The
paper is organized as follows: the next section is
a related work regarding the eCommerce study in
secure transaction is discussed followed by
problem statements, which explore common
technologies for secure eCommerce transactions
with their pitfalls. In Section 4, the new proposed
novel framework is introduced and discussed. In
section 5, the developed secure plug-in for
implementation of the proposed framework is
presented. In section 6, showing how the
developed security plug-in can be used as a
protection against security threats, and its results
in section 7 and finally is a Conclusion

The main reason of Web security is to safeguard
and meet the security expectations of users and
providers. Therefore, generally security in web
technology is concerned with: client-side
security, server-side security, and secure
transmission of information [5].






Server-side security deals with the
practices and techniques that protect the
Web server software and hardware from
break-ins, Web site vandalism and denial
of service attacks.
Client-side security deals with the
practices and techniques that protect user's
privacy and the integrity of the user's
computing system.
Secure transmission is concerned with the
practices and techniques that will assure
protection from eavesdropping and
intentional message modification [5].

2. RELATED WORKS
Almost all security frameworks have cons and
pros. There is no one-best-fits- all frameworks
that would work for every organization.
Businesses and Organizations are simply too
varied, ranging from large multi-national business
with numerous databases to small private
businesses that are largely self-contained. And the
IT staffs within those firms vary widely when it
comes to training and expertise.
The regulatory background has become more
complex because organizations habitually find
themselves required to comply with several
regulations and industry mandates. As new
threats emerge, standards and regulations persist
to grow in number and complexity. Now-days,
many laws have penalties for data violation
including for not meeting timely notification of
those who are affected. The most important factor
of security frameworks is to defend vital systems
and the processes that provide those operations.
Without a doubt, any online transaction requires
clients to reveal a huge quantity of sensitive
private information to the merchants, introducing
themselves at significant risk. Understanding
(indeed, even precisely defining) trust on the
consumer side is now essential and necessary for
the continuing development of eCommerce.

Figure 2. A model of security attacks on eCommerce
Application.

Determining threats is a mountain to climb as well
as time consuming but secure approach cannot be
built without understanding the threats that may
occur throughout the transaction communication.
It is not easy to decide on a specific technology
for tackling these threats. But, it is known that the
threats that can break eCommerce security are
clarified as follows:






Man-in-the-middle attack
Reply attack
Repudiation threat
Data Tampering attack and
Information disclosure threat
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Other researchers have been discussing security
aspects in eCommerce, as a software solution
aligned with Secure Electronic Transfer (SET) or
Secure Socket Layer (SSL) technologies for
encryption of data transmissions. SSL protocols
allow transmission of encrypted data across the
Internet by running above the traditional TCP/IP
protocols [6].
Essentially, the SSL guards the communication
between a server and client and provides
authentication to both parties for the purpose of
securing communication. It also provides a pointto-point security. It is for this reason that storage
of sensitive data in repositories or databases
makes eCommerce systems ideal targets [6].
Unfortunately hackers targets data repositories
due to availability of data on a single place.
SSL permits many key exchange algorithms,
however some other algorithms like DiffieHellman key exchange have no certificate
concept [7], which is not compliant to
eCommerce security.

Figure 3. PGP Based E-commerce Cryptography [8].

In order to have a strong security framework,
some security parameters must be kept in mind.
Normally the main security objectives are
Authentication, Confidentiality and Integrity.
However, for internet and web related
applications, major security objectives include
non-repudiation, man-in-the-middle and reply
attack. That’s why this study aimed to propose an
eCommerce security framework capable of
guiding to achieve major security objectives
against common threats known as pinpointed in
the Figure 4.

3. PROBLEM STATEMENT
The most common security protocols used in
eCommerce secure framework are Pretty Good
Privacy (PGP), Secure Socket Layer (SSL) and
Secure Electronic Transaction (SET). Buth these
Common securities protocols deployed for the
purpose of achieving eCommerce objectives have
own pitfalls.
PGP has been considered to provide security to
eCommerce [7]. It is a software that combines
several high-qualities, protocols and existing
public-key encryption algorithms into one
package for protection, file transfer and reliable
electronic mail. PGP not only provides encryption
of data, but also data compression, digital
signatures and smooth compatibility with email
systems.
PGP is pretty well-liked now, especially in the email system, but it is not full proof solution for
eCommerce because it provides Confidentiality
and Authentication only which are pretty good
enough for email security and not for eCommerce
security. Pretty Good Privacy cannot deal with
Reply and Man-in-the-Middle attacks in
eCommerce transactions.

Figure 4. Comparison of Security Objectives vs
eCommerce protocols.

4. PROPOSED FRAME WORK
The proposed framework integrates different
security parameters, policy and general business
ingredients thus making it a Novel security
Framework eCommerce Transactions. To achieve
this, security requirements analysis was
conducted and the results were used in proposing
the framework. The framework is intended to
facilitate and enhance security in eCommerce by
providing a clear way of interactions, security
measures and general awareness.
The proposed framework is divided into three sub
frameworks
namely;
Secure
Technical
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framework, Business/Organization framework
and Operation Model [9].
4.1 Secure Technical Parameters
This sub framework is considered as the technical
part of the main framework, which consists of the
following components [9]:


Customer/Merchant; these are the main
actors throughout an entire eCommerce
transaction; these actors will be initiating all
activities inside this sub framework.



Security Objectives/Goals; this paper, this
security objective consists of Authentication,
Non-Repudiation, Integrity as well as Reply
and Man-in-the-Middle Attack handling
components.



Third Party Trustee; this includes
parameters that permit parties to communicate
securely over public networks with the use of
public key cryptography.



Service Oriented Architecture (SOA); In an
eCommerce transaction, interactions are
typically machine-to-machine exchange. The
main reason of a SOA in these Parameters is
to achieve the availability security
objective/goal, when deployed with web
services. Simply because web services are
technically unbiased. As a result, a web
service produced by any business can be
utilized by another business organization
regardless of differences in technical
platforms in the two businesses.



Attribute-based access control; it defines an
access control paradigm whereby access
rights are granted to users through the use of
policies that combine attributes together.



E-commerce Ontologies; this required
because eCommerce allows the definition of
attributes that are implemented in access
control and authorization decisions. In an
eCommerce transaction, where there may be
no human involvement, an incorrect
authorization may be made since an assertion
originates from the requesting machine,
which may be interpreted in other way round
from the consumer’s policies. By using a
familiar ontology, semantic interoperability is
achieved.

Figure 5. Secure Technical Parameters.

4.2 Business Parameters
The Business or Organization Parameters subframework sum-ups policy level mechanisms for
tackling the information security requirements for
eCommerce transactions. Its parameters consist
of Business/Organizational plan, Regional and
National laws and regulations, Contract/MoU as
well as a Policy. This normally is implemented by
top level management in an organization.

Figure 6. Secure Business Parameters.

Since an eCommerce transaction normally takes
place across more than one business organizations
then the framework should take into consideration
the existing legislation and at the same time be
flexible enough to accommodate new
laws/changes to existing legislation.
4.2 Operation Parameters
The Operation Parameters sub-framework
summarizes organizational plans and practices
that an individual business organization can use to
satisfy the information security requirements. Its
parameters include organizational programs and
plans, common terminology for eCommerce
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transactions and certificate authority agreements.
framework certificate Authority Agreement,
This model is implemented by operational
which is supposed to be working simultaneously
departments in individual organizations and some
based on the Contract/MoU parameter found at
components are implemented across businesses.
the level of business sub-framework; where by
this collaboration should be done without
violating the regional or/and national laws and
regulations. Therefore, for this framework to
work perfectly all these sub-frameworks need to
be aligned and working in a collaborative way to
achieve all five objectives as in Figure 9.

Figure 7. Secure Business Parameters.

4.4 The Novel Framework
The relationship between the proposed security
factors is also indicated in Figure 8. The purpose
of the proposed novel framework is to enhance
security in eCommerce by including several
security factors resulting from prior security
requirements analysis [9].
Figure 9. Comparison of; Security Objectives vs
eCommerce protocols for the new proposed unified
protocol.

5. IMPLEMENTATION

Based on proposed Novel framework (Figure 8),
a security plug-in was developed aiming to
achieve secure eCommerce transactions. The
developed plug-in consists of three entities,
namely; customer, merchant and third party
trustee (Tk).

Figure 8. Proposed Collaboration novel framework for
secure eCommerce Transactions

All these three sub-frameworks cannot work
independently, they need to coordinate between
one entity and another as in Operational sub-

Prior to commencing an eCommerce transaction,
merchant and customer parts must be registered
by the Third Part trustee (TPT); which will
provide tokens for transaction to all customers
and Merchants parts involved with sending data.
Thus, when each customer and Merchant gets
their transactions tokens then both parties start to
communicate. And this proposed framework will
offer protection against security attacks.
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Table 2: Notations for Customer and merchant conversation steps.
Table 1: Customer, merchant conversation steps
Steps

Customer actions

(1)

Customer
requests
token
from Tk (third
part trustee)
EKU (Tk) [IDC,
ReqC,
Time,
KUC, NC]

(2)

Customer sends
token to merchant
TC→M

Third part
trustee
actions
Tk sends
a token to
customer
TC=EKR
(TTP)
[IDC,
ReqC,
Time,
KUC,
NC]

Tk
provides
a token to
merchant
and
encrypts
it.

Merchant
actions
When
merchant
receives
customer
token, then
merchant
would have
to request for
an issuance
of token to
TTP.
EKU
(Tk)
[IDM, Time,
KUM, NM]
Merchant
sends token
to customer

Notation
Tk
TC
TM
NC
NM
Time
IDC, IDM
EKR (C),
EKR (M)
EKU (C),
EKU (M)

Description
Third Part trustee
Token Issued to Customer
Token Issued to Merchant
Nonce generated by Client
Nonce generated by Merchant
Time Stamp
Identity of Client and Merchant
Private encryption using private keys of Client
and Merchant
Public encryption using public keys of Client
and Merchant

Using the tabulated steps (Table 1) results into
transactions such that a merchant and a customer
share a bunch of information for the purpose of
recognizing each other and solve future disputes
(if any) in regards to an eCommerce transaction.

TM →C

TM=EKR
(TTP)
[IDM,
Time,
KUM,
NM]
(3)

Customer sends
information
to
merchant
Eku (M) [NC,
EKR (C) [IDC,
Time, NC]]

(4)

Customer
acknowledgement
passed
to
merchant

Merchant
sends
information
to customer
Eku
(C)
[NM, EKR
(M) [IDM,
Time, NM]]
Merchant
acknowledge
ment passed
to customer

Figure 10. Customer, merchant conversation Sequence
Diagram.

6. PROTECTION AGAINST SECURITY
THREATS
The proposed eCommerce security framework is
designed with the capacity to overcome all major
security objectives as described in Table 3, as
follows;
6.1 Authentication
In this scenario; Customer sends ID, nonce and
time that is signed by customer using private key
and then encrypts the whole package by public
key of Merchant (step 3). Merchant decrypts the
package with its private key. After decrypting the
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Customer Package, the merchant will access the
6.5 Man-in-the-Middle Attack
customer ID; as the package is signed by private
key of customer. So in this way Merchant can
This kind of attack happens when three entities
are involved (server, client and UNTRUSTED
determine that customer is Authentic.
third part) during a transaction session.
UNTRUSTED third part positions itself between
6.2 Reply Attack
the client and the server on the network and learns
In case of key exchange, a reply attack can take
about the traffics that are coming from client to
place, which is easily solved in the proposed
server and from server to client. Using this
solution.
security plug-in developed based on the proposed
security framework; Third Part Trustee (TPT)
generates a token that comprises of ID, Public
For example; a reply attack can take place in step
1. The un-trusted party can grab the token
key, issuer name, Hash code, Nonce and token
requested by the user and there after reply to the
appended with the Third Part Trustee private key.
TPT for getting a fake token. But since the
The client checks the token novelty by examining
requested token contains ID, time and nonce; the
the signature and name of the issuer.
TPT can use this information to easily recognize
it as a replay attack, and the request produced by
7. RESULTS
unauthorized party will be discarded.
A security plug-in1 (algorithms) was developed
purposely to secure an eCommerce transaction
6.3 Integrity
based on proposed novel framework.
In order to solve the integrity issue; on the
customer part the hash code is produced using
The developed algorithm was implemented using
SHA-1, of which is encrypted with the customer's
the java programming language.
The
private key. The encrypted hash code is combined
implementation
procedure
consists
of
transactional parameters. First; is the root entity
with the original transaction message and then
(the Main parameter) and the others are customer
sent to the merchant. Then the merchant part splits
the hash code from the message, and decrypts it
and merchant parameters. The main parameter
with the customer's public key. At the same-time,
acts as an interface for the other two parameters.
the merchant will have to analyze the hash code
The parameters concerned in the transaction need
of the received transaction message using the
an authentic token via a security plug-in to the
same SHA-1 algorithm. Transaction message will
main parameter. Meanwhile, the root entity offers
be received correctly if the analyzed hash code
genuine tokens to both transaction parameters
and decrypted hash code will be the same.
through the developed plug-in. The parameters
involved in the transaction, requests for authentic
token via security mechanism plug-in. Again, the
6.4 Non-repudiation
main entity provides an authentic token to all
Both customer and Merchant get their tokens
transaction entities through plug-in security
from TPT , which contains their IDs, Nature of
module. Figure 10 depicts the implementation
request, time of issuance of token, their respective
process in detail.
public keys and a nonce (produced by the
customer and Merchant correspondingly). The
In order to secure an eCommerce transaction,
third party trustee will keep a copy of the novel
plug-in generates tokens that are used by both the
request for the token sent by the customer and
customer and merchant. Tokens have different
merchant (see step 1 in Table 1 on customer and
parameters such as serial number, subject, hash
merchant columns) and a copy of the transaction
code, issue name and public key. Customer and
tokens issued to them. As a result a Nonmerchant first confirm the authenticity of tokens
Repudiation problem can be solved using the third
and then start to communicate in a secure domain
party trustee.
shown in a couple of conversation’s Diagrams
here under.
1

The developed plug-in is in GUI for the purposely of
elaboration, plug-in normally are not in a graphic user
interface

98

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 6(2): 92-100
The Society of Digital Information and Wireless Communications (SDIWC), 2017 ISSN: 2305-0012

Figure 11. The case when customer and Merchant
haven’t started to communicate.

When the customer starts to converse with
merchant, the customer requests a token from
TPT. Then TPT sends a token to customer side;
and the customer sends the message to merchant
with a token received from TPT.
Before requested for a
token

Figure 14. The case when a Merchant receives encrypted
message from customer.

After the merchant receives a token from
customer, he will decide to open it with the help
of the decryption key that was used by the
customer to encrypt the message. The decrypted
message will show the time at which the message
was sent; as shown in Figure 15.

After requested for a
token

Figure 15. Merchant’s side with the decrypted message.

Figure 12. The case of Customer side before and
after requesting for a token from TPT.

Figure 12, shows two sides of merchant side
where by on the left hand side the customer has
not yet requested for a new token; while on the
right hand side the customer has been provided
with a token, which was requested before, and
hence used the token given to send an encrypted
message to merchant side.

Figure 13. Merchant’s side received a token from
customer.

After the customer sends his encrypted message
to merchant’s side, the merchant will receive the
token which was initially provided by Third Part
trustee to customers (see Figure 13).

Then once a message has been decrypted, the
merchant will decide to acknowledge receipt of
the message to customer, with the help of a third
part trustee; again merchant will have to request a
token from a third part to finish the conversation
with customer side.
Before a merchant
requests for a token

After a merchant requests
for a token

Figure 16. Merchants side before and after
requesting for a token from TPT.

The plug-in encodes the package to pass on over
the communication channel and then decodes it at
receiving side to achieve the original data. It also
provides authentication and integrity verification
to customer and merchant packages so as to
protect against threats.
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In this paper secure eCommerce Protocol is
After exchange of tokens between customer and
proposed to provide protection against attacks.
merchant, the application stores the tokens in
This Novel framework for secure eCommerce
XML data files to eradicate non-repudiation
transaction is presented a new security framework
to address security issues that face eCommerce
problem in the future.
consumers, merchant’s organizations and policy
makers along three dimensions—security,
8. CONCLUSION
privacy and trust based on security
objectives/goals. It also outlines a number of
Online business (eCommerce) in developing
countries especially in Tanzania is still at infant
managerial policy and technical implications that
will have to be taken into consideration going
level and in its formative stages of development;
however with this speed of development over the
forward.
past years, it is a clear signal of its enormous
potential for conducting online business. These
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