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Abstract— Smartphones are used to perform various types of
activities, such as sending emails, transferring money via mobile
Internet banking, making calls, texting, web browsing, and
playing games. Some of these activities are considered as sensitive
and confidential, and are becoming an ever more pressing
concern, with high risks associated with scenarios such as loss of
sensitive data. Currently, after the point-of-entry authentication
at the beginning of a session, using a PIN or password, the user of
the device can perform almost all tasks without having to
periodically re-authenticate or re-validate their identity.
Likewise, the current point-of-entry (PoE) authentication
mechanisms consider all applications on the mobile device as if
they have the same level of importance; thus maintaining a single
level of security for all applications, without any further access
control rules. This paper presents a novel taxonomy of mobile
applications data, studying the risk for each process within the
application. To accomplish this, 10 of the most popular mobile
categories were analysed to gain a comprehensive understanding
on various risk level associated with user actions on those
applications. The analysis concludes that mobile application
processes can clearly have different level of risk. From the set
considered in the analysis, the results show that 81% of user
actions are considered as risky processes, and may therefore
merit additional protection beyond the PoE provision.

passwords or PINs, though these are often considered
inconvenient approaches [5]. This method is a point-of-entry
technique which means that the user has to be only verified at
the beginning of a session. Then, the imposter is able to access
all services, applications, and information without
authentication. As a result, this technique is considered
insufficient for safeguarding mobile devices [6]. Similarly,
with the Android password pattern, the user is required to drag
his/her finger across a touch screen on the three by three
adjacent contact dots (i.e. make a connecting pattern rather than
remembering a sequence of characters) to access the mobile
device. The points can never be used as a combination again,
thus producing less password combinations than the traditional
PIN based password technique. As a result this method is
vulnerable to a brute force attack [7]. Moreover, with the
evolution of mobile devices has come the introduction of a
number of built-in features capable of sensing a variety of user
biometric traits. These include features such as fingerprintreaders or face recognition technology and are meant to
provide a more secure authentication mechanism. Apple has
presented a fingerprint technology to permit the user to employ
fingerprint scan as a secure method of protecting their mobile
devices.

Keywords- mobile security; mobile
classification; applications security

This paper begins by presenting a novel taxonomy for
mobile applications data with justifications. Then proceeds to
show a comprehensive analysis of the 10 most popular mobile
categories by identify the process for each mobile application
selected based on the novel taxonomy proposed. Finally, the
paper offers a conclusion and discusses future work.

I.

applications;

data

INTRODUCTION

The use of mobile devices in our daily lives has grown
steadily, due to the combination of mobility with 24/7 multiconnectivity. For example, 80% of Internet users own a
smartphone [1]. Interestingly, 36% of mobile phone users did
not safeguard their mobile phones by applying PIN or
password approach [3]. Additionally, with the rapid growth of
mobile devices for using in our daily life, nearly 7 billion by
end 2015 [2], securing these sensitive data stored upon them
makes authentication of paramount importance. Furthermore,
Gartner (2013) forecast that by 2017, the main breaches will be
on mobile devices and tablets. In particular, mobile application
misconfigurations will be the most common mobile security
breaches, accounting for approximately 75% of all breaches
[4].
Today, the most popular mobile device security is based
upon secret knowledge approaches, such as the use of

II. A NOVEL TAXONOMY FOR MOBILE APPLICATIONS
DATA
The number of available apps in the Google Play Store
exceeded 1 million in July 2013 and was most recently placed
at 2 million in February 2016 [8] with different types of data.
Mobile phones have gone from having a few megabytes of
memory to in excess 100 gigabytes, and so now have the
potential to be storing vast amounts of data (albeit with much
of this capacity often being consumed by music and video
content, that typically be regarded as sensitive). In parallel
with this growth, however, we have seen relatively little change
in the authentication technologies, with many phones still
protected by nothing more than PINs/passwords, and even
where more advanced methods are used (e.g. biometrics) they
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are currently making few inroads beyond PoE (although again
there is some evidence of these being used for confirm
purchases and other transactions etc.). In addition, the current
PoE authentication mechanisms consider all applications on the
mobile device have the same level of importance and keeping a
single level of security for all applications thereby do not apply
any further access control rules [9]. However, they argued that
different applications require different security provision for
instance a bank account require a different level of protection
comparing with a SMS message. Consequently, each
application has a particular level of risk which might be a
feature to define the suitable level of security [10].
Accordingly, it is important to ensure that the right person is
allowed to access to the right information at the right time. As a
result, any threat to data (i.e. action) may lead to a number of
undesirable consequences, such as embarrassment, financial
loss, threat to personal safety, and breach of personal privacy
or commercial confidentiality [11]. It is, therefore, important to
classify the data in order to strengthen the control of data and
apply risk analysis on each process. Furthermore, for the
purpose of determining the importance of a system could be
achieved via risk analysis. In addition, It is necessary for
understanding the nature of the risk to which these data be
exposed in order to apply the appropriate protection to data.
In this context, the methodology presented here is adapted
from CRAMM (originally ‘CCTA Risk Analysis and
Management Method’), a risk management methodology
created in the UK in 1987. In this context, impact types
represents the way in which the data is affected if CIA security
is breached. In CRAMM, there are four main types of impact
[11]:





Disclosure: Unauthorised disclosure of data.
Modification: Alteration of the data.
Denial: Denial of access to data.
Destruction: Destruction of the system or data.

In this paper, we argue that each application has different
processes which utilise the underlying data, and can involve
different levels of risk. More specifically, the unauthorised
disclosure or modification of mobile applications data has the
potential to lead to a number of undesirable consequences for
the user. In this methodology, there are three stages for mobile
applications data taxonomy as shown in Fig. 1:
1. Based on information type.
2. Based on impact type.
3. Based on impact consequences.
A. Based on information type
These data could be classified based on the type of
information (public, non-public). In the public data type in
disclosure impact, there is no need to require verification of the
user’s identity due to there is no risk and impact on owner’s
privacy, such as reading news, forecasting the weather,
opening maps. As a result, no controls are required to protect
the confidentiality of public data when a non-owner tries to
access to public application in disclosure impact. On the other
hand, if public data modified incorrect that could be impact on
disruption, personal safety if you make incorrect decision based

on modified public data and might be cause embarrassment for
organisation. In contrast, loss, misuse, modification, or
unauthorized access to non-public data type can adversely
affect an individual and may cause financial loss, and leak
personal information such as, credit card numbers, bank
accounts, and health information.

Fig. 1. A novel taxonomy for mobile applications data

B. Based on impact type
Frist of all, data sensitivity has been considered in terms of
the potential impact in the event of a breach of security that
may result from lack of confidentiality, integrity and
availability. So, these factors are the basis to classified data. In
this stage as depicted in Table 1, only two impact types have
been identified based on CRAMM namely disclosure and
modification. In this context, destruction impact type not fit
due to it related to the total loss of data rather than the partial
loss of some records and still the same risk of modification
impact. Likewise, denial would be work with a higher level for
application instead of a specific process because the application
has not stopped in practical way.
C.

Based on impact consequences
The impact consequences have been adopted from
CRAMM [11] as follows:








Embarrassment: “Thing causing feelings of
embarrassment for a person”.
Financial loss: “loss of money”.
Breach of personal privacy: “when there is
unauthorized access or disclosure of personal
information.”
Breach of commercial confidentiality: “a business
information between the user and organization.”
Legal liability: “it concerns both civil law and
criminal law when he is financially and legally
responsible for something”.
Threat to personal safety: “a situation which may
be in the form of harassment, an assault, sexual
assault”.
Disruption: “inconvenience and annoyance”.
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TABLE I. DEFINITION FOR IMPACT TYPE AND CONSEQUENCES

Definition
Unauthorized disclosure may result in embarrassment
Unauthorized disclosure may result in legal liability
Unauthorized disclosure may impact on personal privacy
Unauthorized disclosure may result in data corruption
Unauthorized disclosure may result in financial loss
Unauthorized disclosure may result in commercial confidentiality
Unauthorized disclosure may result in disruption
Unauthorized disclosure may threat to personal safety
Unauthorized modification may result in embarrassment
Unauthorized modification may result in legal liability
Unauthorized modification may impact on personal privacy
Unauthorized modification may result in financial loss
Unauthorized modification may result in data corruption
Unauthorized modification may result in commercial confidentiality
Unauthorized modification may result in disruption
Unauthorized modification may threat to personal safety

III.

DISCUSSION

The 10 most popular mobile categories have been
selected and choose the most used application for each
categories based upon Google Play ranking [12]. Table 2
presents a more detailed analysis of these applications and
considers the most regular processes that a mobile user can
perform on each one. More specifically, there are different
processes that operate on the same data and it might pose
different level of social risk. For instance, adding photos on
Facebook might be considered as a sensitive process that
affects the user’s privacy, while reading the news on BBC
News application does not violate user’s privacy. Based on
the first level of the novel proposed taxonomy, these
processes could be classified into public or non-public in
order to identify the impact consequence as the second level
of the taxonomy proposed. After the analysis of user actions
(processes) on each application, a total of 115 actions were
identified (97 non-public process and 18 public process). The
results show that 81% of the actions involve non-public data
and 19% involve public data. Therefore, the majority of
actions involve sensitive data which might affect the user
privacy and confidentiality based on the second level of the
taxonomy. As a result, there is a need to verify the user’s
identity after the point-of-entry authentication.
Traditionally, all processes within a typical mobile
application are assumed to have the same level of risk.
However, the carried out analysis in this paper proves that
this assumption is not always true. For instance in HSBC
Mobile Banking application, paying bills and reading
products/services are not considered as having the same level
of risk. Furthermore, sharing video in YouTube application
is not the same level of risk comparing with watching on
YouTube process. Accordingly, it is worth noting that there
are different process on a single application have different

Security breach
Confidentiality
Confidentiality
Confidentiality
Confidentiality, Availability
Confidentiality, Integrity
Confidentiality
Availability
Confidentiality
Confidentiality, Integrity
Integrity
Integrity
Integrity
Integrity, Availability
Confidentiality
Integrity, Availability
Confidentiality

level of risk and thereby there is clearly a different level of
risk within the application.
Fig. 2 shows that Gmail, Google Drive and Google Photos
are considered sensitive applications because they include
only sensitive personal user data by 100%. On the other
hand, BBC News tends to not be a sensitive application
because the majority of its process contain public data by
83% such as read news, and search on BBC News process.
In the absence of potential impact, no risk is considered to
exist.
However, if an adversary user maliciously
manipulates someone else public data, and shares or
publishes it in public, consequently, that could impact
individual’s personal safety or cause an embarrassment for
organisation if an incorrect decision is made based on those
manipulated data. Furthermore, Google maps contains only
36% of public data such as search on Google maps, get
directions, and show traffic process. Similarly, only 13% of
Gumtree application and 7% of Amazon application
considered public data. Interestingly, HSBC Mobile Banking
contains about 33% of public data such as read products, find
HSBC branch, read offers process, while there are about
67% of non-public processes which need more protection.
On the other hand, the majority of user actions on Facebook
(95%) is deemed risky processes such as post on wall, share,
and add photo process. On the other hand, YouTube is
classified sensitive application because nearly 86% of its
process is non-public data. However, the user could use
YouTube application to search on or watch video, therefore,
such processes are considered as public data which represent
only 14% of YouTube processes.
Considering aforementioned findings, this investigation
demonstrates that there is no a single risk for using a given
application since the risk change within the application form
one process to another. More specifically, the unauthorised
disclosure or modification of mobile applications data has
the potential to lead to a number of undesirable
consequences
for
the
user.
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TABLE II .MOBILE APPLICATIONS ANALYSIS

Google Drive

Gmail

YouTube

Facebook

App

No.
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
1
2
3
4
5
6
7
8
9
10
11
12
13
14
1
2
3
4
5
6
7
8
9
10
11
12
13
1
2
3
4
5
6
7
8
9

User action
Search on Facebook
Read news feed
Read user profile
Post on a wall
Add photo/link
Tag friends/check in
Like
Comment
Share
Read notifications
Send message
Read message
Delete message
Join group
Voice call/video call
Change settings
Update information
Add friend
Remove friend
Search on YouTube
Watch on YouTube
Upload
Share
Like/dislike
Add a comment
Search history
Add to watch later
Subscribe
Unsubscribe
Read subscriptions
Read created playlists
Create a new playlist
Browse channels
Search on Gmail
Send an email
Read a new email
Read an old email
Reply to/forward
Delete an email
Chat on Gmail
Make a call
Change settings
Read user’s contact
Read sent mail
Read important email
Read user’s note
Search on drive
Read file
Share file
Delete file
Upload file
Download drive
Show recent file
Upgrade storage
Change settings

Information type
Public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Public
Public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public

Impact type
No Impact
Disclosure
Disclosure
Disclosure and Modification.
Disclosure and Modification.
Disclosure
Disclosure and Modification.
Disclosure and Modification.
Disclosure
Disclosure
Disclosure and Modification.
Disclosure
Disclosure and Modification.
Modification
Modification
Modification
Disclosure and Modification.
Modification
Modification
No Impact
No Impact
Modification
Disclosure
Disclosure and Modification.
Disclosure and Modification.
Disclosure
Modification
Modification
Modification
Disclosure
Disclosure
Modification
Disclosure
Disclosure
Disclosure and Modification.
Disclosure
Disclosure
Disclosure and Modification.
Disclosure and Modification.
Disclosure and Modification.
Disclosure and Modification.
Modification
Disclosure
Disclosure
Disclosure
Disclosure
Disclosure
Disclosure
Disclosure
Disclosure and Modification.
Modification
Disclosure
Disclosure
Modification
Modification
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HSBC Mobile Banking

Google Photos

Gumtree

Google Maps

BBC News

Amazon

App

No.
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
1
2
3
4
5
6
1
2
3
4
5
6
7
8
9
10
11
1
2
3
4
5
6
7
8
1
2
3
4
5
6
7
8
1
2
3
4
5
6
7
8
9
10
11
12

User action
Search on Amazon
Read user’s order history
Read user’s account
Change user’s account
Manage payment
Write a review
Add to basket
Proceed to checkout
Delete from basket
Edit basket
Share
Show browsing history
Create wish list
Sell on Amazon
Read wish list
Read news
Search on BBC News
Forecast the weather
Watch BBC News
Listen to BBC Radio 5
Share
Search on Google Maps
Read user’s timeline
Add photo
Write a review
Share link
Read user’s history
Search nearby places
Delete location history
Download all data
Get directions
Show traffic
Search on Gumtree
Post an ad
Add a photo
Read user’s ads
Read favorites
Send SMS/email
Delete ad
Change settings
Search on Google Photos
Create a new album
Share
Delete an account
Back up and sync
Delete device copy
Add to album
Change setting
Read transactions
Read balances
Pay bill
Make transfer
Paym service
Read secure messages
Read account details
Change settings
Read products/services
Find HSBC branch
Read offers
Contact us/help

Information type
Public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Public
Public
Public
Public
Public
Non-public
Public
Non-public
Non-public
Non-public
Non-public
Non-public
Public
Non-public
Non-public
Public
Public
Public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Non-public
Public
Public
Public
Public

Impact type
No Impact
Disclosure
Disclosure
Disclosure and Modification.
Disclosure and Modification.
Disclosure and Modification.
Modification
Disclosure and Modification.
Disclosure and Modification.
Disclosure
Disclosure
Disclosure
Modification
Modification
Disclosure
No Impact
No Impact
No Impact
No Impact
No Impact
Disclosure
No Impact
Disclosure
Disclosure and Modification.
Disclosure
Disclosure
Disclosure
No Impact
Disclosure and Modification.
Disclosure
No Impact
No Impact
No Impact
Modification
Disclosure and Modification.
Disclosure
Disclosure
Disclosure and Modification.
Disclosure and Modification.
Modification
Disclosure
Modification
Disclosure
Disclosure and Modification.
Disclosure and Modification.
Disclosure and Modification.
Modification
Modification
Disclosure
Disclosure
Disclosure and Modification.
Modification
Disclosure and Modification.
Disclosure
Disclosure
Modification
No Impact
No Impact
No Impact
No Impact
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Fig. 2. Percentages of actions involving public and non-public data

IV.

CONCLUSION AND FUTURE WORK

This paper argues that there is a severe lack of
protection for user data stored in mobile phones due to the
lack of further authentication or differentiated protection
beyond point-of-entry. Although, several methods and
systems from different perspectives have been proposed for
solving the problem of mobile security, none have explored
the risk level for each process within mobile applications. To
this end, this study presented a novel taxonomy for mobile
applications data in order to analyse the risk for each intraprocess. According to the above comprehensive analysis of
the 10 most used applications, about 81% of the user actions
involve non-public data. This in turn means that there is an
ever increasing need for introducing the level of
authentication beyond PoE approach. Furthermore, this
paper shows that on a single mobile application, there are
different processes operating on same data associated with
different social risks based on the user actions. Additionally,
these findings suggest that the need to move the access
control system from the application level to the intra- process
application level based on the risk for the user action being

performed on these processes. Future research will focus
upon introducing a risk assessment model for mobile
applications data in order to determine the risk level for each
process on a single application. Moreover, further research
needs to address the need for a usable scheme for accessing
mobile phones by considering the risk level for each
sensitive process.
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ABSTRACT
Reliable forensic data (kernel, socket, audit, other user
defined data, etc.) is imperative when investigating
cybercrimes. While static and dynamic forensic data
collection techniques have already been proposed,
none of them pay attention to the process of storing the
collected data securely. If the forensic data is tampered
with while in storage – after collection – investigators
cannot rely on the collected data. In this paper, we
propose a hardware/software collaborative novel
mechanism for capturing forensic data. The proposed
BlackBox Engine ensures data integrity, whereby
distorted data can be traced out. The BlackBox Engine
runs on a proposed hardware device called Server
BlackBox (SBBox). Compared with append-only
storage, SBBox offers a more comprehensive solution
for forensic data collection and storage, including
capturing changes in any file, compressing data, and
reconstructing distorted data. Due to close integration
between application software, kernel, and proposed
hardware, it is virtually impossible for an intruder to
interfere with the system by any unfair means. After
running standard benchmarks, we observe that the
proposed solution incurs minimal overhead of 3.2%,
4.9%, and 1.4% for the CPU, memory, and network,
respectively.

KEYWORDS
Hardware-assisted security, Secure storage

1 INTRODUCTION
As cybercrimes evolve and become more
intelligent and threatening, it becomes imperative
to collect various forensic data. Once an

administrator detects that an intrusion has taken
place, the next steps are to investigate how it
happened and what damage has been caused to the
system. An administrator typically utilizes system
and network logs to understand the source of an
attack and the damage to the system.
To analyze the system, various static and dynamic
techniques have been proposed to collect forensic
data [4-10]. Recently, researchers have focused on
generating accurate [11-14], space-efficient [1517], and privacy-preserving [41] forensic
information to provide accurate attack analysis.
However, an important obstacle to forensic
analysis is the lack of secure storage. An
intelligent attacker tries to falsify or destroy
forensic data to avoid detection and/or
prosecution. The attacker tries to get root privilege
(e.g., a kernel rootkit, a privilege escalation attack,
or an inside attacker) to contaminate forensic
information. Another important problem we need
to consider is how to deliver the data to an
investigator safely, under any condition. Forensic
data is frequently updated, and the investigator
may want to only look at log entries within a
specific time period. The investigator typically
requires a software method to reconstruct forensic
data before he/she can analyze it. However, it is
difficult to guarantee a secure reconstruction and
delivery from the compromised host. If the host
kernel is compromised, it is a challenge to
reconstruct and deliver the forensic data to the
investigator.
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Figure 1. A high-level view of the architecture of the
proposed SBBox solution.

Unfortunately, current storage solutions for
forensic data suffer from one or more limitations.
Traditional storage systems or even recent tamperevident storage mechanisms, such as versioning
filesystem, cannot protect the data from the
attacker who has root privileges. Recent tamperresistant storage solutions, such as WORM
(Write-Once-Read-Many), or append-only storage
[18, 19], may provide secure data keeping.
However, they do not provide secure end-to-end
delivery. If the metadata, or the reconstructing
software, are compromised, the investigator may
miss something important, even if all relevant data
is stored in the storage device.
In this paper, we propose a hardware-assisted endto-end secure log storage device, called Server
BlackBox (SBBox), to achieve the above goals.
The SBBox is an extension of append-only storage
[1], which allows only read and append
operations, prohibiting erase and overwrite
operations. The append-only storage has been
demonstrated to be effective in protecting
reference data [1]. This work is the first attempt to
introduce the concept of append-only storage and
to apply it to protect reference data of security
solutions. SBBox is still a type of append-only
storage, but it is more comprehensive. It consists
of a kernel module for log acquisition, an isolated
storage device for secure record keeping, and
independent computing resources to safely

Figure 2. The hardware components of the SBBox and
host machines, and their interactions.

reconstruct data and deliver it to the end-user
under any attack. More specifically, we have
developed a kernel module that is located on the
host machine to monitor log-update events, and to
send incremental data to SBBox through a PCI
bus. We also implement a hardware solution that
has dedicated storage, to keep data secure. Due to
the close integration between application software,
kernel, and proposed hardware, it is virtually
impossible for an intruder to interfere with the
system by any unfair means.
The rest of this paper is structured as follows: after
the proposed solution is presented in Section 2,
Section 3 presents experimental results. Section 4
discusses related work and, finally, Section 5
concludes this paper.
2 THE PROPSOED SERVER BLACKBOX
FRAMEWORK
The goal of our work is to design and implement a
procedure that can make an accurate copy of
forensic data generated by the kernel, and keep the
data secure. The word “secure” signifies that the
data should not be modified by intruders, or data
can be traced back, even if it has somehow been
modified. The intention of data modification by
intruders is to hide their activities from the
administrator during the analysis/investigation of
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forensic data. For example, the intruder can login
to a host, and then it can delete the login history.
The threat model assumed in this paper is that
intruders may acquire root privileges and can
make changes to any software (including the
operating system), device driver, and any type of
software-based security solutions. The goal is to
protect forensic data, even if intruders acquire root
privileges.
Toward this end, we have developed SBBox,
which ensures that, even if data is tampered with,
the original data can be retained. SBBox has a
dedicated hardware component and various
software components. A high-level overview of
the SBBox system architecture is presented in
Figure 1. When a host machine generates log data
and stores it into log files, the host machine’s
Watcher module, which monitors the host
machine’s logs at the kernel level, immediately
sends an incremental log to SBBox through the
PCI bus (faithful record acquisition). Once the log
is stored in SBBox, it is physically impossible to
tamper with (e.g., falsifying or destroying) its data
(secure record keeping). Upon detection from
SBBox’s Watcher, which monitors for incoming
log data sent to SBBox, the BlackBox Engine
creates a delta object from the image data. The
BlackBox DB keeps all images of the host and
pushes the data to the viewer on a request basis.
To retrieve the data, we run the reverse BlackBox
Engine on the viewer side.
2.1 The SBBox Architecture
SBBox consists of multiple hardware components,
as depicted in Figure 2. SBBox receives the most
recent log data through the PCI bus. The received
data is first stored in the memory, and the
BlackBox Engine is used to apply δ-compression
using SBBox computing power (ARM CPU and
RAM). The details of δ-compression will be
discussed in the next section. Compressed data is
finally stored into the storage device, which can be
flash memory, or a regular hard disk. Note that the
ARM CPU, RAM, and storage in SBBox are

physically independent from the host machine.
Thus, it is impossible to tamper with stored data
from the compromised host.
To work with the hardware, an application has
been developed, which is capable of collecting
forensic data in real-time and is capable of storing
it into the SBBox without tampering. The data
gets transferred through the PCI expansion card,
by using Direct Memory Access (DMA)
technology, without interfering with the processor.
Initially, the PCI driver (an integral part of the
operating system) and the proposed dedicated
hardware are installed, before the system is ready
to work. Since we design the hardware controller
of the PCI expansion card, it is quite possible to
make it resistant to response requests from the
host system. After the system is powered on, the
PCI bus is enabled, and the system is ready to
capture data. At this time, the data is visible to the
user. However, the attacker cannot tamper with
data stored in the device, because the device
accepts only append operations. The appended
data is processed by the BlackBox Engine and
stored in the device as delta objects. Moreover, it
is virtually impossible for the attacker to inject
malicious code into the device driver, as the driver
is an integral part of the hardware design of the
SBBox itself. When the PCI controller is enabled,
it takes control of the PCI bus. The data in the
virtual memory on the host machine gets mapped
into a physical address space and then DMA is
used to copy the contents of the physical memory
to an external volatile storage device, such as the
SBBox RAM in Figure 2.
2.2 The Storage Structure
One of the major hurdles in storing forensic data
in practice is the size of the log. It was reported
that the audit logs can grow to 800 MB ∼ 3.18 GB
per day [11, 12, 15]. It is not a trivial task to store
such a large log in secure storage. A popular
technique to reduce the size of the log is data
compression. However, compression incurs
overhead on the CPU, memory, and I/O
bandwidth. Note that compressing data during idle
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times is not a feasible solution, because the data
must be stored in secure storage (such as WORM
or append-only storage) as soon as possible, to
prevent modifications from the attacker. The
proposed SBBox solution addresses this problem
by compressing incremental data and using its
own computing power. The monitoring module
sends over the incremental data to SBBox, as soon
as the data is available, and SBBox applies δcompression on the data and stores it into the
BlackBox DB.
2.2.1 The BlackBox Engine
The BlackBox Engine employs the concept of δcompression [35]. This technique deploys a
mechanism to derive a meaningful difference δ
between two versions of data, so that any version
can be retrieved by using δ (provided that one
version is present). We hereby formally define the
δ-compression scheme that is used throughout the
following discussion.
Figure 3 presents the BlackBox DB, which
comprises two tables. The first table consists of
key-value pairs. The time stamp is used as key.
The value (in each key-value pair) is the data
itself. The data is divided into equal-length
segments. The second table in the BlackBox DB
has the same format, but it contains only the
incremental data; i.e., the data difference between
two consecutive time stamps. For example, in
Table 2 in Figure 3, a row with key t1,2 contains
the data that constitutes the difference between the
corresponding rows with keys t1 and t2 in Table 1.
Let us denote the image data at t and (t + 1) as ∂t
and ∂t+1, respectively. We define δ-compression as
∂δ = f(∂t, ∂t+1). In general, ∂δk = f(∂ti, ∂tj), where j ≠ i
and j > i.
1.

We use two tables: one for the initial file, the
other for the updated file. For a big data
portion, we use a multi-level table. First, we
split the big data into a chunk of data sets.
For example, ∂ = ∂1 + ∂2 + ··· + ∂n. For each
∂i (for i = 1,2,···,n), we compute f(∂i), which

Figure 3. The BlackBox DB, which employs two tables to
implement the δ-compression scheme.

is, essentially, a compression of ∂i. At the
second level, we combine the sets and
generate f(∂). If there are more levels, we
repeat this procedure until completion.
2.

The delta f(∂) for data ∂ is stored in the
BlackBox DB. Let us denote ∂i as the ith
image, and its corresponding delta is f(∂i).
Now, the image is modified to ∂(i+1). In this
case, this incremental change must be used
to construct f(∂(i+1)). We use the second table
and we compare with the first table. The
second table is constructed with knowledge
from the first table, with very minor
computations. Let us divide ∂(i+1) = ∂1(i+1) +
∂2(i+1) + … + ∂n(i+1). It is not necessary that ∂1i =
∂1(i+1). However, for incremental changes,
most of the cases will, indeed, result in ∂ii =
∂j(i+1) (for j = 1,···,n). Thus, most of the time,
we do not need to compute delta. Let us say,
for example, that ∂ki ≠ ∂k(i+1) (for any k =
1,···,n). We need to generate f(∂k(i+1)) only at
level one; all the other delta will be taken by
using the first table. The same logic is
followed for the next level. After
constructing the final f(∂(i+1)), we keep it in
the BlackBox DB as a substitute for ∂(i+1).
Now, we have two tables; we modify the
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first table by the second one, and we
compute the new table for the new image.
Our observations indicate that a three-level table
is sufficient to handle a big image, and the latter’s
size is drastically reduced using the aforementioned process.
2.2.2 The BlackBox DB as Secure Storage

The proposed SBBox framework takes a prominent
role in detecting and retrieving the Linux
configuration file. As the SSBox has direct access
to the host’s memory, it can capture the image –
for any change in configuration – and create a
delta, which is stored in the BlackBox DB. Let us
assume that an attacker logs into the host machine
at time (t + δ). The state of the kernel /proc file
system at time t is, say, ∂t, and the corresponding
delta is f(∂t). Keep in mind that the data capture
using SBBox is performed in real-time; thus,
whatever the contents of /proc file may be, there
will be a duplicate copy of the image in SBBox
with the same contents. Let us assume the attacker
has finished with his/her attack, and has modified
the /proc file to its previous state. This implies that
if one analyzes the kernel file system state, there
will be no way to detect the specific malicious
activity that the attacker has conducted. Let the
state of the /proc file be ∂(t+δ) after the malicious
activity. After the modification, the image becomes
∂(t+δ+ε). The attacker is intelligent enough to ensure
that ∂t = ∂(t+δ+ε). Therefore, the state of the kernel,
or /proc, is identical at times t and ∂(t+δ+ε).
However, the BlackBox DB contains three different
hashes for these three different time instances.
Specifically, it contains h(∂t), h(∂(t+δ)), and
h(∂(t+δ+ε)) for time t, (t + δ), and (t + δ + ε),
respectively. Even though ∂t = ∂(t+δ+ε), h(∂t) ≠
h(∂(t+δ)) ≠ h(∂(t+δ+ε)), every time there is any
incremental change in the image, the BlackBox
Engine creates a corresponding delta, which is
stored in the BlackBox DB.

Figure 4. The top figure illustrates file states at different
times ti. The bottom figure depicts the states of the
corresponding delta object.

This process can be illustrated by using Figure 4.
Here, the state of the /proc file at t0 is ∂0. At time t1
and t2, the states of the file change to ∂1 and ∂2,
respectively, where t1 = t0 + δ and t2 = t1 + δ (δ >
0). At t3 (t3 > t2), the state of ∂2 returns to the state
of ∂1. So, ∂t1 = ∂t3. Now, let us see the
corresponding delta object created by the
BlackBox Engine, as shown at the bottom of
Figure 4. We can see that the corresponding deltas
for the /proc file at t1 and t3 are ∂1 and ∂3,
respectively; i.e, ∂t1 ≠ ∂t3. The same situation is
encountered at t0 and t5, where the state of the file
is identical, but the BlackBox Engine can capture
the changes by generating ∂0 and ∂5. These are
stored into the secure BlackBox DB. In general, if
two events with identical states (∂i = ∂j; i = j) are
triggered by the Watcher, the BlackBox DB always
stores two events with different states (∂i = ∂j; i ≠
j).
3 EVALUATION
3.1 Performance Evaluation

The prototype of the SBBox framework was
implemented on the ZC706 evaluation kit [37].
The ZC706 kit is connected to the host through a
PCI Express (PCIe) Gen2 x4 slot. The main
controller is the Zynq-7000 [38]. It has an ARM
Cortex-A9 processor, 2 GB DDR3 memory, and
external I/O peripherals. PetaLinux [39] was
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ported to the ZC706, and SBBox was developed
on top of PetaLinux.
The performance and overhead of SBBox were
measured using a regular desktop as a host. The
host machine is equipped with an Intel Core i3
processor running at 3.3 GHz and having 4 GB
DDR3 SDRAM. In terms of operating system,
Ubuntu 12.04 is installed with the Linux kernel
3.9.2.
To calculate the incurred performance overhead,
the Apache benchmark [3] is run on a system with
and without SBBox. The log generated by the web
server, as well as the kernel, is stored into the
BlackBox DB. The resulting log size is in the
range of 500 KB to 2.5 MB. The experiment was
conducted for a 1000-request set. The same
experiment was also performed in the absence of
SBBox. The two different response times are
depicted in Figure 5. The response time increases
by 1.6%, on average, when using SBBox.
To evaluate the memory and processor overheads,
the STREAM benchmark [2] is run on a system
with and without SBBox. The STREAM

benchmark is a simple synthetic benchmark
program that measures sustained memory
bandwidth (in MB/s). The memory bandwidth is
measured and averaged over 10 different
executions of the same experiment. Figure 6
illustrates the sustained memory bandwidth when
the STREAM benchmark is run with and without
SBBox. This experiment quantifies the memory
overhead (in terms of additional memory
bandwidth) when using SBBox. The resulting
sustained memory bandwith is measured over a
specific time interval (known as the Shot Interval).
There is an approximately 5% overhead, on
average, when using SBBox. Note that there is a
sudden jump in the required memory bandwidth
when the shot interval increases from 1 msec to 10
msec.
3.2 Potential Threats
As we assume the attacker may acquire
administrative privilege, the helper software
running on the host might be killed. To cope with
this issue, the helper software could be integrated
with the kernel.

Figure 5. The response time of the Apache benchmark, with and without SBBox.
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Figure 6. The sustained memory bandwidth when the STREAM benchmark is run with and without SBBox. This experiment
quantifies the memory overhead (in terms of additional memory bandwidth) when using SBBox.

Secure logging systems have the potential to be
secure against not only outsider attacks but also
sophisticated insider attacks. For example, the
attacker may try to modify the device-driver
(helper software). It is generally difficult to figure
out the protocol between the host and the
hardware device. We believe this kind of attack is
hard to achieve.
A DMA attack is a side-channel attack, whereby
an attacker can overhear the communication
through PCI. The main idea of this attack is that
the attacker may reprogram the ROM on the target
PCI device to allow the execution of arbitrary
code on the device. However, SBBox is safe from
this attack because: 1) SBBox does not allow for
the reprogramming of its ROM, and 2) since
rebooting of the host machine is required to
activate this attack, the SBBox reports reboot
events to the administrator immediately.
4 RELATED WORK
4.1 Virtual Machines

One protection mechanism that is available to
users of Linux is a Virtual Machine (VM), such as
VMWare [20]. A VM is an application that
emulates a computer environment in which an
operating system and other applications can be
executed. If a system running in a VM is
compromised, the memory and disk contents can
be saved by suspending the VM and making
copies of the files that correspond to the memory
and disk areas of the virtual system. Some existing
VMs save the disk and memory contents in a raw
file and others save them in a proprietary format
[21, 22].
One may consider using a hypervisor to introspect
and protect data stored in the VM [22-25]. Since a
hypervisor usually has higher privileges over
VMs, it can play a similar role with the dedicated
hardware we propose in this work. However, a
hypervisor is, itself, software that might be
compromised. HyperSentry addresses this
problem by using the Intelligent Platform
Management Interface (IPMI) [26], which is an
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out-of-band channel commonly available to server
platforms. A hypervisor monitor is invoked
through IPMI and it runs on the host processor.
However, the hardware (IPMI) is utilized only for
triggering the monitor and the monitor might still
be under attack.
Furthermore, a major disadvantage of these
approaches is the negative impact over system
performance. In general, any system that runs
inside an emulated environment will effectively
degrade the performance as a whole. At the same
time, it will incur increased hardware cost.
4.2 Tamper-evident Systems
Another line of work in preventing forensic data
from contamination is tamper-evident systems that
use cryptographic signatures to add a tamperevident layer of protection to forensic data. In the
techniques presented in [27, 28], the authors
proposed an efficient tamper-evident file system
using a cryptographic and specialized storage
structure (e.g., log-structured, versioning file
system, or version-controlled database) to prove
that each log event is valid and present.
Versioning file systems [29, 30] and logstructured file systems [31, 32] are widely used in
tamper-evident storage to keep all changes of the
data. A user-centric log archival architecture has
been proposed by extending the Simple Object
Access Protocol (SOAP) [40].
However, tamper-evident approaches do not
protect the data from destruction. If the attacker
acquires root shell, he might not be able to forge
the data, but he/she can completely destroy it by
deleting files, or formatting a whole storage
device. As mentioned in the previous section,
secure storage should protect the data, not just
from altering, but also from destruction. The
proposed SBBox solution achieves this goal by
using dedicated storage. The attacker who has full
control of the host machine cannot change or
delete any data in SBBox, because the data is
stored in an isolated storage device, which cannot
be altered or destroyed by the host machine.

4.3 Tamper-resistant Techniques
Chong [33] proposed a tamper-resistant hardware
system for secure audit logging. This work
provides a hardware-based monitoring system to
achieve tamper resistance on the end-user
machine. The authors assume that the confidential
data (e.g., audit log) is collected and stored
securely in a trusted server. The work in [33] is
focused on tamper resistance in the end-user
environment by using dedicated hardware
(iButton), which provides unforgeable timestamps. The proposed SBBox is complementary to
the above work, since SBBox helps to build a
trusted server that securely collects, stores, and
delivers logs to the end-user. More importantly,
SBBox can guarantee that the log is not tampered
with in the end-user setup.
4.4 WORM-based System
Instead of dedicated hardware, a physically
separated server can be employed to store forensic
data. A representative example is a logging server
[34]. Whenever log data is generated, it is
transferred to a central logging server. The central
logging server collects and stores the data on hard
disks, or on Write-Once-Read-Many (WORM)
devices. Since data is usually transferred over the
network, it can be tampered with while being
transferred. Also, the central logging server can be
compromised by attackers. More importantly, if an
insider is involved in a cybercrime, the forensic
data stored in the logging server may not be
trustworthy. Radu et. al. [19] identify the
vulnerability of WORM devices. Using off-theshelf resources, an insider can penetrate storage
medium enclosures to access the underlying data.
Due to lack of a tamper-resistant mechanism,
authentication does not guarantee prevention of
this type of attack. By accessing checksum keys,
an adversary can construct a new key that cannot
be detected [19].
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5 CONCLUSIONS
This paper introduces the Server BlackBox
(SBBox) platform. It is a hardware-based versioncontrolled storage solution, which extends the
concept of append-only storage [1]. While SBBox
accepts only append operations, its BlackBox
Engine stores differences of consecutive data
versions in compressed form. If the administrator
wishes to retrieve data, the BlackBox Engine
reconstructs any version of the data from the
BlackBox DB. As demonstrated with examples,
SBBox is aimed at storing forensic data.
Nevertheless, it can also be employed to secure
any type of reference data, and it can be
incorporated into other security solutions. The
conducted experiments clearly indicate that
SBBox’s overhead to the host system is negligible.
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ABSTRACT
Electronic Medical Records (EMRs) pose a
number of security challenges. Conventional
cryptographic solutions have been used to
protect the patients EMRs but with one major
weakness; in an event where there is an
exposure of a secret key, the secrecy of past and
future encrypted data is void. This work
concentrated on integrating the concept of
forward secrecy in the protection of EMRs.
In order to come up with the right integration, an
experimental simulation has been carried out to
evaluate the performance of forward secure and
non-forward secure secret key encryption
schemes.
The study shows that only few cryptographic
schemes that have implemented forward secrecy
are used in the protection of EMRs, and very
few of them use the forward secure secret key
encryption scheme (FSSKES). The experiment
also shows that the cost of running forward
secure symmetric encryption is closely related to
that of running non-forward secure symmetric
encryption scheme (NFSSKES).
KEYWORDS
Forward Secure, Cryptography, Symmetric,
Asymmetric, EMRs

1 INTRODUCTION
Medical practitioners face a number of
challenges from different sources such as
governments,
religious
organizations,
cultural beliefs, and even from privacy

supporters as far as the Hippocratic Oath is
concerned. The Hippocratic Oath was
created to be the building block of the recent
philosophies and moral thinking. It was
created with the intention to protect privacy
of patients. It directs the medical
practitioners not to disclose what they may
hear or see while performing treatment or
even when not performing treatment [1].
The growth of technology feeds the flow of
information which proves to be a
problematic. To respond to this, the Institute
of Medicine of the National Academy of
Sciences, which is a nonprofit organization
published a report in 1991 explaining the
importance of protecting the medical data.
In 1997, the report was revised identifying
the advancement made in computer based
patient records were a number of
recommendations were made such the issue
of security [2]. Again in 2000, a new report
was published with the focus of protecting
privacy of data in health service researches.
Recommendations were made advising
health care organizations to handle well
sensitive data by having good policies,
procedures as well as other forms.
The concept of forward security has been
developed
and
few
studies
have
implemented in the EMRs protection. This
paper addresses four questions in relation to
the EMRs protection. The first question had
to do with finding the weaknesses of the
existing cryptographic solutions used in the
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protection of EMRs. The second question
has to do with understanding how forward
secure secret key encryption scheme is
different with other forward secure
encryption schemes. The third question
looks at devising a way to implement a
forward secure secret key encryption
scheme, and the last question is about
finding performance comparison between
the forward secure secret key encryption
scheme and non-forward secure secret key
encryption scheme.

compromise and any other hacking
techniques available to adversaries. The
solution is to have a way to protect past
encrypted messages even when the key is
lost or exposed to an adversary. This concept
is thecalled forward security.
Forward Security can be applied to the
cryptography branches. According to [4]
these branches are, one, symmetric
algorithms: the main characteristic of this
algorithm is the sharing of the secret key,
two parties will share the same key in
performing encryption and decryption
process. Second branch is what is known as
the asymmetric (or public-key) algorithms.
In this cryptography, a part has two keys, a
private key and a public key. These
algorithm are normally used in digital
signatures as well as in establishing of key
and in traditional encryption of data.
This paper focuses on using the symmetric
encryption scheme in implementation of the
forward secure secret key encryption
scheme. The summary of the forward secure
encryption scheme is given in Table 1.

Forward Security
Several studies that have been carried out in
the field of forward secrecy have come with
a number of challenges. These challenges
are pointed out in [3]. The concern of
challenges focuses on protection of secret
keys and it is futher stated that currently,
globally patients demand protects of their
EMR. One of the challenges is that of
exponetial growth of healthcare services
dependency on the systems that are digital
and whose security systems are becoming
more important every day. These systems
are developed to be connective but this
connectivity is also a problem, attacker can
have access to the systems easily from any
part of the world. Thus, physical separation
is no longer enough to ensure security of the
systems, and therefore these systems must
depend on other forms of guranteeing their
security. All these forms depend depend on
keeping or maintaining the secret keys. This
means that, the security of the system,
depends on the condition that the secret key
does not to fall in the hands of the
adversaries. This condition is difficult to
satisfy, due to a number of reasons. One
being, the secret keys are continually used
by the people, so they are prone to human
errors, like forgetting to keep them hidden,
and thus causing unintended keys

Table 1. Summary of Forward Secure Encryption
Schemes
S/N

AUTHOR

TITLE

1

Back, A.
(1996).

2

Song

3

Bellare and
Miner
(1999)

4

Itkis and
Reyzin
(2001)

5

Kozlov and
Reyzin

Non
Interactive
Forward
Secrecy.
Cypherpunks
Mailing List
Practical
Forward
Secure Group
Signatures
Forward
Secure
Digital
Signature
Scheme
Forward
Secure
Signatures
with Optimal
Signing and
Verifying
Forward
Secure

CYRPTOGRAPHY
AREA
Asymmetric

Asymmetric: group
signatures
Asymmetric:
signature schemes

Asymmetric:
signature schemes

Asymmetric:
Signature schemes
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(2003)
6

Abdalla,
Miner, and
Namprempr
e (2001)

7

Ma and
Tsudik
(2007)

8

Van Le,
Burmester,
and De
Medeiros
(2007)

9

Huang,
Adhikarla,
Boneh, and
Jackson
(2014)

10

Yang lu

11

Itkis (2004)

12

Bellare and
Yee (2003)

Signatures
with Fast Key
Update
ForwardSecure
Threshold
Signature
Schemes
Forward
Secure
Sequential
Aggregate
Authenticatio
n
Universally
Composable
And ForwardSecure RFID
Authenticatio
n and
Authenticated
Key
Exchange
An
Experimental
Study Of
Transport
Layer
Security
(TLS)
Forward
Secrecy
Deployments.
Efficient
ForwardSecure Public
Key
Encryption
Scheme
Without
Random
Oracles
Forward
Security
Adaptive
Cryptography
: Time
Evolution
Forward
Security In
Private Key
Cryptography

Asymmetric:
signature schemes

simulations programs were developed form
which the experiments were performed,
results provided the answer to question four.
2.1 Implementation of FSSKES

Asymmetric:
authentication and
signatures schemes

Symmetric and
Protocols

Symmetric and
Asymetric

Asymmetric

Symmetric and
Asymmetric

Symmetric

The implementation of the forward secure
secret key encryption scheme, was based on
the algorithm that was proposed in [5]. The
study proposed an algorithm that follows the
concepts of forward security in symmetric
settings. The research aimed at generating
different encryption key for every medical
record entry.
In order to describe the coopted algorithm,
some notations and abbreviations were
introduced and used in the study: t = 1,2,
…,T, denotes an arbitrary period of time,
where T is the total number of keys/periods;
PRF represents a pseudorandom function;
KMK denotes the master key; Kt denotes the
encryption key generated by the PRF from
the master key KMK at time t; e is an
encryption function, M is the electronic
medical record(EMR) and Ct is a cipher of
the EMR at time t.
Using the given description, the following is
the description of how the algorithm works.
A PRF is used and from it we get a KMK.
Then at each period of time t and encryption
key Kt = PRF(KMK,t) is computed. KMK is
kept secret at all times. A block cipher e, for
example advanced encryption standard
(AES) can be used for encryption. Figure 1
shows the process of generating symmetric
encryption keys and EMR encryption as
described in this paper.

2 APPROACH
In an attempt to provide answers to the set
questions in the preceding section, a number
of literature reviews were visited to answer
question one and two, and then java
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Figure 1.Generation of symmetric encryption keys
and EPR/EMR encryption; (Source: [5])

This algorithm worked as the base for the
development of the application that
simulated the running of a FSSKES that
were carried out in the study. Also a
different simulated application that did not
use the concept of forward security, namely,
NFSSKES was developed. The two
simulated applications were used to perform
the experiment that aimed at analyzing the
performance of FSSKES Vs NFSSKES to
establish, the grounds to use FSSKES in
terms of performance.
2.1.1 The Experiment
The experiment that was carried out, aimed
at computing the performance of none
forward secure secret key encryption
scheme (NFSSKES) and that of forward
secure secret key encryption scheme
(FSSKES), and later comparing the results.
The main components of the experiment
were; the message generation part, the key
generation part, the encryption part, the
decryption part and the time measurement
part.
2.1.2 Message Generation

The plaintext that was encrypted came from
the contents of a book. The file generated
was saved with .txt extension. The original
first file, formed the first packet size. To
generate the second packet size, and other
packets sizes, a new file was created by
copying and pasting the original content of
the file, to the end of the first file, which is
the same as duplicating the first file, then
triplicating it, all the way to the tenths
packet. The packet sizes were, 611,616
bytes; 1,223,236 bytes; 1,834,856 bytes;
2,446,476 bytes; 3,058,096 bytes; 3,669,716
bytes; 4,281,336 bytes; 4,892,956 bytes;
5,504,576 bytes; and 6,116,196 bytes for the
last packet. The same packets were used in
both experiments for NFSSKES and
FSSKES.
2.1.3 Key Generation
In generating secret keys for symmetric
cryptography, it is required that the same
key to be used for encryption and decryption
process. A java method was developed that
used hash function and random number
generators to generate the secret keys. The
setKey method that was used to generate the
secret key, received a string of text to be
converted to key bytes using the getByte
method. The byte keys are digested by an
instance of MessageDigest algorithm, the
output is passed as an input to
SecretKeySpec
together
with
AES
encryption algorithm to create a secretKey.
In the NFSSKES case, the key generation
for this experiment, the method was called
only once, and the generated key was used
to encrypt and decrypt ten different packet
sizes each with a 10 iterations. In each
iteration three measurements were taken and
recorded. Whereas in the FSSKES case, the
method was called 10 times, that is ten
different keys were generated. A master key,
was a random string of text, from which the
first secret key was generated. The second
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key was generated using the first key as the
seed. This is the required setting for any
forward secure encryption scheme.
For each key generated, encryption and
decryption of a single packet size was done
and time measurement recorded. Again for
every packet the process was repeated 10
times from which an average measurement
was taken to represent the accurate time
measurement.
2.1.4 Encryption Process
The encryption process used the secret keys
that were generated by the Advanced
Encryption Standard (AES) algorithm. The
plaintext generated was encrypted and the
output sent to the cipher text file that was
prepared. Figure 2. and Figure 3. show the
flowchart for the two experiment settings.
For both experiments, the same java
encryption method was used to encrypt a
message file, the only difference is on the
ways the keys were used. In none forward
secure secret key encryption scheme
settings, only one same key was used to
encrypt all ten packets with different sizes.
Again for each packet the three
measurements were taken and recorded. In
forward secure secret key encryption
scheme settings, ten different keys were
used to encrypt the packets, each packet was
encrypted using a different key. Also in this
setting, time measurements were taken for
each packet and recorded.

Figure 2. None Forward Secure Secret Key
Encryption Scheme Flowchart
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2.1.6 Time Measurements Process
In both settings, measurements were taken
and recorded. Two java imports were used to
find the execution times. These are
ManagementFactory and ThreadMXBean
both belong to the java language
management
class
with
path:
java.lang.management. The method,
getCurrentThreadCpuTime(),getCurrentThre
adUserTime()
and
getCurrentThreadUserTime( ) were used to
get the relevant times.
3 RESULTS
In the experimental setups, 10 different data
packets were used in the encryption and
decryption process, and for each data packet,
10 iterations were done from which an
average variable value was obtain. This was
done to improve the accuracy.

Figure 3. FSSKES Flowchart

2.1.5 Decryption Process
The decryption process used the same secret
key that was generated by the method
explained, to decrypt the cipher text. In both
experiment settings, the same java method
was used to decrypt the encrypted file. The
only difference is on how the method was
used.
In none forward secure secret key settings,
the decryption process used only one
generated key to decrypt the encrypted file.
In forward secure secret key settings, the
decryption process used ten different keys to
decrypt each encrypted packet file.

Figure 4. NFS experiment results
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Figure 5. FS experiment results

Figure 4. and Figure 5. show the graphs
depicting the results obtained from the two
experiment.
3.1 Comparing the Results of the
Experiments
In comparing the results of forward secure
and none forward secure settings for secret
key encryption scheme, the two graphs were
joined and the result of their combination
resulted to a new graph, as depicted in
Figure 6.

Figure 6. A comparison of FS and NFS secret key
encryption schemes

It has been shown by other researchers that
execution time is directly proportional to the
running cost of the application [6]. Using the
same concept, from the figure 6, it was
observed that the running cost for NFSSKES
is closely relating to the running cost of
FSSKES. This fact was confirmed by
computing the slopes of the two graphs in
Figure 4 and Figure 5. The result showed
that FSSKES graphs slopes were, slightly
higher than those of NFSSKES graph
slopes, this is because in forward security
settings, the execution times were slightly
higher than those of none forward secure.
Throughput is the rate of processing data per
unit time, [6]. Inverting the slopes obtained
in Table 2., gives out the throughput. Figure
7 shows the relationship in percentage, the
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throughput of FSSKES and NFSSKES using
the thread CPU time.
Table 2. Average Slopes of the Two Experimental
Settings

of having a master key that can override all
its child key. This property threatens the
security of the system because there is a
threat of an adversary discovering the master
key which can prove to be a disaster.
4.1 Lack of Implementation of Forward
Secrecy on Medical Records
It was observed that, from going through a
number of studies, there were few studies
that have implemented the concept of
forward security in protection of medical
records. Only two, before this study, and
these are by [5] and [7]. More studies are
needed so that the security of EMRs can be
improved.
4.2 Affordability in Running Forward
Secure Encryption Schemes

Figure 7. Performance comparison

4 DISCUSSIONS
The results of the experiments have shown
that FSSKES performs just as the
conventional
symmetric
encryptions
schemes with a slight lower throughput
which is an advantages because the FSSKES
has an additional ability to protect past
encrypted messages. The disadvantage of
using FSSKES which has been observed
was on the implementation of the property

The experiments proved that, the cost of
running forward secure encryption schemes
in symmetrical settings was affordable, and
other times it was even cheaper. The
research noted that, the only cost that was
added, was in the key generation. Other cost
were similar to ordinary symmetrical
encryption schemes. The added cost for
running forward secure secret key
encryption scheme in terms of percentage,
for thread CPU time, it was approximated to
0.572% and for thread user time, it was
0.264% and for system time, it was 2.539%.
In this part, the answers to the set guiding
research questions are going to be provided.
The first question focused on finding the
weaknesses of the existing cryptographic
solutions used in the protection of EMRs.
The main weakness that was observed after
going through a number of studies, on
different techniques that have been used to
protect EMRs, was that, most of the
cryptographic techniques used, had not
addressed the protection of past encrypted
messages.
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Second on finding the difference between
forward secure secret key encryption
schemes with other forward secure
encryption schemes. In answering this
research question, more than 10 studies were
reviewed. It was found that most of the
studies that related to forward secrecy, had
to do with forward secrecy on the
asymmetric side of cryptographic encryption
schemes. The main differences that existed
between forward secure secret key
encryption schemes and the other forward
encryption schemes, were based on the
differences of their underlying cryptography
techniques that is symmetric or asymmetric.
Different studies have explained their
differences, concept. The fast encryption
time and decryption time of symmetric
encryption scheme led researchers to adopt
the algorithm in the process of improving
the security of EMRs.
Regarding implementation of a forward
secure secret key encryption scheme, a
simulation tool was developed and
implemented the forward secure secret key
encryption scheme using java programming
language. The symmetric encryption scheme
that was implemented was an AES for
encryption and decryption purposes, and an
addition of a Blowfish algorithm was used
to protect the secret key at a particular
period of time. A pseudo random number
generator was used to generate the key, as
provided by the java package, and a SHA-1
MessageDigest algorithm was used in the
generation of the keys.
Lastly, the question on the performance of
the forward secure secret key encryption
scheme as compared to non-forward secure
secret key encryption scheme. Using a
simulation experiment, the result showed
that there was a very small difference of
running cost when comparing the two
encryption settings. The non-forward secure
secret key encryption scheme had a higher
throughput of about 0.57% more than that of

forward secure secret key encryption
scheme. This matched with other studies by
[8], [9] and [10]. The addition of key
generation to both cryptographic system just
added the complexity to both techniques. It
did not affect their basic cryptographic
characteristics. The experiment performed in
the study, has proved this.
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ABSTRACT
Phishing is a multi-billion dollar business. The antiphishing industry continues to pursue new
strategies to thwart and investigate phishing attacks.
Detection strategies include algorithms to detect
new phishing websites using email-, URL-, and
content-based approaches. Investigative strategies
include clustering algorithms using drop email
addresses, WHOIS registration information, and
website content, as well as subpoenaing phishers’
mailboxes to determine the amount of information
phished from victims. Until now, information
predicting the implementation of new phishing
websites has seldom been shared with the public. In
this research we present a set of methods that
demonstrate a relationship between phishers and
defacers. Highlighting this relationship assists in
building substantial defenses and law enforcement
cases against this threat and shows that the
proposed strategy can be used to predict when and
where new phishing websites and related attacks
will surface next.

KEYWORDS
Phishing, defacements, cyber-crime, attribution,
intelligence

1. INTRODUCTION

damages to the online communities they target
[2]. The exact loss due to these targeted attacks
is unknown; yet, industry security consultants
RSA reported that in 2013 nearly 450,000
phishing websites accounted for $5.9 billion in
losses[3]. Unknown and unreported damages
cannot be accounted for; however, more
accurate measurements of known phishing
attacks are needed to determine the resources
required to mitigate the effects of phishing on
an organization.
Organizations whose clients and employees are
targeted by phishing generally use takedown
strategies that involve contacting Internet
Service Providers (ISPs), registrars, and
website administrators to have the abusive
content taken offline [4]. Such strategies are
effective in getting websites offline within a
few hours [5]; nevertheless, these takedowns
do little to act as a deterrence to reduce future
attacks [6]. More aggressive strategies
including law enforcement investigations and
prosecutions provide deterrence to criminals
because of possible prison sentences or other
legal penalties. There are, however, issues
behind getting law enforcement cases started.
For example, it is difficult to measure the
magnitude and financial impact of a single
actor’s attacks. Other challenges include
jurisdiction issues and developing effective
attribution methods. To make matters worse, if
attackers are not deterred or limited in their
actions, any form of justice comes at an
exceedingly high cost for the victims and
related organizations.

The commonly employed social engineering
attack known as phishing lures victims into
providing sensitive information such as
usernames and passwords, credit card numbers,
and identity-related information, by imitating
websites of popular and trustworthy
organizations (e.g. financial institutions, social
networking services, and mail providers). The
information obtained by the attacker (referred
to as the phisher) is used to take control of the
customer’s account, steal the individual’s
sensitive information, or is sold on the
underground market [1]. Phishing campaigns Researchers and investigators have attempted
account for economic, operational, and social to build larger cases and demonstrate
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attribution through a number of techniques
including phishing kits, drop email addresses,
domain
name
registration,
clustering
algorithms, traditional investigative tradecraft,
open source intelligence, and subpoenas.
Phishing kits are common toolkits that phishers
employ to automatically build phishing
websites using a prepackaged set of website
files [7]. The toolkits allow attackers to set up a
working phishing website by putting the files
in the proper directory. Drop email addresses
are a common mechanism for the delivery of
the stolen data to the attackers. These email
addresses are commonly included within one or
more of the website files, and are sometimes
hidden using obfuscation techniques [8]. Spam,
malware, and phishing researchers can use the
WHOIS information collected by registrars
during the registration process to identify
candidates responsible for the activity. Weaver

and Collins demonstrated that WHOIS
information such as IP and network of data is a
viable method for clustering phishing websites
[9]. The aforementioned kits and drop email
addresses have not only been used by
researchers and investigators in the past to
perform attribution but Wardman et al. and
Britt et al. have also used these pieces of
evidence for further intelligence and analysis
through clustering [10][11]. Lastly, it is widely
believed that subpoenas are generally a good
way to build case numbers for a dedicated law
enforcement response [8]. When law
enforcement gets a subpoena for a drop email
mailbox, they are potentially able to identify
the number of accounts and information
compromised as well as the IP addresses of the
criminals behind the attacks through an
analysis of the emails that was reporting the
phished information back to the attacker.

Table 1: Examples of different categories of defacement reasons.

Security
Fame

Patriotism

Religious
Beliefs
When investigating phisher drop email
addresses, it is common to find that the email
addresses link to information being reported
on defacement webpages by defacers.
Defacers are a set of cybercriminals who gain
unauthorized access to webservers and related
systems by attacking design, implementation,
logic and configuration vulnerabilities in order

to post illegitimate web content on that server.
Defacers claim to break into web servers for a
number of reasons including security fame, for
fun, revenge, goodwill, patriotism, the
challenge, and religious beliefs. See example
defacements in Table 1. Many defacers choose
to document their defacements using online
defacement databases.
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Figure 1: A graph of defacements reported from 1998 – 2013 by monitored
defacement databases.

The defacers use these databases to get credit
for, or maintain a history of, their
defacements. Examples of defacement
databases include: Zone-H, H4ck Mirror,
Turk-H.org, Aljyyosh.net, Add-Attack.com,
ZoneHC, FlashBack.se, ATTRITION, and
HackDB.com. These databases help defacers
establish credibility in their communities.
Figure 1 demonstrates the growth that has
been observed in defacement databases that
these researchers have information on. The
graph demonstrates the rising trend of
announcing the compromise and defacement
of publicly hosted domains. Note that these
numbers do not represent the total number of
defacements reported to the defacement
databases. There are almost an equal number
of potentially defaced domains that have been
reported to the defacement databases that
either did not capture the defacement web
page before it was removed or was not
reviewed by members of the defacement
database for whatever reason.
The research presented in this paper was
assembled to demonstrate the relationship
between phishers and defacers, using the
domains and timestamps in which phishing
and defacement websites were reported. For
our first experiment, we hypothesized that
there may be a relationship between a

phishing website and defacement if a
defacement webpage was hosted on the same
domain within plus or minus one week of the
phishing website. The results suggested that
there could be greater value when extending
the time period of the domains being hosted to
demonstrate
larger
trends
in
their
relationships.
The rest of this paper is as follows. Section 2
presents literature on anti-phishing strategies,
phishers, and clustering algorithms used for
building larger cases against phishers. Section
3 describes the research experiments in detail.
Sections 4 and 5 present the results of the
experiments and a discussion of those results.
Section 6 presents future directions that may
increase the scope of this research. Finally,
Section 7 concludes our findings.
2. LITERATURE REVIEW
Much of the literature published on phishing
discusses the employment of detection
strategies to mitigate phishing attacks. These
detection strategies can be categorized into
email-, URL-, and content-based approaches;
however, some researchers have used blended
approaches to yield better results. Email-based
approaches utilize characteristics and features
about phishing emails to determine patterns
across emails used to phish victims. Saberi et
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al. classified the words in the body of the
email to label them as ham, spam, and scam
using statistical approaches such as Poisson
filters, K Nearest Neighbor, and Naïve Bayes
probabilistic theory [12]. These approaches
were able to classify 94.4% of scams, while
misclassifying 0.08% of legitimate or spam
emails as scams. As the spammers adapt and
become sophisticated, such text-based
approaches are believed to be less effective
against phishing [12][13]. The attackers
utilizing spamming methods are generating
emails that are so similar to legitimate emails
that false positive rates can soar. In response,
researchers have investigated other features
from emails to improve their accuracy.
Chandrasekaran et al. derived 25 features
from emails, used information theory concepts
to rank the features, and finally classified the
emails using a Support Vector Machine
(SVM) on those features [13]. These
researchers used a custom collection of 200
phishing and 200 non-phishing emails. The
results demonstrated their technique could
achieve 95% detection rate. Fette et al.
developed an algorithm named PILFER to
identify phishing emails using ten features of
the
email
with
a
machine-learning
classification approach using random forests
[14]. The features used by PILFER include IPbased URLs, age of the domain, non-matching
URLs between the hyperlink and anchor tag
(i.e. the visual and actual links), HTML and
JavaScript presence, number of links and
domains, numbers of periods in the URL, and
spam filter output. PILFER was tested on
7,810 emails, in which 860 were phishing and
identified 96% of the phish with a 0.1% false
positive rate.
Some researchers have identified common
patterns in the URLs to detect phishing
campaigns. These approaches are referred to
as URL-based. URL-based approaches parse
features from the URL such as the number of
dots in the URL, length of the hostnames,
number of special characters, presence of

hexadecimal characters or IP addresses, and
length of the URL [15][16][17]. Such features
can be used to classify URLs as malicious or
benign using machine learning algorithms. For
instance, Blum et.al parsed URLs into N-gram
tokens and utilized an online learning
algorithm that assigns an individual
confidence to each feature or N-gram in order
to accurately identify phishing URLs [18].
Another avenue that researchers investigated
was using website hosting information
utilizing WHOIS and zoning files to show the
relationship between the registration date of a
domain and the date in which the phishing
websites was created [19]. URL-based
approaches are limited though as many
phishing URLs do not contain any identifying
characteristics or deviations from normal
URLs such as a phishing website hosted on a
compromised website in the root directory as
index.php.
Content-based approaches analyze the source
code, images, and other associated files of the
phishing website as a means of identification.
For instance, Wardman & Warner presented
an algorithm that compares the sets of known
phishing website content files with the file sets
of potential phish [20]. A similarity score is
used to determine if a potential website is
related closely enough related to the
confirmed phish. If the similarity score is high
enough, the potential website is labeled as a
phish. Another content-based approach
labeled Syntactical Fingerprinting compares
sets of syntactical elements within known
phishing websites to sets of syntactical
elements in potential websites [6]. A
significant enough similarity score allows the
potential website to be labeled as a phish.
Much of the anti-phishing methodologies
presented above are reactive in nature but
researchers have taken more of a proactive
approach by aggregating information about
phishing
incidents
[9][21][22].
Some
researchers have attempted to use clustering
algorithms on the content of the email
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Table 2: Examples of the various components of a URL referred to in the paper

Phishing URL
http://paypal.com.phishpp.com/index.php

Domain
phishpp.com

Hostname
paypal.com.phishpp.com

Table 3: Illustration of the phishing domains to defacement URL comparisons

Phishing Domain Name
aforcedirect.co.uk
aidandavisofficial.com
cmha.co.uk
cocothemes.com

Defacement Hostname/URL
http://www.aforcedirect.co.uk/images/m.txt
http://www.aidandavisofficial.com
http://www.cmha.co.uk
http://cocothemes.com

messages [21][22]. These methods are
ineffective, though, due to the short life of
features that are extracted from the headers
and the duplication found in the intended
mimicry of the content. Another form of
phishing information aggregation is the
application of clustering algorithms to net
blocks reported in phishing scams [9]. This
approach suggests that the phishing websites
hosted on the same net blocks or autonomous
system number (ASN) are from the same
phisher and attempts to estimate the extent of
phishing and its losses. Other research such as
that conducted by Chen et al. try to determine
the severity of phishing attacks by applying
textual classification and data mining
techniques on phishing alerts from
Millersmiles and financial information
provided by the phished organizations [15].
The researchers claim to classify the risk level
of phishing attacks based on the margin of
loss from the phished organization and
categorized text from the phishing alerts [15].
The approaches described above are, to this
researcher’s knowledge, mostly propose
technologies for aggregating phishing activity.
To fully address this problem, new
methodologies have been developed in order
to find patterns between phishing websites
that show relationships and even the
provenance of phishing websites. The rest of
this paper describes the development of antiphishing technologies that can be utilized for
the detection of phishing websites, the
aggregation of phishing data, and to build

evidence to show strong relationships between
the individual attacks.
In this research we present a set of methods
that demonstrate the ability to map sets of
phishing attacks to a defacer. Investigators and
law enforcement can use the data captured
through this research to help prioritize their
investigations. In addition, the results also
indicate that the proposed methodology could
be used to predict where and when phishing
and other malicious websites will be hosted.
3. METHODOLOGY
Three data sets were used in this research. The
first data set, D1, was provided by PayPal and
included all confirmed phishing hostnames
and timestamps from 2010 to 2012. This data
set included over 200,000 hostnames. The
second data set, D2, was collected from the
Anti-Phishing Working Group, or APWG, and
included over 550,000 hostnames and
timestamps reported to the APWG from 2010
to 2012. There are around 2,000 distinct
organizations in data set D2. The final data
set, D3, consists of information collected from
three defacement databases; however, the
majority of the results come from one
database with specifically enhanced data
utilized for this case study. The information
collected on each of these defacement
databases includes the hostname, domain, or
URL of the defacement, the defacer, the
defacement date, and the IP address that
hosted the defacement. For clarification, the
term “defacement string” will be used for the
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hostname, domain, or URL collected by the
defacement databases.
Experiment 1: PayPal Phish
The first experiment compared the domains
and timestamps in data set D1 with the
defacement strings and dates in D3 to
determine the defacement strings that were
hosted within plus or minus one week on the
same domain as a PayPal phishing website.
The comparison was done using a substring
algorithm to see if the phished domain
provided by PayPal was a substring of the
defacement string (i.e. a hostname, domain, or
URL). Table 2 contains an example of each
field within a URL in order to assist in
terminology used throughout the paper. When
the D1 domain was a substring of the D3

defacement string and the D1 and D3 dates
were within one week of each other, the data
was collected in the format of defacement
string, defacer, hostname, and the difference
in days between the D1 domain and the D3
defacement string. Table 3 shows some
example phishing domains that were
substrings of the defacement string. For the
rest of this document, a value of -7 days refers
to a defacement page being posted 7 days
before a phishing page on the same domain,
while a value of 3 days refers to a defacement
page being posted 3 days after a phishing page
on the same domain. The goal of this
experiment was to demonstrate the
relationship between phishers and defacers
targeting a single organization.
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Figure 2: Histogram showing the number of instances where the defacement domain was
established plus or minus seven days from the phishing domain over the PayPal data set.

Experiment 2: APWG Phish
The next experiment was more robust in that it
compared the domains and timestamps in data
set D2 (the APWG set) with the defacement
strings and dates in D3 to determine the
defacement strings that were hosted within
one year (i.e. plus or minus) on the same
domain as a phishing website reported to the
APWG. Similar to the first experiment, the

comparison was performed using a substring
algorithm to see if the APWG phishing
domain was a substring of the defacement
string. As in Experiment 1, when the domain
was a substring of the defacement string and
the dates were within the tested timeframe of
each other, the same data was collected.
However, the difference is that Experiment 2
used one year as the timeframe compared to
the one week in Experiment 1. The goal in this
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Figure 3: A histogram showing the number of instances where the defacement domain was
established plus or minus twenty-one days from the phishing domain over the PayPal data set.

experiment was not only to use more data to
show a larger impact by these defacers but
also to demonstrate that some phishers target
multiple
organizations,
giving
law
enforcement more motivation to open an
investigation on the phisher.
4. RESULTS
Experiment 1: PayPal Phish
The results of Experiment 1, using data sets
D1 (i.e. PayPal phishing domains) and D3 (i.e.
defacement strings), provided initial insights
into what was observed as larger patterns.
From 2010 to 2012, there were 1,029 defacers
that had a defacement string within one week
of a phishing website. Table 4 in the Appendix
contains the list of the top 10 defacers relating
to defacers in D3 with the phishing websites
in Experiment 1. The full “Alias” has been
redacted for operational security, so the first
and last character of the defacer has been
included along with a label that is consistent
between Tables 4 and 5, both in the Appendix.
The column Membership contains two values.
The value “Group” refers to the alias being a
group handle, while “Solo” signifies that the
alias seemingly belongs to a single hacker.
The Affiliation column refers to the country or
region in the world that the defacer promotes
in their defacements. The overall counts per
defacer were slightly lower than anticipated.

This will be discussed more thoroughly in
Section 5.
A significant pattern found in Experiment 1
stemmed from the mapping of a histogram of
the data. Figure 2 is a histogram of the
timescale relationship between the defacement
and phishing websites. The blue bars cover the
time span of -7 days to -1 day. These values
represent the count in which a defacement
page is advertised between 1 to 7 days before
a phishing page appears on the same domain.
The orange bar represents the count where the
defacement and phishing pages occur on the
same day. Finally, the green bar represents the
time span (i.e. 1 to 7 days) when the phishing
page is up before the defacement page. There
is a noticeable pattern with a gradual increase
from the value -7 days to 0 days, as well as the
steep decrease from 0 days to 7 days. It is also
important to note that the largest count in this
histogram occurs on 0 days. In addition, the
second highest count was -1 days.
The results of this initial histogram
encouraged further research. Using the same
sources, we adjusted the window of time from
plus or minus one week to plus or minus three
weeks and produced the histogram in Figure
3. It is interesting to note that the same trend
can be seen in both figures despite a change in
the time span, goes up before using the
domain to host a PayPal phishing website.
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Figure 4: A histogram showing the number of instances where the defacement domain was established plus or minus
seven days from the phishing domain over the APWG data set.

The results of Experiment 1 raised questions
on if these same patterns hold true for other
phishing attacks. Therefore, Experiment 2 was
organized to compare the defacement strings
to other targeted organizations.
Experiment 2: APWG Phish
Experiment 2 consisted of two data sets: D2
(APWG phishing domains) and D3
(defacement strings). The comparison of D2 to
D3 produced 61,507 overlapping values.
Table 5 in the Appendix contains a list of the
top 10 overlaps of a defacer related domain to
a phishing domain hosted within one year of
each other. The aliases iskorpitx, Hmei7,
kaMtiEz, and 1923Turk are top defacers
related to phishing in both Tables 4 and 5.
The pattern reflecting the days to phish before
or after defacement in Experiment 2 is very
similar to the pattern captured in Experiment
1; however, it expands over a longer period of
time. Figure 4 contains the count of phish-todefacement pairs per day from one year prior
to one year after a phishing website. The
orange line is representative of the count of

pairs in which the phish is hosted on the same
day as the defacement. The green lines
represent the time buckets when the
defacement was posted from 1 to 30 days after
the phishing website. There is a clear pattern,
like the patterns observed in Figures 2 and 3,
indicating that the majority of the defacements
occur days before, or on the day of, the
phishing website. Observations of Figure 4
suggest that the defacement domain could be
used as an indicator of suspiciousness for a
greater period of time than one week. A
deeper analysis of this figure and its
implications will be described in Section 5.
5. DISCUSSION
Potential Scenarios of Results
The results of Experiments 1 and 2, illustrated
in the associated histograms, demonstrate a
pattern that suggests defacers want to capture
their defacement before using the server for
phishing or other functionalities. It is very
important to note that in order for the defacer
to get credit for their defacement, the defacer
needs the defacement database to obtain a live
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screenshot of their defacement. A screenshot
taken by the defacer is not sufficient proof for
credit. The defacer’s need for a live screenshot
may help explain the pattern observed in the
histograms. The scenarios presented below
indicate the potential relationships between
phishers and defacers that would exhibit this
pattern.
The first scenario is that the phisher is the
defacer. It is believed that this is the case in a
vast majority of the websites that are -1 or 0
days. In addition, as investigators of phishing
incidents, we have observed that phishers
occasionally set up their phishing web page a
couple of days before they start spamming. In
fact, in this instance if website identification is
sufficient and takedown services act quickly,
some phishing websites are down before they
are spammed.
The second scenario is that the phisher and
defacer are part of the same organized group
or crime unit. In this case, it is possible that no
sole culprit is responsible for the whole attack.
For instance, a defacer may claim credit for
compromising a website; however, the phisher
drop email address receiving the stolen
information could be linked to another
member of the group that the defacer is part
of. Hence, suggesting that the phisher may be
a specialized unit within the larger
organization used to get credentials, but not
necessarily do other tasks such as
compromising the server or even monetizing
the stolen information.
The third scenario involves multiple attackers
compromising the originally defaced website
after this information is shared within a public
forum (e.g. Twitter, defacement databases,
pastebin, etc…). In many compromises it is
common to find more than one attacker
leveraging the same or multiple vulnerabilities
on the same host.
The final scenario is that some defacers sell
credentials on underground markets. The
phishers purchase the server credentials at a

minimal cost of $5 to $10. This supports
speculations that some phishers are nontechnical criminals that leverage the work of
others by using phishing kits, spamming tools,
and social engineering to generate income.
Signature Generation
Figure 3 provides deep insight into the
potential applicability of this research at a
larger scale. It can be observed that the
trending of the defacement being announced
around -275 days before the phish has a
greater count magnitude than the +30 day
value (i.e. those values to the right of the
green bars). This may indicate that normal
behavior of the overlaps between defacements
and phishing websites occur before -275 days
and after +30 days. If this is the case, then one
could create signatures to protect users from
the domains posted in defacement databases
with a Time to Live, or TTL, of 305 days.
These signatures could be used by browser
blacklists, spam filters, intrusion detection
systems, and anti-virus vendors, to name a
few, to protect corporate employees and daily
users from malicious content being distributed
from compromised web servers.
It is incredibly important to mention that these
findings indicate that the level of abuse on a
compromised web server seems to persist for
an extended period of time after defacements.
It is likely that the presence of a phishing
website or other malicious content such as an
exploit kit causes the webserver owner or
hosting provider to take some action on the
server that reduces the likelihood of staying
compromised. We hypothesize that the pattern
observed in Figure 3 will be present when
comparing defacement domains to other
attacks being distributed from compromised
web servers as presented as future work in
Section 6.
One limitation of this research which is
described in Future Work includes missed
matches due to the comparison of phishing
domains to the defacement domains. Different
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sources
capture
domain
information
differently. For instance, some defacement
databases store the DNS name of the
defacement page, while others store the
hostname. Similar data inconsistencies occur
in the APWG data set. An example scenario is
when both the defacement database and the
phishing data set contained different
hostnames that were hosted on the same DNS
name; hence, causing no overlap between the
two hostnames even though they were hosted
on the same DNS name. Future work to better
capture the relationship is addressed in the
following section.
The data supports that there is an opportunity
to use the posted information by the defacers
as an early warning system for malicious
activities on those domains such as identifying
new phishing attacks. Phished organizations
will now be a little more aware of the
possibility for phishing sites to be hosted on
those domains. Anti-spam vendors can
develop rules to further inspect URLs hosted
on the defaced domains for a certain amount
of time. Further research, as discussed in the
Future Work section, may even demonstrate
that a similar study could be done on
malware-related domains. And if the same
data holds true for defacers and malwarerelated domains, AV companies can develop
signatures and IDS rules can be written to
prevent malware being dropped by those
domains.
6. FUTURE WORK
Current trends suggest that the use of
compromised domains for phishing as well as
other attacks will only continue to grow as the
APWG reports that around 70% of all
phishing domains are from hacked servers
[23]. To help address this issue, this work
could be expanded on in a variety of ways.
The first is to obtain more data on
defacements and defacers. A number of
defacement and threat intelligence databases
exist that could be used for further

experimentation. We used three defacement
databases and two phishing URL collections
in this research; however, there are a number
of other databases containing information on
defacements, phishing URLs, and other types
of malicious content.
Next, we believe that there will be an even
higher correlation through the use of the IP
addresses that the domains are hosted, which
may reduce the hit rate on matches discussed
as a limitation above. Hundreds, even
thousands, of domains can be hosted on a
single server; therefore, a similar study using
IP lookups and comparisons may yield better
results. An example of such an experiment
could be to perform a DNS lookup on the
defacement domain to obtain the IP address of
the hosting machine, run a reverse DNS on
that IP address to get the other domains on the
IP, and lastly, perform a DNS name
comparison of those domains with the
phishing domains. This extra reverse DNS
step would account for the possibility that
some entities do not save the IP address where
the phishing websites are hosted. The reason
that we did not use this method in this
research was that the data was not being
captured in the historical feeds we used.
Therefore, we have made changes to current
collection strategies to collect such data for
future experiments.
Another direction this research could take is to
perform this comparison over known domains
used for malware-related activities such as
redirects and hosting exploit kits. We
hypothesize that this would result in a similar
pattern as the one found in the histogram
presented in this research, which would
further validate the theory that the defacers’
need to take credit for their conquests can be
used as a mechanism for predicting malicious
acts.
Lastly, we would like to see how the clusters
of websites based on defacers in this research
map to other phishing clustering algorithms
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such as those presented in the 2010
publication by Wardman et al. [24] The
combination of the sets of algorithms may
help to differentiate between phishers or
groups directly related to phishers and
defacers who sell their servers on underground
markets.
7. CONCLUSIONS
This
research
demonstrates
a
new
methodology using defacement artifacts to
prioritize investigations on phishers. The data
indicates that there is a substantial relationship
between the domains defaced by defacers and
those domains used to host phishing websites.
Patterns in the results also suggest that
defacement data can be used as a proactive
measure for predicting when and where future
malicious activity such as phishing will occur.
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APPENDIX
Table 4: Top 10 Defacers Relating to PayPal Phish

Count
98
91
88
49
47
45
44
43
27
27

Alias : Label
1---k : Defacer A
i---x : Defacer B
H---7 : Defacer C
G---y : Defacer D
a---r : Defacer E
z---a : Defacer F
k---z : Defacer G
S---D : Defacer H
M---N : Defacer I
D---D : Defacer J

Membership
Group
Solo
Solo
Solo
Solo
Group
Solo
Solo
Solo
Solo

Affiliation
Turkey
Turkey
Indonesia
Indonesia
Israel
Gaza
Indonesia
Iraqi Kurdistan
Iran
N/A

Table 5: Top 10 Defacers Relating to APWG Phish

Count

Alias

Membership

Affiliation

5751

i---x : Defacer B

Solo

Turkey

4423

H---7 : Defacer C

Solo

Indonesia

2165

1---k : Defacer A

Group

Turkey

1839

k---z : Defacer G

Solo

Indonesia

1467

G---1 : Defacer K

Solo

Turkey

1146

m---r : Defacer L

Solo

Turkey

1072

c---4 : Defacer M

Solo

Kurdish

900

A---m : Defacer N

Group

Iran

752

T---d : Defacer O

Solo

Turkey

749

k---L : Defacer P

Solo

Saudi Arabia
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ABSTRACT

1. INTRODUCTION

Due to the development of our information society
in recent years, the number of companies depending
on IT systems has increased. However, it has been
noticed that executives have not implemented
sufficient information security measures, primarily
due to the lack of consensus regarding information
security between executives and IT administrators
in enterprises. Numerous approaches to solving this
problem have been formulated and applied. The
Cybersecurity Framework developed by the US
NIST is one approach. However, the Cybersecurity
Framework does not have a function that can be
used to enumerate and select an appropriate
combination of rectifying measures based on mutual
understanding
between
executives
and
administrators.
Herein,
by
applying
the
Cybersecurity Framework and use cases of the
framework provided by Intel Corporation, we
propose a method that can enumerate measures and
obtain an optimal combination of measures that
could lead to mutual agreement between executives
and administrators. In addition, we have developed
a system called Risk Communicator for Tier
(RC4T) to support the abovementioned function
along with a method for its use. By applying this
framework and RC4T to a small example, we were
able to select a combination of measures suitable for
obtaining mutual consensus between executives and
administrators.

In recent years, incidents related to information
security have been increasing. However, the
awareness of companies involved in
information security is insufficient [1]. One
cause is the poor understanding of information
security among executives such as chief
information officers (CIOs), chief executive
officers (CEOs) and information technology
(IT) administrators (such as security managers)
[1].
If understanding is poor, executives will not be
reasonably aware of the organization’s
information security state, and will be less
likely to fund information security measures.
As a result, the level of company-wide
information security could be reduced because
adequate information security measures for the
entire organization are unlikely to be
implemented.
Acknowledging that some executives have
minimal technical knowledge, various methods
that treat information security as a risk have
been proposed [2]. One of these methods is the
Cybersecurity Framework (CSF) proposed by
the US National Institute of Standards and
Technology (NIST) [3]. The CSF is a
framework
for
information
security
management in which the current and target
states of information security management are
compared in order to express, comprehend, and
manage risks associated with information
security.
In general, it is assumed that executives are
able to understand the current state of
information security in an organization by

KEYWORDS
Cybersecurity Framework
Information security management
Information security governance
Risk management
Consensus building
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comparing the current and target states.
Therefore, CSF is intended to facilitate mutual
understanding
between
executives
and
administrators. In addition, the usefulness of the
CSF is expected to be confirmed by
experimental results obtained by applying the
CSF to actual issues, as was done by Intel
Corporation [4]. However, it is still necessary
to enumerate and select measures to fulfill the
overall targets of an organization.
Because the CSF compares the current and
target states, it is impossible to enumerate and
select specific measures that will ensure the
target is reached. By considering use cases for
Intel Corporation, as well as other cases related
to the CSF, we found a number of CSF
implementation guidelines. However, those
guidelines do not include a method for
enumerating and selecting measures.
Accordingly, herein we propose a method for
obtaining the optimal combination of measures
that will lead to mutual understanding between
executives and administrators. In addition, we
report on the development a system named Risk
Communicator for Tier (RC4T) that is designed
to support the method. By applying this
framework and RC4T to a small example, we
were able to select the most appropriate
combination of measures for obtaining mutual
consensus
between
executives
and
administrators.
This paper describes the concise procedures
used to formulate the problem for obtaining the
optimal combination of measures as well as the
content shown in our conference paper [5].
2. CSF OVERVIEW
The CSF is a framework that summarizes the
risk management principles for the purpose of
improving the cybersecurity of critical
infrastructures. In addition, the CSF can be
used to confirm in the gap between the current
and target states, as well as the gap in the level
of understanding between executives and
administrators in a risk-based approach.

The CSF, which can be customized to fit needs
of each organization, is composed of the
following three elements:
(1) Framework core (hereinafter referred to as
“core”)
(2) Framework implementation tiers
(hereinafter referred to as “tiers”)
(3) Framework profile (hereinafter referred to
as “profile”)
For more information about each element, refer
to [3].
3. CSF USE CASE BY INTEL CORP.
Intel Corporation carried out a pilot project to
verify the usefulness of the CSF.
3.1 Pilot Project Groups
The following three groups were formed in the
pilot project:
(1) Core group
The core group, which consists of eight to
10 engineers with knowledge of advanced
information security, has the authority to
select and edit categories and to set targets.
In this paper, the core group includes the
chief information security officer (CISO).
(2) Individual security subject matter experts
(SMEs)
The SMEs have the authority to evaluate
the risks in their specialized area. In this
paper, the SMEs are administrators.
(3) Stakeholders and decision makers
Stakeholders and decision makers have the
authority to evaluate a target, review the
evaluation result, and set the acceptable risk.
In this paper, executives (except for the
CISO) are the stakeholders and decision
makers.
3.2 Pilot Project Policy
In the pilot project, subcategories were
excluded for simplification and categories were
enriched instead. In addition, specific
definitions were set for each tier and listed in a
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table. Those definitions were then used as an
index for evaluation by tier (Table 1).
Table 1. Tier definition examples (created according to [4])

Tier 1
The staff has a limited
or nonexistent training
pipeline.

Tier 2
The staff has a training
pipeline.

Tier 3
Employees should
receive regular
cybersecurity-related
training and briefings.

Business decisions and
prioritization are not
factored into risk and
threat assessments.

Risk-informed,
management-approved
processes and
procedures are defined
and implemented, and
the staff has adequate
resources to perform
its cybersecurity
duties.

Consistent risk
management practices
are formally approved
and expressed as
policy, and there is an
organization-wide
approach to manage
cybersecurity risk.

Moreover, an administrator evaluated the value
of each tier to perform a risk assessment of
each category. By comparing the current and
the target states, a heat map was created by
emphasizing the lower value of the tier with the
color red (Fig. 1). The resulting heat map would
be used as a profile in the pilot project.

Tier 4
Employees receive
regular cybersecurityrelated training and
briefings on relevant
and emerging security
topics.
The organization
actively adapts to a
changing cybersecurity
landscape, evolving
and sophisticated
threats, predictive
indicators, and lessons
learned from previous
events in a timely
manner.

(2) The administrators evaluate the current state.
(3) The CISO and the administrators analyze
the evaluation results.
(4) The CISO and the administrators
communicate with executives using the
analysis results.
4. RELATED WORK

Figure 1. Heat map example (created according to [4])

3.3 Pilot Project Progress
The pilot project continued for seven months
and followed the flow from (1) to (4) below by
introducing the definitions of tiers and the heat
map.
(1) The CISO sets the tier target for each
category.

Another example of a CSF application was
reported at the University of Chicago [6]. They
conducted a comparative study of current states
and targets by inputting values of 0 to 4 derived
from the International Organization for
Standardization (ISO) 15504 standard in each
category.
Related research conducted to obtain a
consensus of measures with executives led to
the development of a system called the Multiple
Risk Communicator (MRC) [7]. This system
outputs the optimal combination of measures by
inputting the quantitative effect of each
measure and the constraints as a cost and an
objective function, respectively. With MRC, we
can obtain the optimal combination of measures
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under the constraints set by the executives.
Therefore, we find that the MRC is effective for
building consensus to select measures.
5. PROPOSED METHOD TO
ENUMERATE AND SELECT MEASURES
Since the CSF compares only the current and
target states, a method that can be used to
enumerate and select measures for evolving the
current state to the target state is required.
While applications and discussions related to
the CSF have been studied, we could not find
any research that consider measures needed to
approximate the current and target states.
In the MRC, building an information security
consensus with the executives has been difficult
due to an environment of insufficient mutual
understanding
between
executives
and
administrators, primarily because MRC
produced consensus requires executives who
have sufficient knowledge of information
security and sufficient time to deal with matters
related to it [8].
5.1 RC4T Overview
The RC4T system, which was developed in
Java 8, was designed to obtain the optimal
combination of measures that leads to a mutual
understanding
between
executives
and
administrators [9]. The program contains a total
of about 2800 steps and prepares “inputting the
current state tool” and “understanding the
current state tool” steps.
“Inputting current state tool” is used to input
the tier definition of the current state given by
the administrator, while “Understanding the
current state tool” is used by executives to gain
an understanding of the current state based on
the “inputting current state tool” data. In
addition, administrators can evaluate measures
by using this tool and watching the effect of the
measures.
Furthermore, in this paper, we report on the
development of an “optimizing combination of
measures function” in “understanding the

current state tool”. This function can be used to
provide information references needed to select
measures. The method for optimizing the
combination of measures is described on
Section 6.
5.2 Process for Using CSF between
Executives and Administrators
Our proposed processes for using the CSF are
shown in Fig. 2 [5]. The processes were
proposed in order to enumerate measures and
help select the optimal measure combinations
required for obtaining mutual understanding
between executives and administrators. The
following steps show the descriptions of (1) to
(8) in Fig. 2:
(1) The CISO is included in the core group
input categories and tier definition in the
RC4T for agreement with executives.
(2) Administrators input the current state of
his/her related area into each category in
the RC4T.
(3) The RC4T shows the current state to
executives and the CISO in profile form.
(4) The executives and the CISO gain an
understanding of the current state by
examining the profile. In addition, they set
the target of the tier in each category and
show the total acceptable cost for measures.
(5) The CISO and administrators gain an
understanding of the range of necessary
measures by using the information received
from the RC4T.
(6) The CISO and administrators then hold a
meeting to enumerate and input the
measures, their cost, and their effect into
the RC4T, as shown in Fig. 3.
(7) The RC4T computes and shows the
optimal combination of measures necessary
to minimize the gap between the target and
current states for executives and the CISO
at an acceptable cost, as in the MRC. It is
possible to provide the RC4T with a
function to set measures that should always
be adopted in the computation because
executives might wish to select specific
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measures to be adopted. The method used
for optimizing the combination of measures
is described in Section 6.
(8) If executives and the CISO are satisfied
with the total cost and the state for carrying
out measures, the combination of measures
will be adopted and carried out. If the

executives and the CISO are not satisfied,
the process returns to Steps (5) and (6) in
order to come up with a new acceptable
cost and choose other categories to close
the gap. In this way, executives can renew
the risk communication cycle.

Figure 2. Process of using CSF for executives, the CISO and administrators

5.2 Method for Enumerating Measures
As previously explained, Tier 1 is a state that
does not fit into any other tier. We also
explained that each tier could only be fulfilled
when all definitions of each preceding tier are
satisfied. In addition, we set identification (ID)
definitions for each tier (e.g., 2-1, 3-2). Given
these definitions, we now propose a method to
find the effects of measures as the “target
administrators of measures,” the “target
categories of measures,” and the “definition of
tiers solved by measures” [9].
In the table of tier definitions and measures
shown in Fig. 3, “○” is the range that the

current state fulfills, and “” is the range that a
measure fulfills. We assume the effect of
“Measure 3” is “Tier definition 3-1” of
“Category 1” of “Administrator 1” and that the
effect of “Measure 4” is “Tier definition 3-2, 33” of “Category 1” of “Administrator 1”.
Then, “Category 1” of “Administrator 1” is
raised to Tier 3 by fulfilling all the definitions
of Tier 3 while carrying out “Measure 3” and
“Measure 4”. Consequently, we can optimize
the combination of measures for minimizing the
gap between the current and target states under
the cost constraints.
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Figure 3. Table of tier definitions and measures for Administrator 1

6. FORMULATION AND METHOD FOR
OBTAINING OPTIMAL COMBINATION
OF MEASURES
In this section, we provide a concise description
of the procedure used to formulate the problem
for obtaining the optimal combination of
measures, which was not described in our
conference paper [5]. This function, which is
used in (7) and (8) in Fig. 2, takes advantage of
the MRC knowhow described in Section 4.

The following formula is formulated for T’[a,
c]:
(2)
R[a, c]: Tier of the a-th administrator and the cth category after carrying out measures.

6.1 Formulation for Obtaining Optimal
Combination of Measures
Here, the “Optimizing combination of measures
function” is intended for outputting the optimal
combination of measures at the most acceptable
cost in order to minimize the gap between the
target and current states. In this paper, we show
the objective function and constraints in the
optimization problem in order to clarify the
method.
The following function shows the objective
function:
(1)
a: The a-th administrator.
Ja: The total number of administrators.

c: The c-th category.
Jc: Total number of categories.
T[c]: Target (tier) for the c-th category.
T’[a, c]: Tier of the a-th administrator and the
c-th category after carrying out measures. (If
this value exceeds T[c], it is set to T[c]).

The following formula is formulated for R[a,
c]:
(3)
t: The t-th tier.
R’[a, c, t]: If the a-th administrator fulfills all
definitions for the t-th and lower tiers in the cth category after carrying out measures, this
value is 1. In other cases, this value is 0.
The following formula is formulated for R’[a, c,
t]:
(4)
t’: The t’-th tier.
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R’’[a, c, t’]: If the a-th administrator fulfills all
definitions for the t’-th tier in the c-th category
after carrying out measures, this value is 1. In
other cases, this value is 0.

category and a-th administrator, this value is 1.
In other cases, this value is 0.
x[m]: if the m-th measure is selected, this value
is 1. In other cases, this value is 0.

The following formula is formulated for R’’[a,
c, t’].

The following function shows the constraints.

(5)
d: The d-th tier definition.
Jd[t’]: The total number of definitions in the t’th tier.
R’’’[a, c, t’, d]: If the a-th administrator fulfills
the d-th definition for the t’-th tier in the c-th
category after carrying out measures, this value
is 1. In other cases, this value is 0.

C[m]: The cost of the m-th measure.
Ct: The acceptable total cost.

(10)

The following formula is formulated for R’’’[a,
c, t’, d].
(6)
(7)
CS[a, c, t’, d]: If the a-th administrator fulfills
the d-th definition for the t’-th tier in the c-th
category in the current state, this value is 1. In
other cases, this value is 0.
M[a, c, t’,d]: If the selected measures can fulfill
the d-th definition for the t’-th tier in the c-th
category and the a-th administrator, this value is
1. In other cases, this value is 0.
In addition, the following formula is formulated
for M[a, c, t’, d].
(8)

(9)
m: The m-th measure.
Jm: The total number of measures.
E[a, c, t’, d, m]: If the m-th measure can fulfill
the d-th definition for the t’-th tier in the c-th

6.2 Method for Obtaining Optimal
Combination of Measures
To obtain the optimal combination of measures,
RC4T uses a brute force approach. Here, the
optimal combination of measures is the solution
that minimizes the objective function expressed
by Eq. (1) under constraints such as those in
Eqs. (9) and (10), and selected from all
combination of measures.

7. TRIAL APPLICATION
7.1 Trial Application Result
By using the processes shown in Fig. 2, we
explained how executives could enumerate
measures and obtain satisfactory measure
combinations. A trial application was carried
out in our laboratory in order to confirm this
result.
In our trial, different work tasks necessary
to maintain laboratory operations were assigned
to the students. The leader of each task is called
an administrator. Since, in our university,
laboratory members are changed every year, it
is also necessary to replace administrators
yearly. However, replacement is not often
successful due to the communication gap, so we
decided to improve the administrator
replacement system.
In this trial application, the lead author of
this paper acted as the CISO, and the second
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author, who is a professor at the laboratory,
acted as the executive.

Table 2 shows the administrators
participated in this trial application.

who

Table 2. Trial application administrators

Administrator ID
PLA
PUB
CYB

Administrator’s name
Planning administrator
Public relations administrator
Groupware administrator

Work
Planning events and managing their costs.
Managing laboratory web pages.
Managing laboratory groupware.

The trial application was conducted as follows:
(a) The CISO decided the categories and tier
definitions as shown in (1) of Fig. 2, and

sets the tier target in each category. Tables
3 and 4 show the categories and the tier
definitions that were finally decided upon.

Table 3. Trial application categories

Functions Category ID
Identify ID.AM
ID.BE
ID.RA
Protect
PR.AC
PR.AT
PR.DS
Respond RS.IM

Category
Asset management
Business environment
Risk assessment
Access control
Awareness / Training
Data security
Improvement

Evaluation of executive
2
2
2
3
3
3
2

Target
3
3
2
3
4
3
3

Table 4. Trial application tier definitions

Tier Definition ID
2
2-1
3

2-2
3-1
3-2

4

3-3
4-1
4-2
4-3

Explanation of definition
We identified information about this category that should be given to the
replacement student.
We understand the risk and damage when this category is impaired.
Transition for this category was carried out smoothly and documented
accurately.
We have the knowledge, skills and assets needed to fulfill the responsibilities
of this category.
We defined policy to manage the risks of this category.
Our current organization can improve the replacement subject.
We were self-motivated to learn and respond to this category.
The risk management for this category is our laboratory policy.

The categories and tier definitions were
then input into the RC4T by the CISO.
(b) The CISO then asked administrators to set
the subjective tier value for the evaluations
of each category, as shown in (2) of Fig. 2.
Then, the tier definitions that are fulfilled in
current state were input into the RC4T by

the administrators. After this, RC4T
calculated the tier value based on the
inputted tier definitions.
(c) The inputted result was shown to the CISO
and executives by using the RC4T, as
shown in Fig. 1. This process is (3) in Fig. 2.
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Figure 4. Inputted result

(d) Based on the profile, the executives and the
CISO could then gain an understanding of
the current state, as shown in Fig. 4 and in
(4) of Fig. 2. The executive then ordered the
CISO and the administrators to enumerate
the measures for the tiers that have gaps
between the current and target states. The
administrators were also directed to show
an acceptable total cost for those measures.
Here, the time required to execute the
measure was used as the cost and a total
time of 10 hours was given as a constraint.
(e) The CISO and the administrators
enumerated the measures and estimated the
cost and effect of improving the tier as
shown in (5), (6), and (7) in Fig. 2. Here,
after considering the risk gap between the
current and target states, the CISO and the

executives determined that the measures of
“Awareness / Training,” ”Risk Assessment”
and “Asset Management” should be carried
out. In addition, the CISO and executives
public relations
decided that the
administrator should carry out “Access
Control” measure.
Tables 5 to 8 show details about the current
state of “Awareness / Training,” ”Risk
Assessment,” “Asset Management” and
“Access Control”, where:
: The range fulfilled by the current state.
×: The range the current state does not
fulfill.
●: The range fulfilled by the current state
that exceeds the target.
―: The range that the current state does not
fulfill that exceeds the target.

Table 5. State of “Awareness / Training” before carrying out measures

PLA
PUB
CYB

2-1

×


2-2

×
×

3-1
×
×
×

3-2
×
×


3-3
×
×
×

4-1
×
×
×

4-2
×
×


4-3
×
×
×

4-2
―
―
●

4-3
―
―
―

Table 6. State of “Risk Assessment” before carrying out measures

PLA
PUB
CYB

2-1

×
×

2-2

×


3-1

×
×

3-2

×


3-3
×
×
×

4-1
―
―
―
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Table 7. State of “Asset Management” before carrying out measures

PLA
PUB
CYB

2-1




2-2


×

3-1

×
×

3-2




3-3
×
×
×

4-1
―
―
―

4-2
―
―
●

4-3
―
―
―

4-2
―
―
―

4-3
―
―
―

Table 8. State of “Access Control” before carrying out measures

PLA
PUB
CYB

2-1




2-2




3-1

×
×

3-2
×
×


CISO and Administrators enumerated
measures after reviewing the details about

3-3
×
×
×

4-1
―
―
●

the current state shown in Tables 5 to 8.
Table 9 shows the list of measures.

Table 9. List of measures

Measure
ID
M01
M02
M03
M04

M05

M06
M07

M08

M09

M10
M11

Measure name
Organize information related to
the takeover
Short course for awareness of
takeover
Short course for asset
management
Include information about risk
assessment to information of the
takeover.
Takeover information
documentation
Improve the takeover process in
response to the risk
Include risk management in
policy
Meeting for dividing
administrative account for public
relations administrator
Create processes takeover
improvements
Establish a system to perform
regular knowledge confirmation
Make executive layer policies for
takeover in the laboratory

Administrator
ID
PUB

Category
Tier
ID
definition ID
PR.AT
2-1

Cost
(hour)
0.5

PUB
CYB
CYB

PR.AT

1

PUB
CYB

ID.RA

PLA
PUB
CYB
PLA
PUB
PLA
PUB
CYB
PUB

PR.AT
ID.AM
ID.RA
PR.AT

2-2
3-1
2-2
3-1
2-1
2-2
3-2
2-1
3-1
3-2

1

3-3

0.5

1

PLA
PUB
CYB
PLA
CYB
PLA
PUB
CYB

PR.AT

3-1
3-2
3-3
4-1

PR.AT

4-2

2

PR.AT

3-3
4-3

3

ID.AM

PR.AT
ID.AM
ID.RA
PR.AC

1
1

3

2

164

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 5(3): 155-165
The Society of Digital Information and Wireless Communications, 2016 (ISSN: 2305-0012)

RC4T computed the optimal combination of
measures that minimized the gap between
the current and target states under the cost
constraint. The calculated result showed
that the combination of M02 to M08 was
optimal.
The executives who examined the result
from the RC4T display ordered the CISO to
implement the measures, as shown in (8) of
Fig. 2.

that the proposed processes could assist in
producing a consensus between executives and
administrators related to measures.
In our future work, we intend to propose a
method that will allow easy changes
organization requirements to the categories and
tier definition.
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