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ABSTRACT
Leakage of secret information has increasingly become
a societal problem. Information leaks typically target
specific organizations or persons, and a magnitude of
risk involved in information security is considered part
of normal business. This research aims to identify the
causes of information leaks by applying organizational
theory and analysis tools in order to reveal the
mechanisms behind information security incidents.
Furthermore, this research discusses the relationship
between organizational objectives and social values in
order to propose solutions for organizational
weaknesses. The research finds that three facets of
corporate culture are of value in identifying the causes
of secret information leaks. Five clusters were derived
through analysis of the sampled organizations, which
had experienced information security incidents in the
past. In addition, the efficiency of the controls and
objectives for ISO/IEC 27001 was evaluated, and
suggestions were given in this paper for improving the
corporate culture within which incidents and accidents
of information security occur.

KEYWORDS
Information Security Incidents, Corporate Culture,
Organizational Factors, Information Leaks, Secret
Information.

1 INTRODUCTION
It is often said that information security begins and
ends with people, while incidents and accidents
involving the leakage of personally identifiable
information show no sign of significant decline,
e.g. the Dai Nippon Printing Co., Ltd., and the
Benesse Holdings, Inc. leakage incidents.

The aspect of information security technology
constitutes only one part of the factors that affect
information security incidents. To provide a full
consideration of the existing problems, it is
necessary to study other aspects that derive from
people and organizations.
In this research, the authors will endeavor to
define the roles that information security
technology should play within organizations, and
examine the interrelationship between people and
organizations in terms of information security.
The research also seeks to demonstrate that these
information security incidents are largely
attributable to unaddressed information security
vulnerabilities, and oftentimes are caused by the
disharmony between organizational objectives and
social values.
The research will propose how to improve upon
corporate culture and vulnerabilities in computer
systems in order to best support security. The
paper will begin with an exploration of the defects
within organizations, followed by a consideration
of the role of corporate culture in information
security incidents, the mechanisms of information
security incidents. Finally, it will identify the
causative factors behind information security
incidents through empirical research.
2 DEFECTS IN HIERARCHICAL
ORGANIZATIONS
Over the last few years, security characteristics
have changed; the personalities of hackers,
crackers, and attack methods have shifted.
Hackers and crackers have become organized, and
61
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attack methods have also evolved from targeting
individuals to attempting to expand their invasion
into organizations. In order to cope with such
changes, companies and institutions need to
change their organizational structure to be more
flexible and promote organizational improvement.
In many cases, they neglect the security holes and
vulnerabilities and realize that there are
deficiencies in their information security only after
they are actually attacked. For example, in the
case of Sony Computer Entertainment, the
personal information of one hundred million
people leaked from its PS3 game console service
site because an old software version of Open SSH
4.4 was used, which made it easy for hacker
groups to invade it. Sony Computer Entertainment
did
not
implement
any
vulnerability
countermeasures on its website, which allowed the
hacker groups to carry out an SQL injection attack.
It is the responsibility of Sony management to
ensure that the organization properly addresses
vulnerabilities directly derived from computer
systems and organizational deficiencies caused by
its people. The management failures to fulfill its
responsibilities were:
 Not performing a risk analysis and neglecting
vulnerability flaws.
 Not performing a risk analysis and neglecting
problems caused by people within the
organization.
Barnard [1] studied the strengths and weaknesses
of hierarchical organizational structures. He
considered that strengths of the hierarchical
organizational structure were linked to the ability
of leaders and swift actions, which leads the
organizations to success in the industrial age. On
the other hand, Barnard pointed out that its
shortcomings were disparities in the distribution of
wages and honor and prestige among different
positions, which lowered people’s morale. He
called them “the inverse function of the
hierarchical
organizational
structure”
and
considered them to be a cause of scandals and
accidents. Furthermore, Barnard stated that
“efficiency” was determined by the relationship
between investment and production in Taylorism,
a doctrine that constitutes the basis of the
production activities of companies. In contrast,

Simon [2] considered that corporate activities are
significant and meaningful only when their social
value is added to organizational objectives and
that social scandals and accidents occurred due to
disharmony between organizational objective and
“social value.” In both cases of Dai Nippon
Printing Co., and Benesse Corp., the information
security incidents occurred due to disharmony
between organizational objectives and social
values in an organizational structure, which
allowed subcontractor’s employees to steal
personal information.
This structure is similar to that of the construction
and civil engineering industry in which there are
multiple layers of subcontractors, namely Tier 1,
Tier 2 to Tier 5 and the bottom layer is comprised
of self-employed craftsmen. This structural flaw
constitutes an inverse function of hierarchical
organization, which triggers information security
incidents. In contrast to the organizational
structure
involving
multiple
layers
of
subcontractors, Barnard [1] presented “lateral
organization,” which refers to collaboration as a
whole even without any formal upper-level
organizations or leaders [3]. According to Barnard
[1], the lateral organization is composed of
shareholders, creditors, consumers, raw material
suppliers,
and
local
governments,
and
subcontractors fall within the category of raw
material suppliers. Furthermore, Barnard [1]
emphasized that it is also possible to prevent
information security incidents and accidents
through the practical application of the lateral
organization.
3 RELATIONSHIP BETWEEN CORPORATE
CULTURE AND INFORMATION
SECURITY INCIDENTS
Hofstede [4] considers culture to be comprised of
two primary elements. “Culture one” is comprised
of civilization or “refinement of the mind”, and
encompasses elements of society and culture such
as education, literature, and art. “Culture two” is a
broader conception of the word and is related to
the patterns of thinking, feeling, and acting that
are engaged in by individuals. Individuals living
and operating within the same social environment
62
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tend to share these elements. Corporate culture
and incidents of organizational crime are
intrinsically linked to one another, and the
concepts are researched simultaneously [5]. Thus,
within organizations, culture influences the
perspective applied to organizational facets,
including information security.
Shover [5] found that variation within the culture
of an organization affects many elements of
organizational performance. These include
effectiveness in goal attainment in addition to
criminal conduct. Generally, there is high intraorganizational cultural uniformity. Thus, whether
criminal or legitimate, such behaviors reinforce
one another [5]. In line with these findings, Da
Veiga [6] assert that an organization’s approach to
information security must focus on the behavior of
employees. Gebrasilase [7] state that information
security culture is comprised of a set of
information security characteristics that are valued
by the entirety of the organization. This
emphasizes the importance of culture within the
organization.
The modern organizational culture is becoming
increasingly dependent on information technology.
Therefore, organizations must invest in the
protection of their information assets. There are
many processes that are essential to establish and
reinforce the protection of information assets,
although the most important is human cooperative
behavior [8]. An information security culture can
provide significant value for an organization. A
corporate culture that focuses on information
security is less likely to engage in misbehavior or
harmful interaction with information assets [6].
Van Niekerk [8] researched information asset
security and found humans to be the greatest threat
to information security. Whether due to
negligence or intentional action, employees are the
greatest threat to information security, oftentimes
due to lack of knowledge. Thus, it is essential that
organizations endeavor to establish a culture of
information security so that the human factors that
generate risk involved in information security are
minimized and managed; however, the
accomplishment of this goal is not simple [9].

Alfawaz [9] noted the difficulty in understanding
the complex dynamic and uncertain characteristics
related to organizational employees who perform
information security activities, whether authorized
or unauthorized. Information security management
is influenced markedly by both individual and
group behaviors and must be managed as such
within the scope of organizations. Culture may
potentially be quantified through the consideration
of social-cultural factors within an organization
[10].
3.1 Information Security Strategies
Within the modern environment of business,
industry experts have increasingly been
demanding a stronger focus on information
security.
Information
security
must
be
incorporated into organizational strategies to be
effectively addressed; however, despite the
importance, there is no clear blueprint through
which a firm may achieve a culture that supports
organizational culture [11]. The values that are
associated with organizational culture are
manifested in the practices and activities within
the organization in relation to information security
management [9].
Focusing on information security within
organizations is a comprehensive process.
Kayworth [11] conducted qualitative research
comprised of interviewing 21 information security
executives from 11 organizations and found that
information security strategies are complex.
Generally, these strategies are comprised of a
strategically focused information strategy that
incorporates not only IT products and solutions
but also social alignment mechanisms and
organizational integration mechanisms. These
strategies are often managed through the
institution of a control-based compliance model
[12].
3.2 Quantifying Information Security in the
Workplace
The mitigation of information security threats
depends on the determination of the source of
threats. Often, such threats stem from
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organizational insiders. Insiders are capable of
causing greater damage due to their position; thus,
they must be identified and subsequently targeted
by countermeasures.
Information security
countermeasure strategies are a means of
addressing particular threats [13]. The sociotechnical approach is a means to achieve three
objectives: achieving a balance between security
essentials and the need to enable the business,
maintaining compliance, and ensuring that the
strategy is appropriate for the organizational
culture [11].
Employees are central to the protection of
organizational information, which has prompted
the study of what researchers have coined
“security culture.” By embedding security culture
into the corporate culture, employee behaviors that
protect the information of the organization is
positively influenced [14]. Employee compliance
is one of the more difficult facets of information
security measures, which highlights the
importance of enforcement, and one facet is
monitoring. One way to directly control and
observe employee behavior in relation to
information security is by monitoring employee
computers [15]. To measure employee behavior
related to information security, Padayachee [16]
studied the extrinsic and intrinsic motivations that
influenced employees’ propensity related to
compliant
information
security
behavior.
Employee behavior in this regard is comprised of
a set of core information security activities that
must be adhered to by end-users to promote
security.
Information security within organizations is also
affected by social media. Social media provides
both opportunities and risk for organizations,
underlining the importance of effectively
managing all facets of electronic information
within the organization [17]. Talib [18] have
found that information security within the
organization must be complemented by further
research into how technology is used by
employees. By focusing on overall information
security behaviors, an all-around information
security culture may be established that is present
within both the home and office environment [18].

4 RESEARCH ISSUES TO BE ADDRESSED
AND RESEARCH GOALS
The organizational roles, responsibilities and
authorities are defined in Clause 5.3 of ISO/IEC
27001 [19], and Clauses 6.1.1.a and b of ISO/IEC
27001 [19] stipulate “ensure the information
security management system can achieve its
intended outcome” and “prevent or reduce
undesired effects.” In addition, as measures of the
incidents
of
information
security,
114
management measures and 35 control objectives
are listed in Annex A of ISO/IEC 27001 [19]. In
this research, information security incidents are
first identified by investigating organizations in
which the incidents occurred. Second, it is verified
that the roles and responsibilities of the
management in the organizations were appropriate,
and the threat and vulnerability of information
security are identified. By this verification and
identification, the usefulness of the management
measures indicated in Annex A [19] is verified.
1. Identifying mechanism of the occurrence of
information security incidents and the
usefulness of the management measures
presented in Annex A [19].

The proposal of defensive measures and
the usefulness of Annex A.

The
relationship
between
the
implementation of the measures and
methods to restrain incidents and threats.

The relationship between measures to
prevent incidents and preventive action
methods.

Effectiveness of business continuity
management and follow-up measures.
2. Identifying defects in terms of corporate
culture in which incidents of information
security occurred, and proposing processes of
corporate culture improvement.

The relationship between incidents and
how roles, responsibilities and authorities
are defined in organizations.

The relationship between vulnerabilities in
terms of corporate culture and incidents.

The
relationship
between
lateral
organizations and incidents.

The development of processes of
organization improvement.
64
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5 IDENTIFY THE MECHANISM FOR
INFORMATION SECURITY INCIDENTS



Hoshino [20] examined the role of corporate
culture in relation to misconduct. Increasing
incidents of corporate misconduct have made
compliance management increasingly important
within the scope of organizations. Despite such
efforts, it is largely impossible to eliminate interorganizational misconduct altogether, and thus
efforts beyond merely establishing rules are
essential. Moral leadership, trust among
coworkers, the adoption of a pay-for-performance
system, and factionalism result in superior
compliance to conduct rules. Direct efforts to
achieve compliance management were found to be
largely ineffective, which emphasizes the
importance of intra-organizational efforts to
support a culture without misconduct [20].
Compliance management is directly linked to
information security in the modern environment of
business given that information is a basic
commodity that is crucial to the ongoing wellbeing of modern organizations [8].



5.1 Corporate Culture Variables and Sampling
Eleven variables regarding scandals have been
proposed by the research group at Hitotsubashi
University “Hoshino” [20]. Attempting to explain
the information incidents as same as scandals, and
using these variables for corporate culture. Data
on 185 Japanese organizations in which
information security incidents took place from
2006 to 2014 were collected and statistically
analyzed. The collected samples of information
security incidents were evaluated using the
following corporate culture variables; “1” was
assigned if there was a correspondence, and “0”
was assigned in other cases.
Variables for corporate culture:

Deterioration of values: There is no
information security education or security
awareness is low.

Freewheeling corporate culture: Security rules
are not followed or hidden manuals exist.

Hands-off policy: Managers’ intentions are
not clear.













Unclear objective of the management: Lack of
consistency in management, such as
precarious day-to-day management.
Not customer-oriented: Communication with
customers after information security incidents
is not appropriate.
Unmanaged organization: There are no
internal controls in the organization.
Lack of sense of belonging: Information
security
incidents
are
caused
by
subcontractors’ employees and contractors
(copartners).
Organization with numerous dissatisfactions:
Whistle-blowing.
Organization with no autonomous control:
Information security incidents are detected
only by indications from outside of the
organization.
Organization without corrections: Multiple
occurrences of information incidents.
Organization without leadership: Leaders are
frequently replaced.

5.2 Research Procedure
The research procedure to identify incidents using
statistical analysis as:

Correspondence Analysis was used as method
of deriving factor.

Hierarchal Cluster Analysis was used as
grouping method, Centroid Method for
Unification criteria, and Degree of similarity
for Euclidean distance between sample scores.
In assessing corporate culture, security measures
and previous information incidents were
investigated to ensure an objective evaluation.
5.3 Induced Factor of Corporate Culture
Incidents
The corporate culture evaluation data was
analyzed using the correspondence analysis to
identify factors that affect information security
incidents. The organization variable of corporate
culture for past information security incidents was
induced. Through these analyzes, the relationship
between the pattern of information security
incidents and the factors of corporate culture was
derived. As the cumulative contribution rate of the
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third factor was found to be 0.568, which is almost
60%, three factors were derived and named as:
1.

The first factor indicates the highest value
(1.314) in “Uncorrected organization”, and it
was inferred to be caused when more than one
information incident occurred. Namely,
multiple occurrences of information incidents.
And it shows the attribution of social status
and organization. For these reasons, it was
suggested that the first factor named as
“Organizational Attribution”. Taking into
account Figure 1. The variables that were
positive include “Uncorrected organization,
Freewheeling spiritual features, Organization
without leadership, Dissatisfied organization,
Unclear objective of the management, and No
customer-orientation” were considered to be
more “liberal profession”. On the contrary,
the lowest value include “Deterioration of
values, Hands-off policy, Organization with
no
autonomous
action,
Unmanaged
organization, and Lack of the sense of
belonging” were inferred to be “belonging
organization”.
Table 1. First Derived Factor
Contribution Rate
Cumulative Contribution Rate

The first factor - Organizational
Attribution

Liberal Profession

(+)

Belonging Organization

(-)

2.

The second factor indicates the highest value
(1.103) in “Unclear objectives of the
management”, and it was inferred to prioritize
the profit more than customers because of the
disturbance of the management policies. On
other words, lack of consistency in
management, such as precarious day-to-day
management. As well as, it shows the
arrogance as attitude and professional of the
work. For these reasons, it was suggested that
the second factor named as “Professional
Consciousness”. Taking into account Figure 2.
The variables that were positive include
“Unclear objective of the management,
Uncorrected
organization,
Organization
without leadership, Freewheeling spiritual
features, and Lack of the sense of belonging”,
were
considered
to
become
more
“commercial”. On the contrary, the lowest
value include “Deterioration of values,
Organization with no autonomous action,
Unmanaged organization, Hands-off policy,
Dissatisfied organization, and No customerorientation”, were inferred to be “customer
basis”.

16.7 %
16.7 %
Corporate Culture Variables
10.Uncorrected organization
2.Freewheeling spiritual features
11.Organization without leadership
8.Dissatisfied organization
4.Unclear objective of the management
5.No customer-orientation
1.Deterioration of values
3.Hands-off policy
9.Organization with no autonomous action
6.Unmanaged organization
7.Lack of the sense of belonging

Variable Score
1.314
0.293
0.286
0.246
0.093
0.027
-0.116
-0.175
-0.219
-0.288
-1.025

Figure 1. First derived factor
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Table 2. Second Derived Factor
Contribution Rate
Cumulative Contribution Rate

The second factor - Professional
Consciousness

Commercialism

(+)

Customer First

(-)

13.9 %
30.7 %
Corporate Culture Variables
4.Unclear objective of the management
10.Uncorrected organization
11.Organization without leadership
2.Freewheeling spiritual features
7.Lack of the sense of belonging
1.Deterioration of values
9.Organization with no autonomous action
6.Unmanaged organization
3.Hands-off policy
8.Dissatisfied organization
5.No customer-orientation

Variable Score
1.103
0.748
0.255
0.247
0.184
-0.013
-0.225
-0.278
-0.417
-0.474
-0.494

Figure 2. Second derived factor

3.

The third factor shows the competing values
in the three categories “Lack of sense of
belonging (0.847)”, “Hands-off policy
(0.813)”, and “Organization with numerous
dissatisfactions (0.465)”, and it was assumed
that the cooperators could easily intrude and
that those responsible may be ambiguous.
Thus, it was suggested that the third factor
named as “Power of Internal Control”.
Taking into account Figure 3, the variables
that were positive include “Lack of the sense
Table 3. Third Derived Factor
Contribution Rate
Cumulative Contribution Rate

The third factor - Power of
Internal Control

Heteronomous

(+)

Autonomous

(-)

of belonging, Hands-off policy, Dissatisfied
organization, Unclear objective of the
management, and Organization with no
autonomous action” were considered that
organization is “heteronomous”. And the
lowest value include “No customerorientation,
Deterioration
of
values,
Uncorrected
organization,
Unmanaged
organization, Organization without leadership,
and Freewheeling spiritual features” were
inferred to be “autonomous”.

13.2%
56.8%
Corporate Culture Variables
7.Lack of the sense of belonging
3.Hands-off policy
8.Dissatisfied organization
4.Unclear objective of the management
9.Organization with no autonomous action
5.No customer-orientation
1.Deterioration of values
10.Uncorrected organization
6.Unmanaged organization
11.Organization without leadership
2.Freewheeling spiritual features

Variable Score
0.847
0.813
0.465
0.123
0.067
-0.042
-0.086
-0.204
-0.47
-0.496
-0.519
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Figure 3. Third derived factor

The organizations are large, but the
information security incidents occur easily
through small errors. On the surface it seems
A score was given to each factor of the sampled
that the organization has security control,
organizations using the technique of the
however it leaves that security control up to
hierarchical cluster analysis to group these
individual autonomy such as the employee
organizations in which information security
PCs. This systematic control is weak towards
incidents took place. The distance between the
the importance of the roles and the
centers of gravity was used as cluster unification
responsibilities of each organization members.
criteria. As a result of the cluster analysis, five
Consider Figure 4. The center of the cluster
groups were obtained, as shown Figure 4, 5, 6, and
for three factors was at (-0.38, -0.21, -0.11)
Table 4. The five groups were named as follows:
and about 39 incidents were involved in this
type. Most commonly, secret information was
1. Bureaucratic self-destructive type: This group
leaked because employees carried laptops
often falls under stubborn and conservative
containing organizational information or used
organizations,
such
as
bureaucratic
unauthorized software that may contain
organizations and large-scale organizations.
spyware.
Organizational Attribution
5.4 Grouping the Organization in which
Information Security Incidents Took Place

Professional Consciousness
Figure 4. The First and Second derived factors with five groups
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2.

3.

None-belonging type: In these groups
information incidents are caused by a third
party, such as contractors, due to a lack of
sufficient management and coordination. The
security of the organizational secret
information is heteronomous: it is left to the
outsourced contractors, and therefore the
information leaks when third parties (such as
contractors) access the database. The center of
the cluster for the three factors was at (-0.36, 0.43, 0.58) (Figure 5), involving about 17
incidents. Most often, the leakage of secret
information was due to a lack of security
management, access control, and surveillance
of the information system. Namely, the
management left personally identifiable
information available to the contractors, and
the information was leaked.
Purpose camouflage type: In this group,
information incidents are often caused by
insufficient information security education.

The importance of personal information is
disregarded. In this type, the possibility of
higher actual damage or leakage of the
organizational information might occur
through social engineering, such as phishing.
It occurs because the importance of the
responsibilities and the management of the
person in charge of the secret information
management is poorly recognized, and the
secret information can be obtained for
illegitimate uses. Thus, employees need to
recognize the information’s importance, and
be educated and trained about protecting it.
As shown in Figure 5, the center of the cluster
for the three factors was at (0.095, 0.18, -0.11),
with about 49 incidents involved. Most
commonly, information leaked because the
management did not impose strict control on
employees who carried out laptops or portable
media devices which contained secret
information.

Organizational Attribution

Power of Internal Control
Figure 5. The First and Third derived factors with five groups
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4.

Unguarded type: Organizations in this group
are more subject to attacks involving
unauthorized access. They are apt to neglect
deficiencies in their information security
system and to fail to update it. As a result,
information leaks are caused by external
factors. This type organization seeks social
status, but does not pay sufficient
consideration to their clients’ information
security. External attacks or system
vulnerabilities might cause information leaks
of organizational clients. As shown in Figure
6, the center of the cluster for three factors
was at (-0.21, -0.14, -0.15), and about 50
incidents were involved to this type. Most
often, the leaks were due to management’s
failure to fulfill their responsibilities, such as
performing a risk analysis, identifying
vulnerability flaws, or dealing with problems
caused by people within the organization.

5.

Outlaw type: This is an irregular group that
does not belong to any of the groups above.
Furthermore, these group often start up
websites on a commercial basis. Because of
the services which the organization provides
through it, these sites can easily attract those
who are energize their own IT techniques as
criminals who take delight in people's reaction
to their crimes, and those who intend to
enhance their social status by successful
hacking. Outlaw group fosters the private
information leakage in the field of their
services which they provide. The organization
which provides the services entrusts the
clients with the responsibility to manage
private information. Taking into account
Figure 6. The center of the cluster for the
three factors was at (0.064, 0.29, -0.17) and
about 31 incidents were involved to this type.

Power of Internal Control

Professional Consciousness
Figure 6. The Third and Second derived factors with five groups

70

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 5(2): 61-74
The Society of Digital Information and Wireless Communications, 2016 (ISSN: 2305-0012)

Table 4. Result of the cluster analysis
Cluster no
Cluster name

1

2

3

Bureaucratic self-destructive type

None-belonging type

Purpose camouflage type

21%
39

9%
17

26%
49

Constituent
ratio

0.18

+
-0.11

Leakage (40%), loss (36%)

Leakage (36%), loss (34%)

Organizational structure (43%),
development of regulations and
procedures (50%)

Organizational structure (48%),
Development of regulations and
procedures (52%)

Organizational structure (47%),
Development of regulations and
procedures (49%)

Human

Education and training (69%), nondisclosure agreement (25%)

Education and training (76%),
non-disclosure agreement (18%)

Education and training (63%),
non-disclosure agreement (31%)

Physical

Prevention of theft (50%)

Prevention of theft (60%)

Prevention of theft (33%)

Technical

Security measures
Cause

Leakage (35%), The leakage due to
loss (31%)

Access control (51%), monitoring
of information systems (44%)

Access control (56%),
monitoring of information
systems (48%)

Access control (50%), monitoring
of information systems (47%)

Director of
employees

Management and supervision
(61%), direct and command and
instruction (36%)

Director of
contractors

Supervision (35%)

Cause of
incidents

Unauthorized access (28%), taking
the PC · medium out (12%), Loss
(28%), operation error (10%)

Loss (26%), Unauthorized
access (15%)

Direct risk

Spending for countermeasure
(43%), Losing customers (40%)

Spending for countermeasure
(50%), Losing customers (33%)

Decrease of the credit (41%), a
decrease in the industry (position)
(40%)
Mizuho Bank Tanashi Branch
Benesse Corporation.
Ehime Prefecture
Okayama Kurashiki Station

Reduction of credit (49%),
industry decrease of (position)
(45%)
NTT West “FLET series”
COSMO OIL Co., Ltd.
Sony Sea copy Laboratories
ACCA Networks

Indirect risk

Incidents
example

+
0.095

Internal
controls

++
0.58

Professional
Consciousness

±
-0.43

Organizational
Attribution

Internal
controls

--0.36

Professional
Consciousness

Organizational
Attribution

--0.11

Systematic

Risk of
personal
information

±
-0.21

Internal
controls

±
-0.38

Professional
Consciousness

Organizational
Attribution

Center of the
cluster

Management and supervision
(60%), direct and command and
instruction (36%)
Safety management measures
(33%), trustee of Director (33%)

Management and supervision
(56%), direct and command and
instruction (43%)
Safety management measures
(39%), trustee of Director (39%)
Unauthorized access (32%),
taking out of the PC · medium
(20%)
Losing customers (40%),
Spending for countermeasure
(47%) customer churn (14%),
Decrease of the credit (47%), a
decrease in the industry (position)
(47%)
AFLAC insurance company
Fujisawa firefighters
Sanyo Shinpan
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Table 4. Result of the cluster analysis (continue)
Cluster No

4

5

Director of employees

Unguarded type
27%
50
Organizational
Professional
Internal
Attribution
Consciousness
controls
++
+
+
-0.21
-0.14
-0.15
Leakage (46%), Unauthorized access (15%),
loss (25%)
Organizational structure (48%),
Development of regulations and procedures
(48%)
Education and training (57%)
Prevention of theft (38%)
Access control (48%), monitoring of
information systems (50%)
Management Supervision (60%)

Outlaw type
17%
31
Organizational
Professional
Internal
Attribution
Consciousness controls
++
++
++
0.064
0.29
-0.17
Leakage (40%), Unauthorized access (15%),
loss (38%)
Organizational structure (49%),
Development of regulations and procedures
(49%)
Education and training (67%)
Prevention of theft (50%)
Access control (45%), monitoring of
information systems (100%)
Management Supervision (57%)

Director of contractors

Regular grasp (43%)

Cause of incidents

Loss (17%), Virus (16%), Unauthorized
access (13%), Mis-sending (13%)

Instructions of safety measures (42%)
Unauthorized access (18%),
Loss (22%)
Spending for countermeasure (47%)
Losing customers (30%)
Decrease of the credit (50%), a decrease in
the industry (position) (50%)
I.F.CREATE Co.,Ltd
Happinet online

Cluster Name
Constituent Ratio

Center of the Cluster
Risk of Personal
Information
Systematic
Security
measures

Human
Physical
Technical

Cause

Direct risk
Indirect risk
Incidents example

Spending for countermeasure (42%)
Losing customers (31%)
Decrease in the industry (position) (41%),
Decrease of the credit (38%)
Sony's PlayStation Network
Telecom Square Inc.

6 INVERSE FUNCTION OF THE
HIERARCHY ORGANIZATION IN A
LARGE ORGANIZATION

2.


Barnard suggests that the following points ought
to be considered as defects of the status systems
and the hierarchical organization (the Inverse
Function).
1. Deficiencies as the Status System [1]
The following points are raised as issues imposed
on individuals of the status system:

Hierarchies distort the true value of
individuals as a status system.

The circulation of the position of the elite is
unfairly limited; the ability to strengthen
the exclusive positions by a specific person
becomes a problem.

The system of distribution, such as
equitable
positions,
functions,
and
responsibilities, is distorted; there is





discrimination in the distribution of wages,
honor and prestige based on status.
Deficiencies as the Hierarchy [1]
The
administrative
functions
are
exaggerated, and the function of ethics is
hampered.
It is an excessive symbolization function.
The major issue is that the status and the
true value of individuals are often confused.
Though it is indispensable in the
cohesiveness
and
coordination
of
organizations, the hierarchy reduces the
resilience and adaptability of organizations.

Morale appearing in the hierarchical structure had
decreased, and complaints have been filed for
legitimate wages to be paid to a temporary staff in
spite of engaging in a significant operations in the
business of Benesse Corporation. This temporary
staff, using USB, transferred the important
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personal information of the company externally
without authorization and sold it to a name list
provider.
These elements also appeared in the Nonebelonging type group of the second cluster. The
management left the personally identifiable
information available to the contractors, and the
information had been leaked. An example of these
incidents occurred in ACCA Networks and
COSMO OIL Co., Ltd.
7 DISHARMONY BETWEEN CORPORATE
OBJECTIVES AND SOCIAL VALUE
Simon [2] considers, against the productivity of
concept, which is determined by the relationship
between the inputs and outputs of Taylorism, that
organizations can increase their value, prevent
corporate scandals from occurring, and increase
the loyalty of their employees to the organization
only when its objectives and the social value are
consonant.
Generally, it can be determined as it is related to
all the clusters. The information leak incidents of
personally identifiable information have occurred
in the unguarded type of the fourth cluster in
particular because of the absence of consideration
of the patients or the customers. This is entirely
caused by organizational objectives and social
value. The organization lost the social mission,
and the providers themselves tried intrusions. For
example, there was a leak of patient medical
records by a female doctor.
8 EFFICIENCY OF ISO/IEC 27001
Applying ISO/IEC 27001 helps organizations to
protect information security assets, such as their
customers’ information, their own information,
and information provided to their contractors.
For the first Cluster, the “Bureaucratic selfdestructive type”, all organizations’ employees
shall be made aware of their responsibilities for
maintaining effective access controls, and the
organization shall launch appropriate employees
training programs about their functions and work

duties. Moreover, identifying physical perimeters
and barriers, along with physical access controls
and working procedures, should protect buildings,
offices, delivery and loading areas against
unauthorized access. In addition, special guidance
should be provided for security against natural
disasters.
For the second Cluster, the “None-belonging type”,
security responsibilities should be taken into
account when hiring contractors or temporary
employees. For example, background verification
checks and terms and conditions of employment,
including signed agreements of security roles and
responsibilities, need to be addressed. Also,
updating access rights and emphasizing the
continuing obligations under privacy laws to
contractors to protect the organization’s assets
should be part of the process of changing or
terminating contractors.
In the third Cluster, the “Purpose camouflage
type”, which is mostly attributed to insufficient
information security education, an organization’s
employees, contractors or temporary employees
shall become aware of the information security
policy, and these policies shall be defined,
published and communicated to all employees. In
addition, all employees shall complete an
appropriate updated awareness program and
receive training.
In the fourth Cluster, the “Unguarded type”,
organizational requirements to control the access
of information processing facilities should be
established and documented in an access control
policy. Access to the networks services should be
limited to authorized users. In addition, to ensure
that information is protected against external
attacks, technical vulnerabilities should be patched,
and software installation on organizational
systems should be restricted. Furthermore,
antimalware software, IPS, and Firewall are
required.
For the fifth Cluster, the “Outlaw type”,
information access shall be limited in accordance
with the access control policy, such as secure logon, password management, and restricted access to
the source code of program.
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9 CONCLUSION
Information security incidents are linked to both
people and technology; however, while security
technology itself is target by people, people are
influenced by corporate culture, which might in
turn significantly affect information security. This
research collected data on 185 examples of
information security incidents, where it was
verified that similar scandals and incidents had
similar causes, arising from social values or
corporate culture.
The research produced two primary findings. First,
three factors of corporate culture were used to
identify the causes of secret information leaks:
organizational
attribution,
professional
consciousness, and power of internal controls.
Second, regarding the mechanisms behind
information security incidents, five clusters were
derived by analyzing the sampled organizations
where information security incidents had occurred
in the past. The five clusters found were classified
as the bureaucratic self-destructive type, the nonebelonging type, the purpose camouflage type, the
unguarded type, and the outlaw type.
The research proposed an improvement in
corporate culture and existing vulnerabilities of
computer systems. The efficiencies of the controls
and objectives of ISO/IEC 27001 (Annex A) were
also evaluated. In addition, suggestions were given
in this paper for improving the corporate culture in
which incidents and accidents of information
security occur.
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ABSTRACT

KEYWORDS

Digital forensics (DF) is a relatively new discipline
with a lot of technical and non-technical terminologies
that can be hard to comprehend. During a timeintensive digital forensic investigation process, for
example, investigators may at times encounter several
new terminologies. In such a scenario, the time
required to unearth and analyse the root cause of a
potential security incident might be influenced by the
complexity involved in resolving the meaning of new
terminologies encountered. The difficulty lies in the
lack of an approach in DF that can help investigators in
resolving the meaning of terminologies or even how
these terminologies are perceived by individuals
especially when used in their domain of expertise. If
existing digital forensic tools, for example, were to be
designed in such a way as to allow investigators to
automatically resolve or incorporate the meaning of
new terminologies used or encountered during
investigations, then the time required to unearth and
analyse the root cause of a security incident might be
reduced extensively. The main problem addressed in
this paper therefore, is that, there exists no approaches
in DF that have the ability to help investigators in
reasoning with regard to the perceived meaning of
different digital forensic terminologies encountered
during a digital forensics investigation process.
Existing tools thus needs to incorporate new
approaches that can help in resolving or clarifying the
meaning of new terminologies used during
investigation processes. For this reason, this paper
examines the concept of building ontologies for digital
forensic terminologies and proposes an ontological
approach to resolve the meaning of different digital
forensic terminologies. Besides, ontologies are known
to provide a form of knowledge in a given discipline of
interest. In the authors’ opinion, thus, building
ontologies for digital forensic terminologies can
support the development of future investigative tools as
well as new techniques to a degree of certainty.

Ontology; digital forensic; terminologies; digital
investigation; tools and techniques

1 INTRODUCTION
The development and evolution of Information
and
Communication
Technologies
(ICT)
infrastructure in the current society has led to
increased usage of electronic devices, which has
further transformed the way individuals
communicate. More so, this has been realized in
the way through which data is transferred among
devices. For instance, there have been large data
repositories that are able to manage heterogeneous
movement of data across diverse locations.
Furthermore, this massive explosion of ICT
infrastructure has led to the usage of technologies
such as: Automation, teleworking, video
conferencing, Voice over Internet Protocol (VoIP)
and increased online transactions. In fact, the
International Data Corporation (IDC) has
projected that in the year 2016, ICT spending in
the Middle East, Turkey, and Africa (META) will
top $260 billion [1]. This shows that a number of
businesses organizations across these regions are
increasingly embracing digital transformation
initiatives in a bid to streamline their costs and
bolster their flexibility [1].
Discounting the aforementioned developments in
ICT, there has been explosion of numerous
information systems that has attracted a number of
adversaries who seem to exploit the benefits of
these digital transformations. For example, the
continued use of ICT has encouraged the
emergence of new forms of crime called
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cybercrimes which are perceived to be a conduct
prohibited by legislation and or jurisprudence that
involves the use of digital technologies while
committing an offence. Actually according to
Anah et al. [15] as well as Halde & Jaishankar
[17] cybercrimes can be defined as: "Offences that
are committed against individuals or groups of
individuals with a criminal motive to intentionally
harm the reputation of the victim or cause physical
or mental harm to the victim directly or indirectly,
using modern telecommunication networks such
as Internet (Chat rooms, emails, notice boards and
groups) and mobile phones (SMS/MMS)" [15],
[17]. According to the National Crime Prevention
Council (NCPC), however, cybercrime is also any
crime committed or facilitated via the internet
[16]. These types of crimes spearheaded the
development of digital forensics.

Such an approach should be able to assist digital
forensic analysts and forensic practitioners in
comprehending the different digital forensic
terminologies used during investigation with ease.
As for the remaining part, the paper is structured
in the following format: Section 1 has set the
scene of the paper through an introduction;
Section 2 will introduce the background of the
study while section 3 will provide related work.
Thereafter, Section 4 will discuss the concept of
building ontologies for digital forensic terminologies

while Section 5 will provide a discussion of the
proposed ontological approach to resolve the
meaning of digital forensic terminologies. The
paper concludes with Section 6 and makes
mention of the future work.
2 BACKGROUND

Digital Forensics (DF) provides a platform that
can deal with cybercrimes through the use of
scientifically proven methods to excavate potential
digital evidence that can be admissible in a court
of law. Additionally DF provides an investigation
mechanism that may enable forensic investigators
to provide the link between the suspect and the
crime. However, during a Digital Forensic
Investigation (DFI) processes, for example,
investigators are at times faced by the menace of
new technical and non-technical terminologies. In
addition, during the DFI process a number of DF
tools are usually used to conduct investigations,
however, most of these tools lack the ability to
clarify the exact meaning of the different DF
terminologies encountered. This makes it hard for
the stakeholders involved in reasoning with regard
to how the terminologies are used and perceived in
the domain.
Based on that premise this paper therefore
provides the following contributions:
 Analyses the state of the art in building
ontologies for digital forensic terminologies.
 Proposes the inclusion of an ontological
approach to resolve the meaning of digital
forensic terminologies in existing digital
forensic tools.

This section provides a background study on the
following aspects: Digital forensics and
ontologies. Digital forensics has been discussed to
show the scientific process of digital investigation.
Ontologies are discussed as one way to bring out
the conceptualization of specific pieces of
knowledge as well as how they can be used to
simplify the understanding of new terminologies
when integrated into digital forensics. This also
means that, ontologies can further help forensic
investigators in comprehending the meaning of
terminologies with ease.
2.1 Digital Forensics
Digital forensics is the science of investigation
which deals with extracting digital evidence from
computing devices that can be used to reconstruct
events for purposes of creating a hypothesis that
can be used in a court of law. The concepts of
digital forensics were first defined in a technical
report produced during the first Digital Forensic
Research Workshop (DFRWS) in Utica, New
York [2].
According to the DFRWS report digital forensics
was defined as “The use of scientifically derived
and proven methods toward the preservation,
collection, validation, identification, analysis,
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interpretation, documentation and presentation of
digital evidence derived from digital sources for
the purpose of facilitating or furthering the
reconstruction of events found to be criminal, or
helping to anticipate unauthorized actions shown
to be disruptive to planned operations” [2].
Based on this definition the authors deduce that
digital forensics expands simply from the crime
scene through the forensic analysts to the
courtroom. This involves proper forensic
examination of digital evidence by forensic
analysts through the Law Enforcement Agencies
(LEAs). Therefore the main role of digital
forensics is to unearth digital evidence that will
assist the LEAs and prosecutorial offices through
presentation of digital evidence in a court of law.
As the technological trends in DF keeps changing,
new challenges as well as new terminologies are
also constantly introduced into the domain. New
meanings sometimes are assigned to existing
terminologies [3]. Therefore, approaches need to
be developed in digital forensics with the ability to
effectively assist investigators in comprehending
the meaning of new terminologies that may crop
up as a result of technological change or domain
evolution. Such approaches will further assist in
establishing an effective digital investigation
process. Furthermore, the requirement for such
approaches and in digital forensics is
exceptionally important both for the advancement
of the field as well as for the effective use of
different domain terminologies and the
representation of domain information in any court
of law [3]. The next subsection now introduces the
concept of ontologies.
2.2 Ontologies
According to Uschold & Gruninger [4] ontologies
refers to a shared understanding of some domain
of interest which is used as a unifying framework
in solving problems. In recent years, the
development of ontology has become common in
many different domains [5]. Moreover, as noted in
a paper by by Karie and Venter [6], ontologies are
widely used in different domains as a technique
for representing and reasoning about domain

knowledge. This also implies that, ontologies have
inevitably grown to cover unrelated domains
across different levels. Despite the widespread
ontology applications in different domains, the
development of ontologies and their applications
in digital forensics is still in want [6]. On the same
note, Noy & Musen [7] highlights that ontologies
have become a semantic web back-bone and
ubiquitous in information systems that facilitates
diverse
applications.
This
involves
conceptualizations that are aimed at encoding
specific pieces of knowledge together so that
simple inferences can be made for problem
solving purposes. Nevertheless, according to
Chandrasekaran, Josephson, & Benjamins [8]
ontologies can be used to provide analysis of the
structure of knowledge through the formation of
the heart of any system of knowledge
representation for that domain. In this paper,
however, we present ontologies as an approach
that can be used to generate a common definition,
knowledge, and understanding of domain
terminologies in digital forensics as also explained
by VanRees [9]. For this reason, to help create a
common definition of terminologies that enhances
the sharing and reuse of formal represented
knowledge in digital forensics (DF) [10], it is
important to develop ontologies that define the
common terminologies in which the shared
knowledge in this field can be represented. It is on
these grounds that the authors propose in this
paper an ontological approach to resolve the
meaning of digital forensic terminologies. The
next section presents related research works in this
paper.
3 RELATED WORK
Ontologies can be integrated into any discipline
either directly into an ontology development
process if no other suitable ontology is available.
This process allows identification of mismatches
across different disciplines. For example, Leung
Lau, & Tsang [11] has proposed the following
activities that can be used for ontology integration
that uses key terms: Develop a set of inspiration
scenarios; Conceptualization; Evaluate validity
and sufficiency of key terms; Categorize key
terms; Identify candidate ontology; Evaluate
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concepts of each candidate ontology; Identify
source ontology and its knowledge module;
Evaluate the quality of knowledge modules and
integrate knowledge modules into one ontology.
Based on these activities, the authors proposed an
approach for ontology integration that allowed
provision of a detailed description on how to
perform ontology integration through the use of
elicitation of key terms, identification of source
ontologies and their knowledge modules.
Research by Karie and Venter [3] also proposed a
mechanism for measuring semantic similarity
between digital forensics terminologies using web
search engines. In their paper, the authors argues
that semantic similarity between different
terminologies is becoming a generic problem that
extends across numerous domains, touching
applications
developed
for
computational
linguistics, artificial intelligence, cognitive science
and, in the case of this paper, digital forensics.
Although the approach was novel, ontologies were
hardly a focus.
On a recent approach by Hoss & Carver, [12] the
authors address the issue of weaving ontologies to
support digital forensic analysis which has shown
that ontologies can be used to model and reason
about digital forensics knowledge. The authors
presented a technique to model, transform and
utilize models containing bi-directional typed
links with user-defined semantics to define the
semantic relationships between models. Their
research showed that users are able to input
forensic knowledge, query that knowledge,
produce reports, and interconnect with existing

forensic tools to upload data and/or perform
further analysis [12].
To the best of the authors’ knowledge, there
currently exists no other approach in digital
forensics research utilizing ontologies that
specifically focuses on resolving the meaning of
terminologies as is the case presented in this
current paper. However, there exist successful
applications of modelled ontologies in other types
of research that gave support toward applying
these concepts for use in the proposed ontological
approach to resolve the meaning of digital forensic
terminologies in this paper. In the next section, the
concept of building ontologies for digital forensic
terminologies is explained.
4 BUILDING ONTOLOGIES FOR DIGITAL
FORENSIC TERMINOLOGIES
Much of the research work done in the digital
forensic domain has less focus into issues related
to building ontologies for digital forensic
terminologies. Researchers have managed to
develop different types of ontologies; however,
very few have their focus on digital forensics. In
this section of the paper, the authors present the
concept of building ontologies for digital forensic
terminologies by proposing an ontological
approach to resolving the meaning of digital
forensic terminologies shown in Figure 1. The
approach is divided into four parts labelled 1 to 4.
Each of the identified parts is explained briefly in
the sub-sections to follow.

Figure 1: An Ontological Approach to Resolving the Meaning of Digital Forensic Terminologies
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4.1 Digital Forensic Terminology Database
According to Wright & Budin [13], a terminology
database also known as a term base is a database
consisting of concept-oriented terminological
entries and related information usually in
multilingual format. A term base allows for the
systematic management of approved or verified
terminologies and is a powerful tool for promoting
consistency in terminology use. The terminologies
in a term base may include among other
information, the definition, the source and context
of use as well as the domain area.
In this paper, therefore, the development of an
ontological approach to resolve the meaning of
digital forensic terminologies starts with a
terminology database. As mentioned earlier, with
the advancement in technological trends in digital
forensics, new terminologies are constantly
introduced into the domain and new meanings
assigned to existing terms. Developing a
terminology database will thus guarantee
consistency and accuracy every time a
terminology is encountered in a digital forensic
investigation process. A customized terminology
database specifically designed for digital forensics
therefore needs to be developed to support any
approach meant to resolve the meaning of digital
forensic terminologies. A well designed and
clearly defined terminology database can help
investigators save time, reduce costs, improve
quality and maintain consistency during
investigations.
4.2 Develop Terminology Semantic Annotations
The semantic annotation process is an act of
expressing knowledge about a particular resource,
terminology or phrase. This process involves
attaching
names,
attributes,
comments,
descriptions, etc., to specific domain terminologies
[14]. Semantic annotation is therefore responsible
for providing all the information (including
additional metadata) about an existing domain
terminology or data which in this case will have
originated from the terminology database.

A standard semantic annotation exercise has three
major building blocks: the ontology, a data
instance recognition process and lastly an
annotation generation process. Figure 2, below
shows the semantic annotation process that makes
it possible to assign links to existing semantic
descriptions of any domain terminology in
question. This makes it possible to relate one
domain terminology to another. With this process
(see Figure 2) it also becomes possible to annotate
different digital forensic terminologies that goes
through the reasoning engine and later stored in
the semantic repository for use by any digital
forensic tool.

Figure 2: Terminology Semantic Annotation Process

The development of an ontology (labelled (a)) in
Figure 2 gives an account of the domain of
interest. In this case the domain of interest is
digital forensics. The data instance recognition
process (labelled (b)) in Figure 2 is meant to
discover all the instances of interest in a target
document or terminology based on the defined
ontology. Finally is an annotation generation
process (labelled (c)) in Figure 2. This process is
meant to create a semantic meaning disclosure file
for each annotated document or terminology [14].
Through the semantic meaning disclosure file, any
ontology-aware machine agent can understand the
target document or terminology [14].
4.3 Reasoning Engine
A reasoning engine sometimes referred to as rules
engine, or a semantic reasoner is a system that is
able to infer logical consequences from a set of
asserted facts or axioms. The idea behind a
reasoning engine is just like that of an inference
engine which provides a richer set of mechanisms
to work with. The inference rules are commonly
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specified by means of an ontology language, and
often a description language. In the case of this
paper the reasoning engine contains the annotation
rules and the inference rules which help in the
reasoning process. The result of the reasoning
engine is a terminology semantic repository
labelled number 4 in Figure 1.
In addition the reasoning engine generates
conclusions from the available annotation
knowledge using logical techniques such as
deduction and induction. The reasoning engine
plays an important role in the implementation of
artificial intelligence and knowledge-based
systems. This also means that any digital forensic
tool developed can then be connected to the
terminology semantic repository to easy the
understanding of terminologies used or
encountered during a digital forensic investigation
process. The terminology semantic repository is
discussed in the sub-section to follow.
4.4 Terminology Semantic Repository
At the heart of the proposed approach lies a
terminology semantic repository which is a large
and structured set of texts stored in a knowledge
base format. The terminology semantic repository
is a very useful information source for resolving
the meanings of different terminologies. In the
case of this paper, such a repository is needed to
enable the extraction or retrieval of terminology
meanings necessary for a digital forensic
investigation process as shown in Figure 1. A
standardised digital forensic terminology semantic
repository needs to be established for use in
implementing newly developed approaches such
as the one proposed in this paper, as well as any
new forensic tools and techniques. The
terminology semantic repository can then be
connected to any digital forensic tool for use
during digital investigation processes as shown in
Figure 1. The next sub-section presents a brief
discussion of the proposed approach.
5 DISCUSSION
The proposed ontological approach to resolve the
meaning of digital forensic terminologies in this

paper is a new contribution in the digital forensics
domain. The scope of the approach is defined by
the steps shown in Figure 1. The main steps as
depicted in Figure 1 include:
 Digital Forensic Terminology Database
 Develop Terminology Semantic Annotations
 Reasoning Engine
 Terminology Semantic Repository
The specific details of the individual steps as
identified in the Figure 1 have further been
explained in this paper. However, note that the
steps as identified in Figure 1 are meant to
facilitate this study and primarily focus on the
process of resolving the meaning of digital
forensic terminologies for use during a digital
forensic investigation process. Such proposed
steps or guidelines are by no means the final
guaranteed steps to successful digital forensic
investigation process. Nevertheless, organising the
approach into steps was necessary to simplify its
understanding.
The Primary reason that led to the development of
a new ontological approach in this paper is the
lack of approaches in digital forensics that can be
used to resolve the meaning of digital forensic
terminologies thus simplifying the digital
investigation processes to investigators. The
proposed approach as demonstrated in this paper
can, thus, be used in the digital forensics domain,
for example, to help investigators and any other
stakeholders including the law enforcement
agencies in reasoning with regard to how different
terminologies are perceived in the domain.
Academic institutions should also find the
approach in this paper constructive, especially
when training students on matters related to digital
investigation processes. Such an approach can as
well be incorporated in curriculums and education
materials for different programs of study within
the field of digital forensics. Developers of digital
forensics tools can also use the proposed approach
to develop digital forensic tools with the ability to
resolve the meanings of terminologies used during
an investigation process before producing the final
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report. This also implies that developers might
find the approach in this paper useful, especially
when considering the development of new digital
forensic tools and techniques for addressing
different challenges experienced during a digital
forensic investigation process. The next section
concludes this paper and highlights the possibility
of future research work in this study.

2.

3.

6 CONCLUSION
Digital forensics plays a very important role in
both incident detection and digital forensic
investigations. For this reason, developing
ontologies in digital forensics that can help
investigators in comprehending the meaning of
new terminologies is of utmost importance.
Besides, ontologies can for example, be used to
build a foundation to solve both present and future
digital forensic challenges arising as a result of
domain evolution. Such challenges may include
those related to the meaning and definition of new
terminologies, as well as the reuse and sharing of
common domain knowledge.

4.

5.

6.

7.

8.

This paper, thus, presented an analysis of the state
of the art on building ontologies for digital forensic
terminologies as well as proposed an ontological
approach to resolving the meaning of digital forensic
terminologies. However, considering the current

technological trends, more research needs to be
conducted in future in order to expound on the
ideas presented in this paper. Further research on
how to integrate ontologies into some of the
exiting digital forensic tools must also be
conducted to help improve on the efficient of the
digital investigation process. Finally, the authors
recommends the inclusion of ontologies and
ontological approaches in existing digital forensic
tools as a way to assist digital forensic analysts
and forensic practitioners in comprehending the
meaning of different digital forensic terminologies
used during an investigation.
7
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ABSTRACT
Authentication is the process of verifying users’
credentials when access to secure IT systems.
Today, most of the computer users rely on singlefactor static authentication. However, many severe
security breaches in each year prompt us that we
need to develop a better authentication mechanism.
One solution is to adopt the multi-factor dynamic
authentication. Nevertheless, it is financially not
possible to implement multi-factor, even just twofactor, authentication for all the computer users. In
this paper, we will study currently available
dynamic authentication techniques and evaluate
their strength and weakness with both feasibility
and security measures. We propose eight
feasibility measures that can be categorized into
two groups: cost and deployment. In addition, we
also use five security measures to analyze their
capability against security attacks. The comparison
indicates there is no perfect solution to the
authentication. However, software tokens, some of
graphic user authentication (GUA) and the SiFaDA
score highly in most categories.

KEYWORDS
Encryption, Multi–Factor Authentication, Dynamic
Authentication, One-Time Password

1

INTRODUCTION

With advance in mobile technology and cloud
computing, computers today have emerged and changed
everything around the world. To most of us, it is
becoming absolutely necessary to use technology in our
daily lives. Any information can reach any part of the
world any time wherever computers and the Internet are
available. Computers take communication beyond the

definition of communication. With the use of
computers, anybody can communicate immediately with
anyone around the world.
Through technological advancement, information is
currently shared and accessed over millions of servers
without boundaries. Even though computers are
augmenting our daily lives, they require certain
measures on access control and user authentication to
assure the security. Authentication is the process of
verifying a user’s credentials when they are requesting
services from any secure system.
A simple single-factor authentication only involves a
username and password and this can be easily
deciphered. Adding an extra strong factor will greatly
reduce the chances of the user’s identification from
being hacked. For the second factor, there are many
techniques available today. However, among billions of
computers and the Internet users [1], due to deployment
complexity, multi-factor authentication is only utilized
in some close, controllable environment setting. These
setting include those used by the employer in a
company, suppliers in a supply chain, member with
paid/profitable membership (e.g., Amazon Web
Services AWS. Dropbox, PayPal, etc.).
Therefore, considering the human psychological factor
and deployment complexity, we study all currently
available dynamic authentication techniques and
evaluate their strength and weakness against both
feasible and secure measures. In this paper, we will
propose, in Section 2, evaluation measures for
authentication techniques. Then we will study in section
3 the dynamic authentication methods that are available
today. In section 4, we will review dynamic
authentication technologies that use virtual One-TimePassword (OTP). All of the authentication techniques
will be assessed using the feasibility and security
measures. Finally, in section 5, we conclude our
discussion and project on possible future works.

2 AUTHENTICATION EVALUATION
MEASURES
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Authentication is the process of verifying users’
identities when they are requesting services from any
secure system. During the authentication process,
several validation factors may be needed for verification
of the client’s identity. An authentication factor is a
portion of information that is given by the client and
used to verify identity the client who is applying for
access under certain security constraints. The
authentication factor is usually one of three techniques:
“proof by knowledge” (e.g., username/password),
“proof by possession” (smartcard or token), or “proof
by property” (fingerprint scan).
In this section, we propose two sets of measures to
evaluate the authentication techniques. The first set
exams the feasibility with seven measures. The second
set assesses the security performance against four types
of attacks

2.1 Feasibility Measures
There exist seven feasibility measures that can be
categorized into two sub-groups: cost and deployment.
Each of these seven measures may appear in both
categories based on their specific requirements.
 Hardware requirement: This measure
identifies the hardware cost for both the server
and the users.
 Deployment Complexity: This measure
specifies how difficult it is to deploy the
technique.
 Portability: This is the measure that indicates
how easy for users to use the particular scheme
in different devices, either private or public.
 Identity backup: This measure shows how
difficult to get the identity recovered if stolen
or lost.
 Lost Recovery: This measure indicates the
efficiency of recovering the credential, once
lost. Single-factor has the best lost recovery, so
this measure is primary concerning about the
loss of second authentication form.
 Replacement cost: This measures the cost of
replacing damaged or lost device that is used
for authentication process.
 Multi-Tenant: This measures the capability of
providing a universal mean to be used for
multiple online services.
 Human factor: This is to measure the human
psychological behavior on using the
authentication technique. Obviously, the single
factor is the most popular with its easy to use
and, traditionally, quite get used to it.

2.2 Security Measures
We will compare the four security measures for
different authentication techniques. These will
demonstrate that we should not use the single-factor
authentication as it performs the worst in each of these
measures.
 MitM prevention: This measure exams how
well the authentication scheme preventing
man-in-the-middle (MitM) attack. Single factor
techniques are more vulnerable to this type of
attack.
 Phishing Prevention: This measures how easy
an attacker can acquire the account/password
by masquerading as a trustworthy online
service. Most of the OTP techniques will
perform strong in this measure.
 Spoofing Prevention: This measure designates
if the authentication scheme can withstand
spoofing attack. The single factor does not
achieve high in this measure due to it being
incapable of protecting the user’s identity from
unauthorized parties.
 Password Cracking: This measure indicates
the impacts of the password cracking on the
password file stored on the server when it is
suffered from data breach.
 Shoulder Surfing Prevention: This is the
measure for how the user can avoid losing the
credentials caused by shoulder surfing. The
single factor performs weakly in this measure
due to it being incapable of protecting the
user’s identity from direct observation.

3

DYNAMIC AUTHENTICATION
SCHEMES

Authentication schemes can be categorized into two
different classes based on their attributes. Most
commonly, they are grouped based on the number of
authentication factor. Also, they can be classified by the
frequency of passcode change.
When they are grouped by the number of authentication
factor, they can either classified as either Single-Factor
Authentication (S-FA) or Multi-Factor Authentication
(M-FA). In M-FA, the authentication system requires
the use of two or more different authentication factors.
If they are defined by the frequency of passcode change,
they are referred as either static authentication or
dynamic authentication. In static authentication, the
passcode is usually not changed until it is required by
the security policy or per user’s will. For Dynamic
authentication, the passcode changes in very short
period of time, usually in minutes. Sometime the
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passcode changes every time it is generated which is
called One-Time-Password (OTP).
S-FA focuses on only one factor: username/password,
and is mostly widely accepted technique which is
proved to be weak method especially when it comes to
protecting data.
In a study by a data security firm [2] that analyzed 32
million passwords exposed in the Rockyou.com breach
in December 2009, the top five most common
passwords among those 32 million users are: 123456,
12345, 123456789, Password, and iloveyou. In 2013, 4
years later, SplashData’s annual “Worst Passwords” list
shows again that 123456, password, and 12345678 top
all other passwords among 38 million users [3].
Even using secure passwords, phishing and spoofing
attacks may use a site that looks like a legitimate one to
tricks the user into supplying the password. As a matter
of fact, news on October 8, 2009 reported that phishing
scheme almost catches FBI Chief [4].
In addition, people usually don’t change their passwords
frequently. It was reported, in some cases, that less than
25 % of people change their password monthly and
some 34% in a survey said they never change their
passwords [5]. Therefore, a keystroke logger can be
installed physically [6] or in the form of software to
catch passwords entered manually on a login screen.
One improvement in S-FA is to utilized password
management utility. Password management is achieved
by using various password valet applications, such as
RoboForm [7] and KeePass Error! Reference source
not found., which store user passwords and can
automatically enter the required fields in a web form.
Nevertheless, the data is still kept on the host computer
or device and can potentially be stolen through browser
exploits, Trojan horses, etc..

Smart cards [10] are about the same size as a credit card
and require special reader. The downside is that the
smart card is not a small device and the card reader is an
extra expense. It also needs special middleware
application due to the mismatch between smart card
communication standards [11] and the communication
protocols [12] used by mainstream PC applications.
However, among billions of the Internet users, due to
deployment complexity, TFA is only utilized in some
close, controllable environment setting. These setting
include those used by the employer in a company,
suppliers in a supply chain, member with paid
/profitable membership (e.g., Amazon Web Services
AWS. Dropbox, PayPal, etc.)

3.1.1 Security Token
Security tokens, also called OTP tokens, have an LCD
screen that displays fixed number of alphanumeric
characters. The OTP tokens are mainly based on two
types of algorithms: Time synchronized and eventbased.
 Time synchronized algorithm produces a
pseudo-random number with a built in pseudorandom number generator. Pseudo-random
number changes at pre-determined intervals,
usually every 60 seconds.
 Event-based algorithm such as that proposed
by the Open Authentication (OATH)
consortium [13] uses a user event, such as the
user pushing a button on the token.

3.1 Multi-Factor Dynamic Authentication
Multi-factor dynamic authentication requires extra
factor(s) other than username/password. Using MFA
will increase security, but also will increase difficulty in
deployment complexity, hardware requirement and
other aspect such as portability, lost recovery, identity
backup and replace cost.
The FFIEC issued supplemental guidance on this
subject in August 2006 [9] “By definition true
multifactor authentication requires the use of solutions
from two or more of the three categories of factors.
Using multiple solutions from the same category …
would not constitute multifactor authentication.” To
balance the tradeoff between security and deployment
issues, the most popular MFA is two-factor
authentication. Using two factors as opposed to one
factor generally achieves a higher level of
authentication assurance.

Figure 1 Security tokens
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Some devices, such as RSA SecurityID [14] and
VeriSign (now part of Symantec) [15] shown in Figure
1, display 6 digits pseudo-random number and require
periodically resynchronize the server with the token.
Taking portability into account, these security tokens
must use materials that are small and consume less
power. Still, these tokens need to be replaced every few
years when the battery is dead. In addition, once the
token is lost, the time and cost to replace can frustrate
the user due to not being able to access their data.
Finally, the security tokens do not prevent Man-in-theMiddle (MitM) based attacks against online transaction
along with being unable to defend against malicious
users who could use the legitimate user’s credentials for
authorizing an illegitimate operation as explained in
[16].

3.1.2 Virtual Token
Virtual tokens were first introduced in 2005 by a
security company, Sestus [17] Virtual token enables any
portable storage devices to work as an authenticate
token, that’s a protected file stored on the device for
authentication. Figure 2 displays a Safenet hybrid
token [18] that use a USB drive as the security token.
SMS-based T-FA uses user’s cellphone as a virtual
token. In this type of scheme, when a user enters the
first set of credential, a text message is sent to the user’s
cellphone. This text message contains either a message
for approval or an OTP for user to enter into the 2 nd
factor field of the login screen. A recent development,
called “Duo Push: One Tap Authentication,” that uses
smart phone as the security token by [19] is shown in
Figure 6.

Figure 2 Safenet hybrid token

Virtual tokens reduce the costs normally associated with
implementation and maintenance of multi-factor
solutions by utilizing the user’s existing portable storage
device. Since the user’s portable storage device is
communicating directly with the authenticating website,
the solution claims to not suffer from man-in-the-middle
attacks and other forms of online fraud. However, if not
implemented with OTP, can be attacked by phishing
and spoofing.

3.1.3 Contactless Token
Contactless tokens form a wireless connection to the
client computer that makes them more convenient than
both connected and disconnected tokens. Examples of
popular contactless tokens are RFID tokens and
Bluetooth tokens.
RFID tokens are a comparably new concept in multifactor authentication. This type of tokens, illustrated in
Figure 4, uses RFID tags that store an agent (a small
application program) and a pre-defined code (second
factor code). The client computer should equip with
RFID reader. The need for RFID reader on the client
computer significantly increases the hardware
requirement.
One example of the RFID token is the RFAA that was
firstly introduced in 2011 by Liou, Egan, Patel, and
Bhashyam [20]. RFAA token utilizes any RFID devices
to work as an authenticate token, that’s a protected file
stored on the RFID tag for authentication.

Figure 4 RFID reader and tags
With the advance in smartphones and tablets, a new
development in contactless tokens is to utilize NFC
(Near Field Communication) that is already
implemented in mobile devices.
Bluetooth tokens can be used in contact or contactless
connection. When the client computer does not equip
with Bluetooth, a USB input device is required to plug
into the client computer. Thus, this causes uncertainty in
hardware requirement.

Figure 3 Duo Push: One Tap Authentication
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3.1.4 Software Token
There are two primary architectures for software tokens:
Shared secret and public-key cryptography. Shared
secret architecture is considered more vulnerable than
the hardware token. For both types, the configuration
file can be compromised if it is stolen and the token is
copied.
As an example shown in Figure 5, RSA SecurID
software tokens [14] basically support the same
algorithms as their RSA SecurID hardware
authenticators. Therefore, like its hardware token, its
software token produces either 6 or 8 digits number,
called tokencode, and display next tokencode, every 30
or 60 seconds. For online transaction service, it requires,
in addition to a web server, RSA Authentication
Manager for token provisioning.
The generation of token code is not triggered by the
server, but is on client’s device(s). User enters the PIN
to the installed application, and the client software
generates the tokencode. The major concern with such
time-based software tokens is that it is possible to
borrow an individual’s cell phone or laptop, to set the
clock forward, and to generate token codes that will be
valid in the future. In addition, anyone who provides the
PIN correctly can retrieve the tokencode and use it for
two-factor authentication on a web server from any
cloned devices, such as an SIM card in a cell phone, or a
USB installed with such application.

Figure 5 Examples of software token
SofToken is an improved software token technique.
SofToken was firstly introduced in 2010 by Liou and
Bhashyam [21]. SofToken, rooted on software token,
sends not just a pseudo-random number (an OTP), but
also the encrypted key to the server for authentication.
The technique significantly improves on feasibility and
deployment cost of the two-factor authentication.
When the user successfully establishes the user account
through online access by providing sufficient
information to the service provider; the server delivers
client software to the user’s computer. This client
software installs two components onto user’s computer
with user’s consensus: A logon application and a
pseudo-random number generator.

During the initialization process, an encrypted public
key will be created and issued to the user’s computer as
the seed of pseudo-random number generation. The key
can be produced based on either a user’s favored
challenge-response or by the server. This encrypted key
will be stored at the user’s computer as part of the
pseudo-random number generator.

Figure 6 Login scheme for SofToken
Shown in Figure 6, the logon application is directly
communicating between the server and user’s computer.
The logon application requires filling in users
credentials that are set up with the server. The user
provides
the
first-factor
to
the
server,
username/password. When the server verifies the firstfactor, the server sends a request to the pseudo-random
number generator installed on the user’s computer to
trigger the generation of a random number, called code
word.
The logon application will provide the user the code
word. The user is now able to enter the code word as the
second-factor authentication. The code word will be
verified again by the server. Depending on the code
word, if it is correct the server will grant access to the
database otherwise it will close the connection.
SofToken acts as second-factor authentication. RFAA is
an enhancement process of SofToken. RFAA will
required a hardware specification that will be used as
Second –factor authentication.

4

VIRTUAL OTP IN DYNAMIC
AUTHENTICATION

Dynamic authentication uses cryptography or other
techniques to create per-session authentication. A
dynamic
authentication
changes
with
each
authentication session between the claimant and verifier
[22].
Dynamic authentication may have different types of
protocols, such as challenge-response and virtual OTP.
In a challenge-response protocol, the server which runs
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the authentication submits a challenge, e.g. a random
sequence of bytes, to which the client computer
responds by computing a cryptographic function which
uses both the challenge and a secret data contained in
the device.
Protocols using virtual OTP can be viewed as a
challenge-response protocol in which the challenge is
not sent by the server, but is a publicly known ever
changing value. In this case, both the client computer
and the server compute the next random credential
information based on the first factor. And the two
computed
random
credential
information
is
authenticated at the server side.





Signature scheme [24]: User will hand write on
a 2-D lattice the signature shown in Figure 7,
or some pre-entered words at certain area of
the lattice.
Draw-A-Secret [Error! Reference source not
found.]: As shown in Figure 8, user will draw
a pattern on a 2-D lattice that correctly matches
to the coordination pre-entered.

4.1 Graphical User Authentication
Graphical password was firstly proposed by G. Blonder
[23]. Researchers have latterly developed into several
different fashions and now are all referred as Graphical
User Authentication (GUA). As the name stands,
graphical user authentication uses a graph, instead of
text, as the password.
There are two types of Graphical User Authentication
techniques based on how they are being used:
 Recall based: The user needs to reproduce
something that is created or selected earlier
during registration phase.
 Recognition based: A set of images is
presented to the user to recognize and identify
the images selected earlier during registration
phase.

4.1.1 Recall based GUA
This is somewhat very similar to handwriting scheme in
the biometrics which may heavily rely on the touch
screen on the device. A user will draw something in a
way similar to what was drawn during registration. This
technique can be further separated into two sub-groups.

Figure 8 DAS technique by Jermyn
One weakness for this type of GUA having is the
shoulder surfing security attack.
Since neither
technique uses OTP, one can learn other’s password by
direct observation while the user in entering the
password.
Another issue is the user has to correctly re-produce not
just the word but also the coordination which may be a
challenge to many people. Operate with a mouse to
redraw can be also difficult to reproduce correct result.
Moreover, this technique requires more storage and
process time for authentication.

4.1.1.1 Recognition based GUA
There are quite a few techniques proposed in this type
of GUA. One of the disadvantages for recall based
technique is the shoulder surfing attack, therefore, many
researchers proposed this type of technique to minimize
the attack.
Some typical techniques in this category are:


Dhamija and Perrig [26]: The user will select a
number of images out of set of random pictures
during registration. Later, during login the user
has to identify the pre-selected images for
authentication. An example of random images
is depicted in Figure 9.

Figure 7 Signature technique by Syukri
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to reduce the chances for shoulder surfing
attack, they significantly increase the time for
registration and later to enter correct password.
The same drawbacks, as what the recall based
GUA has, is the storage and process time for
authentication. GUA is strong for feasibility
measure, except for lost recovery and human
factor.

Figure 9 Random images used by Dhamija and
Perrig


Passface [27]: User sees a grid of nine faces
and selects one face previously chosen by the
user as shown in Figure 10. Here, the user
chooses four images of human faces as their
password and the users have to select their pass
image from eight other decoy images. Since
there are four user selected images it is done
for four times.

Figure 11 Haichang’s shoulder-surfing technique

Figure 10 An example of Passfaces




Shoulder Surfing Resistant: Quite a few recent
researches focus on shoulder surfing resistant
GUA. Haichang et al [28] proposed a new
shoulder-surfing resistant scheme as shown in
Figure 11 where the user is required to draw a
curve across their password images orderly
rather than clicking on them directly. This
graphical scheme combines DAS and Story
schemes to provide authenticity to the user.
Graphical user authentication has the strength
in all security measures but shoulder surfing.
Although some recognition based GUAs claim

To maintain the security level high, the images arrange
cannot be too simple. And that complicates the process
of memorizing many different passwords. For many
people, especially senior citizen, it is convenient for
them to use simple password that they can remember.
This is the psychological effect that keeps the single
factor authentication alive. Hence, graphical user
authentication is best used for private device
authentication, but not online services.

4.2 SiFaDA VOTP Technique
With advances in computer technology, touch screen
computer systems are getting its popularity. And the
fact that more and more computer users today use
mobile devices for light to medium computing makes a
single-factor dynamic authentication a better option as
the first line of defense in security.
The single-factor dynamic authentication (SiFaDA) was
firstly proposed by Liou and Conway [29]. The idea
centers in a virtual one-time password process. As the
name stands, user just needs to keep hold one factor of
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credential. However, when the single factor is entered
into the client computer, the client computer will
generate, according to a binding code chosen during the
registration process, a one-time password and transmit it
through the Internet to the server. The server will
compute, based on the same binding code, its own onetime password and match it with the one it received.
The binding code is actually the virtual second factor
for the dynamic authentication.
The VOTP technique starts with a Registration process.
Users register for service from secure computer system
will download and install an agent program on its
private device and receive a binding code. Once the
agent program is installed and the binding code is stored
on the device, the registration process ends.
The binding process can be applied to use’s own private
device or a public device, regardless if it is a computer,
smartphone, or tablet. For user’s private device, the
binding code is already stored in the device. Therefore,
no extra action is needed for binding the device to the
service. The binding code will be used later to create a
random keypad.
For a private device, user must firstly enter the
username and the agent program will send it to server to
request for a random code. Once the client computer
receives the encrypted random code, the agent program
will use it, along with the binding code, to produce a
random pattern keypad as shown in Figure 12.

SiFaDA will create a one-time password that is actually
transmitted to server; even the entered password is
actually the same.
When the server receives the username and VOTP from
client device, it will retrieve both the encrypted binding
code based on the username and the random number
just sent to the client device, and produce its own
VOTP. The server then matches its own VOTP with the
received VOTP.
For public device, the authentication process is very
similar to what is for private device, except that the user
needs to enter the binding code first to temporally bind
the device for service. The server will generate a
random code as it would be sent to the private device.
Thus the same random pattern keypad will be produced,
according to provided binding code, as it would appear
to the private device.
In this case, the server will receive the username,
VOTP, and the private binding code at the same time
from client device. The server will retrieve user’s
binding code and match with the one sent by the client
device. If they match, the server then matches its own
VOTP with the received VOTP. Since the server knows
the user is now using a public device, it will force the
user to change the private binding code.

5

PERFORMANCE COMPARISON ON
DYNAMIC AUTHENTICATION
SCHEMES

Based on the proposed two sets of authentication
evaluation measures, we have summarized a
performance comparison on currently available dynamic
authentication schemes. As shown in Table 1, each
dynamic authentication scheme is evaluated as “Low,”
“Medium,” or “High” in Feasibility Measure, while in
Security Measure, each is assessed as “Weak,”
“Medium,” or “Strong.” The best performer is
highlighted in bold font style.

5.1 Feasibility Measures

Figure 12: A random pattern keypad on Login
screen
If password is 1234, the encrypted and transmitted
password will be 7208 for this particular keypad pattern.
Since the encrypted random code sent by the server
lives one session only, the random pattern keypad will
change every time the user log on to the server. Hence,

In the set of Feasibility Measures, obviously those
schemes with no hardware achieve “Low” as the best
performance for “Hardware Requirement” measure.
These include Software Token, SofToken, GUA, and
SiFaDA. All these schemes use the host computing
device as the required hardware and, hence, eliminating
the need for extra hardware. That is why the same group
of schemes also performs the best in “Replace Cost”
measure.
Similar results from previous group appear in the “Lost
Recovery” measure, except now the RFAA replace
GUA in the best performance. For “Identity Backup”
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measure, GUA re-joins the group of best schemes in the
group of “Lost Recovery” measure.
For both “Deployment Complexity” and “Human Factor
Impact” measures, the group of best schemes is similar
to the group of “Lost Recovery” measure, but adding
the Virtual Token (SMS) scheme.
“Portability” measure produces a significantly different
result that has only Virtual Token (SMS), GUA, and
SiFaDA in the group. Meanwhile, taking out of “GUA”
from the group becomes the group of best schemes for
“Multi-tenant” measure.
With only two schemes, Virtual Token (SMS) and
SiFaDA, performing best in the group, it seems the
“Multi-tenant” measure is the most difficult feasibility
measure for any dynamic authentication schemes to
achieve.

5.2 Security Measures
As all of the dynamic authentication schemes are used
as the second factor in a multi-factor authentication,
most of these schemes perform very well in security
measures. Among them, there are four schemes with
“Strong” performance in all security measures: Virtual
Token (USB), SofToken, RFAA, and SiFaDA.
Security Token suffers a bit from MitM attacks as the
pseudorandom algorithm is stationary in the token and
adversary can secretly observe the pattern of random
numbers to possibly decrypt and predict the sequence of
the future random number generation.
Although Virtual Token (SMS) has no such concern in
“MitM Prevention” measure, the use of cellphone in
such scheme becomes the weakest link in authentication
process. The use of cellphone causes the scheme
perform very weak in both “Phishing Prevention,” and
“Spoofing Prevention.” In many occasions, people
allows love ones and friends to use their phone with no
sense of security concerns. People also download and
install apps onto their phone without knowing the
complete functions of the apps can do on their phones.
Software token performs a little better than the Virtual
Token (SMS) does in the two security measures.
However, it hurts from MitM attacks with the same
cause as what is in the “Security Token.” SofToken
improves on all three security measures by allowing the
users to change the seed for pseudorandom number
generation and change the future random number
sequence.
GUA authentication scheme is very popular today,
especially used in the mobile devices. Even so, it is
really not a very secure authentication technique. The
main reason is that most of GUA schemes are actually
not dynamic authentication. They use pre-selected
pattern from a set of images(s) that will not change

during every authentication. Some of the GUAs
generate a random sequence of the image(s) for users to
enter the same pattern. It is weak to against to “Shoulder
Surfing” in the public space.
And with limited possible patterns in the set of
image(s), it is not strong in preventing from “Password
cracking.” This is especially true when the GUA
scheme uses coordinate positions on an image, because
there are just few interesting/significant points in the
image. To improve on this issue, user has to use a more
complicate image. However, doing so will create
“Passwords you’ll never forget, but can’t recall” issue
that was discussed in [30].

6 CONCLUSION
In this paper, we propose the performance measures for
evaluating the dynamic authentication schemes on
feasibility and security. We then conduct a study on
currently available dynamic authentication schemes, and
use the two sets of measures to assess these
authentication techniques. The performance comparison
indicates there is no perfect solution to the
authentication. However, SofToken, SMS virtual
tokens, SiFaDA and some GUAs (when using dynamic
scheme) score better in most categories. This is primary
due to the use of OTP or VOTP that attribute not only to
its characteristics, but also its ability to maintain a
higher level of security for the users. GUA is better for
private mobile devices. The SiFaDA is the only single
factor authentication that stands out from all schemes
and provides a better human-factor effect, multi-tenant
on user friendly and security measures.
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Table 1 Performance Comparison on Dynamic Authentication Schemes
Performance

Security
Token

Virtual
Token
(USB)

Virtual
Token
(SMS)

Software
Token

SofToken

RFAA

GUA

SiFaDA

Hardware requirement

Medium

Medium

Medium

Low

Low

Medium

Low

Low

Deployment complexity

High

Medium

Low

Low

Low

Low

Medium

Low

Portability

Medium

Medium

High

Medium

Medium

Medium

High

High

Identity backup

Low

Medium

Medium

High

High

High

High

High

Lost recovery

Low

Low

Low

High

High

High

Medium

High

Replace cost

High

Medium

High

Low

Low

Medium

Low

Low

Multi-tenant

Low

Medium

High

Medium

Medium

Medium

Low

High

Human factor impact

High

High

Low

Low

Low

Low

Medium

Low

MitM prevention

Medium

Strong

Strong

Medium

Strong

Strong

Strong

Strong

Phishing prevention

Strong

Strong

Weak

Medium

Strong

Strong

Medium

Strong

Spoofing prevention

Strong

Strong

Weak

Medium

Strong

Strong

Medium

Strong

Password cracking

Strong

Strong

Strong

Strong

Strong

Strong

Weak/Medium

Strong

Shoulder surfing

Strong

Strong

Strong

Strong

Strong

Strong

Weak/medium

Strong
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ABSTRACT
The Registry works as a configuration database,
maintaining the information needed for the running
of the Computer System. In addition to this, the
Registry is a source of evidence against the cyber
crime as the details of the activity on the system is
maintained in it. Therefore investigating the
Registry can help to collect information relevant to
the case. After considering existing research and
tools, the paper suggests a new evidence collection
and analysis methodology, RegForensicTool to aid
in the process of Digital Forensic Investigation of
Registry.

KEYWORDS
Registry, Registry key, Hives, Integrated analysis,
Timeline

1 INTRODUCTION
The Registry is a wealth of information for both
the administrator and the forensic investigator.
The attacker of the Computer System performs
various activities on it such as software
installation, device connections, putting a
malicious code, accessing documents and
programs, network connections; the entries of
their activities are made in the Registry. The
investigator can get clues about the incident
from these entries. The investigator has to
perform the careful search in the Registry to
find the potential evidence about the crime,
analyzing that evidence can lead in finding the
criminal, the time
of
the crime, the
devices or software used in the crime.

The
Microsoft operating system stores
configuration data in the Registry. The Registry
is a hierarchical database, which can be
described as a central repository for
configuration data or as a configuration database
[1]. As the Windows was built on the MS-DOS,
it becomes quite essential to discuss how the
Registry comes into existence in Windows
Operating Systems. MS-DOS does not have
Registry and it got its configuration data from
Config.sys and Autoexec.bat. The primary
purpose of Config.sys was to load device
drivers, and the primary purpose of
Autoexec.bat was to run programs, set
environment variables, and more, to prepare
MS-DOS for use. Every application that ran on
MS-DOS was responsible for managing its own
settings. Neither of these configuration files is
useful in Windows.
Windows 3.0 somewhat alleviated the
limitations of Autoexec.bat and Config.sys by
providing .INI files for storing settings [2]. .INI
files are text files that contain one or more
sections with one or more settings in each
section. The main problems with .INI files are
that they provide no hierarchy, storing binary
values in them is cumbersome, and they
provide no standard for storing similar types of
settings. .INI file causes other subtle problems,
all related to the configuration files inability to
build
complex
relationships
between
applications and the operating system.
Windows 3.1 introduced the Registry as a tool
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for storing OLE (object linking and embedding)
settings, and Windows 95 and Microsoft
Windows NT 3.5 expanded the Registry into
the configuration database that Windows XP
and future versions of Windows use. A

comparative study of some of the features
introduced in the subsequent versions of
Windows operating system and their associated
keys in the Registry are listed in table1.

Table 1. Comparative Study of Registry
Operating Systems
Features

Registry Key

Purpose

HKEY_LOCAL_MACHINE\SYS
TEM\ControlSet001\Control\WMI
\AutoLogger\AutoLoggerDiagtrack-Listener

Collect Users data
and
transfer
to
Microsoft

X

HKEY_CURRENT_USER\Softw
are\Microsoft\Windows\CurrentVe
rsion\Explorer\Seriali

Adding timing delay
to start application

User

X

HKEY_LOCAL_MACHINE\SA
M\Domains\Account\Users\Intern
etUserName

To secure Microsoft
account

Change
User
folder name

X

HKEY_LOCAL_MACHINE\SOF
TWARE\Microsoft\Windows
NT\CurrentVersion\ProfileList

Rename the
folder name

Hide Folder

X

HKEY_LOCAL_MACHINE
SOFTWARE \ Microsoft
Windows \ CurrentVersion
Explorer \ FolderDescriptions
<FOLDER-GUID>
PropertyBag\\ThisPCPolicy

\
\
\
\
\

To remove default
folders
such
as
Documents, Pictures

Hibernate
Disable

X

HKEY_LOCAL_MACHINE\SYS
TEM\CurrentControlSet\Control\P
ower

To disable or enable
hibernation

HKEY_CURRENT_USER\SOFT
WARE\Microsoft\Windows\Curre
ntVersion\Explorer\Advanced

To show the hidden
files

Windows
7

Windows
8

Data Collection

X

X

Start-up delay

Internet
name

Hidden
Display

Windows
10

X

Files

Aside from being a central place to store
settings, the Registry by its very nature allows
complex relationships among different parts of
Windows, applications, and
the
user
interface. The user can access the Registry

user

through graphical user interface (GUI) Registry
editor such as regedit.exe or regedt32.exe. The
GUI Registry editor can be opened by clicking
on start and then typing run in the search dialog
box and then typing regedit.exe or
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regedt32.exe in the open dialog box of the run
utility.
The forensic examiner needs to access the
Registry in order to find out the forensic
evidence of the various activities performed on
the computer system. But the process of
searching the Registry through regedit.exe or
regedit32.exe consumes lots of time since the
examiner is needed to search the entire Registry
in order to find out the meaningful forensic
information. Therefore, there is the need of a
tool which can extract the required information
from the Windows Registry along with the
timeline and provide them to the forensic
examiner in a presentable manner. The
information thus extracted can help in
convicting the cyber criminal. The expert user
on accessing the system may modify or delete
the information in the Registry to avoid from
being caught this raises the need to identify if
any changes to the Registry has been caused by
the user. A study on the available existing tools
which extract forensic data from the Registry
has been performed. Based on the study of the
existing tools, a new standalone, portable tool
RegForensicTool has been proposed which
overcomes the limitations in the existing tools.
This paper is organized as follows: A study of
the existing research and tools which extract the
forensic information’s from the Registry has
been performed in section 2. The detailed
Registry analysis using proposed tool is
performed in section 3. The software
architecture, investigation procedure of the
Registry implemented in the proposed tool
along with the salient features of the tool is
covered in section 4. To highlight the
advantages of the proposed tool, a comparison
is performed with the existing tools in section
5.The conclusion and the future work to be
carried out are discussed in section 6.
2 RELATED RESEARCH

This section details out existing research on the
Registry and the Registry tools which have
been carried out to perform the forensic
investigation of Registry.
2.1 Existing Research
Carvey H. [3] has provided the Windows
Registry structure and performed the Registry
analysis. The RegRipper tool to perform the
forensic investigation of Registry is developed.
Hipson P. [4] provided the detailed description
of each and every key, sub key and their
purpose in the Windows XP Registry. Jones A.
et al. [5] discussed some of the keys in the
Windows 7 Registry that are helpful to the
forensic examiner. The forensic elements were
categorized into five groups which are system,
application, networks, attached devices, and the
history lists. Based on these forensic elements a
tool was proposed which can extract the
forensic information specific to the category.
Morgan T. [6] has provided an algorithm for
recovering deleted keys, values, other structures
in the context of the Registry as a whole.
Russinovich M. [7] has provided the internal
details of the Windows Registry. Saidi R. et al.
[8] performed the analysis of the Registry
focused on detecting unwanted applications or
unauthorized access to the machine with regard
to the user activity via the VNC connection for
the potential evidence of illegal activities.
Carvey H. [9], [10] have identified the potential
location for the forensic information within the
Registry.
2.2 Existing Tools
The various Registry tools and their features are
as follows:
Autoruns
This utility provided as part of the Windows
Sysinternals by the Microsoft gives the
information about the programs which start
running during system bootup or login and
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when you run various Windows applications.
These programs and drivers information are
extracted from the Run, RunOnce, services
Registry keys.
Autorunsc
This utility provided as part of the Windows
Sysinternals gives the information about the
programs which run automatically based on the
information extracted from the Run key. It does
not provide GUI to the user.
ProDiscoverBasic
This tool provides the facility of viewing the
Registry. The selection of the evidence has to
be done manually.
OSForensic
This tool opens the ntuser.dat, default, SAM,
software, security, system hives for the
investigation. The evidence is needed to find
out manually. One of the features of this tool is
that it provides the last modification date of a
key. OSForensic is a complete toolkit providing
the facilities for memory view, deleted file
search, raw disk view, recent activity, the dump
of physical memory, verifying and creating a
hash.

MuiCacheView
MuiCacheView
The tool automatically extracts the newly
installed application name and its executable
file path from a Registry key MuiCache. This
helps the forensic examiner in knowing about
any erroneous programs running on the system.
USBDEVIEW
This utility provides the information about the
USB devices that are currently connected to
your Computer System and the USB devices
whichever previously connected. It also
provides the facility for enabling or disabling a
USB device.
Regshot
This utility allows taking the snapshot of a
Registry and compares it with another snapshot
earlier taken. This helps in detecting any
changes to a particular key.
KUSTAR
This tool covers five user’s activity on the
system as mentioned in [5]. The evidence about
the activity are extracted from the Windows
Registry and displayed on the GUI.
The summary of the above Registry tool is as in
table 2.

Table 2. Registry Tool Summary
Tool

Function
Integrated
Analysis

Timeline
Analysis

Activity
Analysis

Registry
Compare

GUI
support

RegForensicTool

Any other feature
Running process, service, dll

(Proposed)
AutoRun

X

X

AutoRunsc

X

X

ProDiscoverBasic

X

OSForensic

X

MuiCacheView

X

X

X

X

Only
covers
Registry key

USBDEVIEW

X

X

X

X

Only covers USB devices

Regshot

X

X

KUSTAR

X

X

X

X

Only covers autorun activity
X

Only covers autorun activity

X

Registry view

X

Registry view
MuiCache

X
X
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3
EVIDENCE
COLLECTION
PROPOSED TOOL

USING

The forensic investigator should be able to
analyze the activities of the user when
performing the investigation and in doing so
the timing of the activities is needed to be
considered to establish the correlation between
the time and the activity. As the details of the
user’s
activities
are
recorded
in the
Registry of the Windows based Computer
System; the user with technical knowledge may
delete the traces of his or her activity in the
Registry. In such a situation, the forensic
investigator should find out if the Registry hive
files were modified. In addition, the investigator
should be able to investigate the Registry hive
files stored in the seized hard disk of the
computer system which was used to commit the
crime.
However, the previous Registry forensic tools
provided limited facilities for performing the
forensic analysis of Windows Registry. For
these reasons a new evidence collection and
analysis methodology is required. This
methodology performs integrated Registry
analysis, timeline analysis and extracts the
information that is useful for the digital forensic
analysis of the Registry
3.1 Integrated Analysis
As discussed in section 2.2, no tool is found to
be robust for the entire Registry forensic. The
cyber crime cell generally used to seize the hard
disk of the computer which is used for crime
purpose. The forensic investigator has the
responsibility to find out the possible traces of
evidence against the criminal. The Windows
based computer system stores the Registry hive
files
in
the
location
SystemRoot%\System32\Config\ of the hard
disk. During the booting process of the
computer, the configuration manager uses these

hive files to construct the hierarchical database
called as Registry.
The proposed RegForensicTool provides the
facility for extracting the forensic evidence from
the hive files stored in the external hard disk.
This hard disk is needed to be connected to the
computer system having RegForensicTool
which loads the external Registry hive in the
Registry of the running system to extract the
evidence.
The proposed tool also performs Local Registry
forensic which involves extracting the
information from the Registry about the various
activity performed by the user on the system, on
which the tool is running.
The forensic investigator will be able to
examine and extract the forensic evidence from
the Registry of various operating systems using
this tool. The tool has been tested on Windows
XP, Windows 7, and Windows 8.
3.2 Analysis of User Activity
The existing tools provide a few number of
functionality in extracting the forensic
information from the Registry. A facility which
is found in one tool may not be available in
another tool. It means that the forensic
examiner will have to use a different tool for
different purposes, increasing the time and cost
of doing the forensic investigation. This has
stimulated the need of having a Registry
forensic tool which can extract the forensic data
from the Windows Registry based on the
various activities being performed by the user
and generate a report of the evidence for further
use.
The proposed RegForensicTool covers the
various activities as discussed in [11], which are
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performed on the Computer system. These
activities include:
•

Autorun
system

programs running

on the

•

Recently accessed documents/programs,

•

Applications installed on the system

•

Network connected

•

Devices connected to the system

•

Last login activity of the user

•

Malware activity

The detail of these activities is as follows:
The Autorun programs running on the system
The program which gets run automatically
when the operating system is booted is stored in
the Run key. This key helps in identifying any
unknown autorun programs running on the
system. The Run key path is as below:
HKEY_LOCAL_MACHINE\SOFTWARE\Mi
crosoft\Windows\CurrentVersion\Run
Recently Accessed documents and programs
The Recent Docs key provides the Information
about the documents that the user has recently
accessed, the forensic examiner can know about
the documents in which the user has interest.
The RecentDocs path is shown below:
HKEY_CURRENT_USER\SoftwarenMicrosoft
\Windows\CurrentVersion\Explorer\RecentDoc
s
The RunMRU key provides the information
about the recently used programs by the user.
The path for this key is as below:
HKEY_CURRENT_USER\Software\Microsoft\
Windows\CurrentVersion\Explorer\RunMRU
Applications installed on the system
The uninstall key provides the information
about the software installed on the system. It
also provides the information about the
installation location and the location where the
traces of the files that are created when the

application is uninstalled gets stored. The
RegisteredApplications key provides the list of
the application that is registered with the
Window Operating system. This key helps in
identifying if there are any unregistered
applications installed in the system. Below is a
path
to
the
Uninstall
key
and
RegisteredApplications.
HKEY_LOCAL_MACHINE\SOFTWARE\Mi
crosoft\Windows\CurrentVersion\Uninstall
HKEY_LOCAL_MACHINE\SOFTWARE\Re
gisteredApplications
Network connected or accessed
The information about the network used by the
user is maintained in the following key:
HKEY_LOCAL_MACHINE\SOFTWARE\Mi
crosoft\WindowsNT\CurrentVersion\NetworkLi
st\Profiles
The details of the network connections
currently active can also be obtained by the
netstat command.
Devices connected to the System
The list of the hardware devices attached to the
system is available with the following keys. The
devices that have been used by the malicious
insiders to commit a crime can be known.
HKEY_LOCAL_MACHINE\HARDWARE\D
ESCRIPTION\System
HKEY_LOCAL_MACHINE\HARDWARE\D
EVICEMAP
The USBSTOR key provides the list of various
USB devices that have been connected to the
system. If a particular device subkey is exported
as a text file then we can get the last connection
time of the USB device. In addition to this USB
device information such as vendor, version
information can be known.
HKEY_LOCAL_MACHINE\SYSTEM\Curren
tControlSet\Enum\USBSTOR
Last Login Activity of the user
The date and time of the last logon performed
by the user can be obtained using last logon

99

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 5(2): 94-105
The Society of Digital Information and Wireless Communications, 2016 (ISSN: 2305-0012)

command. This command is executed using
cmd.exe. The last logged in user information is
stored in the LogonUI key:
HKEY_LOCAL_MACHINE\SOFTWARE\Mi
crosoft\Windows\CurrentVersion\CurrentAuthe
ntication\LogonUI
Malware Activity
When a malware run, the operating system
creates a value in the MuiCache, as a result of
how the malware was being launched within
the testing environment. And some malware
run as a service. Their presence can be
identified by the services key:
HKEY_CURRENT_USER\SoftwarenClasses\L
ocalSettings\MuiCache\31\52C64B7E
HKEY_LOCAL_MACHINE\SYSTEM\Curren
tControlSet\Services
3.3 Comparison of Registry Hive files
The malicious user after performing the crime,
in order to clear the traces of activity, may
delete or alter the values, key or sub keys from
the Registry. It stresses the importance of
having the comparison between the current
Registry hive file and the backup hive file to
identify the potential location in the Registry
that was affected.
The tool such as RegShot provides only the
facility of comparison between hives. The
methodology used by the RegForensicTool is to
compare the backup of the Registry hive file
such as ntuser, software, system, default, SAM,
security one by one with the respective hive file
in the current working Registry. For each
comparison, the dissimilarity if any is
identified. If dissimilarity is found then the
forensic investigator can predict the approach
used by the criminal to commit the crime.
3.4 Timeline Analysis
The digital forensic investigator should detect
the activity being performed by the suspect

along a timeline. By performing the timeline
analysis, the investigator can trace the sequence
of events that were performed by the suspect.
For instance, if the suspect had accessed a word
document by logging using a login Id, the date
and time of these activities can be correlated to
convict the suspect. The forensic report
obtained as in Figure 1 shows LAB_3_one user
had logged in at 03:01PM on 02/07/2016 and
accessed the .doc file ‘Advanced Evidence
Collection and Analysis of Windows Registry’
at 03:05PM. This forensic information can be
evidence against the LAB_3_one user for
accessing the .doc file as the .doc file was
accessed after the login time by LAB_3_one
user and before the shutdown of the system.
The forensic report thus obtained using the
RegForensicTool underlines the importance of
performing the timeline analysis of the
activities.
4 TOOL DEVELOPMENT
The RegForensicTool is built using QT4, a
cross-platform application frame-work that is
widely used for developing application software
that can run on various software and hardware
platforms with little or no change in the
underlying code base while having the power
and speed of native applications. Qt uses
standard C++ with extensions including signals
and slots that simplify handling of events, and
this helps in the development of both GUI and
server applications which receive their own set
of event information and should process them
accordingly. The RegForensicTool uses
QSetting class and its methods to extract the
informations from the Windows Registry.
The
software
architecture
of
the
RegForensicTool is illustrated in Figure 2. The
analysis of local Registry and the external hard
disk hive file can be performed using
RegForensicTool. The evidence and time of the
activity are extracted and the report is generated
for correlating the sequence of events and their
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timings. The comparison of Registry performs
the comparison between backup Registry hive
files and the current Registry hive files of the
running system.

Figure 1. A snapshot of the forensic report using RegForensicTool

Figure 2. RegForensicTool Software Architecture

The screenshots of the RegForensicTool is
shown in Figure 3 and 4.

The salient features of the RegForensicTool are
as follows:
Portable
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Standalone Application
Ease to use
GUI support
Inter process communication
Covers most of the forensically
important activity such as Autorun
program,
recent
Accessed
documents/programs, network accessed
or connected, devices connected,
applications installed, login activity,
malware activity.

Facility for drag and drop of evidence for
a user activity extracted from the
Registry key
Facility for backup of individual
Registry hives and entire Registry.
Facility for obtaining information about
running processes, services and dlls on
the system.
Facility for timestamp generation of
Registry key.
The overall process of investigating the
Windows Registry that is achieved using
RegForensicTool is summarized in Figure 5.

Figure 3. RegForensicTool showing recent accessed document

In addition to the forensic information about the
various activities as discussed above, the
forensic investigator can extract the information
about the running processes, services, DLL, on
the host machine of the RegForensicTool and
generate the report about the evidence if any
from the various user activities in the .txt file.

5 FUNCTIONAL COMPARISONS
COMPARISONS WITH
EXISTING TOOLS
The comparison between the existing Registry
forensic tools and the RegForensicTool is
performed. The results are shown in table 2.
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The functions for comparison were selected
based on the advanced requirements mentioned
in this paper. The tools such as Autorun,
Autorunsc provides the details about the
autorun
programs.
ProDiscoverBasic,
OSForensic tool gives the entire Registry view
but these tools do not have the features for
extracting specific forensic information.
USBDEVIEW lists the USB devices connected
to the system. RegShot compares the Registry
hives. The existing tools do not cover most of
the user’s activity for extracting the forensic
evidence. Also, none of the tools have provided
the facility for performing the forensic

investigation of Registry hive files on the
external hard disk.
The proposed RegForensicTool provides the
improvement over the shortcoming of the
existing tools. This tool extracts the forensic
evidence for most of the user’s activities on the
system along with the timeline. The tool also
provides the facility for extracting the evidence
from the Registry hive files present in the
external hard disk. It also identifies if any
changes have occurred to the current Registry
using the backup of the Registry.

Figure 4. RegForensicTool showing extracted evidences
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Figure 5. Registry Investigation Procedure

6 CONCLUSIONS
CONCLUSIONS
The Registry maintains historical information
about user activity. All of this information can
be extremely valuable to a forensic analyst,
particularly when attempting to establish the
timeline of activity on a system. It is
essential to perform the analysis of Registry and
use timeline analysis to detect the suspicious
activities of the suspect. A wide range of cases
would benefit greatly from information derived
or extracted from the Registry.
A survey on the existing Registry forensic tools
revealed that they extract very little forensic
information from the Registry. Comparatively,
the RegForensicTool provides more evidence
from the Windows Registry as that of the
existing tools; saving the cost, time and effort in
searching the evidence. The RegForensicTool

also covers forensic analysis of the hives files
on the external hard disk, thus enabling the
forensic investigator to conduct the forensic
investigation without changing the setup.
This work has focused on some of the activities
that are being performed on the system and
extraction of the evidence about these activities.
In the future, more activities will be identified
and the key for these in Windows10 Registry
will be located in order to get more evidences
against cyber crime and the criminal.
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ABSTRACT
The rapid growth of internet and its related
technology requires an efficient method to detect
intrusion or attack in the network. Intrusion detection
system is a system that detect an attack and raise an
alert for any abnormal situation. However, the
existing intrusion detectors produces a large number
of false alerts and it became a difficult situation for a
network administrator to cope with large number of
false alerts. To overcome such situation and to
increase the detection rate of intrusion detection
system we propose a method to fuse alerts from
multiple intrusion detection system using evidence
theory. Evidence theory is a mathematical theory of
evidence which is used to fuse evidence from multiple
sources of evidence and outputs a global decision.
The work in these paper discusses the limitations and
issues with evidence theory and proposes a modified
framework for fusion of multiple intrusion detection
system.

KEYWORDS
Intrusion Detection, KDD, Evidence Theory, DS rule,
reliability

1 INTRODUCTION
In today’s digital world, there is a big influence of
internet on our daily life. Now businesses all over the
world has goes online and internet has become a tool
for easy access of information. However, along with
ethical use of internet, some people try to use internet
for unethical activities. This becomes very risky as
they can access highly confidential data and
information by intrusion in these computer network
systems. An intrusion is defined as any sets of action
in order to violate the security policy of a computer

network system. An intrusion can be performed in
order to gather information about one or more
machine or services used by the machine. It can be
performed in order to interrupt or degrade the services
provided by machine on the network. The intrusion
can be done by a legitimate user which may try to
break security by gaining root access or it can be
performed completely by illegitimate user. With rapid
growth in modern technology, intruder uses
mechanisms to intrude into network which are highly
difficult to detect with the use of traditional firewalls,
security policies or any other mechanism [1].
Intrusion detection system is a tool that sniffs the
network traffic and raises an alert for any abnormal
situation which occur despite of other security
policies. There is tremendous research going on in
order to improve efficiency of intrusion detection
system. The major work in the field of intrusion
detection system can be found in [2, 3, 4, 5].
The performance of intrusion detection system in
detecting the true intrusion or attack is highly
questionable because most of the intrusion detection
system produce large number of false positives. These
will create an additional adhoc on the system
administrator for evaluating each of these alerts.
Along with these, the performance evaluation process
of an intrusion detection is also a challenging task.
Usually, the intrusion detection performance testing
can be done in actual environment where it has to be
deployed which is called as online evaluation.
However, offline evaluation of intrusion detection
system is preferable as the researchers often do not
have any access to the computer network system for
testing the intrusion detection system. The offline
evaluation of IDS is done using the standard test
dataset which is very similar to the real environment
situation. One such dataset called KDD99 is available
online at http://www.kdd.ics.uci.edu and was used by
many researchers to test their intrusion detection
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system. The present work proposes an approach to
improve performance of intrusion detection system
using evidence theory [8] and the proposed approach
is being tested against KDD99 dataset.
Intrusion detection system usually falls into two
major types namely, signature or misuse intrusion
detection system and anomaly intrusion detection
system. A signature based intrusion detection system
sniffs the incoming packet and compares them against
a database of signatures or attributes from known
malicious intrusions. These signature based intrusion
detection systems are capable of detecting only
known intrusions and fail to detect zero-day intrusion
in computer network system [6].
An anomaly based intrusion detection system sniffs
the incoming packet and compares them against an
established baseline. The baseline identifies the
normal behavior of the network and any abnormal
situation created by an intrusion is detected. Nong Ye
in [7] presents the alert fusion process and shows that
when anomaly detection techniques and signature
recognition techniques are applied simultaneously to
the same observed activities of computer and network
systems, anomaly detection techniques and signature
recognition techniques complement one another for
achieving a high detection rate and a low false alarm
rate.
The proposed approach shows the alert fusion of
multiple intrusion detection system in order to
combines advantages of anomaly and signature based
type with the help of evidence theory as proposed by
Shafer in [8].

2 BACKGROUND
Evidence theory is a mathematical theory to combine
the evidence from multiple sources of information to
calculate the probability of an event. The DempsterShafer theory proposed by Arthur dempster in 1968
and modified by Glenn Shafer in 1976 [8] is the first
mathematical theory propose to combine uncertain
information of sources to make an inference. The
fusion rule proposed under dempster-shafer
framework is called as Dempster-Shafer’s rule.
Dempster-shafer’s rule has been a topic of debate for
researchers working in the field of information fusion.

The fusion theory is used to combine masses from n
evidence sources and outputs a fused decision. For
number of evidence sources n ≥ 2 let Θ = {θ1, θ2,
θ3,…,θn} be the frame of discernment for the fusion
problem under consideration having n exclusive and
exhaustive hypothesis θi. The sets of all subsets of Θ
is called as power-set of Θ and is denoted by 2Θ. In
shafer’s framework by shafer (1976), the basic belief
assignment (bba) m(.): 2Θ [0,1] is assigned to all
elements within the powerset of Θ. The mass
assignment will satisfy the property.
(1)
Let, m1(B) and m2(C) are two independent masses
from two sources of evidence. Then the combined
mass m(A) is obtained by combining m1(B)and m2(C)
through the rule

(2)

The above rule is defined for fusing two independent
masses from sources of evidence. However, the same
can be extended for n independent and equally
reliable sources.

3 CLASSICAL ALERT FUSION
Intrusion detection system is a classifier which
classifies an input packet as either normal or
abnormal. Intrusion Detectors sniffs the network and
collect evidences about the presence of an
intrusion/attack. The evidence provided are usually
incomplete, uncertain, contradictory or conflicting
and can be complementary. The failure of single IDS
in a network usually occur due to the fact that IDS are
very precise in detecting a particular class of attack
and is completely imprecise or partially imprecise for
other classes. Thus the usage of single IDS as a
classifier doesn’t ensure a correct detection of
abnormality in all cases. For events involving
multiple classes of attack the fusion of multiple
intrusion detection system is ideal solution. The use
of multiple IDS or multiple classifier is demonstrated
by Chen and Aickelin [3] and Yu and Frincke [9] and
is identified as the method to improve the accuracy of
IDS for detection of abnormalities. Thus fusion of
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multiple IDS can be defined as a process that merge
the evidence provided by IDS and classifies it as
either normal or abnormal situation.

(3)
(4)

The classical method of fusing evidences from
multiple intrusion detection systems is as shown in
figure-1

(5)
Here, P- positive evidence in favour of hypothesis
A, N-Negative evidence opposing the hypothesis A or
favoring hypothesis –A and C is constant which is
equal to 2 for binary frame of hypothesis. m(A) is the
mass value for hypothesis A. m(-A or A) is mass
value for hypothesis A or –A and can be called m(u)
i.e, mass value for uncertainty between A and –A.

Figure-1 Flowchart of the classical method of fusing
evidences from multiple intrusion detection systems

The classical approach assume all the IDS to be
equally reliable and assign same weightage to each of
the evidences. However, in real scenario it is not true
because some IDS are dominant for detecting certain
class of attack and also its evidence can be more
reliable compared to other IDS involved in fusion
process. Reliability of Intrusion Detection system is
defined as the ability of system to correctly classify
the input packet. Reliability parameter is utilized as a
discounting factor to discount the evidence of
conflicting or complementary and unreliable IDS and
then discounted evidences will be fused to make a
decision about the presence of attack. We propose a
novel fusion operator that fuses the alerts from
multiple IDS and also incorporates reliability value
related to each IDS.
As shown in figure-1 the classical method for
combining alerts from N different Intrusion Detection
system, Each IDS sniffs the incoming network traffic
and raise positive and negative alerts for the presence
of an attack. The Alerts generated by IDS is converted
to a mass value and all such masses are fused by
fusion operator. If we denote the hypothesis that
attack is present by A and attack not present by –A
then,

Figure-2 Positive evidence versus belief mass value favoring
and opposing an hypothesis

4 REQUIREMENTS AND LIMITATIONS OF
ALERT FUSION RULE
Ciza Thomas [10] suggests that the timely detection
of intrusion in multiple IDS framework requires an
efficient fusion rule that effectively combines
evidence from multiple IDS and outputs a decision
that accurately matches with existing ground truth.
Following are the basic requirements for fusion rule
as mapped out by authors:
i)

Fusion rule should incorporate the reliability
of intrusion detection system for the evidence
it provide about the presence of intrusion.

ii)

The fusion should be able to compromise
between the reliable IDS and unreliable IDS.

iii)

If the all the IDS involved in fusion are
unreliable then fusion rule should discard the
available IDS and then new sets of IDS has to
be found for concerned fusion problem.
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In the field of fusion theory everything depends
upon the type of application or the problem [4].
Since in present work we are concerned with
combining the alerts of various intrusion detection
systems, it is necessary that the alerts generated is
trustworthy. The existing fusion rules discussed in
[11, 12] has following limitations.
i)

None of the existing rule incorporates the
reliability of source whose evidence are to
be fused. Thus, there is no real time criteria
which assign a numerical value of reliability
to the evidence given by the source.

ii)

The existing fusion rule considered all the
sources of evidence to be equally reliable.
However, in fusion framework there might
be some unreliable sources which misleads
to the fusion rule to give wrong decision.

iii)

One major drawback related to the fusion
rule as suggested by Goodman [13] is that
in an environment consisting of many
hypotheses and many sources, it is difficult
to decide whether to accept or reject the
result of such fusion rule. If sources of
evidences are highly conflicting, the DS
rule completely fails. If analyst blindly
believes on the result then the decision can
be misleading or complementary.

Thus, we need a framework which can evaluate the
numerical value of reliability of intrusion detection
systems and discount the evidences based on their
reliability beforehand. Also, there must be robust
way as to handle conflict between sources and
uncertainty assigned by sources to hypotheses.
5 PROPOSED ALERT FUSION
To overcome the limitations and to match the
requirements for fusion rule. These section
discusses a novel method of fusing the evidences
provided by source (Alerts generated by Intrusion
Detection System). The proposed rule is based on
Shafer’s framework. Here, m1(B) and m2(C) are

Figure-3 Flowchart of the proposed method of fusing
evidences from multiple intrusion detection systems

two independent masses from two sources of
evidence. Then the combined mass m(A) is
obtained by combining m1(B)and m2(C) through
the rule given by equation (6)
Here Rn is the reliability value of nth source of
evidence. CRF(A) is conjunctive reliability value
and DRF(A) is disjunctive reliability value. CRF
and DRF value acts as a weighting factor to
compromise between conjunctive mass and
disjunctive mass. These values can be derived using
following formulas given in equation (7) and (8).

(6)
(7)
(8)

One of the major problems of incorporating
reliability of IDS into the fusion is problem of
obtaining reliability coefficients. Reliability
coefficients basically show a numerical value of
trust in the mass value provided the Intrusion
Detection system. The problem of finding
reliability can be related to the problem of conflict
between various Intrusion detection systems. The
mere existence of conflict between the mass
provided by Intrusion detection systems indicates
the presence of an unreliable IDS which may cause
the fusion result to be complementary from reality.
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Another Approach of finding reliability is to relate
reliability with the true alert rate of IDS. In these
approach it is assumed that the IDS having highest
true alert rate and lowest false alert rate will be
assigned highest reliability and thereby, given
highest weightage in fusion process. While, all
other IDS is assigned relative reliability value
based on their true alert rate and false alert rate. The
approach of assigning reliability based on true alert
rate requires the ground truth knowledge. While,
the approach of assigning reliability based on
conflict between the IDS can work without
knowledge of ground truth. In these work, we will
use both the approach and compare result of
proposed rule with existing rules.
6 KDD99 DATASET
KDD is the abbreviation of knowledge discovery in
databases. KDD refers to overall process of
recovering knowledge from data. Specifically
KDD99 is designed for evaluation of intrusion in
computer networks [13]. It is like a benchmark on
which many researchers has tested their
methodologies.
Table-1 Types of Attack categories in KDD’99 dataset [13]

Attack
type
DOS

Sub Attack types
Smurf, teardrop, pod, back, land,
apache2,
udpstrom,
mailbomb,
processtable, Neptune

Probe

Ipsweep, portsweep, nmap, satan, saint,
mscan

U2R

Buffer_overflow,
loadmodule

R2L

Imap,
ftp_write,
guess_passwd,
multihop, phf, spy, warezclient,
warezmaster

rootkit,

perl,

The dataset is available in tcpdump format. The
original tcpdump files were preprocessed for
utilization of intrusion detection benchmark.
KDD99 dataset consists of 4,900,000 single
connection vectors each of which contains 41
features and is labeled as either normal or an attack.

The attack falls in one of the types and subtypes
shown in table-1. The list of 41 features of dataset
is shown in appendix [13].
6 EXPERIMENTAL RESULTS
For Alert fusion of multiple Intrusion Detection
Systems, Four heterogeneous intrusion detection
systems namely, Snort, Suricata, PHAD and NETAD
has been selected. The reason behind such selection
is that snort and suricata are signature based intrusion
detectors while PHAD and NETAD are anomaly
detectors. Thus, both types are complementary to one
another which enhances the performance of fused
IDS. The simulation environment consists three 3rd
Generation Intel®Core™i5processor (1.6GHz),
Operating system installed is Linux Ubuntu with 4GB
RAM. One machine deployed with Signature based
IDS such as snort and suricata. Another Machine
deployed with Anomaly detectors such as PHAD and
NETAD. Third machine acts as an attacker machine
having KDD99. The KDD99 was preprocessed and
then total 3456 packets containing attack and nonattacks packets in various types was loaded on the
network and is replayed using TCPREPLAY tool.
In present experiment we strictly focus on detection
of smurf attacks. Thus, for these experiment our
frame of discernment is Θ = {smurf,-smurf, θ} The
total smurf attack present in dataset is 1944. Table-1
and Table-2 shows the statistics obtained when
KDD99 is tested against Snort, Suricata, PHAD and
NETAD. Table-2 and Table-3 also shows the result
obtained by fusion of alerts from all the four IDS with
DS operator and proposed rule. Here, we have derived
the reliability by finding the amount of conflict
between alerts given by four Intrusion Detection
Systems. The IDS having minimum conflict with
other IDS will be assigned highest reliability and all
other IDS will be assigned relative reliability value.
In above table, TP=True positive, FP=False positive,
TN=True Negative, FN=False Negative, TPR=True
Positive Rate, FPR=False positive rate, PPV=Positive
Prediction value and NPV=Negative prediction
value. True positives are the number of events in
which intrusion detector detects the attack and the
computer network is under attack. True negatives are
the number of events in which intrusion detector
doesn’t detect the attack and the computer network is
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also not under attack. False negatives are the number
of events in which intrusion detector doesn’t detects
the attack and the computer network is under attack.
False positives are the number of events in which
intrusion detector detects an attack and the computer
network is not under attack. True positive rate is the
ratio of total true positives and sum of true positives
with false negatives. False positive rate is the ratio of
total false positives and sum of false positives with
true negatives. Positive prediction value is the ratio of
total true positives and sum of true positives with
false positives. Negative prediction value is the ratio
of total true negative and sum of true negatives with
false negatives. Accuracy is the ratio of sum of true
positives and true negatives with the sum of true
positives, false negatives, true negative and false
positives.
Table-4 and Table-5 shows the statistics obtained
when KDD99 is tested against Snort, Suricata, PHAD
and NETAD. Table-4 and Table-5 also shows the
result of obtained by fusion of alerts from all the four
IDS with DS operator and proposed rule. Here, we
have derived the reliability using second approach as
discussed in section 3.2. In these approach reliability
is related to true positive rate. An IDS giving highest
true alerts will be assigned highest reliability.

8 CONCLUSION
In this paper, a reliable alert fusion approach is
proposed which is designed to make compromise
between conjunctive logic and disjunctive logic. The
simulation result shows the performance of proposed
approach with an improvement in false positive rate.
These has been shown for KDD99. The research in
the paper defines two new parameters namely
conjunctive reliability parameter (CRF) and
disjunctive reliability parameter (DRF), the values of
which are derived using two approaches of reliability.
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Table-2 Comparison of Individual IDS with Fusion with DS and fusion with proposed rule in terms of TP, TN, FN and FP

TP
TN
FP
FN

Snort

Suricata

PHAD

NETAD

997
742
770
947

967
741
771
977

1015
730
782
929

960
758
754
984

Fusion with DS
Operator
1008
723
789
936

Fusion with
proposed rule
1033
1501
11
911

Table-3 Comparison of Individual IDS with Fusion with DS and fusion with proposed rule in terms of PPV, NPV, TPR, FPR and
ACCURACY

Snort

TPR
FPR
PPV
NPV
ACCURACY

0.5129
0.5093
0.5642
0.4393
0.5032

Suricata

0.4974
0.5099
0.5564
0.4313
0.4942

PHAD

NETAD

0.5221
0.5172
0.5648
0.4400
0.5049

0.4938
0.4987
0.5601
0.4351
0.4971

Fusion
with DS
Operator
0.5185
0.5218
0.5609
0.4358
0.5009

Fusion
with
proposed
rule
0.5314
0.0073
0.9895
0.6223
0.7332

Table-4 Comparison of Individual IDS with Fusion with DS and fusion with proposed rule in terms of TP, TN, FN and FP

Snort

TP
TN
FP
FN

916
788
724
1028

Suricata

1015
763
749
928

PHAD

982
769
743
962

NETAD

910
762
750
1034

Fusion with
DS Operator
969
765
747
975

Fusion
with
proposed
rule
1015
1490
22
929
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Table-5 Comparison of Individual IDS with Fusion with DS and fusion with proposed rule in terms of PPV, NPV, TPR, FPR
and ACCURACY

Snort

TPR
FPR
PPV
NPV
ACCURACY

0.4712
0.4788
0.5545
0.4339
0.4931

Suricata

PHAD

NETAD

0.5221
0.4954
0.5754
0.4509
0.5145

0.5051
0.4914
0.5693
0.4443
0.5067

0.4681
0.4960
0.5482
0.4243
0.4838

Fusion with DS
Operator
0.4985
0.4940
0.5647
0.4397
0.5017

Fusion
with
proposed
rule
0.5216
0.0146
0.9788
0.6160
0.7248

Appendix: KDD’99 Features List [13]

Feature
number
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19

Feature Name
Count
destination bytes
diff srv rate
dst host count
dst host diff srv
rate
dst host rerror
rate
dst host same src
port rate
dst host same srv
rate
dst host serror
rate
dst host srv
count
dst host srv diff
host rate
dst host srv
rerror rate
dst host srv
serror rate
Duration
Flag
Hot
is guest login
is host login
Land

Description
No. of connections to the same host as the current connection in the
last two seconds
Bytes sent from destination to source
percentage of connections to different services
count of connections having the same destination hosts
percentage of different services on the current host
percentage of connections to the current host that have an
RST error
percentage of connections to the current host having the
same src port
percentage of connections having the same destination host
and using the same service
percentage of connections to the current host that have an
S0 error
count of connections having the same destination host and
using the same service
percentage of connections to the sameservice coming from
different hosts
percentage of connections to the current host and
specified service that have an RST error
percentage of connections to the current host and specified service
that have an S0 error
Duration of the active connection
Status flag of the Connection
No. of "hot" indicators
1 if the login is a "guest'' login; Otherwise 0
1 If the login belongs to the "host''; otherwise 0
1 if connection is from/to the samehost/port; Otherwise 0
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20
21
22

26
27
28
29
30
31
32
33
34
35

logged in
num access files
num
compromised
num failed
logins
num file
creations
num outbound
cmds
num root
num shells
protocol type
rerror rate
root shell
same srv rate
serror rate
Service
src bytes
srv count

36
37
38
39
40
41

srv diff host rate
srv rerror rate
srv serror rate
su attempted
Urgent
Wrong fragment

23
24
25

1 if successfully logged in; otherwise 0
No. of operations on access control files
No. of compromised conditions
No. of failed logins
No. of file creation operations
No. of outbound commands in an ftp session
No. of "root'' accesses
No. of shell prompts
Connection protocol (e.g. tcp, udp).
percentage of connections that have “REJ'' Errors
1 if root shell is obtained; otherwise 0
percentage of connections to the same service
percentage of connections that have “SYN'' Errors
Destination service (e.g. telnet, ftp)
Bytes sent from source to destination
No. of connections to the same service as the current connection in
the last two seconds
percentage of connections to different hosts
percentage of connections that have “REJ'' errors
percentage of connections that have “SYN'' Errors
1 if "su root'' command attempted; otherwise 0
No. of urgent packets
No. of wrong fragments
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