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Abstract — Nowadays various software tools have been developed
for the purpose of creating encrypted volume files. Many of those
tools are open source and freely available on the internet.
Because of that, the probability of finding encrypted files which
could contain forensically useful information has dramatically
increased. While decoding these files without the key is still a
major challenge, the simple fact of being able to recognize their
existence is now a top priority for every digital forensics
investigation. In this paper we will present a statistical approach
to find elements of a seized filesystem which have a reasonable
chance of containing encrypted data.
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I. INTRODUCTION
DATA ENCRYPTION is here understood as the process of
transforming information using an algorithm (called cypher)
to make it unreadable to anyone except those possessing
special knowledge, usually referred to as a key. In computer
forensics the encrypted data is usually a part of a filesystem
(one or more files) cyphered into a single binary blob, which
in turn can be saved as a single file in the main filesystem of
the machine it is hosted on or as a whole partition (or a part of
it). When a single encrypted file hosts a filesystem it is called
volume file, because it mimics a logical volume of a disk.
The data produced by modern encryption software like
TrueCrypt or PGP Virtual Disk is usually indistinguishable
from uniform random data, and has no recognizable header.
This means that it is impossible to link an encrypted volume
file to the methodology used to encrypt it, nor it is possible to
even prove that it is in fact an encrypted file. This goes under
the principle of “Plausible Deniability”, by which it is not
possible to prove under a court the existence of hidden data.
Nonetheless, experimental evidence proved that there is very
low probability for a normal file to have a random distribution
of data; under this assumption it can be said that proving a file
to be random means proving it has a big chance of being an
encrypted volume.
A major problem in recognizing encrypted data by its
randomness is that random data can be produced by other
means, the most important of those being data wiping
algorithms. Data wiping tools in fact destroy data by
overwriting the interested area with a random sequence [1],
which is as stated before indistinguishable from encrypted
data. This is a still open challenge in the analysis of entire

disks, entire volumes of a disk, or apparently unused disk
space [2]; in these cases it is impossible to prove that these
areas contain encrypted data (according to the principle of
“Plausible Deniability” described before). For encrypted files,
instead, it is impossible to hide their existence as single
entities on the disk, and this can lead to the conclusion that
they could contain useful data.
II. NIST STATISTICAL TEST SUITE
The NIST Statistical Test Suite (identified by the
description “a statistical test suite for random and pseudorandom number generators for cryptographic applications”) is
a software tool written in ANSI C developed by the National
Institute for Standards and Technology (U.S. Department of
Commerce). It includes 10 pseudo-random number generation
algorithms and 15 algorithms for testing randomness of a
given data stream. It has been made available in the public
domain under an open source license, and can be downloaded
from the NIST website with exhaustive documentation. For
the experiments mentioned in this paper we used the last
release available at the time of writing, version 2.1.1 dated
April, 2010. For the purposes of this research only a subset of
the testing algorithms will be used. The subset will be chosen
according to the size of the file to analyze, because each test
has a recommended minimum length (n) in bytes for each run
(each sequence is split into a chosen number of runs to be
analyzed individually, and each run is n bits long).
A. How the suite is used
Once the package has been compiled a single executable
named assess is created. It accepts one integer parameter, the
bit stream length n.
$ ./assess 32000
Once launched, the software asks the user to choose the
sequence generator among all the available pseudo random
number generators. For our tests we select the option:
[0] Input File
Then, the software asks to enter the name of the data file to
analyze.
User Prescribed Input File: _
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In the next screen the user is asked about which statistical
test to run on the selected file. The user can choose between
running each test (option 1) or be brought to a next screen in
which he’ll be able to select a specific subset (option 0).
Whether the user selects all the tests or just a subset, another
menu is shown to present the default test-specific parameters,
and let the user modify them. The parameters depend mainly
on the size n of the streams, and are well described in the
NIST manual. They won’t be described here because they are
outside the scope of this paper. To go on the user has to
choose option 0.
At last the user is asked to insert the number of runs of n bit
to extract from the selected data source, then how the input
file is built.
Input File Format:
[0] ASCII - A sequence of ASCII 0’s and 1’s
[1] Binary - Each byte in data file contains 8 bits of data
For our tests the second option will be chosen. Then the
test begins.
B. How the suite is used
To be able to validate the detection algorithm described in
this paper many test runs had to be performed. To make the
process faster, the NIST suite was modified to be able to
perform a test without user interaction by passing all the
needed parameters from command line. The needed
parameters are the size in bits of a run (which is already
provided by command line), the number of runs to perform
and the input file. With the modified NIST suite an entire test
is performed by calling:
./assess 32000 250 testfile.ext
The above mentioned line tests the file testfile.ext with 250
runs of 32000 bits each.
C. How the tests are performed
This section has been extracted from the NIST Statistical
Test Suite manual [3]. Each test is formulated to test a specific
null hypothesis (H0), which states that the analyzed sequence
is random. Associated with the null hypothesis is the
alternative hypothesis (Ha), which is that the sequence is not
random. For each test a decision is derived that accepts or
rejects the null hypothesis.
For each test, a relevant randomness statistic must be
chosen and used to determine the acceptance or rejection of
the null hypothesis. Under an assumption of randomness, such
a statistic has a distribution of possible values. A theoretical
reference distribution of this statistic under the null hypothesis
is determined by mathematical methods.
From this reference distribution, a critical value is
determined (typically, this value is “far out” in the tails of the
distribution, say out at the 99% point). During a test, a test
statistic value is computed on the data (the sequence being
tested). This test statistic value is compared to the critical

value. If the test statistic value exceeds the critical value, the
null hypothesis for randomness is rejected. Otherwise, the null
hypothesis (the randomness hypothesis) is not rejected (i.e.,
the hypothesis is accepted).
Each test is based on a calculated test statistic value, which
is a function of the data. The test statistic is used to calculate a
P-value that summarizes the strength of the evidence against
the null hypothesis. For these tests, each P-value is the
probability that a perfect random number generator would
have produced a sequence less random than the sequence that
was tested, given the kind of non- randomness assessed by the
test. If a P-value for a test is determined to be equal to 1, then
the sequence appears to have perfect randomness. A P-value
of zero indicates that the sequence appears to be completely
non-random. A significance level (α) can be chosen for the
tests. If P-value ≥ α, then the null hypothesis is accepted; i.e.,
the sequence appears to be random. If P-value < α, then the
null hypothesis is rejected; i.e., the sequence appears to be
non-random. The parameter α denotes the probability of the
Type I error (i.e. the probability of rejecting a random
sequence), and its default value (which will be used during the
following tests) is 0.01, which means that one would expect
one sequence in 100 sequences to be rejected by the test if the
sequence was random.
D. How the tests are interpreted
The output data from the tests is made up of ASCII text
files saved in the directory experiments/AlgorithmTesting/.
This directory contains several subdirectories (one for each
test) and two general files. Each test-specific subdirectory
contains two test-specific files.
Test-specific files:
 results.txt contains the p-values of the single runs.
 stats.txt contains test-specific computational
information for each run.
General files:
 freq.txt contains the count of 0s and 1s in each run.
 finalAnalysisReport.txt is the main result file.
For
further
analysis
the
main
result
file
finalAnalysisReport.txt will be used. The file has a structure as
shown in Listing 1. This file contains a row for each test
performed, and shows the results as:





Columns C1-C10 show the distribution of the pvalues. The p-value range (0-1) is split into 10 subranges, and the software counts the number of runs
with a p-value included in each (i.e., the column C1
contains the number of tests with a p-value between
0.0 and 0.1).
Column P-value contains the P-value that arises via
the application of a chi-square test, used to assess the
uniformity of P-values for each test performed.
Column Proportion shows the proportion of single
runs which passed the test.
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Listing 1 Example of NIST final analysis report

At the end of the output file the minimum pass rate for each
statistical test is shown, determined using the confidence
interval defined as:

where = 1-α and n is the sample size. For example, if α =
0.01 and n = 1000, the confidence interval is:

which means the proportion should lie above 0.98056.
When a test fails this condition (or the condition provided by
the uniformity condition) a star (*) symbol is inserted near the
failing value.
III. DETECTING ENCRYPTED FILES
As stated before, there is no simple mean of detecting files
encrypted using modern cyphering tools such as Truecrypt.
The files have no useful header section and present no useful
extension. Moreover, the extension of encrypted files can be
easily modified to make the file appear like a normal system
file. It is not uncommon for Truecrypt files to have their name
changed to something system-like, such as system.dll (on
Windows systems), and be placed in unusual positions on the
filesystem (as in the windows/system directory among many
other .dll files). In such cases it is impossible to detect these

files at first glance or with a superficial analysis of the disk,
and deeper methods must be employed.
A. Detecting suspicious files
A statistical analysis on each file in a computer could take a
huge amount of time because of the high number of files in a
normal system. For a first analysis it could be useful to be able
to detect suspicious files, i.e. files which appear to be
something different of what they are supposed to be. The next
sections outline some simple methods for the identification of
the most interesting target files for a first analysis.
File size: If a file is used to hide an encrypted volume it has
to be big enough to contain the data. Under this assumption, it
is unlikely to find a small file used to hide an encrypted
volume. The first files to be checked on an acquired file
system should be the bigger ones.
File extension: In normal conditions the extension of a file
identifies the file type and so the software which should be
able to handle it. For example, a .jpg file is supposed to be an
image, and so it should be read by any software able to handle
that kind of images. A big file with a known extension but
which can’t be opened by the right software is suspicious.
This means the first thing to do on a copy of a seized
filesystem is try to open all the files with known extensions to
assess whether they are what they look like or not.
File type via header: In normal conditions all files are
identified by their header, the first part of a file which contains
information about the file itself. Known file types are
identified by their header data, which should match with their
extension (a .jpg file should present the .jpg header data) [4]
[5]. A mismatch between file header and file extension (or
having a known extension on a header less file) is suspicious.
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It should be noted that this methodology could be disrupted
using software tools able to change header information of a
file or add a known header to a header less file, such as the
Transmogrify tool [6].
File content via know hash: Known operating system and
program installation files can be deemed not important (and
thus not need to be further analyzed) if it can be proved that
their content is not different from what is expected in a nonmanipulated case. To verify that it is possible to check them
(for example by their MD5 hash) versus the same files in a
reference system. Another way is to check their MD5 hashes
against a database of known hashes, such as the one provided
by the HashKeeper tool [7] provided free of charge by the
National Drug Intelligence Center, a component of the
Department of Justice of the United States.
B. Analysing suspicious files
Once a file has been deemed for further analysis (or, at
least, each file which is not clearly recognized as forensically
useless), the statistical analysis with the NIST Statistical Test
Suite can be performed to assess whether the file data is
random and thus it can be recognized with a certain
probability as an encrypted volume file.
The tests to be performed on the data must be chosen
according to the size of the data itself, according to the
minimum n values recommended for each test. Some tests
require a big value for n, such as the Random Excursion tests
(see appendix A-N and A-O) requiring at least one million bits.
Testing sequences with a high value of n can require a large
amount of time, so it’s preferable to select lower values and
choose the tests list accordingly.
Each file is split into 1 MB blocks, and for each block the
NIST test is performed for 250 runs of 4 KB each (n =
320,000). These values have been chosen after extensive
testing as a good tradeoff between run size and test duration.
Once a block has been tested a report like the one in listing
1 is produced for further interpretation.
For the results shown in the following chapters all tests
have been considered except for the Binary Matrix Rank Test,
the Random Excursion Test and the Random Excursion
Variant Test, which require a value of n greater than 32000 to
be considered reliable.
C. Interpretation of analysis results
After the analysis is completed by the NIST tool, results in
the output file have to be interpreted to discriminate whether
the sequence can be considered random or not.
To choose whether the file is random or not we used the
following algorithm:


for each block (1MB):
o for each kind of test performed on the
selected block:
 if the test is run only one time: the
test is passed if both p-value and
proportion are deemed passed by
the NIST suite.





if the test is run many times: the
test is passed if at least 90% of the
times it is deemed passed by the
NIST suite.
o The block is deemed passed if at least 70%
of the test kinds performed are passed.
The whole file is deemed passed (and thus random) if
at least 70% of the blocks are passed.

To achieve this result we defined three thresholds. These
thresholds have been determined by experiments with various
samples of “normal” data and data produced by cyphering
algorithms.
The algorithm has been implemented as a Python script
which receives as input the finalAnalysisReport.txt’s of all the
blocks of a single file concatenated.
D. Example of interpretation
As an example to illustrate the algorithm we decide to test a
50 MB file. The file is split into 50 blocks of 1 MB each, and
on each block the NIST test is performed with 250 runs of 4
KB each. We assume the first test gives an output like this:
- Test: 49, lines: 188, passed: 160
- test: Frequency, passed: 1/1 (PASS)
- test: BlockFrequency, passed: 1/1 (PASS)
- test: CumulativeSums, passed: 2/2 (PASS)
- test: Runs, passed: 1/1 (PASS)
- test: LongestRun, passed: 1/1 (PASS)
- test: Rank, passed: 1/1 (PASS)
- test: FFT, passed: 1/1 (PASS)
- test: NonOverlappingTemplate, passed: 148/148 (PASS)
- test: OverlappingTemplate, passed: 1/1(PASS)
- test: Universal, passed: 0/1 (FAIL)
- test: ApproximateEntropy, passed: 0/1(FAIL)
- test: Serial, passed: 2/2 (PASS)
- test: LinearComplexity, passed: 1/1(PASS)
Tests passed: 11/13 (84%)
PASSED
In the previous listing it is shown that 188 tests of 13
different kinds have been performed on the block. The reason
for this incongruity is that some tests are performed many
times (such as the non-overlapping template test, which is
performed 148 times, each time with a different test template).
To keep all the tests on the same level of importance it has
been decided not to count every occurrence of them, but to
deem the kind “passed” if at least 90% of the occurrences are
passed. This way the non-overlapping template test, run 148
times, still counts as one “passed”.
After all the test results are analyzed the percentage of
passed tests against the number of tests is calculated. In the
example this percentage is 84%, over the 70% threshold, so
the whole block is deemed passed.
After testing all the 1 Mb blocks in the file, a final statistic
is calculated:
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Final results: 49/50 blocks passed
PASSED
If at least 70% of the blocks is deemed passed, then the
whole file can be considered random.
IV. TEST CASES
To test the proposed detection algorithm we chose the most
widely used open source encryption software, TrueCrypt, to
create some test cases. The results are validated by testing
TrueCrypt volume files and volumes versus standard files
from a reference repository.
A. TrueCrypt files
Using TrueCrypt version 7.0a on Mac Os X we created
three encrypted volume files of 50 MB each, one with no data,
one half full and one full. Results are shown in Table I.
TrueCrypt files have no header and are recognized as random
data for all the file size (both encrypted data and empty space
are equally random).
TABLE I
TEST RESULTS FOR TRUECRYPT VOLUMES

File
Empty
volume
Half
full
volume
Full
volume

Blocks

Random
blocks

Nonrandom
blocks

Perc.

database that can be used for research purposes. From that
repository we downloaded directory 000 and chose some of
the files larger than 5 MB to test. Results are shown in Table
III. It is shown that all files but one are clearly recognized as
nonrandom.
TABLE III
TEST RESULTS FOR STANDARD FILES

File

Blocks

000033.xls
000030.xls
000113.doc
000134.ppt
000143.pdf
000187.pdf
000208.pdf
000559.ppt
000564.csv
000736.gz
000766.ps
000801.doc
000938.txt

6
8
14
9
5
9
6
17
8
6
5
6
29

Random
blocks
0
0
0
0
0
6
0
0
0
0
0
0
0

Nonrandom
blocks
6
8
14
9
5
3
6
17
8
6
5
6
29

Perc.
0%
0%
0%
0%
0%
66%
0%
0%
0%
0%
0%
0%
0%

V. SIMILAR TOOLS FOUND IN LITERATURE
In literature we found a little number of tools which claim
to
be able to detect cyphered files. The most interesting tools
50
49
1
98%
are:
 FI Tools from Forensics Innovations
50
50
0
100%
 TCHunt from 16 Systems
Interestingly all their developers agree on the fact that it is
impossible to accurately detect encrypted files from random
B. TrueCrypt partitions
A TrueCrypt encrypted partition was created on a USB files, because they appear identical on every analysis. It is
mass storage of 256 MB using TrueCrypt version 7.0a on Mac remarked that the only method to provide some sort of
Os X. This partition was then dumped to a file using EnCase v. detection is to identify files containing random data [8] [9].
TCHunt uses another three file attributes to try to detect
4.20 for Windows. The file was then split into chunks of 50
TrueCrypt
files:
MB each, and the above described analysis was performed on

The
suspect file size modulo 512 must equal zero,
each part. The results are shown in Table II. It is shown that
because TrueCrypt files are built from 512 bytes
all the parts are correctly recognized as random data.
blocks.
TABLE II

The suspect file size is at least 19 KB in size, because
TEST RESULTS FOR TRUECRYPT VOLUME FILES
this is the minimum dimension for a TrueCrypt
Random
Nonrandom
volume file.
File
Blocks
Perc.
blocks
blocks
 The suspect file must not contain a common file
Chunk 1
50
48
2
96%
header.
Chunk 2
50
49
1
98%
After performing some tests it appears that these tools have
Chunk 2
50
47
3
94%
almost the same success rate of the methodology explained,
Chunk4
50
50
0
100%
because they work on the same hypothesis.
Chunk 5
50
47
3
94%
VI. CONCLUSIONS
C. Standard files
This paper was motivated by the lack of open source
In order to test the classifier we looked on the Internet for a forensically sound tools to provide some sort of detection of
publicly available repository of standard files, here intended encrypted volume files. While it was known from the
as files more likely to be found on a computer (which should beginning that a true detection of this sort of archives is not
be classified nonrandom). We found a repository named possible, a methodology was developed to identify filesystem
Digital Forensics Corporai which was set in order to have a elements which with high probability contain encrypted data.
50

49

1

98%
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The methodology was tested against a number of test cases
which proved it to be reliable for identifying data encrypted
with a popular encryption tool. The next step in this research
work will be to provide an integrated software tool which
could be used by both researchers and practitioners in digital
forensics to easily scan a filesystem and identify realistic
candidates for further cryptographic examination.
APPENDIX A
TESTS IN THE NIST SUITE
This appendix reports a brief description of the statistical
tests used in the NIST Suite. The descriptions are taken from
the NIST Statistical Test Suite manual [3].
A. Frequency (Monobit) Test
The purpose of this test is to determine whether the number
of ones and zeros in a sequence are approximately the same as
would be expected for a truly random sequence. The test
assesses the closeness of the fraction of ones to 0.5, that is, the
number of ones and zeroes in a sequence should be about the
same.
It is recommended that each sequence to be tested consist
of a minimum of 100 bits (i.e., n ≥ 100).
B. Frequency Test within a block
The purpose of this test is to determine whether the
frequency of ones in an M-bit block is approximately M/2, as
would be expected under an assumption of randomness. For
block size M=1, this test degenerates to test 1, the Frequency
(Monobit) test.
It is recommended that each sequence to be tested consist
of a minimum of 100 bits (i.e., n ≥ 100). Note that n ≥ MN.
The block size M should be selected such that M ≥ 20,
M > .01*n and N < 100.
C. Run test
The purpose of the runs test is to determine whether the
number of runs of ones and zeros of various lengths is as
expected for a random sequence. A run of length k consists of
exactly k identical bits and is bounded before and after with a
bit of the opposite value. In particular, this test determines
whether the oscillation between such zeros and ones is too fast
or too slow.
It is recommended that each sequence to be tested consist
of a minimum of 100 bits (i.e., n ≥ 100).
D. Test for the Longest Run of Ones in a Block
The purpose of this test is to determine whether the length
of the longest run of ones within the tested sequence is
consistent with the length of the longest run of ones that
would be expected in a random sequence.
The recommended length of the sequence to be tested is n ≥
128. According to this dimension, the length M of the blocks
is chosen as follows:
Minimum n
128

M
8

6272
750000

128
104

E. Binary Matrix Rank Test
The purpose of this test is to check for linear dependence
among fixed length substrings of the original sequence, by
calculating the rank of disjoint sub-matrices of the entire
sequence.
The probabilities for M = Q = 32 (where M is the number
of rows in each matrix, and Q the number of columns) have
been calculated and inserted into the code. Other choices of M
and Q may be selected, but the probabilities would need to be
calculated. The minimum number of bits to be tested must be
such that n ≥ 38MQ (i.e., at least 38 matrices are created). For
M = Q = 32, each sequence to be tested should consist of a
minimum of 38,912 bits.
F. Discrete Fourier Transform (Spectral) Test
The purpose of this test is to detect periodic features (i.e.,
repetitive patterns that are close to each other) in the tested
sequence that would indicate a deviation from the assumption
of randomness. The intention is to detect whether the number
of peaks exceeding the 95% threshold is significantly different
than 5%.
It is recommended that each sequence to be tested consist
of a minimum of 1000 bits (i.e., n ≥ 1000).
G. Non-overlapping Template Matching Test
The purpose of this test is to detect sequences with too
many occurrences of a given non-periodic (aperiodic) pattern.
An m-bit window is used to search for a specific m-bit pattern.
If the pattern is not found, the window slides one bit position.
If the pattern is found, the window is reset to the bit after the
found pattern, and the search resumes.
The test code has been written to provide templates for m =
2, 3,...,10. It is recommended that m = 9 or m = 10 be
specified to obtain meaningful results. Although N = 8 has
been specified in the test code, the code may be altered to
other sizes. However, N should be chosen such that N ≥ 100
to be assured that the P-values are valid. Additionally, be sure
that M > 0.01 ≥ n and N = floor(n/M).
H. Overlapping Template Matching Test
Both this test and the Non-overlapping Template Matching
(section A-G) test use an m-bit window to search for a
specific m-bit pattern. As with the test in A-G, if the pattern is
not found, the window slides one bit position. The difference
between this test and the test in section A-G is that when the
pattern is found, the window slides only one bit before
resuming the search.
The values of K, M and N have been chosen such that each
sequence to be tested consists of a minimum of 106 bits (i.e.,
n ≥ 106). Various values of m may be selected, but for the
time being, NIST recommends m = 9 or m = 10.
I. Maurers Universal Statistical Test
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The purpose of the test is to detect whether or not the
sequence can be significantly compressed without loss of
information by evaluating the number of bits between
matching patterns. A significantly compressible sequence is
considered to be non-random.
This test requires a long sequence of bits (n ≥ (Q+K)L)
which are divided into two segments of L-bit blocks, where L
should be chosen so that 6 ≤ L ≤ 16. The first segment
consists of Q initialization blocks, where Q should be chosen
so that Q = 10 ∙ 2L. The second segment consists of K test
blocks, where
. The values of L, Q
and n should be chosen as follows:
n
≥ 387840
≥ 904960
≥ 2068480
≥ 4654080
…

L
6
7
8
9
…

640
1280
2560
5120
…

J. Linear Complexity Test
The purpose of this test is to determine whether or not the
sequence is complex enough to be considered random by
evaluating the length of a linear feedback shift register
(LFSR). Random sequences are characterized by longer
LFSRs. An LFSR that is too short implies non-randomness.
It is recommended that n ≥ 106. The value of M must be in
the range 500 ≤ M ≤ 5000, and N ≥ 200.
K. Serial Test
The purpose of this test is to determine whether the number
of occurrences of the 2m m-bit overlapping patterns is
approximately the same as would be expected for a random
sequence. Random sequences have uniformity; that is, every
m-bit pattern has the same chance of appearing as every other
m-bit pattern. Note that for m = 1, the Serial test is equivalent
to the Frequency test.
It is recommended to choose m and n such that
.
L. Approximate Entropy Test
The purpose of the test is to compare the frequency of
overlapping blocks of two consecutive/adjacent lengths (m
and m+1) against the expected result for a random sequence.
It is recommended to choose m and n such that
.
M. Cumulative Sums (Cusum) Test
The focus of this test is the maximal excursion (from zero)
of the random walk defined by the cumulative sum of adjusted
(-1, +1) digits in the sequence. The purpose of the test is to
determine whether the cumulative sum of the partial
sequences occurring in the tested sequence is too large or too
small relative to the expected behavior of that cumulative sum
for random sequences. This cumulative sum may be

considered as a random walk. For a random sequence, the
excursions of the random walk should be near zero.
It is recommended that each sequence to be tested consist
of a minimum of 100 bits (i.e., n ≥ 100).
N. Random Excursions Test
The focus of this test is the number of cycles having exactly
K visits in a cumulative sum random walk. The cumulative
sum random walk is derived from partial sums after the (0, 1)
sequence is transferred to the appropriate (-1, +1) sequence. A
cycle of a random walk consists of a sequence of steps of unit
length taken at random that begin at and return to the origin.
The purpose of this test is to determine if the number of visits
to a particular state within a cycle deviates from what one
would expect for a random sequence. This test is actually a
series of eight tests (and conclusions), one test and conclusion
for each of the states: -4, -3, -2, -1 and +1, +2, +3, +4.
It is recommended that each sequence to be tested consist
of a minimum of 1,000,000 bits (i.e., n ≥ 106).
O. Random Excursions Variant Test
The focus of this test is the total number of times that a
particular state is visited (i.e., occurs) in a cumulative sum
random walk. The purpose of this test is to detect deviations
from the expected number of visits to various states in the
random walk. This test is actually a series of eighteen tests
(and conclusions), one test and conclusion for each of the
states: -9, -8, ..., -1 and +1, +2, ..., +9.
It is recommended that each sequence to be tested consist
of a minimum of 1,000,000 bits (i.e., n ≥ 106).
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ABSTRACT
The wide area monitoring of power systems is
implemented at a central control center to coordinate
the actions of local controllers. Phasor measurement
units (PMUs) are used for the collection of data in real
time for the smart grid energy systems. Intrusion
detection and cyber security of network are important
requirements for maintaining the integrity of wide area
monitoring systems. The intrusion detection methods
analyze the measurement data to detect any possible
cyber attacks on the operation of smart grid systems. In
this paper, the model-based and signal-based intrusion
detection methods are investigated to detect the
presence of malicious data. The chi-square test and
discrete wavelet transform (DWT) have been used for
anomaly-based detection. The false data injection
attack (FDIA) can be detected using measurement
residual. If the measurement residual is larger than
expected detection threshold, then an alarm is triggered
and bad data can be identified. Avoiding such alarms
in the residual test is referred to as stealth attack. There
are two protection strategies for stealth attack: (1)
Select a subset of meters to be protected from the
attacker (2) Place secure phasor measurement units in
the power grid. An IEEE 14-bus system is simulated
using real time digital simulator (RTDS) hardware
platform for implementing attack and detection
schemes.

KEYWORDS
Cyber security, stealth attack, wide area monitoring,
smart grid, anomaly-based detection methods, discrete
wavelet transform.

1 INTRODUCTION

The generation, transmission, and distribution of
electric power systems embedded with real time
measurements make the smart grid the most
dependable critical infrastructure in the world. The
present monitoring systems depends on state
estimation, which is based on the supervisory
control and data acquisition (SCADA) systems for
the collection of data from field devices such as
remote terminal units (RTUs) and sent up to the
central control center [1]. In the future smart grid
systems, the wide area monitoring will be
accomplished by collecting system level
information in real time by using phasor
measurement units (PMUs) and phasor data
concentrators (PDCs). The data obtained from
PMUs will be used for the state estimation and
implementation of control strategies for optimal
control of smart grid systems [2-4]. The PMUs
which are also called synchrophasors provide
accurate measurements of active power, reactive
power, voltage, current along with phasor angles
in real-time. The data from various remote
locations will be synchronized with a common
time source using global positioning systems
(GPS). In a typical smart grid energy network
synchrophasors are used along with PDCs where
the data is collected. The synchrophasors can
increase the reliability of power systems
embedded with renewable energy sources, like
the solar and wind power by triggering the
corrective
actions for accounting the
unpredictable
power
generation.
The
synchrophasors hold the key to the future power
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systems by increasing the reliability, operational
efficiency and quality of power distribution [5].
Early
power
system
networks
used
communication standards like DNP3 protocols.
These protocols have limitations to handle realtime data and synchronization with the
geographically dispersed synchrophasor devices.
The current PMUs use IEEE C37.118 protocols
for communication, which defines the message
and communication standards for synchronized
networks in real-time. In future electrical power
systems, the wide use of PMUs is inevitable and
thus raises the importance of cyber security [6].
There are different methods to detect the
malicious data. The main objective of this paper is
to investigate the model- and signal-based
intrusion detection methods to detect any
anomalies in measurement data. The main feature
of model-based method lies in the development of
dynamic models of the power system and using
the chi-square test along with largest normalized
residual to detect and identify the malicious data.
The signal-based method exploits the statistical
properties of the signal and discrete wavelet
transform are used to detect and identify the
malicious data at different levels [7].

Figure 1. Schematic diagram of IEEE 14-bus system

These files are converted to RSCAD for
implementation
on
RTDS
system.
An
experimental smart grid test bed with hardware-inthe-loop (HIL) simulation capabilities is available
at Texas Tech University and a schematic is
shown in Figure 2. These facilities were used to
implement attack and intrusion methods.

2 MODELLING OF IEEE 14-BUS SYSTEM
The benchmark IEEE 14-bus system has been
investigated by a number of researchers for the
analysis of dynamic system stability, power flow
analysis and state estimation problems [8]. The
power system simulator for engineering (PSS/E) is
a commercially available software package for
simulating, analyzing, and optimizing of power
systems. This package has been used to build the
PSSE files for the IEEE 14-bus system shown in
Figure 1.

Figure 2. Schematic of smart grid test bed at Texas Tech
University

3 MODEL-BASED INTRUSION DETECTION
METHODS
Due to presence of malicious data in the power
system measurements, the operation of power
system will be compromised. Hence we need an
intrusion detection method for the detection of
malicious data in the measurements [10]. In this
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section we present an intrusion detection method
using static state estimation algorithms. The chisquare distribution test and largest normalized
residual tests are used to detect and identify the
malicious data [11].

If

the bad data will be suspected.

The largest normalized residual test can be used to
identify bad data.
A gain matrix is defined as:
(6)

The linear measurement equation is given by:
And the hat matrix is:
(1)
Where
is the measurement vector,
is the
Jacobian coefficient matrix, and
is the error
vector with:
and
. The weighted least
square (WLS) estimator of the linear state vector
can be obtained as follows:
(2)
And the estimated value of

(7)
The hat matrix, K, is used to find the residual
sensitivity matrix, S, where is the identity matrix:
(8)
is multiplied by the error vector, , to find the
measurement residuals, . The measurement
residual vector is divided by the square root of the
residual covariance matrix, , which is defined as:
(9)

is:
(3)

The intrusion detection method consists of two
steps:
1) malicious data detection and 2) identification
of bad data.
The chi-squares test is used to detect the malicious
data and the largest normalized residual test is
then used to identify the bad data.
The objective function can be obtained for
corresponding measurements:
(4)
Chi-square distribution table corresponding to a
detection confidence with probability and degree
of freedom can be obtained as follows:
(5)

Thus, normalized value of the residual can be
obtained as follows:
(10)
The largest normalized residual will be suspected
as bad data. We have simulated the IEEE 14-bus
system and its measurement configuration for the
demonstration of intrusion detection methods [8].
The number of state variable, , for this system is
27, made up of 14 bus voltage magnitudes and 13
bus voltage phase angles, slack bus phase angle
being excluded from the state list. There are
altogether
measurents, i.e., 1 voltage
magnitude measurement, 8 pairs of real/reactive
power injections, and 12 pairs of real/reactive
flows. The degrees of freedom for the approximate
chi-square distribution of the objective function
will
be:
The real power injection at bus 2 is manipulated
by the man-in-the-middle intentionally, to
simulate bad data as shown in Table 1.
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Table 1. Real power manipulation at bus 2
Measurement
Type

No bad
data
0.183

One bad
data
0.483

Tables 2 and 3 illustrate the state estimation of
IEEE 14-bus system without malicious data and
with malicious data, respectively.
Table 2. IEEE 14-Bus system without malicious data
Bus Number
Estimated State
(No Bad Data)
1
2
3
4
5
6
7
8
9
10
11
12
13
14

1
1.0068
0.9899
0.9518
0.9579
0.9615
1.0185
0.9919
1.0287
0.9763
0.9758
0.9932
1.0009
0.9940

0.00
0.00
-5.5265
-14.2039
-11.4146
-9.7583
-16.0798
-14.7510
-14.7500
-16.5125
-16.7476
-16.5397
-17.0203
-17.0583

Table 3. IEEE 14-Bus system with malicious data
Bus Number

1
2
3
4
5
6
7
8
9
10
11
12
13
14

Estimated State
(One Bad Data)
1
0.9897
0.9731
0.9329
0.9370
0.9407
0.9992
0.9717
1.0094
0.9559
0.9554
0.9733
0.9812
0.9742

0.00
0.00
-5.5304
-14.9925
-12.3482
-10.6143
-17.2033
-15.8285
-15.8269
-17.6649
-17.9071
-17.6846
-18.1813
-18.2210

The test threshold at
confidence level is
obtained by MATLAB function:
For the first case (No malicious data),
, bad data will not be suspected.
For the second case (with malicious data in real
power injection at bus 2),
, bad data will be suspected.
Figure 3 shows the active power at bus number 2
for the IEEE 14-bus system.

Figure 3. Active power at bus No 2

The normalized residual tests are used to detect
and eliminate the bad data for this measurement
set. The weighted least squares (WLS) state
estimator results for the significant measurement
residuals shows that the power injection at bus 2 is
detected as bad data and ignored from the
measurement set. We verified the efficiency of the
model-based algorithm using chi-square test and
largest normalized residual for detecting the
malicious data.
4 STEALTH ATTACK
In this section, we investigate the stealthy false
data injection attack (SFDIA) in the state
estimation of power system. The bad data
detection can be accomplished by calculating the
measurement residual as follows:
(11)
if the measurement residual is larger than expected
detection threshold, then an alarm is triggered and
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bad data can be identified. Avoiding such alarms
in the residual test is referred to as stealth attack.
The basic principle of stealthy false data injection
attack can be represented by:
(12)
where
represents the malicious data
measurements, and a is referred to as an attack
vector. If the attack vector is a linear combination
of the column vectors of H, that is
, the
residual test can be bypassed by the attacker. The
is an arbitrary nonzero vector. The jth element
attack vector being nonzero means that attacker
manipulates the measurement. The new state
estimation can be calculated as follows:
(13)
where
(14)
considering
, the residual test can be
computed as:

Hence, the measurement residual of bad data is
less than detection threshold and can bypass the
residual test.
In general, there are three different scenarios:
(1) Protected meters (2) Verifiable states (3)
Combined scenario
For protected meters we assume that the attacker
can access to
particular meters and modify
them. Let
be the set of the
m particular meters which can be accessed by the
attacker. For the protected meters which cannot be
accessed, the associated attack vector would be
zero.
1) Targeted attack: In a targeted FDIA, the
attacker aims to inject errors into state estimation
of some particular state variables.
a) Constrained case:
The error injected into the state estimation can be
calculated as follows:

(16)
Let
represents the set of state
variable which can be verified independently, i.e.,
for
Therefore, the
attacker can substitute into
, and verify if
for
. If so, the attack vector can
be generated.
b)unconstrained case:
For this case, the attack vector should meet these
conditions:
1)
2)
for all
3) is a particular value for
2) Random attack: In a random attack, the
attacker aims to inject error into state estimation
regardless of any particular state variables.
Theorem 1.
if and only if
, where
Theorem 2. Let m be the number of particular
meters which can be accessed. if
the
attacker can always bypass the residual test which
satisfies
with
for
where
represents the set of particular meters
which can be accessed.
Demonstration of stealth attack using IEEE 14bus system:
In this section, we investigate the targeted attack
in IEEE 14-bus system for the first nineteen
measurements. The linear measurement equation
of IEEE 14-bus system can be expressed as
follows:
(17)
where

is a
measurement vector, H is
Jacobian coefficient matrix, and
is a
state vector.
The attack vector can be represented as follows:
(18)
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which
where

is

,

is
,
is
, and
is
square matrix.
As mentioned earlier, the attack vector for
protected meters would be zero. Hence, the
and we have:
(19)
and
(20)
The numerical values are given in Appendix.
Choosing
arbitrary, the attack vector can be
obtained as:

(21)
There are two protection strategies for stealth
attack.
(1) Select a subset of meters to be protected from
the attacker
(2) Place secure phasor measurement units in the
power grid
For the first strategy, let P be the minimum
number of meters that the attacker needs to
as
satisfies the detection evading condition
follows:
(22)
The injected error to the jth state can be expressed
as:
(23)
where

is

column

and

after deleting the jth
is the best possible attack

vector modifying at least the jth state with the
objective function and constraint as follows:

such that:

(24)

is the number of nonzero elements in

.
In the second strategy, by adding some other
phasor measurement units into the power system,
the Jacobian coefficient matrix would be
modified. Consider
be the Jacobian associated
matrix corresponding to a secure PMU at bus P.
The attacker should satisfies the following
condition:
(25)
Given , the goal for grid designer is to find a
bus to place a secure PMU such that:
(26)
As a result, the attacker should find another
solution for c.
5 SIGNAL-BASED INTRUSION
DETECTION METHODS
A brief review of discrete wavelet transform
(DWT) is presented in this section [12]. DWT is a
mathematical tool to decompose signals and is
used to extract information in different resolution
levels. Wavelet transform breaks the signal into its
wavelets, which are scaled and shifted versions of
a signal waveform known as the mother wavelet.
Wavelet analysis is suitable for revealing scaling
properties of the temporal and frequency dynamics
simultaneously. The irregularity in shape and
compactly supported nature of wavelets make
wavelet analysis an ideal tool for analyzing signals
of a non-stationary nature. Their fractional nature
allows them to analyze signals with discontinuities
or sharp changes, while their compactly supported
nature enables temporal localization of a signal’s
features. A one-dimensional discrete wavelet
transform is composed of decomposition
(analysis) and reconstruction (synthesis). Discrete
wavelet transform produces two sets of constants
term as approximation and detail coefficients. The
approximation coefficients are the high scale, low
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The benchmark and corrupted data of voltage
and current are shown in Figures 5 and 6,
respectively. Discrete wavelet transform is used
to analyze the measured signal, by calculating
the statistical properties of the signal.
1.1

x 10

4

Corrupted Signal
Original Signal

1.09

Voltage magnitude

frequency components and the detail coefficients
are the low scale, high frequency components. The
signal is passed through a series of high pass and
low pass filters to analyze respective functions at
each level. Wavelet analysis starts by selecting
basic wavelet function, called the mother wavelet,
Wavelet representaion of a function
,
defined for all
can be given by:

1.08
1.07
1.06
1.05
1.04
0

100

200

300
Time stamp

400
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Figure 5. Original and corrupted data of voltage signal
500

(28)

Corrupted Signal
Original Signal

450

Current magnitude

By considering Haar wavelet the scaling function
are defined as:
and wavelet function

400
350
300
250
200
150
100
50
0

(29)

For a given signal, approximation and detail
coefficients can be obtained by convolving lowpass filter and high-pass filter followed by down
sampler, respectively.
(30)
(31)
The low-pass filters are represented by L, and the
high-pass filters are represented by H.
Anomaly detection of malicious data consists of
three parts as shown in Figure 4. The first part is
the PMU signal from the power system. The
second part consists of discrete wavelet
transformation to analyze the signal [13-15]. In the
third part, the threshold values are compared for
the determination of the anomalies in the signal.

Figure 4. Anomaly-based intrusion detector

100

200

300
Time stamp

400

500

Figure 6. Original and corrupted data of current signal

We employ Haar filter and compute the onedimensional discrete wavelet transform up to 5
levels. In order to obtain the thresholds for
anomaly-based
intrusion
detection
the
distribution of the wavelet reconstructed signal
without anomaly should be analyzed. Then,
normality is verified by Lilliefors test for
goodness of fit to normal distribution [16-18].
This has a normal distribution at 5%
significance level. We can detect anomaly
intrusion by choosing some of the levels
through selective reconstruction. Table 4 and
Table 5 show some statistical properties of
original and corrupted data of voltage and
current signal. It should be noted that the
original data could be considered as Gaussian
white noise, and anomaly could be considered
as random signal. For any random variable,
choosing
confidence interval yields to:
(32)
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Table 4. Statistical properties of voltage signal

This interval corresponds to 99.7% confidence
level, which means that we can detect
anomalies with 0.3% error rate.

Original data of voltage
magnitude

Level

Figure 7. Wavelet decomposition of original voltage
signal

Standard
deviation

Corrupted data of
voltage magnitude

Threshold

Level

Standard
deviation

1

0.0944

0.2832

1

5.121

2

0.1265

0.3795

2

4.854

3

20.67

62.01

3

21.64

4

47.13

141.39

4

48.11

5

102.2

306.60

5

101.4

Figure 8. Wavelet decomposition of corrupted voltage
signal

The PMU signals are analyzed at different
resolution levels. Figures 7 and 8 show the
approximation and detail coefficients of
original and corrupted signal of voltage up to
level 5. By comparing the analyzed information
with thresholds it is possible to detect the
anomalies and alert the operator regarding the
presence of anomalies in the data. In order to
detect shorter anomalies we have analyzed the
signal at higher level such as 1 and 2. For
example, by selecting the thresholds at level 1
to -0.2832 and 0.2832 respectively, which is
equivalent to
we can detect the anomalies
with error rate of 0.3%. Table 4 shows the
statistical parameters of voltage signal like
standard deviation for original and corrupted
data.

Figure 9. Thresholds values and detail coefficients at
different levels of voltage signal

We can set the thresholds for each level, which
are equivalent to
confidence level to detect
the anomalies. We have repeated the procedure
for current signals. The detail and
approximation coefficients of original current
signal and corrupted current signals are shown
in Figures 10 and 11, respectively.

Figure 10. Wavelet decomposition of original current
signal
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Figure 11. Wavelet decomposition of corrupted current
signal

Table 5 shows the statistical parameters of
current signal like standard deviation for
original and corrupted data.
Table 5. Statistical properties of current signal
Original data of current
magnitude

Level

Standard
deviation

Corrupted data of
current magnitude

Threshold

Level

Standard
deviation

1

5.122

15.36

1

13.57

2

4.84

14.52

2

14.94

3

17.86

53.58

3

19.47

4

42.86

128.58

4

43.44

5

111.4

334.2

5

110

Figures 9 and 12 show the detail coefficients and
corresponding thresholds for original and
corrupted signal at different levels up to 5. The
values located on the top and bottom of the
thresholds indicate that intrusion has been
occurred in the network. For the corrupted voltage
and current signals, Figures 9 and 12, the detail
coefficients at level 1, and level 2 are greater than
the corresponding thresholds and the malicious
data has been detected. The results show that the
use of proposed method successfully detected the
anomalies in the data.
6 CONCLUSIONS
Wide-area monitoring and control that coordinates
the various devices of the power system to
improve system-wide dynamic performance and
stability is being implemented in the smart grids.
These critical devices usually have the most
significant impacts on power system oscillation,
damping, performance and stability. The cyber
security and the data integrity are very important
for successful integration of phasor measurement
units for automatic control of electric power
systems. In this paper a cyber security tool is
developed and presented for intrusion detection.
We have simulated an IEEE benchmark 14-bus
system using RTDS system. The bench mark and
malicious data has been generated in our
laboratory. The proposed cyber security tool for
the detection of intrusion detection has been
successfully employed on this data. The results are
very satisfactory. The detection method depends
on the selection of threshold values. In the future
we will be comparing this method with the
methods based on measurement residual detection
methods.
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0 0 0 0 0 0 0 0 1.8658 -0.3964 0 0 0 0 0 0 0 0 0 0
0];

8 APPENDIX

[ 0 0 0 0 0; 29.3120 -4.6148 -4.9889 -5.0489 0;
-4.2921 8.8195 -4.5274 0 0; 0 0 -4.6375 0 0; 0 0 0
0 0; 0 0 0 0 0; 0 0 0 0 -4.1249; 0 0 0 0 -3.2113; 0 0
0 0 0; -9.1431 0.3773 1.0925 1.2497 0; 1.7368 3.7701 2.0333 0 0; 0 0 0.2704 0 0; 0 0 0 0 0; 0 0 0
0 0; 0 0 0 0 2.0106; 0 0 0 0 1.6083; 0 0 0 0 0; 15.6191 0 0 0 0; 4.6148 -4.6148 0 0 0];

[0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0; 0 0 0 0
0 0 0 0 -6.3806 9.6128 -0.3964 -1.1406 -1.2999 0
0 0 0 0 0 0 0 0; 0 0 0 0 0 0 0 0 0 -1.7546 1.9797 2.1227 0 0 0 0 0 0 0 0 0 0;19.2277 -5.7921 8.7981 0 0 0 0 0 0 0 0 -0.2823 0 0 0.0001 -0.0001
0.2772 0 0 0 0 0; -5.7921 5.7921 0 0 0 0 0 0 0 0 0
0 0 0 0.0001 0.0001 0 0 0 0 0 0; 0 0 -9.8589
14.1190 -4.2601 0 0 0 0 0 0 0 0 0 0 0 -3.8489
5.5507 -1.8509 0 0 0;0 0 0 -4.2733 8.3982 0 0 0 0
0 0 0 0 -1.9742 0 0 0 -1.8521 3.7749 0 0 0;0 0 0 0
0 5.4531 -2.2418 0 0 0 0 0 0 -1.5792 0 0 0 0 0
3.9574 -2.4896 0;0 0 -2.8194 0 0 0 -2.2033 5.0226
0 0 0 0 0 0 0 0 -1.4438 0 0 0 -1.1293 2.3159;0 0 0
0 0 0 0 0 -14.5614 30.3178 -4.8487 -5.2085 5.2515 0 0 0 0 0 0 0 0 0;0 0 0 0 0 0 0 0 0 -4.3361
9.4306 -4.7266 0 0 0 0 0 0 0 0 0 0;0.0001 0.0001 0.2706 0 0 0 0 0 0 0 0 -4.8415 0 0 19.3948 5.6308 -9.0119 0 0 0 0 0; -0.0001 0.0001 0 0 0 0 0
0 0 0 0 0 0 0 -5.8395 6.0483 0 0 0 0 0 0;0 0 3.7577
-5.5958 1.8382 0 0 0 0 0 0 0 0 0 0 0 -10.0985
14.3511 -4.2895 0 0 0;0 0 0 1.8072 -3.8177 0 0 0
0 0 0 0 0 -4.0502 0 0 0 -4.3794 8.4210 0 0 0; 0 0 0
0 0 -4.0828 2.4745 0 0 0 0 0 0 -3.1532 0 0 0 0 0
5.4166 -2.2555 0;0 0 1.4096 0 0 0 1.1224 -2.5320
0 0 0 0 0 0 0 0 -2.8879 0 0 0 -2.2168 5.1031;0 0 0
0 0 0 0 0 6.5953 -3.5294 0 0 0 0 0 0 0 0 0 0 0 0; 0

[-4.6609 0 4.6609 0 0; 0 0 4.6375 0 0; 0 0 1.7283
0 0; -4.8100 0 0 4.8100 0; 0 0 -20.0455 20.0455 0;
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ABSTRACT
Secure system design faces many risks such as
information leakage and denial of service. We
propose a method named CC-Case to describe security assurance cases based on the security structures and thereat analysis. CC-Case uses Common
Criteria (ISO/IEC15408). While the scope of
CC-Case mainly focuses to the requirement stage,
CC-Case can handle the life-cycle process of system design that contains the requirement, design,
implementation, test and the maintenance stages. It
can make countermeasure easily against the

situation which an unexpected new threat
produced by invisible attackers incessantly.
KEYWORDS
Secure System Design Methodology, Security
Requirement, Security Assurance, Assurance Case,
Common Criteria, GSN, Risk Management,
Life-cycle Process, ISO15206, ISO15408

1 INTRODUCTION
Customers expect that IT products and systems
satisfy the necessary conditions not to fall into
any dangerous situations. Developers must
build up IT products and systems avoiding
many risks. Then risk management is important
to support the development. We face many
risks at every stage of system development such
as requirement analysis, design, development,
test and service provision stage. It is really

important to assure the countermeasure against
risks in the each process of system development.
It is important to handle security risks because security accidents have serious influences. However, there are no established
methods to assure the validity of security risk
up to this time. In this paper, we propose a
security assurance case method against risks.
This assurance case makes clear the elements to
assure against system risks, and the process to
argue with a customer and to get an agreement.
It gives the way to make systems trustworthy by
effective arguments with stakeholders.
In Chapter 2, we explain assurance case,
security assurance case and risk management.
In Chapter 3, we show significance of assurance case, current system risks and handling by
assurance case, difficulty of treatment for security risks. Chapter 4, we show the concept of
proposed method and its provision to the
life-cycle process. In Chapter 5, we explain
example of concrete model and the merits of
CC-Case. In Chapter 6, we show summary and
future tasks.
2 RELATED STUDIES

2.1Assurance Case
Assurance case, which is defined in
ISO/IEC15026 part2, is a method for describing a system’s critical security level. Standards
are proposed by ISO/IEC15026 [1] and OMG’s
Argument Metamodel (ARM) and [2] Software
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Assurance Evidence Metamodel (SAEM) [3].
ISO/IEC 15026 specifies scopes, adaptability,
application, assurance case’s structure and
contents, and deliverables. Minimum requirements for assurance case’s structure and contents are: to describe claims of IT products and
systems properties, systematic argumentations
of the claims, evidence and explicit assumptions of the argumentations; to structurally
associate evidence and assumptions with the
highest-level claims by introducing supplementary claims in the middle of a discussion.
One common notation is Goal Structuring Notation (GSN) [4], which widely used in Europe
for about ten years to verify system risk and
validity after identifying risk requirements.
Contents of GSN is shown below.
Table 1. Contents of GSN

requirements, design, coding, and operation.
The approach did not use the Security Target
structure of the CC to describe Security assurance case.
Alexander, Hawkins and Kelly overviewed
the state of the art on the Security Assurance
cases [6]. They showed the practical aspects
and benefits to describe Security assurance case
in relation to security tar-get documents.
However they did not provide any patterns to
describe Security assurance case using CC.
Kaneko, Yamamoto and Tanaka recently proposed a security countermeasure decision
method using Assurance case and CC [7-8].
Their method is based on a goal oriented security requirements analysis [9]. Although the
method showed a way to describe security assurance case, it did not provide Security assurance case graphical notations and the
seamless relationship between security structure and security functional requirements.
2.3 Common Criteria

Minimum requirements for assurance case’s
structure and contents are: to describe claims of
system and product properties, systematic argumentations of the claims, evidence and explicit assumptions of the argumentations; to
structurally associate evidence and assumptions
with the highest-level claims by introducing
supplementary claims in the middle of a discussion.
2.2 Security Assurance Case
Goodenough, Lipson and others proposed a
method to create Security Assurance case [5].
They described that the Common Criteria provides catalogs of standard Security Functional
Requirements and Security assurance Requirements. They decomposed Security assurance case by focusing on the process, such as

Common Criteria (CC: equivalent to
ISO/IEC15408) [10] specifies a framework for
evaluating reliability of the security assurance
level defined by a system developer. In Japan,
the Japan Information Technology Security
Evaluation and Certification Scheme (JISEC) is
implemented to evaluate and authenticate IT
products (software and hardware) and information systems. In addition, based on CC
Recognition Arrangement (CCRA), which
recognizes certifications granted by other
countries’ evaluation and authorization
schemes, CC accredited IT products are recognized and distributed internationally. As an
international standard, CC is used to evaluate
reliability of security requirements of functions
built using IT components (including security
functions). CC establishes a precise model of
Target of Evaluation (TOE) and the operation
environment. And based on the security concept and relationship of assets, threats, and
objectives, CC defines ST (Security Target) as
a framework for evaluating TOE’s Security
Functional Requirement (SFR) and Security
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Assurance Requirement (SAR). ST is a document that accurately and properly defines security functions implemented in the target
system and prescribes targets of security assurance. ST is required for security evaluation
and shows levels of adequacy in TOE’s security
functions and security assurance.
2.4 Risk Management
Risk Management's goal is to increase the impact and probability of positive risks and decrease them for negative risks. The point is not
only avoiding failure, but to bring about opportunities. Time and energy can be spent
avoiding, transferring to a third party, and
mitigating potential failures. They can be similarly spent on accepting, sharing with third
parties and enhancing opportunities. It is task of
Risk Management to determine how much time
and energy should be on avoiding failures and
promoting opportunities.
Risk management includes six main processes
in the theory of PMBOK [11]. These are risk
management planning, risk identification,
qualitative risk analysis, quantitative risk
analysis, risk response planning, and risk monitoring and control.
3 ASSURANCE CASE FOR CURRENT
SYSTEM RISK
3.1Significance of Assurance case
Assurance case has been applied to the safety
field [12] mainly. The largest benefit which we
will enjoy by using the assurance case can
perform the agreement argument for the demand between stakeholders enough. It is the
point that can record the process of the reason /
argument that reached the agreement result /
conclusion. By certainly describing the following four points, assurance case offers the
framework for building an argument more
deeply.
•Claim
•Argumentation
•Evidence

•Explicit Assumption
We show significance of assurance case. Assurance case makes easy to confirm requirements by structured documentation. Requirements are verified that systems or services of
target for evaluation are confirmed by assurance case. In addition, assurance case makes
the basis clarified by the evidence that can
achieve a goal. You can confirm the basis for
judgment when a problem occurs. If the basis
for judgment was validated by customer, you
can use the evidence for legal basis.
The true difficulty of risk management in
developing software comes from invisibility of
software. Developers must build up software
system avoiding many risks. Although software
is invisible, developers must show that software
system can work correctly as customer needs. It
is important that customer’s need records correctly as an agreement. Assurance case record
verified evidence with stakeholder. Therefore,
assurance case is useful as a consensus building
tool for risk management.
3.2 Current System Risks and Handling by
Assurance Case
Risks in system development are categorized 3
types: Customer agreement risk, Business continuity risk, and System risk (Table2).Customer
agreement risk has the risk of suits. Business
continuity risk has the risk of communication.
System risk has explanation risk of validation
in developing activity.
However, in conventional development, only
system risks are considered, the others are not
considered. A brand is suffered a big economic
loss when 3 type of risks are mixed. Therefore
appropriate treatment for negative risks (avoid,
transfer, mitigate) is important.
Assurance case for risk management is a
method to avoid current risks in system development.
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Table2 Risk treatment by assurance case

3.3 Difficulty of Treatment For Security
Risks
It is especially important to handle security
risks. If any security accidents happened, the
brand would suffered a big economic and honor
loss. It is also difficult to treat security risks.
Customer agreement risk of security of table
2 corresponds to suits risk when security accidents occur. To treat with this risk, it is necessary to have the evidences to show authentication of contractual customer’s agreements.
Business continuity risk of security mainly is
caused by service damages by attackers. To
counter with this risk, it is necessary to have the
evidences to show authentication of risk monitoring and control. System risk of security is
the risk which occurs within development activities of IT products or security function of
systems. To counter with this risk, it is necessary to have the evidences to show authentication of risk identification, analysis and counter
plan. In this paper, the method to handle business continuity risk and system risk of security
are focused.
It is important to show objective evidences
that the customer recognizes that his request

such as “The system is acceptably secure” is
satisfied.
4 CC-CASE
4.1 Concept of CC-Case
We propose a methodology of security analysis
and assurance, named CC-Case, using assurance case (ISO/IEC15026) and CC (Common
Criteria: ISO/IEC15408).
Purpose of CC-Case is to solve several
problems which we face at the development of
secure systems which can handle more increasingly sophisticated threats. CC-Case can
provide not only security requirement analysis
method but also assurance according to the
standard of CC. CC-Case contains the process
which can clarify the scope of assurance for
threats. It also contains the process which can
verify the security specification based on CC
using assurance case, and obtain an agreement
of customer on the assurance.
The procedures of CC-Case have dual-layer.
Upper layer is named logical model. Under
layer is named concrete model. Logical model
and concrete model is shown Figure.1. Logical
model shows the process structure developed in
detail as much as possible independently of
specific system. Logical model has life-cycle
process and each stage’s process. Concrete
model contains real cases corresponding to the
specific system. The concrete model is decomposed logically until it describes evidences
at the bottom layer. It makes up evidences as
real case and approval results of customers.
These evidences recorded in sequence can be
used for verification. Customer’s requirements
may change frequently. It is necessary to keep
evidences depending on changes. CC-Case
supports changes through storing all evidences
in a database.
Targets of CC-Case are IT products or systems. Although CC-Case is a method to make
agreements with customers and developers, if
we have no fixed customers, it is replaced by
the person concerned on deciding requirements.
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4.2 Life-Cycle Support of CC-Case

.
Figure1. Logical model and concrete model

We show the support of the life-cycle process
of CC-Case. The life-cycle process of CC-Case
contains whole processes of requirement, design, implementation, test, maintenance stages.
However, in this research, we focus on the
process of requirement stage.
The life-cycle process of CC-Case should
handle whole risks of security including business continuity risk of security.
Figure3 is the life-cycle process of CC-Case.
CC-Case uses GSN which is one common notation of assurance case. Using this assurance
case, we explain the concept of the life-cycle
process of CC-Case. In this case, top goal of
assurance case is “IT products and systems
using CC-Case are secure.” Explicit assumption of the argumentations is “CC”. The strategy shows to verify the process of life-cycle
development.

Figure3. The life-cycle process of CC-Case
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The strategy can be divided into 4 processes of
the second goal, “Requirements using CC-Case
is secure.”, “Designs using CC-Case is secure.”,
“Implementations using CC-Case is secure,”
and “Tests and deliveries using CC-Case is
secure”. These goals need evidence which can
verify the goals.
The second goal of “Requirements using
CC-Case is secure.” can be divided into 2
processes of the third goal, “Security specification using CC-Case is secure.”, and “Definition of development environment using
CC-Case is secure.” through the strategy of
“Verify security functions of requirements.”
The third goal, “Security specification using
CC-Case is secure.” is equivalent to the top
goal of CC-Case at the requirement stage.

(1) Assurance case of Security Specification
In the requirement stage, the procedures to
make security specification are defined, and
the documents which are necessary for ST
(Security Target) are made. These procedures
are defined as an assurance case, and produce
evidences which give grounds of conformity
with CC and agreements with customers. The
assurance case of security specification can be
classified into the stage of defining security
concept, of making measures and of making
security specification. Each stage’s logical
model is shown. Also purpose, player, confirmation method for the output, and process
(input, procedure, output) are clarified for
every goal at the bottom layer of each stage.
Figure4 shows the relationship of the procedures to make secure specification, inputs,
evidences
which
give
grounds.

4.3 The Requirement Stage of CC-Case

Figure4. Whole model of the requirement stage of CC-Case
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Figure5. Assurance case of Security Specification

Figure6. Defining security concept stage
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Figure7. Stage of making security countermeasures

Figure8. Stage of security specification
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Figure5 is the top assurance case of the requirement stage of CC-Case. By branched their
sub goals, more detailed tasks are decided.
Therefore the leftmost sub goal in Figure5 is
the top goal of Figure6. The center sub goal in
Figure5 is the top goal of Figure7. The light sub
goal in Figure5 is the top goal of Figure8. It is
the logical model that is the procedures of defined tasks in Figure5, Figure6, Figure7, and
Figure8. It goes into details Figure4.
The concrete model shows the evidences of
ST contents and the logical relationship in the
real cases into the ST contents under the all
bottom goals. The evidences in Figure4 are
equivalent to the evidences of ST contents of
the concrete model. The applied case of the
concrete model is shown in Figure9. The
method of assurance case is applied to these
procedures. Therefore we insist that the secure
specification can be made by keeping the procedure. Upper goals need to satisfy all lower
goals. At the same time, these goals are sufficient for all the requirements to do. These are
the unique points which are different from
previous methods like simple flow charts of
processes. They show this method’s integrity.
The more detailed processes of 3 sub goals in
Figure5 are shown as below.
(2) Defining security concept stage
The assurance case of the defining security
concept stage is shown Figure6. In this stage
security requirements are extracts,
Taking into account of needs of customers,
trends of market, security requirements, and
security concept is defined.
In this stage the process makes not ST, but the
security concept. The security concept is examined repeatedly many times and decided
between customers and developers. In this
stage, security requirements for products by the
viewpoints of users are collected and arranged.
After enough extractions, security requirements,
the goal of “target of evaluations is clear by
setting the scope of analysis “, and the goal of
“Security requirements or issues is clear.“ are
verified.

Then defining security concept is validated
with agreement of customers. CC-Case considers validity confirmation as assurance.
(3) The stage of making security countermeasures
In this stage (Figure7), with security concept as
an assumption, CC-Case defines evaluation
criteria, analyzes threats. It drafts, evaluates,
and selects countermeasures. Then all the processes are verified that they are secure. There
are 3 steps in this stage. In each step, the analysis and rationale of relationships between
security requirements and relationships of logic
are shown to customers. Each step defines the
goal of validation that obtains an agreement to
customers.
Step1: At first the scope of the target of
evaluation (TOE) is defined. EAL is selected as
the level of assurance. The definiteness of
evaluation criteria is confirmed. It is necessary
to get approval of a customer.
Step2: Define the threats models of information asset which is an object of protection
and to perform analysis of a threat to the asset.
Step3: Select countermeasures to carry out
from countermeasures plan. Countermeasures
which do not handle are managed as remaining
risks.
Next, the proof that proper selections are made
is confirmed. It is necessary to get approval of a
customer for the selections of security
measures.
These steps of making countermeasures define
the systematic procedure,
*1 Evaluation of criteria is validated.
*2 Evaluation of countermeasures is validated.
*3 Selection of countermeasures is validated.
These procedures intend that security measures
are agreed upon between customers and evidences are left.
There are seven argument patterns of resolution and applied pattern [12] that Bloomfield
showed on making assurance case. For the
stage of making security countermeasures
mentioned above, we made the comparison
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pattern of substitute plan that was one of the
applied patterns [12] as a reference model.
The stage of making security countermeasures
is equivalent to a process to make ST after
having examined threat analysis and evaluation
criteria.
CC-Case did not just use ST item as a merely
constituted process, we consider the following
5 points.
*1 Application of the type pattern of assurance case for securing of validity of the
evaluation to measures.
*2 Validity confirmation process is set for
the correspondence to a customer agreement
risk by 3 steps.
*3 Making ST items for guarantees of the
CC conformity
*4 Selecting enforcement measures
*5 Taking into account of remaining risks
(4)TOE summary specifications stage
In this stage (Figure8), extended component
definition, security function requirement, security assurance requirement, summary specifications are verified to be secure. It is necessary to get customer agreement.
The security function requirement is made by
selection of function requirement in CC part2 in
order to establish the security objectives for the
TOE as technical countermeasures.
The Security Assurance Requirement is
made by references in CC part3.
When it is difficult to make the security
function requirement and the Security Assurance Requirement using only CC, extended
component is defined.
Then use extended function requirement and
assurance requirement. Summary specifications show the method to implement the security function in the real system. Customer
agreement is validated for this security specification.
4.4 Logical model detailed
The bottom goals of Figure 6-8 correspond to
the top goals of the concrete model. Therefore
the bottom goals are important, we examine
those meanings closely.

We define purpose, player, confirmation
method for the output, input, procedure, and
output for the bottom goal. For example, we
show the process on the bottom goal of
“Threat analysis is secure.” which is the 5rd
sub goal from the left in the stage of making
security countermeasures.
“Threat analysis is secure.”
Purpose: We define a characteristic that TOE is
going to deal with formal description technique,
and the range of security.
Player: developer
Confirmation method for the output: verification
Input: assets, security function
Procedure: A threat consists of an adverse
action performed by a threat agent on an asset.
Therefore developer analyze a threat with an
asset and a security function, extract an expected threat. Threat agents may be described
as individual entities, but in some cases it may
be better to describe them as types of entities,
groups of entities etc. Examples of threat agents
are hackers, users, computer processes, and
accidents a threat is expressed by the name with
prefix "T.".
Example: T.ACCESS An unauthorized user
carries out access and the operation to resources
Output: a result of threat analysis
5 CONSIDERATION
5.1 Example of Concrete Model
Figure9 and Figure10 show an example of
concrete model. CC-Case describes real case by
the concrete model. As an example of real case,
we show ST of IPA [13] using CC-Case. As a
result, we confirm that we can write the whole
example in assurance case.
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Though a security case has a commonality, a
process does not become clear. Therefore, there
is a problem of the utility to have low unevenness and efficiency of the quality in individual treatment with the making security case.
To the contrary, CC-Case clarifies a commonality as a logical model, and there is the
utility that can make a security case naturally
by adding a concrete model. Also it has the
good point to be able to leave the result as evidence.
Figure9 is the concrete model that made the
example that "the threat analysis is secure." in
the stage of making security countermeasures
of Figure7. In this case, User data, TSF data,
backup data are equivalent to the assets need to
be protected. This verifies that the proper extraction of the threats are made and described.
In this case the threats extracted are illegal
logon, unauthorized access, misuse, injustice,
spoofing, disclosing network data, removable
medium, and unexpected accident.

Knowledge assets are made by obtained
know-how using CC-Case. The extraction of
threat s such as the illegal logon becomes easy
when we use the pattern of the threat that became a catalogue by knowledge assets. Each
verification result is shown as evidence of the
threats analysis such as T.ILLEGAL_LOGON,
UNAUTHORIZED_ACCESS.
Figure9 is equivalent to the example of the
attached document of A.6.2 “threat” in CC Part
1. It includes verification means of the evidence
in conformity with specifications of the ST.
The contents of the evidence of
“ T. ILLEGAL_LOGON” in the leftmost of
Figure.9 is described as “An attacker may destruct, manipulate, and disclose a user data by
pretending to be a fair user of TOE.” .
Figure10 is the concrete model that made the
example that "The Security Assurance Requirement is secure." in the stage of security
specification of Figure8. Figure11 shows the
contents of the evidence that is”6.2 Security
assurance requirements”.

Figure9. Example of threat analysis
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Figure10. Example of security assurance requirements

6.2.
TOE Security assurance requirements of TOE are shown as below.
This TOE’s Evaluation Assurance Level is EAL3.
All security assurance requirements use the security assurance component
defined CC partt3 directly.
(1)

Development（ADV）
ADV_ARC.1
：security archtecture description
ADV_FSP.3
：function specification with complete summary
ADV_TDS.2
：archtecture design

(2)

Guidence document（AGD）
AGD_OPE.1
：user operation guidence
AGD_PRE.1
：preparation procedure

(3)

Life-cycle support（ALC）
ALC_CMC.3
：manegementof permission
ALC_CMS.3
：CM Scope of implementation representation
ALC_DEL.1
：delivery procedure
ALC_DVS.1
：identifidation of security method
ALC_LCD.1
：difinition of life-cycle model by developer

(4)

Security Target Eavaluation（ASE）
ASE_CCL.1
：conformance claim
ASE_ECD.1
：extended component definition
ASE_INT.1
：ST introduction
ASE_OBJ.2
：security objectives
ASE_REQ.2
：derived security requirements
ASE_SPD.1
：security problem definition
ASE_TSS.1
：TOE summary specifications

(5)

Test（ATE）
ATE_COV.2
ATE_DPT.1
ATE_FUN.1
ATE_IND.2

(6)

：coverage analysis
：test：base design
：function test
：independent test –sample

Vulnerability apprasal（AVA）
AVA_VAN.2
：vulnerability analysis

Figure11. Evidence of security assurance requirement
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5.2 The Merits of CC-Case
CC-Case has many merits to solve several
problems which we face at the development
of secure systems. In this paper, we show the
merits focus on its life-cycle process.
The life-cycle process of CC-Case can be
expected to establish the discipline and control in the processes of refinement of the IT
products and systems during its development
and maintenance. It strengthens the handling
for system risk and business continuity risk
by life-cycle support.
The merits of handling system risk are
mentioned below. CC-Case makes possible to
improve the development method to handle.
Life-cycle process using CC-Case establishes
rules and control in the development and
assurance of objective system and production
by implementing its requirements to system
and production correctly.
For example, at design stage CC-Case
makes easier to accept specification changes
by using its logical traceability and evidences.
It can expect the improvement of development method, reuse, productivity that is the
problem of the assurance case.
By defining development processes at each
stage, CC-Case would be improved to a development method with assurance of
life-cycle. It can keep assurance based on CC
through the life-cycle process. If its scope
was only requirement stage, it has only assurance at the time as the mere expectation. If
its scope is whole life-cycle process, it is
possible to assure the real products of long
span. In other words, CC-Case with life-cycle
support has different quality of assurance
from CC-Case with requirement stage.
The merits of handling business continuity
risk are mentioned below. Security risks
changes incessantly because invisible attackers exist, and an unexpected new threat
occurs. The life-cycle support of requirement,
design, test, and maintenance makes countermeasure easily against the situation which
an unexpected new threat produced.

Life-cycle process of CC-Case can handle the
business continuity risk by its monitoring and
control process. It makes easier to handle the
change of risks additionally.
If you make a system or a production with
CC-Case, it makes easy to cope with modification for a security accident. Because
CC-Case has evidences of the argumentations to clarify a modification point for an
essential cause to a security accident. At
maintenance stage, CC-Case can be expected
to improve reusability, productivity by reusing evidences stored according to defined
process.
6 CONCLUSION
6.1 Summary
We propose a methodology of security analysis and assurance, named CC-Case, using
assurance case (ISO/IEC15026) and CC
(Common Criteria: ISO/IEC15408).
We explained the general concept.
CC-Case has dual-layer. Upper layer is
named logical model. Under layer is named
concrete model. Logical model shows the
process structure developed in detail as much
as possible independently of specific system.
Logical model has life-cycle process and
each stage’s process. Concrete model contains real cases corresponding to the specific
system. It makes up evidences as real case
and approval results of customers. We show
the detailed explanation of logical model,
example of concrete model, and merits of the
life-cycle process of the CC-Case.
CC-Case strengthens the handling for
system risk and business continuity risk by
life-cycle support.
6.2 Future Tasks
There are some unsolved issues in the
CC-Case presented in this paper.
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(1) We need to show detailed processes of
stages over life-cycle except requirement.
(2) A detailed selection process for remaining risks is important as a future task,
because it implies specific assurance. In addition, describing measures in detail applied
when unknown threats actually occur is important as a future task. We need to define
remaining threats and reaction procedures for
events caused by the remaining risks.

(SAFECOMP'97), Springer-Verlag, September1997
13. IPA: Security Target of A company individual information processing system application,
in Japanese
,https://www.ipa.go.jp/security/jisec/index.html
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ABSTRACT
Steganography is a branch of information hiding. A
tradeoff between the hiding payload and quality of
digital image steganographic schemes is major
challenge of the steganographic methods. An adaptive
steganographic method for embedding secret message
into gray scale images is proposed. Before embedding
the secret message, the cover image is transformed into
frequency domain by integer wavelet. The middle
frequency band of cover image is partitioned into 4×4
non overlapping blocks. The blocks by deviation and
entropy metrics are classified into three categories:
smooth, edge, and texture regions. Number of bits
which can be embedded in a block is defined by block
features. Moreover, RC4 encryption method is used to
increase secrecy protection. Experimental results
denote the feasibility of the proposed method.
Statistical tests were conducted to collect related data
to verify the security of method.

KEYWORDS
Steganography, Wavelet, Steganalysis, Image Quality
Metrics.

1 INTRODUCTION
Nowadays the digital communication channels
and Internet play important role in data
transmission and sharing, hence there is a great
need in providing security of information to
prevent unauthorized access. This leads to new
trends of confidential data transmission research.
One of the methods increasing the privacy of data
transmission is steganography. Steganography is
technique of hiding confidential data in any form
of media in such a way that no one, except the

intended recipient knows the existence of secret
insertion [1, 2]. The main difference between
steganography and cryptography is in the
suspicion factor. Combining cryptography with
steganography
ensures
better
private
communication. The digital images, videos, audios
and other digital files can be used as a carrier for
information embedding. Steganographic methods
can be classified into two broad categories namely
spatial-domain techniques and frequency-domain
techniques. In spatial domain techniques, the
secret messages are embedded directly into cover
image. The simplest spatial domain method is the
LSB (Least Significant Bit) approach. In
frequency domain methods, the cover image is
converted into frequency ranges and then the
secret message is embedded into one of them. A
frequency domain method, especially wavelet
methods is more secure than other ones [3].
Steganalysis is the art and science of challenging
the security of steganographic methods. First
problem in steganalysis is in detecting the
existence of the secret message in carrier [4]. The
ability of steganalysis method depends on the
payload of hidden message. Hence, this fact
imposes an upper bound limit for embedding data,
such that if the size of hidden data is less than
upper bound, one may assert that the carrier is safe
and the known statistical analysis methods cannot
detect it [4, 5]. Therefore, a tradeoff between the
hiding payload of a cover image and the
detectability and quality of a stego-image is the
main problem in steganographic schemes. For this
reason an adaptive steganographic method based
on integer wavelet transform to make the best
tradeoff between payload and other criteria is
proposed. After preprocessing the cover image,
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the middle frequency band is partitioned into 4×4
non overlapping blocks. Amount of payload is
determined based on characteristics of each
blocks. In order to achieve higher security and
authentication RC4 encryption method 40-bit key
applied on secret message in advance.
2 BACKGROUNDS
The section briefly explains some techniques
utilized in this article.
2.1 Cover Image Adjustment
During the embedding process in frequency
domain,
some
coefficients
will
befall
underflow/overflow after embedding secret
message into these coefficients (in gray scale
image underflow means the pixel value is smaller
than 0 and overflow means that the pixel exceeds
maximum value 255). In this case, during inverse
wavelet transform lower/higher values are to be
clipped and the secret message bits eventually will
be lost. To overcome the underflow/overflow
difficulty, a preprocessing instructions on the
cover image need to be applied before the
embedding. Hence, the cover image pixels
C (i, j ) are adjusted as follow: [6, 7]
C (i, j )  N / 2 if C (i, j )  255  N / 2
(1)
C(i, j )  
C (i, j )  N / 2 if C (i, j )  N / 2
where C ' (i, j ) denotes the adjusted pixel in spatial
coordinates i, j. N is the argument to modify
histogram of an image. The value of N is set to
30.
2.2 Integer Lifting Wavelet Transform
Multi resolution analysis is the main theory in
wavelets that analyzes a signal in frequency
domain. One level 2D wavelet transform on an
image, decomposes it into four bands, namely LL,
HL, LH, and HH. The LL band represents the low
pass coefficients and corresponds to soft
approximation of image. Other three bands
represent the high pass coefficient of the image
that includes horizontal, vertical and diagonal
features of the image respectively. The same
decomposition can be repeated on the LL band.
Basically, a digital image consists of integer
samples. Unfortunately, wavelet filters return

floating point values as wavelet coefficients.
When one hides data in the coefficients any
truncations of the floating point values cause the
corruption of the hidden information. To
overcome this difficulty one can apply Integer
Lifting Wavelet Transform (IntLWT) [8].
The lifting scheme is a technique for both
designing wavelet and performing the discrete
wavelet transform. The lifting scheme decomposes
wavelet transform into three phases, split,
predicate and update respectively. Figure 1
represents the generic scheme. An advantage of
lifting scheme is that it does not require temporary
storage in calculation steps and the inverse
transform has exactly the same complexity as the
forward one. In this paper biorthogonal CohenDaubechies-Feauveau (CDF 2.2) lifting scheme is
chosen as a case study. The integer forward
transform formulas of CDF 2.2 are as follows [9,
10]:
S i  x 2 i
Splitting: 
,
(2)
d

x
2 i 1
 i
1
1
Predicate: d i  d i   ( si  si 1 )   ,
(3)
2
2
1
1
Update: si  si   (d i 1  d i )  ,
(4)
2
4
where x denotes the original signal, and inverse
transform formulas are:
1
1
Inverse update: si  si   (d i 1  d i )   , (5)
2
4
1
1
Inverse predicator: d i  d i   ( si  si 1 )  , (6)
2
2
 x 2 i  si
Merging: 
(7)
 x2i 1  d i
2.3 Rounding Method
Rounding method is one of the ways for
embedding secret message bits into cover image.
The pixel value is modified into the nearest integer
with the last LSB bits equal to the input bits. For
example, assume that the data payload of the
current pixel is found to be 3 bits. Then, the
current pixel is equal to 102 or (01100110)2 and
the input bits are equal to (100)2. According to the
rule described above, the pixel value is altered to
100 or (01100100)2. The mathematical
representation of rounding method is [11]:
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Figure 1 The lifting scheme

y  x  A  ( A  B)  B  ( B  A),

(8)

A  mod(m  x,2 ),

(9)

B  mod( x  m,2 )

(10)

where y, x, m, and c denotes the output value,
input value, secret message and payload
respectively.

Symmetric encryption method is recommended
for steganographic methods. The symmetric
encryption is a method that uses the identical key
to encrypt and decrypt a secret message. In secure
transmission of confidential data between parties,
each party must agree on shared secret key. The
security of encrypted data depends on the secrecy
of the key. If attacker gains knowledge of the
secret key, he can use the key to decrypt all the
data. In this paper symmetric encryption method
RC4 with 40-bit key is utilized to encrypt the
secret message [6, 13].

2.4 Pixel Mapping Method

3. THE PROPOSED METHOD

Pixel Mapping Method (PMM) is a method for
embedding two or four bits of secret message into
the cover image. Data embedding is performed by
mapping the secret message bits into each pixel
based on some features of pixel. The state
machine of pixel mapping method for embedding
two bits is shows in figure 2. For example, assume
that secret message bits are equal to (11)2 Then,
the current pixel is equal to 34 or (00100010)2.
According to the rule described in figure 2, the
value of pixel is changed into 35 or (00100011)2
[12].

Payload in LSB method can be greatly improved
by increasing the number of embedding bits. The
more LSBs are used for embedding; more quality
loss of stego-image is obtained, because pixels in
an image cannot be undergone equal amounts of
changes. The human eyes are very sensitive to
changes of the gray value of pixels in smooth
regions. A proper locations for hiding the secret
message in digital images are regions with high
contract, texture and high variations in its gray
levels (edges), because this regions are very noisy
and variations in these regions for hiding secret
message is difficult to detect. An adaptive
steganographic method based on Integer Lifting
Wavelet Transform (IntLWT) is proposed in this
article.

c

c

For extracting data the receiver can use the
following formula:

m  mod( y,2 c ),

(11)

2.5 Encryption
One of the approaches to satisfied security of
steganographic
system
is
cryptography.
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Figure 2 State machine for embedding two bits

Figure 3 Block diagram of proposed method

After preprocessing the cover image, IntLWT is
performed. The middle frequency band of cover
image is partitioned into 4×4 non overleaping
blocks. Each block is categorized to different
regions according to statistical metrics. The secret
message bits are embedded in blocks that contain
edge and texture. The block diagram of proposed
method is shown in figure 3.
3.1 Embedding Region
The cover images used in the proposed method are
256 gray-valued ones. After preprocessing of the
cover image, the IntLWT is applied to it. The
middle frequency band is partitioned into 4×4 non
overlapping blocks. The Maximum Deviation
( MD ) and Entropy ( En ) are calculated for each
block that respectively defined as:
1 4 4
(12)
X 
 w(i, j ) ,
16 i 1 j 1

MD(k )  Max{| w(i, j )  X | , i, j  1,2,3,4}, (13)
where w is wavelet coefficients within block of
dimension 4×4 and k is a block number.
16

En(k )   Pi log 2 Pi

(14)

i 1

where P is the probability of wavelet coefficients
in each 44 blocks and k is the block number
respectively.
MD and En are vectors that comprise maximum
deviation and entropy of each block. The counter
k corresponds to blocks and its length is equal to
number of blocks. For example for 512×512 cover
image, the number of 4×4 blocks in middle
frequency (HL or LH) is 4096.
Each block of cover image is classified as smooth,
edge and texture regions. The blocks in image for
which MD (k) is greater than threshold T1 belong
to non-smooth regions and others belong to
smooth areas. The non-smooth regions for which
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En (k) is greater than threshold T2 is specified as
edge,
other
belongs
to
texture.
The
thresholds T1 and T2 are defined as:
(15)
T1    mean(MD),
(16)
T2  mean( En),

End.
Step 9: Assemble middle frequency band from
blocks.
Step 10: Perform inverse wavelet transform to
gain stego-image S .

where  (0    1) is a tradeoff factor that
equilibrates payload and fidelity requirements.

4. EXPERIMENTAL RESULT

3.2 Embedding Algorithm
The secret message embedding scheme to gain the
reasonable tradeoff between hiding payload and
quality of stego-image comprises of following
steps:
Input: Cover image C of size M × N and a secret
message SE .
Output: Stego-image S .
Step 1: Read cover image C .
Step 2: Read the secret message SE and perform
the RC4 encryption method on SE .
Step3: Apply cover image adjustment by formula
(1) to image C .
Step4: Perform one level IntLWT on the cover
image.
Step5: Divide the middle frequency band into 4×4
blocks.
Step 6: Calculate MD and En values by formulas
(13) and (14).
Step 7: Compute thresholds T1 , T2 values by
formulas (15) and (16).
Step 8: Apply coefficient replacement process for
block k as:
IF DM (k) > T1
IF En (k)> T2
Embed 3 bits of secret message by
rounding method into block k.
Else
Embed 2 bits of secret message by PMM
into block k.
End
End
IF all bits of secret message have been embedded
Go to step 9
Else
k=k+1, go to step 8

In this section, some experiments are carried out
to assess the efficiency of the proposed method
based on data payload and fidelity benchmarks
[3]. The method has been simulated using the
MATLAB 8.1 (R2013a) tools on Windows 7
version 6.1 platform. The secret message is
generated randomly. All experiments were
conducted on image database of BOSSBase
(v0.92) [14].
Fundamentally, data payload of steganographic
method is one of the evaluation criteria. Data
payload can be defined as the amount of
information that can be hidden in the cover image.
The embedding rate is usually given in absolute
measurement such as the size of the secret
message or in bits per pixel, etc.
According to proposed method, the tradeoff factor
 expresses the regulator related to the threshold
value T1 as shown in formula (15). So, the payload
is linked directly to the tradeoff factors. Figure 4
shows the amount of payload for several values
of  . If factor  goes to zero, the data payload
increases.
Usually, fidelity (invisibility) of the steganographic
method measures by various image similarity metrics
such as Mean Square Error (MSE), Peak Signal to
Noise Ratio (PSNR) and Cross Correlation (CC).

The MSE between the cover image and the stegoimage is defined as follows:
1
M
N
MSE 
(C (i, j )  S (i, j )) 2 . (17)
2 i 1  j 1
(M  N )
The PSNR is computed using the following
formula:
Max 2
(18)
PSNR  10 log10
dB,
MSE
where Max denotes the maximum pixel value of
the image. Higher PSNR value indicates the better
quality of stego algorithm.
Cross-Correlation (CC) is a measure of similarity of
two images computed as:
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M

CC 

N

 (C (i, j)   )(S (i, j)   )
1

i 1 j 1

M

N

2

M

, (19)

N

 (C (i, j)   )  (S (i, j)   )
i 1 j 1

2

1

2

i 1 j 1

Values 1 and  2 are mean pixel values of the cover
image and stego-image.

results shown in table 1, decreasing the  rate
conflicts with similarity metrics, because in this
case selected regions is not completely nonsmooth. Figure 5 shows the cover images and
stego-images Barbara and Airplane with their
corresponding histogram after embedding 6500
byte with  =0.7

Table 1 presents the image similarity metrics
versus different message sizes. According to the

Figure 4 Amount of payload for several values of

(a)

(b)

(c)



(d)

(e)
(g)
(f)
(h)
Figure 5 (a-d) Cover images Barbara and Airplane with their corresponding histogram, (e-h) stego-images and their corresponding
histogram
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Table 1 Calculation various similarity metrics for middle frequency HL band

 =0.3

Similarity
Metrics
PSNR
MSE
CC

5000
Mean
42.49
4.159
0.9996

St. Dev.
2.091
2.558
0.0001

 =0.7

Length of embedding message (Byte)
10000
5000
Mean
St. Dev
Mean
St. Dev
39.43
1.566
43.37
3.775
7.979
3.755
4.294
4.264
0.9994
0.0003
0.9997
0.0002

6500
Mean
42.43
5.018
0.9996

St. Dev
3.347
4.599
0.0002

4.1 Steganalysis of proposed method through
IQMs
Steganographic method is said to be undetectable
or secure if the existence statistical tests cannot
distinguish between the cover and the stegoimage. During the embedding process in the cover
image some statistical variations are arises. The
stego-image is perceptually identical but
statistically differs from the cover image. The
attacker uses these statistical differences in order
to detect the secret message. I. Avcibas et al. [15,
16] showed that embedding of secret message
leaves unique artifacts, which can be detected
using Image Quality Metrics (IQMs). There are
twenty six different measures that are categorized
into six groups as Pixel difference, Correlation,
Edge, Spectral, Context, and Human Visual
System. I. Avcibas [17] developed a discriminator
for cover image and stego-image using a proper
set of IQMs. In order to select appropriate set of
IQMs, they used analysis of variance techniques.
The selected IQMs for steganalysis are
Minkowsky measures M1 and M2, Mean of the
angle difference M4, Spectral magnitude distance
M7, Median block spectral phase distance M8,
Median block weight spectral distance M9,
Normalized mean square HVS error M10. The
IQMs scores are computed from images and their
Gaussian filtered versions with   0.5 and mask
size 3×3 for selected IQMs [17, 18] as shown in
figure 6.

Figure 6 Calculation IQMs scores

The variations in IQMs for proposed method with
different rates of  (0.3, 0.7) with embedding the
9000 bytes in cover images were considered. From
experimental results it can be perceived that
difference IQMs between cover images and stegoimages of proposed method with  =0.7 is less
than for  =0.3. Therefore proposed method for
 =0.7 is more secured than for  =0.3. For the
 =0.7 the warden cannot distinguish stego-image
from the cover image. The variations in IQMs for
M1, M7 and M9 are shown in figure 7 (a-c).

(a)
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of  . As shown in figure 4, the different cover
images give different results in term of data
payload and fidelity of stego-image. The new
approach intends for selecting reasonable cover
image for steganographic methods.
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ABSTRACT
Increased consumer anti-phishing awareness and
improved anti-spam technologies has gradually
reduced the impact of traditional phishing spams in
recent years. To keep up their game in a multi-billion
dollar cybercrime industry, hackers have been
continuously innovative in developing polymorphic
phishing vectors. Spear phishing, malware, search
engines poisoning, use of rogue Secure Socket Layer
(SSL) certificates, mobile and social media attacks are
among the modern and prominent vectors for phishing
attacks today. This paper examines today’s most
adopted phishing vectors by cybercriminals as
observed by security vendors, security analysts and
anti-phishing campaigners. Learning the current
landscape of these vectors is a key step in developing
effective technological, social and legal devices to
mitigate the impacts of these threats across the globe.
The paper concludes that almost of all today’s phishing
attacks begin with spear phishing. Phishers focus more
their attacks towards small and medium enterprises.
Malware toolkits are the key player in all major
attacks. Mobile and social media attacks have rapidly
grown recently and promise to be the future of
phishing.

KEYWORDS
Phishing, vector, website, URL, email, spam,
online fraud, identity theft, malware, online
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1

INTRODUCTION

The history of phishing goes as far as 1996, by
then the word referred to fishing of online users’
identities from the sea of internet users and uses
them for various malicious intents including fraud
[1], [2]. Phishing involves different enticing skills

including technology and social engineering to
trick online users into giving up their online
credentials and purporting them to steal money or
make unauthorized online purchases [3]. These
credentials may include usernames, passwords,
bank account numbers, credit card details, social
security numbers, ATM PINs, birthdates,
addresses and others [2], [4].
Over the years, phishing activities leading to fraud
have caused many economic and social damages
to online communities. In 2012, for instance,
global online consumers experienced a total loss
of US $110 billion when 556 million consumers
were victimized in more than 30 million hacking
activities including phishing [5], [6]. About 187.2
million online identities were stolen in 2011 for
online fraud [12]. Some business brands have lost
reputations and confidence towards sections of
their online markets leading to fall of businesses
[4].
Despite global efforts in imposing technological
solutions, anti-phishing educational campaigns
and anti-cybercrime legal frameworks, phishing
has been relatively growing over the years.
Phishers have been frequently evolving their
techniques
to
elude
advanced
security
technologies and lure even phishing-aware online
users successfully [7]. From a tradition phishing
approach of generic email scams, phishers are
shifting towards targeted email scams, rogue
websites, and deployment of sophisticated
malware to infect legitimate websites and hosts to
steal identities. Recent popularity of mobile
devices and social media to online communities
has opened new effective phishing vectors as
security solutions deployed are still at immaturity
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level while their users think they are in trust zones
[6]. Cloud computing has shown signs as the
future target of phishing as more businesses are
converging their services and data to cloud.

Figure 1 Global growth of phishing attacks between 2010
and 2012 as detected by RSA [8].

This paper aims at exposing phishing vectors
being deployed in recent years. Learning the
trends of these vectors is a key step in educating
online consumers about the existing online threats,
risks and the need to adopt safe internet access
practices. Online businesses, anti-phishing
campaigners, security communities and legal
societies should find this information as a basis to
develop adaptive and effective strategies to
educate and protect both online consumers and
businesses.
2

Phishing spams are sent with ‘calls for action’
oriented message, convincing a user to respond in
order to get a certain advantage [10]. These
messages are crafted in such a way that they are
seemed to be coming from legitimate businesses
like banks, online retailers or payment processing
providers customers have an association with.
Some often used ‘calls for action’ crafted by
phishers are;
• The business has opened a new service and is
freely offered to only first few confirming
members, the rest will be required to pay for
the service. Member is argued to respond for
confirmation with personal details.
• Unusual number of attempts of log in, high
number of transactions or changes in settings
has been observed at member’s account. To
prevent fraud, the business has closed the
account temporarily. To activate the account,
member is required to log in
• The business’s system has experienced
breakdown and all accounts were shut down
during servicing. The system is up now, to
activate the account, member is required to
submit log in details.
• A failure to process a bill due to unverified
payment details. A customer is required to
verify the payment details through a given link
[1], [10].

PHISHING SPAMS

Phishing email is a category of spam, an
unsolicited email message, sent to multiples users
to lure them to provide their online identities for
impersonation. Phishing spam is the earliest
phishing vector and is still being deployed by
phishers though at a reduced rate due to the
diversification of attacking methods in recent
years [6]. In 2012, 1 in every 414 legitimate
emails was observed to be a phishing one while
the ratio was 1:299 in 2011 [6]. Up to 5% of all
phishing emails sent globally succeed to lure
recipients [9].

Figure 2 A typical phishing email purporting to be from
AOL [11].
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To respond to ‘call for action’, user is given a
URL link which directs user to a malicious fake
website or deformed legitimate website to which
is either prompted to submit credentials or
malware are installed to spy and steal the
credentials.
2.1 URL Obfuscations
To facilitate phishing email vector, phishers craft
email links’ URLs to hide the actual URLs
directing them to phishing websites. One of the
ways is to design a link in html form in which the
real URL redirecting the user is hidden underneath
the visible html-crafted URL to avoid user’s
suspicion. For instance, in the link below;
<a
href=http://olb.westpac.com.au.userdll.com:4903/
ib/index.htm>
https://oib.westpac.com.au/ib/default.asp </a>
user sees the first innocent URL but actually is
directed to the second malicious URL [10].
The use of bad domain is largely applicable where
a URL’s domain is slightly changed to look close
to the real one. For example,
https://www.paypal.com/cgibin/webscr?cmd=_login-run
its domain can be modified from .com to .com.cn
as shown below. User can hardly notice the
difference.
https://www.paypal.com.cn/cgibin/webscr?cmd=_login-run
The real domain can also be placed as a path of a
fake domain.
http://2iphoto.cn/https://www.paypal.com/cgibin/webscr?cmd=_login-run
User may think is accessing a PayPal website but
is redirected to 2iphoto.cn site [13].
IP addresses of the phishing sites are used to hide
their suspicious domain names [1], [13].
http://217.80.34.66/https://www.paypal.com/cgibin/webscr?cmd=_login-run

of the phishing URLs are very long which become
easy to raise suspicions. To evade the scenario,
phishers convert their URLs to short forms using
free services offered by companies such as tinyurl
and smallurl as legitimate websites do. For
instance the URL
http://0322.0206.0241.0043/http://signin.ebay.co
m/ebayisapidllsignin.html
can take a new short form of http://tinyurl.com/4
[1].
Latest trend in this approach is the use of phishers’
fake URL shortening services [15]. In this case,
email link is crafted using legitimate short URL
which when clicked, links to a fake short URL
then to the phisher’s website [15].
2.2 Malicious Domain Name Uses
To spoof brands, phishers often ensure phishing
websites’ URLs contain domain information of the
brands. 94.6% of all phishing URLs use brands’
compromised domains [16]. This is achieved by
hacking web hosts and then create rogue
subdomains and their URLs. Also phishers, in
other cases, register their own fake domains to
domain registrars using fake company identities.
Top level domains (TLD) popular to phishers are
.COM which records 55.9% of all malicious
domains, .NET (6.2%), .ORG (5.0%), .BR (2.5%)
and .INFO (2.3%) [16]. One domain is often used
to launch up to 20,000 unique phishing attacks
through unique subdomains and URLs [16]. Of
89,748 domains used for phishing in the second
half of 2012, 6.5% were the phishers’ domains
[16].
3

SPEAR PHISHING

This is a fast emerging and most practiced form of
phishing emails in which phishes are a specific
targeted group. The target can be specific
customers of a particular service, bank or retail,
employees or members of an organization,
government agency or a social group [2]. About
91% of all cyber attacks today begin with spear
phishing [17].

The use of third party’s shortened URLs is one of
the popular methods used by phishers [14]. Most
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In this vector, phisher crafts an email with a
specific and relevant content to the targeted group
to gain readers’ trust and then direct them to either
click a provided malicious link or download a
malicious attachment [18]. By responding to the
email, user installs vulnerability exploit malware
injected in the download or redirected to a
phishing website to launch the attack. Once the
attack is successfully, the hacker intrudes the
user’s host or network and steals intellectual
properties and financial assets for fraud [18], [19].
94% of spear phishing attacks deploy malicious
file attachments while 6% use links to malicious
websites [18]. Common file formats used for
malicious attachments are RTF, XLS, ZIP, RAR,
DOC, DOCX, PPT and PDF [7], [19].
To craft relevant email content, phisher spies a
target before the attack through a previous
intrusion or from online information about the
organization or its specific key members. Ease
availability of detailed information such as email
addresses and corporate reports from corporates’
websites and social media has been the key
driving factor for the growth of this form of attack
[17].
10% of all spear phishing attacks are directed to
financial sector for online fraud [7]. Other major
victims are governments (65%), activists (35%)
and manufacturing industries (22%) [7]. Since
2006, one hacking group was found to have
attacked more than 100 companies and
organizations using spear phishing vector [20].
4

VISHING

It is a use of telephone to lure users to reveal their
personal details to phishers. There are two forms
of vishing, by phishing email or telephone [2],
[21]. By email, phisher craft an email pretending
to be from a legitimate business, bank or law
enforcement explaining about customer’s account
being compromised, for instance. To help
investigation or activating the account, customer is
required to call a toll-free telephone number
provided as a link and asked to provide account
details [21]. Voice over Internet Protocol (VoIP)
has been used for calls in this form of vishing [2].

In vishing by telephone, phisher deploys VoIP
software to call a customer pretending to be an
employee of a legitimate company the customer
has a business with [21]. The software is well
crafted that the number or call ID appears to be a
legitimate one while using also professional
sounding automated service line such as those
used in large firms [2]. When calling, customer is
prompted for account details to either
activate/reset his account or for maintenance
purpose.
Vishing has been growing over the years as users
are becoming more educated on phishing spams
and their failure to determine legitimate and fake
calls. In UK, for instance, 23% have experienced
telephone vishing while in 2012 alone, customers
lost about £7m from vishing activities across the
country [22]. 39% of UK population admits a
challenge in differentiating genuine calls from
fake ones [22].
5

MALWARE

Use of malicious programs for identity theft is one
of the most preferred and effective vectors by
phishers today. Malware can be deployed by
phishers to install other malware, spy and steal
host’s user data, change host configurations and
block host’s access to operating system (OS) or to
some applications [6], [23].
Malware are distributed and installed in the hosts
through drive-by downloads, compromised
websites or malvertising [3], [6], [23]. In drive-by
download channel, a malware is injected in an
email attachment file and distributed through a
phishing spam or spear phishing vectors. When a
file is downloaded, the malware exploits a
particular vulnerability, usually of an OS,
Microsoft office, acrobat reader, Java platform,
web browsers, web plug-ins or other common
applications, to infect the host. Peer to peer file
sharing also plays a major role in this channel.
A compromised legitimate website through
injection of malicious codes is another common
channel. Hacker attacks a web host and then
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injects a JavaScript or a piece of a code in a
website that dynamically download vulnerability
exploiting malware payload when a particular web
page is visited [6]. 1 in every 532 websites was
found to be compromised by malware in 2012 [6].
Malvertising is an online advertising with a
malware embedded advertisement (ad). In this
approach, phisher designs an ad with an injected
malware and then pay for it to be hosted and
advertised by legitimate ad websites [6]. When the
ad is clicked, a dynamic malware is installed by
exploiting a specific vulnerability of the host.
Trojans, malware kits and bots are the major
forms of malware that have been deployed by
phishers in recent years.
Trojans

be trapped and then sent to the phisher.
Alternatively, the proxy can be used to intercept a
transaction such as bank transfer and falsify some
of the information to the phisher’s advantage
before committing data to a legitimate server [26].
A bank trojan, SilentBanker.D, was used to falsify
online bank statements [14].
Some variants of trojans have been designed as
scareware/ransonware. They usually block host
OS or some of the applications/files and while
posing as law enforcement or anti-malware
software, enforce users to pay some money or
submit credit card details as a way to regain access
[23]. PGPCoder trojan used a typical approach by
encrypting users’ data files and forces user to pay
a ransom to re-access them [23]. About 250,000 of
new and unique ransonware were observed
globally in the first quarter of 2013 [27]. 3% of the
victims agree to pay the money [14].

Trojans are the most deployed malware by
phishers, contributing to 77% of all malware
attacks [3]. These are malware installed for
malicious operations including stealing credentials
or linking the host to a botnet [14]. Trojans are
used for phishing mainly in four channels; as key
and screen loggers, as rogue websites, as web
proxy, as scareware or as spam relays [14], [23],
[24], [25], [26].
Once installed, a trojan can be designed to spy a
user’s access to particular websites mostly of
banks. When a specified website’s login page is
accessed, it takes screen shots of the page or log in
typed data and then sends to phisher’s server [14],
[26]. Zeus family of trojans, one of the dominant
trojans in 2012, used this approach [14].
In the other form, a trojan, launches a fake log in
web page looking similar to a legitimate one [25].
User’s data is then submitted and sent to the
phisher’s server. PWSteal.Bancos was one of the
trojans to deploy the method. In other cases, a
legitimate log in page is launched but with a
hacker injected log in window [14].
Trojan can act as a web proxy such that it redirects
web traffic to phisher’s DNS and then connects to
a phishing server [25]. Log in credentials can all

Figure 3 A typical ransonware in action [14].

Trojans have been observed to be deployed as
spam relays. They are connected to a botnet,
receive spams from botnet spam generators and
then distribute to recipients’ mail servers [25].
Through this, they play a key role in hiding true
identities of spam generators.
Malware Toolkits
These are commercially developed advanced
malware to allow cybercriminals with less or
without programming skills to undertake hacking
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operations [12]. Toolkits are designed to perform
multiple phishing operations using different
techniques. Operations may include creating
backdoors, key and screen logging, generation of
phishing websites, ransonware and others [12],
[28]. Use of malware kits have been growing each
year due to the growth of online black markets
selling these products [8]. 61% of all attacks
through malicious websites use toolkits [12]. The
toolkits take advantage of vulnerabilities in OS,
web browsers, web databases, web plug-ins and
applications to infect hosts [28]. Lizamoon toolkit
took advantage of web database vulnerability to
attack 4 million websites through SQL injection
[29].
Malware toolkits are effective over a long time
because they are usually designed to dynamically
generate unique signatures in each attack [28].
Also they are often updated into new versions and
to each version, there may be so many variants
used in different phishing attacks [6], [12].

Figure 4 Top web-attacks malware toolkits in 2012 [6].

Bots
Bots are programs installed in multiple hosts
controlled and commanded by remote hacker’s
servers to coordinate malicious activities [30],
[31]. Bots are often distributed by spams, worms
or malicious websites and installed through
backdoors or exploitation of vulnerabilities [31].
Bots coordinated by the same servers and serve
the same purposes form a botnet.

Due to their abilities to infect up to millions of
hosts in short time, leading to massive impacts,
botnets of malware toolkits have been the most
attracting phishing approach. Bots are the main
generators of spams, contributing to more than
81.2% of all global spams [12]. They can also be
used as backdoors, stealers of users’ online
credentials for particular websites or as
ransonware [31].
Zbot, a botnet of Zeus trojan, is one of the
notorious botnets observed in recent years, with
3.6 million infected hosts in US only [14]. The
bots use various phishing methods to steal users’
online banking credentials and then send to remote
phishing servers.
6

PHARMING

Pharming is the hijacking of domain name
services to deviate DNS requests to spoofed
websites for malicious operations [32]. This is
done by altering DNS server/cache IP entries or
adding new bogus entries. Potential DNS
attacking points are host file (local host DNS
cache), LAN’s DNS server, ISP’s DNS server and
home wireless router [32]. Pharming can be
achieved through infection of malware, injected
web based malicious codes, sniffing traffic
between hosts and DNS servers or hijacking DNS
server administrators’ accounts [32].
Home or small office users with wireless routers
are the most vulnerable to this attack as more than
50% of them observed to use routers with default
settings or without passwords, while 95% of them
allow JavaScript in their browsers [32]. Through
phishing spams, users can be lured to click
attached links which lead to downloading of
malware or injection of poisonous web browser
scripts. The infections then launch access to router
to edit some of specific DNS entries to point to
phishing sites.
By hijacking administrative privileges of DNS
servers through numerous ways, hackers can
malconfigure the entries unnoticed. Sniffing of
hosts – DNS traffic can allow hacker to learn
sequence of requests’ IDs generated, and then be
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able to spoof DNS server responses by directing
users to fake IPs [32].
New form of pharming was observed by Symantec
in the wild in 2012, using free DNS services
offered by afraidDNS [33]. Attackers used a
weakness of the company’s services by creating
spoofed webpages as subdomains of legitimate
domains using afraidDNS’s free DNS services
[33]. Users thought they were directed towards
subdomains of original websites but fell into
phishing traps.
7

SQL INJECTION

SQL injection attack is the incorporation of SQL
statements with genuine user’s SQL queries into
SQL based applications to perform malicious
activities [34], [35]. The attack takes advantage of
inability of the applications to validate user inputs
[36]. Once the attack is successfully, SQL injected
codes can expose user credentials in the database,
display database administrator’s log in credentials,
add a new administrator or allow hacker to gain
access to a host OS [34], [35], [36].
Web based SQL applications have been the most
victims of the attacks due to their global audiences
and therefore difficult to trace the attackers [11].
Also most of dynamic websites use SQL databases
management systems such as MySQL, MS SQL
and Oracle SQL to host millions of customers’
information potential to lucrative frauds [11].
Many of these sites lack strong input validation
implementations making them vulnerable to this
attack, without web masters’ knowledge. In 2011,
about four million websites were attacked by the
biggest ever SQL injection attack known as
Lizamoon [37]. Users of the infected websites
were infected with scareware which report that
their machines are infected with viruses. To clean
up, they had to purchase hacker’s rogue antivirus
thus their monies were stolen [36].
Typical SQL injection can be executed in two
ways, by adding a code within the original SQL
query or by adding a new malicious query to form
multiple queries [11], [36]. For instance, in

SELECT * FROM Users WHERE UserID=’ $ID’
AND Password=’$pwd’;
hacker can enter userID as ’ OR 1=1 - - instead of
a genuine username, forming a new query
SELECT * FROM Users WHERE UserID=’ ’ OR
1=1 - - AND Password=’$pwd’;
1=1 is always true, - - terminates the query
meaning that a table of users will be displayed
without knowing the password, exposing all
accounts [34], [35], [36].
8

CROSS SITE SCRIPTING

Cross site scripting (XSS) attack occurs when an
attacker uses a web application to send malicious
code, generally in the form of a browser side
script, to a different end user [38]. The attack
takes advantage of invalidation of user’s inputs
and the retrieved contents from the application’s
server [34]. On successful attack, hacker can be
able to capture users’ session cookies thus
compromising their accounts, installing malware
into the web browser or host, monitoring web
browsing habits or redirecting users to a phishing
website [38], [39].
XSS malicious code is injected in the form of
scripting languages most notably JavaScript. Html
tag <body> with attributes such as onload,
onmouseover or onerror is also used to inject the
codes [38]. There are two forms of XSS, reflected
XSS and stored XSS. In reflected XSS, user is
enticed to click on the URL link provided in the
phishing spam. The linked XSS code injected
rogue website prompts user to provide inputs and
then forward them to the vulnerable website’s
server along with XSS code [38], [39]. The server
returns the content with XSS code which in turn is
executed at the browser and then hijacks user
session.
For stored XSS, user’s inputs are stored into the
application’s database along with the XSS code.
When the same data set is retrieved by any other
user to the browser, the code is also invoked and
executed to hijack users’ sessions [34], [38], [39].
Samy worm, in 2005, deployed this technique to
infect more than one million user accounts of
MySpace in just 24 hours [40].
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10 ROGUE SSL CERTIFICATES
9

BLACKHAT
SEARCH
OPTIMIZATION (SEO)

ENGINE

This is a technique used by hackers to poison a
search engine such as Google, Yahoo or Bing by
injecting and ranking highly their malicious links
when popular trends or events are searched [41];
[42]. Hackers design their malicious websites and
then inject keywords of popular events such as
Halloween and Olympics or link their sites to
blogs/websites with articles about those events
[42]. When search results are presented, malicious
links are usually ranked highly compared to
legitimate links due to their richness in the
keywords. When links are followed by users, they
inject malware into the web browsers or hosts
leading to phishing activities.
92% of the poisoned search results contain images
of the related events while 8% being text based
results [41]. Bing is found to be the most
victimized engine with 65% of all poisoned
results, Google being the second with 30% [41].

There has been a tremendous increase in the use of
SSL encrypted channels by websites to protect
their communications from man-in-the-middle
attacks [6], [12]. Some websites like Facebook,
Google, Twitter and others have extended the use
of secured channels from log in pages only to
other non-transactional pages [12]. Hackers have
also started to adopt the authentication approach to
legitimize their malware or phishing websites by
signing them with genuine looking SSL certificate
keys.
One way of hackers to acquire the certificates is
by purchasing them from Certificate Authorities
(CA) using fake company identities. CAs with
improper validation procedures of certificate
requests have fallen in this trap in many cases. For
instance in May 2012, authors of banking trojans
in Brazil were able to purchase certificates from
Comodo, the CA, using false identities, to sign
their trojans and then launch massive phishing
attacks [6], [44].
In other cases, hackers break into CAs’ networks
and generate fraudulent certificates and use them
in multiple attacks [12]. In 2011, DigiNotar, a
Dutch CA, was attacked by one hacker leading to
generation of 500 certificates which were then
used for Google related hacking activities [44].
11 MOBILE PHONE PHISHING

Figure 5 A typical BlackHat SEO with image based
malicious link ranked second in a search result
[43].

The popularity of smartphones among global
phone users has encouraged businesses to innovate
mobile services such as mobile payments or bank
transfers, making mobile phones as one of the
most attractive arenas to phishers. Phishers have
developed variants of malware to hijack
smartphones, using mobile OS exploits, to steal
users’ data or sending premium rated contents [6],
[7]. With a market share of 72%, android OS is the
main target of mobile threats followed by Apple’s
iOS at 14% [6].
More than 1,300,000 android malware belonging
to few malware families and variants were
observed in the wild in 2012 only, raised by 58%
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compared to 2011 [6], [7]. 40.6% were premium
service abusers, 24.9% data stealers, 22.8%
malicious downloaders while the rest were
adware, click fraudsters and rooters [7]. Publicly
reported mobile OS vulnerabilities have also been
increasing over the years, reaching 415 in 2012
only, suggesting that as more exploits are found,
phishers keep developing new malware variants to
use these exploits [6].

Figure 6 Growth of android malware between 2011 and
2012 as observed by Trend Micro [7].

Malware are distributed through official app store
such as Google play or third party stores by
trojanized legitimate apps [6], [12]. Once infected
app is downloaded, it gets installed by exploiting a
particular OS vulnerability. Malware can scan and
steal personal data from the phone, data to be
entered in a particular mobile website or
monitoring web browsing habits of the user and
then send to the phisher’s server [7]. In some
cases, malware can access and purchase apps from
mobile app stores on behalf of the phone owner
[23]. A malware can silently generate and
frequently send premium contents such as sms to
premium rate numbers while the bill is charged to
the phone’s owner [6], [7], [12]. A phishing sms
can be generated and sent by a malware,
containing a link to a phishing website which
when accessed by a user, personal data can be
stolen [45].

Large botnets of mobile malware have been
observed in the wild, controlling hundreds of
thousands of mobile phones [6].
12 SOCIAL MEDIA
PHISHING

AND

WEB

2.0

Scams through social networking sites such as
Facebook, Twitter, Instagram, Tumblr and others
appear to be a popular attacking trend today,
Facebook being the leading victim [6], [23].
Phishing via social media grew from 8.3% of all
phishing attacks in 2010 to 84.5% in 2011 [8].
These attacks are preferred by phishers because
users often trust messages from their friends while
users’ messages can quickly propagate to large
communities of friends [6]. Also the media are
easy source of personal data as users expose a lot
of their credentials such as birthdates, mobile
numbers, friends’ contacts, addresses, driving
license details and even credit card particulars [6],
[23], [46]. Phishers use these data to break user
accounts’ passwords, collecting email address lists
to send phishing spams, spreading phishing
messages in the social media or making illegal
online purchases [6], [23]. Obtained mobile
numbers observed to be used for smishing by
sending premium rated contents [23].
Phishing messages are spread with messages
and/or images often about product offers
accompanied with phishing links [6], [23]. To
complete processing the offers, users are supposed
to follow the links which direct them to submit
their personal data. In other cases, the links lead to
installation of phishing malware. Fake “likes” can
be embedded in an image based Facebook post
which when clicked, leads a user to a phishing
website or installation of a phishing malware [23].
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leading to a breach of thousands of usernames and
passwords of users [23].
14 CONCLUSION

Figure 7 A typical twitter scam message with a phishing
link [6].

Web 2.0 sharing media sites such as YouTube and
Digg have also experienced phishing attacks of
their own forms [42]. Phishers, using their bogus
site accounts, spread enticing comments to
articles/videos of popular events [42]. These
comments contain malicious links which lead to
phishing websites or downloading of phishing
malware.
Hackers have also been able to inject rogue web
browsers adds-on to allow display of their
phishing advertisements in web 2.0 sites. When
these ads are clicked, they lead to phishing
websites or downloading of phishing malware.
Wikipedia has experienced this form of attack
through a fake Google Chrome add-on [23].
13 CLOUD COMPUTING ATTACKS
37% of global businesses had already adopted
cloud services by 2011 and increased by 20% in
2012 [6], [12]. From emails, financial data to
advertisements, companies today go cloud to
reduce their ICT operational costs as well as data
security risks. Though cloud providers have
heavily
invested
in
security
measures,
consolidation of massive data at one point is a
lucrative attraction to hackers [6]. Intrusion can
start from a cloud client or through cloud provider,
possibly through spear phishing, to hijack
provider’s infrastructure.
Few incidents of cloud attacks have been reported
so far but it is promising to be one of the biggest
vectors in the near future. For instance, in 2012,
Dropbox file sharing cloud service was hacked

Spear phishing and use of malware are the leading
vectors in all phishing attacks today. Though
traditional phishing spam rate is decreasing every
year, it still contributes significantly in numbers of
global phishing attacks. New phishing trends have
emerged in recent times such as malvertising,
search engine optimization, mobile phishing and
social media attacks and promise to be the leading
vectors in the near future. New corporates’ trend
towards cloud is already attracting phishers as
massive harvests of data are centralized at fewer
points. SQL injections, XSS and pharming vectors
are still persistent over the years and appear not to
vanish in the near future.
Phishing has been successful mainly due to
ignorance and lack of awareness of users and
businesses on the best practices of internet and
computer safety. Failure to frequently patch
operating systems and applications expose many
software vulnerabilities that are exploited by
malware. Users still find it hard to distinguish
phishing emails and calls from legitimate ones.
Majority of home users use default settings of
their wireless routers. Some web developers do
not validate inputs of their web applications. Many
businesses today have mobile websites and social
media accounts which increase availability of their
information for spear phishing while exposing
their customers to mobile and social media
attacks.
Businesses need to invest more in securing their
applications, limiting their online information and
have specific programs to train their employees
and customers on anti-phishing practices. Specific
security training software such as phishme can be
used by firms to practically engage their staff in
learning spear phishing. Also firms must have
specific email gateway solutions with spear
phishing protection capabilities such as
proofpoint. Websites of online businesses should
be equipped with interesting programs to educate
their customers on ways to evade phishing traps.
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Cloud service providers must invest heavily in
security measures, from multi-layer secured
infrastructure approach to strong authentication
procedures to access clients’ applications and data.
Zero-day vulnerabilities should immediately be
addressed by software vendors and initiate
imminent public awareness of the patches. Online
business community must abandon the use of SSL
certificates for extended SSL certificates (EV) to
prevent phishers from buying rogue certificates
from certificate authorities (CA).
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