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ABSTRACT 

Many more corporate entities today are utilizing 

ICTs to identify opportunities for innovative and 

customer-centric, value-added products and 

services. Indeed, information systems have been 

key characteristic of any growing and successful 

businesses, as they utilize ICTs for business value 

creation.  The key motivation for the huge 

investment in IT infrastructures is to ensure an 

upsurge in revenue and retention of sizeable 

market share. Computer Usage policy is a 

document that provides guidelines that regulates 

the acceptable usage of these systems by end-

users. The provision of these guidelines also serve 

as benchmark metrics in assessing the abuse or 

misuse of corporate information systems. These 

misuse and/or abuse are referred to as violations of 

computer usage in this study. 10 users, selected 

randomly from within each unit of a multi-lateral 

company, were observed for violations.  Live 

computer forensics techniques utilizing EnCase, 

Microsoft reporting tools, WinHex, etc., were 

employed to investigate these violations. 

Notwithstanding the strict corporate policies, the 

study revealed that end-users virtually violated all 

computer usage policies. This paper further 

analyses and addresses the causes, effects and 

offers measures to mitigate computer usage 

violations. 

KEYWORDS 

Live Computer Forensics, Computer Usage Policy, 
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1 INTRODUCTION 

Many more corporate entities today are utilizing 

ICTs opportunities for innovative and customer-

centric products and services [1]. Indeed, 

information systems have been key characteristic 

of any growing and successful businesses, as they 

utilize information and communications 

technologies (ICTs) for business value creation.  

Numerous managers strategically use information 

technologies to identify the opportunities 

associated with IT-enabled value added products 

and services [1].   

Interestingly, the study revealed that all end-users 

that were monitored violated one policy or the 

other.  This situation is of grave concern to all 

corporate entities if they have to survive in this 

cyberspace or may be counted amongst the 

statistics of cyber-victims who closed shop 

because of security breaches or compromises.  

The key motivation for the huge IT infrastructure 

investment is to offer cutting-edge customer-

centric products and services, whilst ensuring that 

the revenue is up and a sizeable market share is 

retained.  With this huge capital outlay, 

organizations are mindful of how computer and 

Internet resources are used in the execution of 

corporate objectives or vision.  Smith [2] asserts 

that information and data are economic drivers for 

businesses today, and that the cost of lost data 

could be substantial.  Yeboah-Boateng [1] also 

alludes to that fact by indicating that cyber-threats 

to organizations could possibly lead to business 

closure as well as various costs due to 

vulnerabilities exploited.  Corporate entities must 

be concerned about the threats exploiting various 

vulnerabilities, which are capable of causing such 

debilitating disruption of their business 

infrastructures. 

The end-user is said to be the weakest link in the 

cyber-security chain.  About 43% of all data 

breaches are attributed to the negligence of end-

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 4(1): 262-271

262

mailto:ezer@ezitech.net
mailto:ezer@es.aau.dk
mailto:mobonnah@gmail.com


users [3].  This is partly due to several end-users 

“unwittingly” chosen weak, often dictionary 

based, passwords.  The other part of the equation 

is strict adherence or enforcement of appropriate 

corporate computer or Internet usage policies.  

Admittedly, the security versus convenience curve 

is inversely correlated. 

Corporate security policies are high-level 

statements that provide guidelines to end-users for 

making appropriate business decisions.  The 

object is to provide a framework for managing the 

corporate cyber-security resources.  The policy, 

which is a living document, offers clear 

definitions, standards, procedures and practices 

that must be complied with by all end-users.  A 

number of issues are pertinent in enforcement 

and/or ensuring compliance.  What constitutes 

corporate policy violations? How do corporate 

entities assess, detect, and prevent violations?  

What mitigation measures are available to them? 

Obviously, non-compliance of stipulated policy is 

deemed to be a violation.  End-users ought to be 

monitored to ascertain compliance or otherwise; 

the systems are thoroughly observed, anomalies 

must be detected and analyzed, and appropriate 

mitigation measures implemented to curtail any 

risks. 

This study attempts to assess the extent of 

corporate security policy violations by employing 

live computer forensics data acquisition and 

analysis. 

1.1 The Issues at Stake 

As many more corporate entities use information 

systems for business functions and production, 

various infractions or violations occur which are 

often overlooked or pass unnoticed.  Though, not 

all such incidents lead to catastrophic risks, they 

could, nevertheless, impact on production in the 

long run.  Since security or cyber-risk is a business 

concern, appropriate measures ought to be 

instituted to monitor, report, analyze and mitigate 

for the survivability of the entity. 

Due to data proliferation and dynamics of usage 

and processing, lots of corporate data reside on 

employee-owned devices or media.  The 

conventional norm of cyber-security policies that 

police and manage organizational data is now 

inadequate.  The risk of end-users sharing data 

outside the confines of the corporate Intranet pose 

serious concerns with the possibility of data 

leakage or unauthorized access, or modification or 

even usage. 

The issue is some organizations do not have 

policies to deal with such security breaches, let 

alone to correct them and/or prevent a future 

occurrence.  Where, the policies exist, constant 

monitoring could facilitate the mitigation 

mechanisms.  The object of this study is to 

examine the extent and severity of corporate 

security violations. 

From computer forensics perspectives, live 

analysis is more plausible to unearth the violations 

and their root causes as some evidence could be 

lost with a dead analysis. 

This paper is organized as follows:  this preamble 

deals with the background and it’s followed by the 

literature review on security policy and computer 

forensic analysis.  The methodology is presented 

next, followed by the results and analysis, and the 

extent of violations, causes and effects are 

discussed in the conclusion. 

2 LITERATURE REVIEW 

This section discusses the related works and state-

of-art in cyber-security policy initiatives and what 

constitutes violations. 

2.1 Cyber-security Policy & Violations 

In the algorithm of approaches to secure 

organizations, the initial step is establishing the 

security policy.  Incidentally, most organizations 

put this all-important step at the end of the flow, if 

any.  Essentially, a cyber-security policy is a set of 

rules that govern how the organization manages, 

protects and controls access to its information 

assets, as well as administers end-users.  Usually, 

these rules are specified to safeguard the 
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confidentiality, integrity and availability (CIA) 

security objectives.  

End-users are guided by the policies to make 

present and future decisions.  The policy serves as 

a guidance which defines and classifies the 

mission-critical assets, and the extent of protection 

measures required.  It must be noted that, the 

policy is periodically reviewed, with re-

classification of assets – thus, the security policy 

is said to be a “living document”.   

The policy also specifies the systems that can be 

installed on the network, as well as the procedures 

to be followed.  A variety of issues are raised: 

what traffic data is collected and monitored? How 

is it carried out? Who has access to which 

systems? What determines a violation or an 

incident? How is it addressed and reported?  

In summary, a cyber-security policy is a set of 

rules defining the roles and responsibilities, which 

provides strategic directions for decision-making 

and the appropriate use and level of protection of 

information assets.  It also stipulates the measures 

to be taken in the event of violations, such as 

reporting and correcting violations in conformity 

with the policies. 

A violation is a cyber-incident that breaches laid 

down security policies or poses as a threat, with 

the possibility to compromise computer best 

practices [4].  Indeed, a cyber-security violation is 

any breach of rules, policy statements, procedures, 

processes or guidelines, either intentional or 

inadvertent, irrespective of the extent and severity 

of the damage. 

For the purposes of this study, we categorized 

security violations into 3 key themes, namely 

computing resources usage, network resources 

usage and data sharing. 

2.1.1 Computing Resources Usage 

Here, we discuss computing resources or account 

usage.  This policy establishes the essential 

guidelines and rules that govern end-users 

behavior for the use of computers and computing 

resources.  This is variously referred to as 

computer acceptable usage, Internet acceptable 

use, electronic resource use, or computing 

resources usage policy, etc. Typically, computing 

resources are not to be used for the conduct of 

private business or any activities that are illegal by 

governing laws. 

Every computer policy enjoins end-users to be the 

custodian of their accounts [5]. It also makes all 

end-users directly responsible for transactions 

carried out with their user accounts. In this regard, 

creating generic user accounts for sharing by a 

host of users are prohibited. Generic accounts are 

not permitted in most security conscious 

organizations.  In the event of cyber-incidents, it 

may be very difficult to trace and establish the 

causes and culprits.  In cyber-security, it is 

necessary to guarantee that an entity initiated or 

originated a transaction; this property is known as 

Non-repudiation.   

Accurate tracing and identification of transactions 

originated from generic accounts is paramount in 

reducing any ambiguities and thus, mitigating 

associated risks.  Doudian [6] posits that the use of 

generic or service accounts is a blatant violation of 

non-repudiation dimension in the cyber-security 

policy.  He recommended that generic account 

usage could be curtailed by assigning high-level 

access rights to responsible system administrators.  

Weak passwords could be used as “vulnerability-

bridge” for intrusion into corporate networks. In 

this regard, passwords should not be easily 

guessed; user’s name or objects or activities that 

are easily associated with a user should never be 

used to create a password. 

2.1.2 Network Usage 

Network usage policy stipulates the regulations for 

use of corporate network facilities and resources.  

The essence of the network resources policy is that 

usage is deemed a privilege accorded end-users 

and so they must act responsibly.  

The corporate network has interfaces with the 

Internet, and these could be conduits for 

intrusions.  In view of that, organizations regulate 

network usage policies to, for instance, restrict 

certain websites that are most likely susceptible to 
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hacking activities.  Porn sites and P2P links could 

be possible targets.  These regulations are meant 

to ensure that end-users focus on corporate 

business and not unnecessary pleasurable visits. 

Strict use of the network is documented and 

several privilege levels are created to maintain 

decent access to the network. It is important to 

have a hierarchy of access to various network 

resources in an organization [7]. Certain Internet 

sites are restricted from access for security reasons 

and others to keep employees focused on work 

during business hours. Unauthorized access to 

such websites is considered policy violations and 

may be subject to sanctions such as entire denial 

of access to the Internet, or some punitive 

measures, as the policy may prescribe. 

2.1.3 Data Sharing and Usage 

The data sharing and use policy stipulates and 

manages the permissions granted to providers and 

end-users, for usage and transmission of data 

across the organization.  The policy entails the 

conditions of use and processing of data, as well 

as acknowledgment of the data sources.  Data used 

in the organizations are legal assets of those 

entities.  So, adequate steps are usually put in 

place to ensure that only authorized data is shared 

and with only authorized users on need-to-know 

basis.  Carrying corporate data off-site without 

express permission is considered theft and a 

violation of computer security policy.  As part of 

the policy, USB ports are usually blocked to 

prohibit copying of files unto external storage 

media.  Data sharing amongst authorized entities 

are carried out via the corporate Intranet and/or 

through protected file servers, using FTP. 

Some employees could argue that they needed to 

continue with a particular task, outside of the 

office.  Unless appropriate permissions are sought, 

copying such data would be deemed violation of 

corporate security policy.  Audit with the registry 

keys such as 

HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Enum\USBSTOR;
  and 

HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\DeviceClasses;

would reveal any such data sharing, with some 

details on time stamp and device ID [8], [9]. 

Computing devices can be tracked, whenever they 

are mounted or previously been attached, using the 

registry keys [9].  Records are logged into 

appropriate registry keys.  In a live forensic 

analysis, “regedit” command can be executed to 

capture these registry keys and then saved as text 

(.TXT) files for readability and ease of analysis 

[9].  Detailed analysis of these logs, will reveal the 

timestamps of when the device was attached or 

mounted. 

2.2 Live Digital Forensics 

The essence of digital forensics is to acquire 

evidence; to recover and examine the incidence 

for digital evidence.  Typically, it involves 

evidence acquisition and examination of both 

hardware and software, such as PCs, laptops, 

servers, databases, storage media, deleted files, 

unallocated clusters or sectors, emails, web 

browser cookies, etc. 

A key concern in digital forensics is about the 

integrity of the evidence gathered and the 

admissibility of the analysis in a court of 

competent jurisdiction [10], [11].  Besides a 

credible chain of custody, amongst others, the 

volatility of the memory contents is very 

paramount, as valuable evidential data could be 

lost as a result of rebooting or shutting down the 

systems.  So, live forensics acquisition is meant to 

ensure the integrity of the evidence, to acquire 

vital data that could have been otherwise lost, and 

to secure the suspected crime scene. 

In this study we delimit the discussion to live 

network forensics, whereby traffic data are 

collected and analysed to ascertain the occurrence 

of incidents or attacks [12].  Network processes 

and logs are monitored and traffic data are 

examined for any anomalies and/or violations of 

policies. 

3 METHODOLOGY 

This study is delimited by the accessibility to live 

corporate data.  In view of that, we purposively 
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selected a multi-lateral organization, with 

characteristic enterprise network and having 

branches across Ghana, the case country.  To 

assess a representative network, the head office 

was used as the case example, and every effort is 

made to conceal its identity. 

We realized that the case company had ten (10) 

departments with almost 100 computers.  So we 

randomly sampled one computer per department, 

constituting 10 samples for the assessment. 

3.1. Research Design & Approach 

This study assessed the violations of corporate 

computer policies using live computer forensics 

data acquisition and analysis.  This technique is 

appropriate for the types of violations b being 

investigated.  We employed forensics tools such as 

the EnCase, WinHex and MS logs, and associated 

reporting tools for the study.  This warrants the 

research design to use both quantitative and 

qualitative approaches. 

During the study period, the sample computer 

resources were monitored and the logs collected 

scrutinized for possible violations.  Based on the 

data acquired, strategic interviews were conducted 

with end-users, especially the identified violators 

to ascertain their motivations.  

3.2. Ethical & Validity Considerations 

This study assured the policy violators of their 

confidentiality and so, we anonymized their user-

credentials as well as the departments or units 

investigated.  In accordance with [13], we were 

guided by both normative and descriptive 

privacies of the samples.  Here, the normative 

privacy ethics is concerned with efforts to ensure 

that the users’ privacy are not violated in any form 

under this study.  Similarly, descriptive privacy is 

concerned with ensuring that a user’s privacy is 

kept intact, even with this study. 

Reliability and validity are said to be the 

foundational pillars of any viable scientific 

enquiry.  The reliability of the study ensures that 

the findings are repeatable.  Whereas, the validity 

of the study ensures that due process was followed 

in selecting the samples and in carrying out the 

data acquisition and analysis.  This is key in all 

computer forensics assessment, since the digital 

evidence adduced must be admissibly accepted by 

stakeholders. 

4 DATA ANALYSIS & FINDINGS 

This section deals with the results and findings of 

the study. 

4.1 Account Usage - Evidence of Violation & 

Analysis 

Account usage policies usually inform the user on 

how to use the computer account. These policies 

usually state parameters such as passwords 

complexity, restrictions on account sharing, 

password disclosure to colleagues, user data 

security, etc. Typical policies that can be violated 

under this category will be password complexity 

requirements. The selection of passwords spans 

around the type of password and the complexity 

requirements that ought to be met when choosing 

them. A thorough review of the corporate account 

usage policy enjoins users to set passwords that 

meet certain complexity measures, as well as 

complying with the number and type of characters 

used.  Typically, a chosen password must not be 

something that is easily associated with the user.  

The key concern is the password must be 

safeguarded against both external and internal 

attacks. The password must be unique, hard to 

guess and must meet the set complexity 

requirements. Kumar [14] explains scenarios 

where password stays in memory, which could be 

exploited even when the user has logged off.   

Using a memory imager, such passwords could be 

detected. WinHex was used to capture passwords 

used by users on the sampled computers from 

RAM. The data acquired were assessed using 

Meta Beta Geek’s password meter to ascertain 

their strengths; the results are tabulated in Table -1 

and illustrated in Figure -1. 
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Table -1: Random Query for Account Usage Violation – 

Passwords 

 

Using basic arithmetic the average password 

strength for these computers is calculated as the 

sum of these passwords strength divided by the 

number of computers under investigation. 

 545;    10;  

545
 54.5

10

Total Value Total Entities

Average

 

  
                                                               

Thus, the average password strength for the 

sample computers is 54.5%.  It is observed that 

some administrative accounts fall below the 

average and had weak passwords. There’s high 

risk of being compromised, possibly using 

opportunistic password guessing algorithm.   

Figure -1: Password Strength 

Weak passwords may be exploited by both 

external and internal attackers, especially insiders 

with nefarious motivations. According to [15] 

accounts with password strength of about 60% is 

cracked within 4 days, implying that 54.5% may 

be cracked in a shorter period.  

4.2 Network Usage – Evidence of Violations 

Due to the wide scope of possible violations in 

this investigative category, we categorized 

violations into 2 parts; i.e. email and Internet 

usage violations.  

4.2.1 Evidence Gathering – Email Violations 

Our focus for this study however, will be on email 

violations per the company’s policy based on 

email client system where an email application is 

installed on the user’s PC such as outlook, lotus, 

etc. 

The sample organization uses MS Outlook as the 

client application. Using Live Analysis 

techniques, violations regarding using corporate 

emails for personal communications were 

investigated. A look through the company’s policy 

about emails revealed that company emails are not 

to be used for personal communications. This 

investigation was carried out by examining the 

email header information. 

4.2.1.1 Email Header – Evidence Gathering 

The email header holds a lot of valuable 

information from which the sender of a message, 

the recipient address and the protocols used in 

communication can all be recovered from. With 

modern protocols such as SMTP protocols, the IP 

addresses used in communication can also be 

obtained [16]. Cognizant of the ethical 

considerations of confidentiality, certain details 

pertaining to the corporate ID of the sample entity 

are purposefully suppressed using asterisks; e.g. IP 

addresses and domain names. A typical mail 

header under investigation is shown below: 

Microsoft Mail Internet Headers Version 2.0 

Received: from LAN-DBSMV-02.***.*** ([*.*.*.*) by 

LAN-KAHSMV-01.***.dom ([::1]) with mapi id 

14.03.0158.001; Fri, 8 Nov 2013 11:30:14 +0200 

From: "T**** A***" <TA****@***.***> 

To: <G****@Hotmail.com> 

Subject: Fw: Review of Accessories on BackOrder 

Date: Fri, 8 Nov 2013 11:30:14 +0200 

Department Computer OS User Privilege Password Recovered Password Strength 

Customer Service Windows XP Standard Chelsea_1 59% 

Accessories Sales Windows 7 Standard Guyguy4U 55% 

Equipment Sales Windows 7 Local Administrator mylove123 41% 

Power Supply Windows 7 Standard europe123 42% 

Executives Windows 7 Local Administrator beneric_1 31% 

HRM Windows 7 Standard banana_2020 55% 

Technology Windows 7 Administrator GH@admin_owner.108 100% 

Finance Windows XP Standard ghana.1 35% 

Main Product Sales Windows 7 Standard salesman_1 33% 

Installation Windows XP Standard Grace@2012 94% 

0% 
20% 
40% 
60% 
80% 

100% 
120% 

Password Strength 
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MIME-Version: 1.0 

Content-Type: multipart/mixed; 

Content-Transfer-Encoding: binary 

X-Mailer: Microsoft Office Outlook, Build 14.0.4210 

X-MimeOLE: Produced By Microsoft MimeOLE 

V6.00.2800.1165 

Subject: Fw: Review of Accessories on BackOrder 

Thread-Topic: Review of Accessories on BackOrder 

Thread-Index: 

Ac7syeJiCscGVeSuTGKyZwpZeMK4hQAGjU00AABg2Z

E= 

Return-Path: TA***@***.dom 

Message-ID: <2DAD2BD1-C9A2-46C8-91EE-

CC995F3F6715@***group.com> 

X-OriginalArrivalTime: 8 Fri, 8 Nov 2013 11:30:14 +0200 

 

The information gathered from the header shows 

that the mail was sent to a webmail account and 

had an attachment. The subject of the mail also 

suggests that this mail was a business 

correspondence. Further analysis can be carried 

out using EnCase for which the results are as 

follows. 

 

The aim of this investigation was to gather mails 

sent to webmails and querying through them to 

disclose which ones were related to business and 

which ones were not.  Using EnCase keyword 

search, the results are tabulated in Table -2. 

 
Table -2: Email Evidence Gathering  

 

 355;     95;

  Business related mails 355 95 260;

95
% of  100% 26.76%

355

Total Webmails Total Personal Mails

Total

personal communications

 

   

  

  

This means that about 27% of mails sent were 

meant for personal communications, rather than 

business oriented, and thus constitutes violations.  

 

4.2.2 Internet – Evidence of Violations 

The Internet usage policies of our sample 

organization strictly stipulates the websites that 

should not be accessed.  Attempting to access 

and/or accessing those sites are considered 

violations. Reports from the Websense server 

shows the Internet usage statistics for users over 

the study observation period of 1 month, and 

depicted below. 

 

 
Figure -2: Top Internet Users by Bandwidth 

 

Table -3: Top Internet Users by Bandwidth 

 

 
The total allowable browse period stipulated in the 

case sample organization’s policy was 40 mins. 

during working hours. There were also allotted 

users quotas. So, computing for total allowable 

monthly browse quota is 800 mins., given 20 

 Department Mails to/from 

Gmail 

Mails to/from 

Ymail 

Mails to/from 

Hotmail 

Personal Business  

Related 

Customer 

Service 

3 5 0 8 0 

Accessories 

Sales 

20 35 0 5 50 

Equipment  

Sales 

26 19 2 7 40 

Power Supply 5 16 6 7 20 

Executives 8 0 7 5 10 

HRM 20 20 8 10 38 

Technology 14 14 10 25 13 

Finance 8 9 3 10 10 

Main Product 20 29 15 10 54 

Installation 15 16 2 8 25 

14804690456

8509139196

6713034282

3452305719

2853295676

2466633710

2394599774

2244390171

2212931800

2043057307

0 5E+09 1E+10 1.5E+10 2E+10

Achiaa

Manu

Gyamfi

Ohene

Barima

Ayoma

Ganki

Adom

Zack

Marfo

Bandwidth (KB)

Users Bandwidth (KB) Requests (hits) Browse Time (hh: mm: ss) 

Achiaa 14 804 690 456 9 756 29: 38: 21 

Manu 8 509 139 196 2 214 32: 15: 23 

Gyamfi 6 713 034 282 11 521 19: 35: 41 

Ohene 3 452 305 719 51 967 61: 50: 01 

Barima 2 853 295 676 145 688 10: 18: 25 

Ayoma 2 466 633 710 8 256 14: 05: 53 

Ganki 2 394 599 774 33 032 49: 05: 13 

Adom 2 244 390 171 9 493 28: 18: 07 

Zack 2 212 931 800 14 978 29: 35: 09 

Marfo 2 043 057 307 18 212 95: 27: 25 

TOTAL 47 694 078 091 305 117 370: 09: 38 
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working days per month. It is apparent that 100% 

of sample users had all violated the Internet usage 

policy; as they have all exceeded allowable time 

given. High data usage constitute outright 

violation.  It is also possible for a user to 

download large volume of data, but for a short 

period.  Probing further, in respect of lengthy 

browsing periods constituting violations, it also 

meant that users had spent a chunk of working 

period accessing the Internet instead of attending 

to scheduled work. In accordance with ethics, we 

have modified the actual first names of the culprits 

to disguise any semblance of their identity and that 

of the company.  

 

For example, using the details from user Marfo, 

we compute as follows: a working month 

constituted 20 days, with 8 man-hours per day. 

Note that, all time values were converted to 

minutes and the seconds discarded for simplicity.  

Marfo's Browse Time per month = 95hrs. 27mins.;  

rowse time (mins) = 95 60 27 5727;  

so, Marfo's average browse time per day is 

5727
=286.35 mins.

20

 expected working minutes is given by 

8 60 20 960

b

but

   

   0  month; at 8hrs. per day.per

  

This culminates into 4.77hrs. (or approx. 5 hours) 

of browsing time per day, constituting almost 60% 

of working hours used to access the Internet. 

Obviously, this is a violation of Internet usage.  

The table below depicts the extent of Internet 

usage violations by the samples.  

 
Table -4: Average Internet Usage (daily usage per user) 

 

  

 

About 69% of the violated Internet access were 

associated with streaming sites and general 

Internet web surfing. These web accesses were not 

related to business operations in any way. The 

high percentage value indicated that a lot of 

production time was used to access the Internet 

rather than contributing to productivity. Records 

from the reports also showed high periods of 

access for these sites.  

 

EnCase was also used to further probe other forms 

of Internet usage violations. Some users with a 

good sense of IT skills deleted Internet history or 

disabled caching all together in their Internet 

browsers. Assuming that the user accesses these 

websites in a way and manner that makes his/her 

internet usage for these sites minimal, his logs can 

or may never be captured in these reports. The 

rationale behind querying for this report from the 

Websense is usually used to find out the extreme 

usage of sites by users, thus a user’s minimal 

usage may be tampered with.  As the policy 

clearly prohibits access or attempts to access 

certain prohibited sites, his/her minimal access is 

still considered a violation and should be detected 

using forensic techniques.  

 

5. CONCLUSION & RECOMMENDATIONS 

 

Firstly, the objective of this research has been to 

determine possible corporate computer usage 

violations for this organization. This study set off 

with an extensive review of some related works on 

corporate computer policy violations as the basis 

for the research design. Policies are said to be 

guidelines for corporate computer usage and 

enforcement. Violations such as password 

complexity requirements, email usage, account 

usage, Internet usages etc. were observed to have 

been violated by the sample computer users 

sampled in the study. This goes to show that 

corporate policies violation could be seen in a 

larger extent if the research was performed using 

more computers and the policies investigated more 

thoroughly.  

 

5.1.1 Implications of Violations on the 

Organization 

Users Total Browse Time 

(mins.) 

Average Browse Time 

per Day (mins.) 

Approximate Browsing 

Period (hrs.) 

Achiaa 1778 88.9 1.48 

Manu 1935 96.75 1.61 

Gyamfi 1175 58.75 0.97 

Ohene 3710 185.5 3.09 

Barima 618 30.9 0.52 

Ayoma 845 42.25 0.70 

Ganki 2945 147.25 2.45 

Adom 1698 84.9 1.41 

Zack 1775 88.75 1.48 

Marfo 5727 286.35 4.77 
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Discovering the policies violated had practically 

no meaning without identifying the possible 

effects it may have on the organization’s network 

and operations. For instance, users who have spent 

enormous periods on the Internet tend to 

contribute little to productivity. The time required 

of them to perform corporate duties are used for 

non-business related surfing and/or entertaining 

themselves on these sites. Weak passwords also 

meant that company information could easily be 

accessed by internal and external attackers alike. 

Sensitive corporate assets, such as trade secrets 

and designs could be leaked out to malicious and 

unscrupulous entities.  Companies have had to 

shut down as a result of lost trade secrets; 

corporate executives lose their jobs due to data 

leakage; the extent of reputational damage is 

unimaginable, etc. These are some of the 

implications that violations of computer usage can 

cost the company.  

 

5.1.2 Causes and Effects of Corporate 

Violations 

 

One of the main reasons for the various violations 

was weak enforcement schemes used in the 

organization. Since the complexity measures for 

passwords set up were not properly enforced, 

users we allowed to set weak passwords on the 

domain. From the interviews with some of the 

violators and members of the Technology 

department, it was admitted that some of the users 

were not properly inducted into the computer 

usage of the organization which was seen as major 

vulnerability.  

 

Another cause deduced was what appears to be 

unprofessionalism on the part of some technology 

staff. It was realized that certain users were given 

elevated unwarranted privileged access. Finally 

the policy document was not updated regularly 

and as at the time of this research the policy 

document has been used for 6 years without any 

review. Certain do’s before were now a violation 

and they had not been properly documented. 

 

5.1.3 Suggestions and Recommendations 

 

The creation of Group Policy Objects (GPOs) with 

set defined responsible servers could be used to set 

and define explicit conditions that will affect users 

in a more brute manner when selecting passwords. 

Defining precisely what encompasses a password 

complexity will help prevent the formation of the 

seemingly weak passwords by users. Users should 

be given the right induction and appropriate 

briefing on the policies. Users may not fully 

understand the essence of the policy document and 

sometimes implementing or honoring such 

policies may become burdensome for users, 

especially with little or no orientation to IT/IS 

systems. The Technology team should be 

refreshed on their role and essence in the 

organization as the custodian and law enforcers 

for IT/IS usage. Professionalism is thus key in all 

their functions in any organization. The policies 

governing IT/IS usage for the organization should 

have an expiration period which can be subject to 

change before its expiration depending on the 

changing trends in IT usage. Also, the 

organization’s operation should be aligned with 

the reclassification of computer assets and 

reviewed policies that govern computer and 

network usage. Furthermore, there should be 

clearly defined sanctions for policy violations. 

This will represent the last layer of policy 

enforcement. Violation of policies could be 

assumed to be forever existent, minimizing it or 

eradicating it could depend on the sanctions tied to 

these violations. Users will be more cautious in 

using IT resources knowing the possible 

consequences they may encounter after its abuse. 

This will present more rational use of IT/IS 

infrastructure. 

 

In conclusion, we have endeavored to address the 

key issues raised at the beginning of this study.  A 

number of policy violations were identified, 

critically examined and some solutions preferred. 

The possible causes and implications were duly 

dealt with. 

 

5.2 Future Works 

 

Computer forensics presents vast diversified areas 

of research for various questions. Currently a host 

of several mobile platforms are used in place of 
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computers for business operations in 

organizations. Employees nowadays may push 

corporate emails unto their phones, tablets and 

other mobile platforms. Company data can be 

stored on these platforms for ease of access. 

Future work will therefore include mobile 

forensics investigations into policy violations on 

these devices and its impact on data leakage. Also, 

further investigation could be carried out on 

possible introduction of scripts on systems that 

could discover unauthorized materials stored on 

corporate assets in violation to stipulated security 

policies.   
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ABSTRACT 
The growth of mobile devices both in variety and in 

computational abilities have given birth to a concept in 

the corporate world known as Bring Your Own Device 

(BYOD). Under this concept, Employees are allowed 

to bring personally owned mobile devices for official 

work. Though relatively new, it has gained up to 53% 

patronage among organisations, and it is expected to 

hit 88% in the near future. Its popularity is driven by 

significant advantages ranging from reduced cost, 

employee satisfaction to improved productivity. 

However, the concept also introduces new security 

challenges; for instance, the organisation looses the 

ownership of devices used for official work, to the 

employees. Implying that the employees own and 

manage the devices they use to work, including seeing 

to the security needs of such devices. With this 

development, protecting the corporate network 

becomes pertinent and even more challenging with an 

audacious need for outwittingconventional access 

control mechanisms, giving the highly dynamic nature 

of mobile devices. Considering the fact that BYOD is 

also a type of pervasive/dynamic environment, this 

work studies similar dynamic environments, relating to 

how their security challenges are addressed, and from 

such bases a Trust-Aided Dynamic Access Control 

Approach  is proposed for enhancing the security of 

BYOD devices. Through computational analysis, this 

scheme has been seen to be security-compliant and  

could significantly improving the overall security of 

BYOD networks. 
 

KEYWORDS;  

BYOD Security, Access Control Security, Trust and 

Security, BYOD Trust, Dynamism in Security 

1. INTRODUCTION 

Bring-Your-Own-Device (BYOD) is an 

operational phenomenon that let employees bring 

personally owned mobile devices for official 

work. It has gained much acceptance amongst 

organizations because of the tremendous evolution 

in the number of mobile devices available in the 

market today. The BYOD concept is introducing a 

move from the typical approach where concerned 

organisations/enterprises usually owned and 

managed the devices used in their offices or for 

official tasks. In such conventional modes, 

organisation owned it all, and had less worries 

about nodes or systems connected to their network 

since the IT department knew about all of such 

devices, and checks them for security compliance. 

The concept shifts device ownership to the 

employees, introducing mobile devices in the 

place of the fairly stationary systems.  

This trend has unveiled promising advantages 

ranging from cost savings relative to purchase and 

maintenance of organisational devices, to more 

employee satisfaction; since the employees are 

allowed to use their own devices which they are 

more comfortable with. The approach also 

promises increased productivity and efficiency 

stemming from the mobility capacity introduced, 

this enables employees to work from anywhere 

and at any time [1]. 

 

In spite of the promising gains of BYOD, the 

system yet reveals security concerns that should 

not be overlooked. Security is a basic issue in all 

pervasive computing environments [2], and 

BYOD is no exception. The security trepidations 

in question demand the attention of not just 

organisations, but researchers as well.  A league of 

questions abound that exposes the dangers of 

employing BYOD trends in enterprise or private 

systems. Questions about what happens with the 

data and the equipment upon termination, how 

does one ensure prompt deployments of security 

updates? How are the issue surrounding licensing, 

ownership or access resolved? What are the 

scopes of security scans and how are they 

accomplished? What are the assumed reasonable 
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expectations of privacy of employees and 

employer alike? How do organisations appropriate 

monitoring and compliance to company policies 

and code of conducts? [3]. BYOD also bears 

several properties typical of other pervasive 

computing paradigms, which eventually have 

turned-out into glitches in disguise. The concepts 

of respecting user intents, dynamicity, context-

awareness, automatic evolution, and adaptability 

[4], [5] in [2], are about the most important of the 

features that have overridden traditional security 

approaches. All pervasive computing user‟s access 

is not only dependent on "who user is" but also on 

"where the user is", "what the states of users‟ and 

environment are" and "what intents users and 

service providers have" " [6]  in  [2]. And since 

conventional access control mechanisms separate 

each of those factors, specific access control 

framework would be desired to meet the joint 

requirements of pervasive computing 

environments, and more specifically BYOD. 

 

These and many more are very serious issues that 

reveal as much concerns as the benefits accrued in 

adopting the technique. 

 

 

The concerns are quite dissimilar, besides, BYOD 

as a type of pervasive environment is 

characterised by inescapable mutual collaborations 

of mobile devices, rearing up more security issues 

than those experienced in conventional networks 

[7]. The information technology department of 

concerned organisations are not able to produce 

confident and accurate accounts of the security 

state of interacting nodes/systems at any given 

point. Such accounts are only obtainable within 

the luxury of devices ownership, which apparently 

is lost to the employees. Similarly, the shift to 

mobile devices also introduces renewed 

shortcomings. For instance, mobile devices easily 

collaborate with other devices outside the 

organisational network, thus exposing it to a 

higher risk of threat, and making it more difficult 

to securely incorporate them into a network. 

Furthermore, traditional access control systems are 

not suitable for the dynamic and mobile nature of 

BYOD devices and system given that they only 

focus on user identity or role(s) to make access 

permission decisions [8]. 

 

Given the difficulty of keeping track of mobile 

devices as they roam in and out of compliance, 

there rises the need for a more subtle and 

automated means of observing the behaviour of 

interacting nodes, noting the infeasibility of 

physical patron and inspection of the security 

compliance of devices. From a security 

perspective, a device-aware access control system 

is likely to enhance the security of BYOD 

networks. This requires the introduction of key 

security principles like „Trust‟. Why? Because we 

propose that the past behaviour of devices could 

be used to infer the next behaviour when it 

connects to the network; in order to determine if it 

merits a pass to the network resources or 

otherwise. Most desirable is a scheme that is able 

to ascertain the trustworthiness of interacting 

nodes early via trust value computation, which 

could then be used for access permission decision. 

This is aimed at securing the network resources by 

dictating and dropping malicious (non-

trustworthy) node(s) out of the network to prevent 

such from causing security breaches. Though not a 

replacement for existing pervasive computing 

control systems, it is however, a way of making 

access permission constraints more dynamic to 

suit the dynamic nature of BYOD network. 

 

Is this that important? We would come affirmative 

with necessary alibi. The concept of BYOD is 

becoming prevalent, and many organisations are 

shifting to it. A recent research reveals that 53% of 

corporate organisations have endorsed the concept 

of BYOD and had already begun its use [9]. The 

authors described it as a brand new concept, yet it 

has gained high level of popularity. It is envisaged 

that in the near future, it will spread significantly 

to more organisations. This tremendous growth is 

also emphasised in [10], where 88% of IT leaders 

have been presented as seeing a future in BYOD. 

As we know, the concept massively involves 

mobile devices; owned and looked after by 

employees. Sadly, these users are usually 

thoughtless about security issues. About 66% of 

them never use any form of antivirus or security 

application(s) to guard against compromise [11]. 
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No doubt, it is rather risky for any organisation or 

network systems to rely on users (employees) for 

the security of their network just hoping that such 

users would always abide by laid down security 

policies and ethics. Thus, access control has been 

identified as a vital and acceptable security 

approach in ensuring the security of corporate 

network resources. Unfortunately, the 

conventional  access control mechanisms are 

derisory  given the dynamic nature of mobile 

devices involved in BYOD;  and since they only 

base permission decisions on user identity or 

role(s) [8]. Other non-discretionary access control 

systems have also emerged which has attempted to 

meet the needs of some pervasive/dynamic 

environments with insignificant results. They are 

either not dynamic enough to keep track of these 

mobile devices as they roam in and out of 

compliance, or are specifically channelled for 

specific environments and therefore cannot fit into 

the security needs of BYOD. 

 

Hence, aside from technical consciousness, there 

are needs for new and adaptable methodical 

approaches for dynamically dictating and filtering 

out malicious nodes from the network to enhance 

security. This would save the numerous 

organisations mass-migrating into the BYOD 

system from huge potential losses, knowing that 

just a single malicious node could jeopardize the 

entire network leading to loss of vital 

organisational resources. Solving the problems of 

BYOD just like any other pervasive environment 

requires contributions from both the academia and 

industries. Solutions can only be reached through 

in-depth research and analysis of the problem 

landscape and making out suitable trust-based 

schemes for apt screening of malicious nodes in a 

BYOD network. 

 

This discourse seeks to present a device-aware 

access control system that intensifies BYOD 

security with relativity to trust. The system 

establishes trust amongst interacting nodes via 

value computation that determines access grants or 

denials and securing networks by admitting or 

dropping nodes based on computed permission. 

Historical behaviours of devices will be used to 

infer future behaviours when coming into the 

network, this measure would help determine if 

nodes merit a pass to the network resources or 

otherwise. 

 

The rest of the work is organised as follows; 

section II takes on the review of related literatures 

covering the concepts of BYOD, Access Control 

systems, trust and applications to BYOD. Sections 

III presents the logic behind our proposed 

approach giving the outcome of computed results 

and analysis. Section IV covers the conclusions 

and future work areas. 

2. BYOD CONCEPT: REVIEW OF 

RELATED WORKS 
 

BYOD though seemingly new has attracted the 

attention of researchers in a broader scale [12]. 

The additional security vulnerabilities created by 

attendant mobile devices makes for the huge 

research interest tending towards BYOD. Such 

ambiguities arise due to the mobility state and 

limited resources of devices, which make them 

more susceptible to attack. The author of [10] 

placed these attacks under four major classes, 

maintaining that users also constitute attack 

vectors given that a vast number of them are not 

able to use common security mechanisms. The 

argument is that any network system which 

entrusts reasonable security responsibilities on the 

employees (users) need to ensure adequate 

approaches to fend for potential threats that may 

arise even from the users.  

Similarly, a research work [13] was dedicated to 

the challenges arising from mobile devices, 

particularly in BYOD. The challenges were 

classified as follows; Physical risk (resulting from 

theft of devices), Access risk (resulting from 

uncontrolled access by devices), usage risk (as a 

result of collaboration with other devices and 

applications) and memory risk (acknowledging the 

limited resources of mobile devices). An earlier 

work noted trust to be strategic in addressing the 

challenges of BYOD-based network. It pointed 

out that mobile devices are self-motivating in 

nature and demand a dynamic approach for their 

monitoring, as they roam in and out of compliance 

[14]. In our work, we capitalise on trust to derive 
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an access control scheme through which some or 

most of the problems identified above could be 

addressed, specifically the Access risk.  

 

The authors in [15] worried about the wide gap 

between computational capabilities of mobile 

devices and the security provisions in their 

operating systems; stressing that a good number of 

security breaches arise from some malicious 

applications which the users may install. They 

therefore proposed a BYOD security framework to 

sieve applications that users can install on their 

devices, by such, forbidding any application that 

does not comply to the security requirements from 

being installed. Though an admirable 

improvement from earlier works that just 

suggested the problems; the scheme still bore 

limitations. It should be understood that not all 

threats encountered by mobile devices come as a 

result of installing known malicious applications. 

The mere engagement of a device to some form of 

collaboration with other devices can get it infected 

with malware and viruses, which could even be 

more dangerous than known malicious 

applications. Thus, the security framework only 

proffers a partial solution to the alarming security 

concerns of deploying BYOD.  
 

2.1 Access Control Schemes in BYOD and 

Other Pervasive Computing Environments 

Several works have emerged targeting the control 

of access to mobile and pervasive computing 

environments. CASA framework was proposed by 

[16] based on RBAC for pervasive computing 

environments. The CASA framework controls 

accesses only based on the context of being 

invisible. However, other essential contextual 

properties of pervasive computing devices such as 

respecting user intents, heterogeneity, and 

dynamicity are not covered. Javanmardi et al. in 

[17] projected an access control framework for 

Pervasive Computing Environments which 

handles some of the weaknesses of earlier 

frameworks. The framework covers some key 

requirements such as context-awareness, 

invisibility, and respecting user intents. It however 

overlooks pervasive computing properties of high 

heterogeneity and dynamicity. This loophole was 

further taken care of in [2], where they proposed 

an access control framework that addresses among 

other properties, the aspects of heterogeneity and 

dynamicity of pervasive computing environments. 

The framework was noted to be adaptable and 

dynamic based on context changes in the 

environment.  

 

In [18], a solution was proffered for securing 

BYOD systems using Network Access Control 

mechanism. The approach highlighted how a large 

financial service  organization utilized Network 

Access Control  (NAC) and mobile device 

management (MDM) solutions to establish 

policies for enabling a bring-your-own-device 

(BYOD) environment with an acceptable level of 

risk. The system was an extension of an already 

deployed and working NAC policy setup for 

corporate-owned and managed Windows devices 

based on proprietary solutions of ForeScout [19], 

enforced policies and commands on Cisco 

network infrastructures. With the success recorded 

in the management of BYOD devices the authors 

noted that combination of NAC and MDM can 

support a flexible BYOD environment with an 

acceptable level of risk for many organizations. 

NAC could help check for the presence of an 

MDM agent for unrestricted access, while 

endpoints that do not have the agent can be 

blocked or granted restricted access (for example, 

Internet access only). Such systems could manage 

and ensure employee compliance to policies if 

they wish to gain access to the corporate network. 

Building automated operational processes is key to 

scaling a BYOD project. However, there are some 

reservations with this system. Little consideration 

is given to the vulnerability states of the nodes and 

how such should or could influence access to the 

network. 

 

  The authors in [20] propose a safe certification 

and authentication model for mobile internet users 

to control household devices safely. The proposed 

structure promises considerable shift drift from 

conventional weighty certification structures like 

PKI, and minimizes encryption and decryption 

operations by compounding session key and 

public key. Results from a test simulation of the 

model on an IEEE 802.11 wireless network shows 
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significant drop in the times for encryption and 

decryption operation to half and extends operation 

time to twice by managing the registration during 

hand-off. This it achieves using session keys that 

simplify accessibility for lower computing 

capacity mobile device [20] . A privacy-enhanced 

anonymous authentication and access control 

scheme for secured interactions between mobile 

users and services in pervasive computing 

environments (PCEs) is proposed in [21]. The 

framework offers an optional context 

authentication capability (user location). It 

seamlessly integrates blind signature with hash 

chain to achieve an exceedingly flexible and light 

weight authentication and key establishment 

protocol that is DoS resilient. Key features of the 

model are mutual authentication and anonymous 

interaction. A mechanism for the enhancement of 

authentication and credentials management in 

mobile agent environment is proposed by [22] . 

Their approaches leverages on trusted computing 

platform as base-platform for running mobile 

agent systems, and the trusted platform module is 

used to aid authentication and credentials 

management. In the long run, the security of 

mobile agent is improved using the trusted 

computing platform which is linked with upper 

layer applications through the trusted software 

stack [22].  

 

Researchers have also developed RBAC models 

precisely meeting the needs of context-aware 

pervasive computing applications [23], [24]  in 

[25]. Gaia [23]  in [25] outlines three dissimilar 

role categories; system-wide roles, active space 

roles, and application roles, and a connection 

between them. The GRBAC model [16] in [25]  

considered context information as the 

environmental role, which an application needs to 

retain in order to accomplish context-dependent 

tasks. It is noted that such a definition leads to 

large number of roles in an access control system, 

as there might be potentially many environmental 

states that are relevant for an application [25]. 

 

A  context-aware RBAC (CARBAC) model for 

pervasive computing applications is presented in 

[25] which is driven by context-based access 

control requirements related to users‟ 

memberships in roles, permission executions by 

role members, and context-based dynamic 

integration of services in the environment with an 

application. The Context information form basis 

for role admission policies [25] . From the results 

from experimental test beds, the models proves 

useful for managing access control in pervasive 

computing environments with fascinating features 

like support for personalized permissions for role 

members, context-based constraint specification as 

part of - dynamic binding of objects with active 

space services, user admission to roles, permission 

executions by role members, and granting access 

to a subset of a service‟s [25]. A  Spatial Role-

based Access Control (SRBAC) model is also 

introduced [26],which is  an extension to an earlier 

model. The model manages access controls based 

on role restrictions and access  decision 

requirements derived from the spatial dimensions 

in which the user (his/her mobile device) is 

located; to enable the restriction of resources 

access to limited locations as necessitated by the 

system requirements. The model which permits 

location-based definition of security policy has 

unveiled a notable desirable requirement 

necessary in future mobile computing platform 

[26]. 

 

A shared resource access language, SRAL, is 

proposed [27] to model mobile device behaviours 

of habitual relocations among diverse networks 

and connecting to different data servers at 

different times. The language is structured and 

compositional such that mobile applications can 

be constructed recursively from primitive 

accesses. The SRAL model also takes abstractions 

from conventional role-based access control 

(RBAC) model to specify and enforce spatio-

temporal constraints. This is achieved using 

mathematical computations in polynomial-time 

algorithm [27]. 

 

Like pointed earlier, the main function of access 

control is to regulate access to system resources 

and to mitigate related vulnerabilities.  Risk-

Aware RBAC [28]is also introduced; whose 

access permission decision is based on estimated 

risk, as opposed to the traditional RBAC system 

where access permission decision is based on pre-
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computed policies which returns same result 

always. This creates a new form of dynamism. A 

session risk threshold is used to check the number 

of roles that could be activated by any user at any 

given time, so as to keep watch at the level of 

damage that could be caused on the network 

assuming the user begins to act malicious. This 

approach sees the introduction of an intelligent 

agent monitoring the interaction of users and 

updating the system on such interactions; 

triggering off when the risk threshold is exceeded 

within the session.   

 

Though excluding trust, this model projects a bit 

of the idea for which our work is based. Such 

ideas include dynamic elimination of malicious 

nodes from the network based on a threshold, to 

save it from further potential harm.  Nevertheless, 

the system flaws in its reactive nature, only able to 

halt already started malicious activity. A clear cut 

prevention from start-up would be a better 

solutions.  Additionally, only users are considered 

and not devices being used, discounting the fact 

that more threats can originate from devices rather 

than just users. 

 

Apt analysis show that the mentioned approaches 

are hardly suited for BYODs‟ kind of 

pervasiveness. Apart from the traditional access 

control models which is strictly based on the 

identity or roles of users, and are static in 

operation as pointed out earlier, the attribute based 

systems only emphasis on the users, and nothing 

about the device being used. This could mean that 

a compromised node can access the network 

without any form of check; thus exposing the 

entire network to potential jeopardy. The risk-

based approach is considerably dynamic, but it is 

only reactive and not proactive; meaning that it 

does not relate to the current behaviour of users to 

stop them from causing harm in the future. It only 

works for current sessions, added to the fact that 

emphasis are also on users only. 

 

Our proposed method aims at monitoring the 

devices as they interact with the network, to infer 

malicious behaviour from past interactions, and to 

drop any suspected device. The benefit of this is 

that users are subjected to the adherence of 

organisational security policies not only by 

avoiding malicious applications as suggested in 

the previous approach, but also by installing 

recommended software such as antivirus and anti-

malware applications as a way of protecting their 

devices from threats. This method of dynamically 

checking device reliability which has not been 

found in traditional access control systems and 

some other approaches is a novelty our work 

pursues. 
 

2.2 Conceptualizing Trust 

Trust is inevitable in human life. The occurrence  

of human activities works on the basis of trust, for 

instance,  getting on a bus and trusting the driver 

not to run into other cars on the road, driving our 

own cars trusting that they are safe enough for us, 

and trusting that that our money is safe in the 

bank, among others. Trust is noted to be an 

unavoidable concept in security, without which 

adequate reasoning of the security of any system 

may not be conceivable [29]. However, there has 

not been a unified agreed-upon meaning for trust.  

 

Trust could be viewed in terms of certainty and 

believe. More like saying if Bob trust Alice, then 

it implies that Bob believes that Alice is 

trustworthy. If a device in a network trusts another 

device for an interaction, it is a reflection of this 

human attribute (believe) that the device will not 

act maliciously in a way that could cause security 

breach. It has been strongly suggested that trust 

grows in proportional measure to the amount of 

available evidence, an assertion that trust is based 

on evidence of favourable experiences with a 

given agent. Trust also grows with time, as the 

number of interaction with a given device 

increases; more information about the device is 

gathered as basis for a clearer trust decision [30]. 

Contrary to the effects of favourable evidences, 

unfavourable ones can also destroy trust believe. 

For instance if a device is used to acting 

behaviourally well, and suddenly begin acting 

maliciously, the earlier built trust may be reversed 

and such devices may not be trusted anymore. 

This attribute of trust is referred to as dynamism.  
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Trust can also be viewed in-terms of probability. 

In [31] a direct link was established between trust 

and the probability of outcomes; implying that the 

past behavioural history of users could be used to 

calculate the probability of their next behaviour. 

Favourable past behavioural history will suggest a 

trust, otherwise mistrust.  

 

For the purpose of this study, we shall go in line 

with [32], in which trust was expressed in-terms of 

probability threshold. According to the author, 

trust refers to a level of probability in which a 

party bases his/her assessment that another party 

will act in a particular manner, usually before 

monitoring such action, and in a manner that 

defines his/her own action. The author first 

introduced probability range of 0 to 1, as 

representation of trust; with 0 representing 

mistrust and 1 representing absolute trust. He 

further explained that for a person to trust another, 

it means that there is high enough probability that 

the second party will act in a favourable manner or 

at least in a manner that will not be harmful. The 

proposed algorithm closely relates to this in 

finding out beforehand whether a node will act 

malicious or not if allowed access into the 

network, and with such information determine if 

access will be grated or not. 

1). Trust Forms 

Trust can be viewed in relations to cooperation 

[32], commodity and reputation [33], direct and 

recommended trust [34]; the perspective of which 

comes applicable to our context (BYOD network). 

While recommended trust usually involves a party 

that has not been directly interacted with in the 

past, and there is no base for trust, direct trust is a 

kind of trust developed directly with an agent, 

usually as a result of past experiences [34]. Our 

direct trust concept involves a prior registration of 

employees' mobile devices as part of the criteria 

for initial decision on trust concerning nodes 

joining the network for the first time. However 

there is also the possibility of an unregistered 

device legitimately accessing the network, whose 

case is already noted for further recommendations. 

Figure 1 illustrates how direct trust can be 

extended among agents who are involved in 

interactions. As shown, A2 trusts A3 and A4, 

while A4 trusts A1. A1 has no trust relationship 

with A2 and A3 before, but as can be seen from 

the diagram, they now share recommended trust 

relationship. A4 recommended A1 for A2, while 

A2 further recommends it to A3. 

 
Figure 1: Representation of Direct and Recommended Trust 

[34] 

2). Trust in other Pervasive Environments 

Trust is a key principle that comes indispensible in 

our contextual analytics. Though said to be elusive 

because of the infeasibility of absolutes [35], it is 

still viewed as a mechanism that tends towards 

dropping societal complexities, and yet causing 

vulnerabilities towards subject or objects [36]. 

From a philosophical perspective, Rotter defined 

„trust‟, specifically „Interpersonal Trust‟ as 

expectancy held by individuals or groups that the 

word, promise, verbal, or written statement for 

another can be relied upon. He has experimentally 

shown that trust possesses constructive 

significance to operational society [37]in [36]. The 

world of economics views trust as a forecaster of 

satisfaction in organizational decision-making 

[36]. These principles about trust have been 

applied to pervasive environments just like its 

contemporaries before, and tremendous successes 

have been recorded. 

For instance, e-commerce environment is one of 

such pervasive nature that has enjoyed a fair share 

of trust and its applications. This is evident in [38]  

where the authors identified reputation as very 

vital in fostering good behaviour and also 

encourages compliance to contract agreements in 

e-commerce. Similar to the real life scenario that 

would require some form of enforcement to foster 

compliance, their system introduced reputation 

system as a way of promoting adherence to 

electronic based agreements or contract, and 

encouraging trust in e-commerce, even among 

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 4(1): 272-289

278

The Society of Digital Information and Wireless Communications, 2014 (ISSN: 2305-0012)



strangers. Their stake is that without such ideas as 

theirs, which uses past partner transaction 

experience to project into the future, there would 

be more tendencies to act in a deceptive manner 

for dubious gain during e-commerce transaction 

involving strangers. 

Vehicular network is another specific pervasive 

environment where trust has been dedicatedly 

proposed for access control and enhanced security. 

The Situation Aware Trust (SAT) model proposed 

in [39] provides for building trust among vehicles 

in a network. They introduced the concept of 

social network as a means of ensuring trust 

decentralization even if the vehicular network is 

temporarily unavailable or is facing attack. 

Among the novelties they introduced includes 

incorporating the prediction of future trust 

conditions into the VNET, and linking the concept 

of trust from the normal social internet 

communities to vehicular network applications. 

Trust has also been introduced into online social 

networks as discussed in [40], their concept 

suggests that the real life view of trust can be 

employed towards a more secure online social 

network with the likes of their proposed 

„Safebook‟. They presented online social network 

as a digital reflection of the physical relationship 

that exist among participants. The theory of 

acquiring genuine recommendations when the 

need arises also comes as a handy suggestion too 

[41].  

 

Professional Virtual communities are a 

phenomenon that sprouted from social groups and 

online meeting. This is such that offers a platform 

for professional knowledge sharing without face to 

face contact or meeting. The authors in [42] 

identified that individuals not being willing to 

shear their knowledge is a major factor in VCs, 

and this willingness is a subject of expected 

outcome which is dependent on trust. Expected 

outcome in this context has to do with monetary 

gains or opportunities of interest which the user 

can trust the other party for before sharing needed 

information. They presented trust as an 

implication of a belief that a second party will act 

as expected, and argued that since there is no 

physical interactions and legal guarantees in VCs, 

only a trust based model can be adequate. The 

representation of the model as shown in the figure 

below, demonstrates that trust is a peak factor in 

knowledge sharing.  

 

3. TRUST IN BYOD 

As observed, in most pervasive domains, the client 

nodes are usually the ones in need of acquiring the 

trustworthiness of the server nodes [43]. However, 

this is not the case with BYOD, because, client 

nodes already have reasonable trust on the 

corporate network (server).  

 

Conversely, we present our approach, which takes 

a slightly different mechanism from conventional 

approaches. We propose a way of enabling the 

corporate server in a BYOD environment ascertain 

the trustworthiness of any client node before 

unleashing service(s) to them. Our focus is on the 

behaviour of the devices; which is a potential 

contextual property, rather than just the users of 

the devices as seen in the earlier models. And we 

use the comportment of each randomly associated 

node to prevent potential occurrences of security 

breaches; instead of just reacting to current session 

as some of the approach discussed above suggests. 

Ensuing the successes of trust in the specific 

pervasive environments discussed, there are 

likelihoods that channelling trust to the specific 

need of BYOD will amount to a clearly more 

secure network implementation involving its 

randomly associated nodes. 

 

Many thanks to the triple space of trust; belief 

(favourable outcome), disbelief (unfavourable 

outcome) and uncertainty (not enough grounds to 

decide) [31]. Although not entirely suiting our 

context, we abstract from their idea of not 

specifying exactly 1 and 0 as values for passing 

and dropping a node respectively, but rather use a 

continuous real number range from 0 to 1, with 

specification on minimum threshold. This allows 

for devices to be granted access even without an 

absolute trust value of 1, provided the threshold is 

attained; since no device can be 100% trusted.  

 

We also take an excerpt from [44] whose ideas 

projects the concept of „effect of evidence‟ and 

„effect of conflict‟ in the computation of the 
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expected trust values of each returning randomly 

associated node. Effect of evidence suggests that 

an increase in evidence result to an increase in 

certainty of trust, while effect of conflict suggests 

that conflict in evidence decreases certainty of 

trust. Sticking that to our approach, the favourable 

behaviour of any randomly associated node 

represents the 'effect of evidence', while malicious 

behaviour of such nodes denotes the 'effect of 

conflict'. In [45] and [8], the alpha beta probability 

concept have been presented as a competent 

means of predicting future occurrences from past 

experiences. We agree with their proposition and 

base our notion on the beta (   distribution 

expressed as follows:  

 

 ( |      
 (     

 (   (  
    (            (       

 

Where 0 ≤   ≤ 1, α > 0, and β > 0. 

 

With the constraint of the probability variable (p) 

not being 0 (    ) or being 1 (      when α < 

1 or β < 1 respectively, the expression for deriving 

the expected value of beta distribution from the 

known value is given as; 

 

 (    
 

    
            (       

 

As expressed in the next chapter, we redefined 

        to suit the requirements of our system 

without actually violating any mathematical 

orders. 

4. TRUST-AIDED DYNAMIC ACCESS 

CONTROLAPPROACH (T-ADACA) 

CONCEPT 

Our Trust-Aided Dynamic Access Control 

Approach (T-ADACA) takes base from 

Probability Density Function (PDF), a scheme that 

helps in conjecturing the future actions of 

individuals from their past interactions. This 

approach of looking-out for the future has seen 

tremendous patronage in various dynamic 

environments, especially in e-commerce. We also 

key into this measure towards deducing the 

prospects for safe or unsafe interactions amongst 

BYOD nodes. The probability of safe interaction 

is termed trust, while the possibility of unsafe 

interaction is tagged mistrust. The Approach 

introduced defines a conceptual framework that 

could be applied to prevent potentially malicious 

(mistrusted) nodes from accessing the network, 

while allowing only the potentially safe (trusted) 

nodes. Through this means, the network can be 

kept free from threats originating from malicious 

devices; thus enhancing the security level of the 

network.   

Adequate network security may be difficult (if not 

impossible) to achieve without suitable access 

control scheme. It is a core security need because 

if access is not restricted in any way, then any user 

through any means can exploit the system. 

Consequently, the proposed framework relates to 

the always available, conventional and human way 

of trust and access control; to introduce adequately 

a dynamic access control approach for 

organisational networks which are BYOD-based. 

The previous interaction history of the node is 

used to compute its trust status, which is further 

used for access permission decision.  

 

In non-technical terms, we only open our doors or 

give our keys to trusted personalities. Such trust 

may have been built up through prior direct 

interactions or trusted recommendations. We 

employ this natural tool, without ignoring the fact 

that trust does not equal security (       
         , but also acknowledging the close 

relationship between trust and security.This close 

relationship between security and trust propels our 

motivation. Fig 2 shows the flowchart of   the 

proposed T-ADACA System. 

We refer to the whole T-ADACA process 

framework as trust engine. It starts by retrieving 

the interaction history of each node as it attempts 

accessing sensitive resources in the network. 

Using the information from the interaction history 

of the device which is already stored, the expected 

behaviour could be calculated based on 

probability. The number of favourable interactions 

is represented by    while that of the unfavourable 

(malicious) interaction is represented by   .  Our 

model works on the assumption that there exists 

an intelligent system that keeps track of the 
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behaviour of the nodes, and feeds the trust engine 

with necessary information. Such intelligent agent 

watches out for various forms of threat, especially 

the ones that lead to privilege escalations; causing 

a node to access information which is not meant 

for it.. 

4.1 MATHEMATICAL REPRESENTATION 

Most trust model present recommendations as a 

way of building initial trust for first time users. 

However, the BYOD terrain suggests most 

attentions to be usually focused on the employees; 

bringing their own devices to work and using them 

for official functions. We assert that for an 

individual to be an employee in any organisation 

there has to be a kind of prior contact, not 

necessarily with the network, but obviously with 

the organisation. If so, then such employee is also 

bound to observe the policies of the organisation. 

This is applicable to both first time device users 

and returning device users. 

1). First Time Devices 

Access decision for first time devices are based on 

policy compliance such as the ones outlined 

earlier, after which the interaction history will be 

maintained and used for subsequent access 

decisions. An ignorance value expressed as 

    {      } is assigned to a first time device 

which has no previous interaction history with the 

network. The value to be assigned will be based 

on compliance with the organisational policies on; 

device registration, approved device type, and 

operating system version. We see     to take a 

value range represented as; 

 

 

 

 

 

 

 

 

If for instance a new employee arrives an 

organisation and have not used the organisation 

network resources previously; then, adequately 

fulfilling these conditions will determine if access 

will be granted or denied.  If the device meets up 

with the security requirements which shall be 

automatically checked on attempt to access 

network resources, then an initial trust value that 

is equal to the minimum threshold (   =     ) will 

be assigned to allow it access to the network for 

the first time. However if the policies are not 

adequately met, a value less than the threshold 

(     <    ) will be assigned to it; usually 0, thus 

disqualifying it access to the network. 

2). Returning Devices 

For devices that already have previous interactions 

with the network, beta distribution concept is used 

to determine the probability of its next behaviour, 

to predict safe or unsafe devices beforehand. An 

interaction history is usually maintained by 

frequent update of the number of previous 

favourable and unfavourable interactions. We 

denote the number of favourable interactions of a 

given device with   , and that of unfavourable 

interactions with   . We define unfavourable 

interaction as that in which the assumed intelligent 

system reports a malicious activity concerning a 

device; here,         . If on the contrary, a 

device interacts with the network without being 

reported until its interaction at that moment is 

over, then it is termed favourable; therefore the 

number of favourable interaction is updated just 

before it leaves the network;         . 

 

Now having known the beta distribution formula; 

 ( |     (eqn 1) and that for calculating the 

expected beta distribution value;  (   (Eqn 2),  

We associate the number of favourable 

interactions to α, and the number of unfavourable 

interactions to β;α =    + 1, and β =    + 1. 

Hence, the expected beta distribution value  (    
or    can be expressed as thus; 

 

 

 

 

 

 

Where    = the number of favourable interaction 

for a given device, 

    = the number of unfavourable 

interaction of same device, and 

    = the trust value of the devices 

3 
𝑇𝑣   𝐸(𝑝   

𝐻𝑓    

𝐻𝑓   𝐻𝑢    
    (𝐸𝑞𝑛 3  

  

𝑇𝑚𝑖𝑛 

  ≤  𝑇𝑣  ≤ 𝑇𝑚𝑖𝑛 𝑇𝑣   
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  (   = expected probability of nodes' 

behaviour (favourable or unfavourable 

(malicious)). 

Note that    is expected, meaning that it is being 

calculated from the already gathered information 

as a probability. After the above calculation is 

made, and a trust value (  ) of the node accessing 

the network determined, then a comparison of the 

   and the trust threshold (    ) will be made. 

Access will be allowed if the calculated trust value 

is greater or equal to the trust threshold            

(  ≥     ). 

Information received from the intelligent system is 

used to update the interaction history of the nodes 

in the trust engine. Such information is kept to be 

used in calculating the expected behaviour when 

next the node attempts interacting with the 

network. If the probability suggests a trustworthy 

(or safe) behaviour, then access will be granted, 

else it will be denied. After each interaction with a 

device, the interaction history is usually updated to 

reflect its most recent behaviour. If the intelligent 

system reports malicious act, then the number of 

malicious interaction (  ) for such device will be 

increased by one and the device will also be 

dropped from the network for security reason. If 

there is no such alert, then it will be assumed that 

the device have behaved favourably, and then, the 

number of favourable interactions (  ) will be 

increased by one. The steps for retrieving the 

favourable and unfavourable (malicious) 

interaction are indicated in pseudo-codes A and B 

respectively of figure 3 below. 

With the above functions, the number of 

favourable and unfavourable interactions will be 

retrieved and assigned to variables    and    

respectively; which is subsequently used for the 

computation of the trust value. The next process 

after an exhaustive search of the interaction 

history is to determine if the device in question 

has any corresponding history information. If the 

list is exhausted without any matching value for 

             , then zero (0) will be assigned to 

each of them, to indicate that the device has no 

previous interaction with the network. This 

process in indicated as pseudo-code C in figure 4. 

Given that the function holds (i.e.    = 0, and 

    ), it implies that the device is joining the 

network for the first time, in which case, an 

ignorance value will be assigned as its first trust 

value; subject to meeting up organisational 

specifications. Some of such specifications 

include; registration of the device, compliance 

with the device type specification, and the mode 

of connection to the network. If these conditions 

are met adequately, then a trust value which 

equals the trust threshold will be assigned to the 

node, if not, the first trust value will be assigned as 

zero (0); meaning a denial of access. The process 

is indicated as pseudo-code D in figure 4. 

 

The variable    refers to trust value, while      is 

the trust threshold; which refers to the minimum 

value assigned to a first time device and 

documented as representing a non-malicious state. 

Depending on the assigned value, an access 

decision will be made. This process in indicated as 

pseudo-code E in figure 4. 

Once access is granted to a node, the trust engine 

listens to the intelligent system for information on 

the behaviour of the node. If any malicious act is 

detected, and depending on the intensity, the 

device may be dropped to avoid further harm. 

After which the trust history of such randomly 

associated node is accordingly updated to reflect 

its most recent behaviour. This is usually done by 

updating the number of favourable and malicious 

interactions respectively. During the next access 

attempt by such node, the Trust value will be 

recalculated using the updated interaction history. 

The value of the probability based calculation 

suggests the next behaviour of the node. 

 However, recall that we have so far considered 

one of the possibilities; the other possibility is for 

devices that are not accessing the network for the 

first time, but already have interaction history with 

the trust engine. To calculate the trust value (  ) 

which equals E(p), Equation 3 above is used. This 

process in indicated as pseudo-code F in figure 4. 

Based on the outcome of the computation, an 

access decision will be made; leading to allowing 

or (space) denying access to the network. If a node 

is denied access, no further action is required of 

the system concerning its interaction history, but if 
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Figure 2: T-ADACA System Flowchart 
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1: function; retrieve favourable interaction history 

2:   for all 𝐻𝑓  (the behaviour history of nodes) 

3:        if 𝐻𝑓 is for the current node, then 

4:          number of favourable interactions = 𝐻𝑓 

5:        else 

6:            keep on checking until the list is exhausted 

7:        end if 

8:     end for  

9: end function.      

 

 

1: function retrieving unfavourable interaction history 

2:    for all      (the behaviour history of nodes) 

3:       if    is for the current node, then 

4:  number of unfavourable interactions =    

5:     else  

6;          keep checking until the list is exhausted 

7:      end if 

8:   end for 

9: end function 

 

 

 

1:  function does value exist? 

2:  for all    and    belonging to the interaction history 

3:    if EOF then 

4:     if no history corresponds to the current device, then 

5:                  = 0 

6:                  = 0 

7:            end if 

8:         end if 

9:      end for 

10:   end function 

A.  Pseudocode (Retrieve favourable interaction) 

B.  Pseudocode (Retrieve unfavourable interaction) 

C.   Pseudocode (Matching History Search) 

 

 

1:   function first time devices 

 2:      if device is registered, and of approved device type,  

and connecting from a secure source, then 

3:               =      

4:      else 

5:                = 0 

4:      end if 

5:   end function 

 

 

 

1:   function allow or disallow access 

2:      if    ≥     , then 

3:         Allow access 

4:      else 

5:         deny 

6:      end if 

7:   end function 

 

 

 

 

 

1: function compute trust value for returning devices 

2:    call "retrieving favourable interactions" 

3:    call "retrieving malicious information" 

4:         (    (       (           

5:   call "allow or disallow access" 

6:   end function. 

 

D.   Pseudocode (First Time Network Joining) 

E.  Pseudocode (Access granting or Denial) 

F.   Pseudocode (Trust Value Computation) 

Figure 3: System Pseudocodes 

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 4(1): 272-289

284

The Society of Digital Information and Wireless Communications, 2014 (ISSN: 2305-0012)



the node is allowed access, it is being monitored 

by the intelligent system during its whole 

interaction, and after such interaction(s), the 

history will be updated accordingly. 

5. RESULT AND ANALYSIS  

In this section, we shall discuss the expected result 

of our Approach, based on the earlier explained 

mathematical expressions and assumption. When a 

device attempts access and did not comply with 

the basic security policies, it will be dropped and 

no further action will be required of the system. 

But if the node is granted a pass after fulfilling the 

set criteria, then it will be further monitored, and 

its behaviour history adequately updated; to be 

used for subsequent access permission decision.  

 

1). Effect of favourable (secure) interactions 

(  ) 

Table 1 below represents the interaction history of 

device A, with increasing number favourable 

interactions (  ). Equation (3) is used to calculate 

the trust value (  ). Increase in trust value as the 

number of interaction increases, demonstrates that 

trust grows with increase in favourable (secure) 

interactions. If a device is separated from the 

network for lack of safe reputation for instance, it 

significantly reduces the system's exposure to 

potential threats, implying more security. 

 
Table 1: Interaction History for device A with increasing 

favourable behaviour 

Number 

of 

previous 

interacti

on 

Number 

of 

previous 

unfavoura

ble 

interactio

ns (  ) 

Number 

of 

previous 

favoura

ble 

interacti

ons (  ) 

Calculat

ed trust 

value 

(  ) 

Access 

Decisi

on 

2 1 1 0.5 Pass 

10 1 9 0.833 Pass 

20 1 19 0.909 Pass 

30 1 29 0.937 Pass 

40 1 39 0.952 Pass 

50 1 49 0.961 Pass 

60 1 59 0.967 Pass 

70 1 69 0.972 Pass 

80 1 79 0.975 Pass 

90 1 89 0.978 Pass 

100 1 99 0.980 Pass 

 

 

In the graphical representation of the scenario 

represented as figure 4, It is notable to observe 

that the proportional increase of the    and    

became more substantial as the number of 

interactions increased; implying that if a node has 

kept-up a safe profile for a long while, its 

probability of maintaining such safety profile is 

considerably high, and making a security decision 

with the consideration that it is going to act safe 

will most likely yield a favourable result. 
 

 
 

 

Figure 4: Effect of Favourable (secure) Interactions (H_f) on 

Trust Value (T_v) and Access Decision 
 
 

Table 2: Interaction History for device B with increasing 

unfavourable (malicious) behaviour 

Number 

of 

previous 

interactio

n 

Number of 

previous 

unfavourabl

e 

interactions 

(  ) 

Number of 

previous 

favourable 

interaction

s (  ) 

Calculate

d trust 

value (  ) 

Access 

Decisio

n 

2 1 1 0.5 Pass 

10 9 1 0.1666 Deny 

20 19 1 0.0909 Deny 

30 29 1 0.0652 Deny 

40 39 1 0.0476 Deny 

50 49 1 0.0384 Deny 

60 59 1 0.0322 Deny 

70 69 1 0.0277 Deny 

80 79 1 0.0243 Deny 

90 89 1 0.0217 Deny 

100 99 1 0.0196 Deny 

 

 

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

0 50 100 150

Favourable interaction history (𝑯𝒇) 

𝑇

T
ru

st
  

v
a

lu
e 

(𝐓
𝐯
) 

 Trust Threshold 

A
llo

w
 A

cc
e

ss
 

D
e

n
y 

 A
cc

e
ss

 

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 4(1): 272-289

285

The Society of Digital Information and Wireless Communications, 2014 (ISSN: 2305-0012)



 

 

Figure 5: Effect of Unfavourable (malicious) Interactions (H_u) 

on Trust Value (T_v) and Access Decision 

 

2). Effect of Unfavourable (malicious) 

interactions 

Table 2 shows a drop in trust due to past malicious 

interactions of nodes. This consequently resulted 

to access denials to the network, to keep such 

nodes from threatening the entire network.  A drop 

in trust here indicates that trust can be destroyed 

by malicious interactions just as the security of 

any system can be jeopardized by malicious 

activities. Indeed, trust can be destroyed even 

quicker than it took to build it. Equation (3) is also 

used for calculating the trust value (  ) in the 

table. 

 

The graphical representation of the scenario 

(represented as figure 5) elaborates that the more 

steepy slope noticed at the start of the curve 

illustrates that trust drops at a fast rate when a 

node begins to act unfavourably. 
 

 

We relate trust values to the device's possibility of 

acting safe if allowed access to the network. The 

increase and decrease in trust values as illustrated 

with the above tables and figures also represent an 

increase and decrease in the possibility of devices 

acting safe or unsafe when access is granted to it. 

If devices with malicious intents are screened out 

of the network, then the security is surely 

increased, thus the aim of a more dynamic access 

control approach that can enhance the security of 

the network.  

 

Trust and reputational approaches have been 

applied in a many dynamic environments but none 

in the form we have presented. This perhaps could 

be due to the relative newness of  BYOD concept 

and the dynamic property it articulates. As noted, 

an earlier proposed security framework forbids a 

device from installing applications that do not 

conform to the policy of the organisation. This 

only takes care of threats originating from 

applications that have been considered unsafe. 

Though a good move, we consider this not 

dynamic enough following the roaming nature of 

mobile devices in and out of compliance. Even a 

device that did not download any incriminating 

application, can be corrupted by others, through 

mutual collaboration; thereby posing threat to the 

network. There is therefore a need for a more 

dynamic system to monitor the interactions of 

nodes; sieving malicious nodes out of the network 

and allowing the safe ones to interact. 

  

The proposed T-ADACA framework not only 

discourages users (employees) from installing 

malicious applications to enable them maintain 

access to the network, but watches out for other 

forms of malicious activities from any connected 

node, acknowledging that mobile devices roam in 

and out of compliance easily. Malicious nodes are 

dropped out of the network, and a history record 

kept. This ensures that employees are left with no 

choice than avoiding all possible malicious 

encounters, and updating their devices with 

necessary applications while avoiding malicious 

ones so as to maintain good interaction history and 

consequently, uninterrupted access to the network; 

thus, significantly improving the over-all potential 

security of the network. 

6. CONCLUSION AND FUTURE WORK 

The dominance of mobile devices in BYOD 

environments speak much about its security 

limitations, and as organisations migrate from 

their usual traditional network setting towards, 

there is no better option than toeing the path of 

solution towards inherent challenges in BYOD. A 
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key measure is an attempt towards initiating a 

form of dynamic filtering for everything that 

enters the network; keeping the nodes with 

malicious intent out of the network, to stop them 

from threatening the entire network. 

The solution proposed employs the concept of 

trust on the access control system to check the 

randomly associated nodes at their entry points; 

predicting those with malicious intents and 

denying them access to save the network from 

potential threats. Compared to existing BYOD 

model, which only prohibits the installation of 

malicious applications in the mobile devices 

without any means of checking its actual 

behaviour on the network, the T-ADACA 

approach proves more security-compliant by 

providing for; (i) placing a check on the devices as 

they access and interact with the network, (ii) 

keeping record of their interaction history and 

using it to predict the would be behaviour of the 

device, and (iii) blocking potentially malicious 

nodes from compromising the entire network. 

The assumed intelligent system takes basis for 

future work; such BYOD-based system should be 

such that can sense organisational policy 

requirements on devices as they request access 

permission, and monitor the entire interaction to 

update the trust engine accordingly. Similarly the 

model can be improved by carefully making 

provisions for recommendations, and making out 

the effect of time on the interaction history, all 

within the scope of BYOD security requirements 
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Abstract: Cyberspace has become the new frontier 

for countries to demonstrate power. Nations that have 

developed defense tools or those that can successfully 

launch attacks against adversaries will become the 

next global superpowers [1], [2]. While cyber threats 

and attacks by government agencies are well 

documented, most of the widespread attacks are done 

by individuals or various hacking groups for personal 

gains [3]. The UAE has become a major target for 

cyber conflicts due to increased economic activity, 

tourism, technology and the rise of oil and gas 

industry. Furthermore, the wide spread of internet in 

the region to the tune of 88% in 2014 has exposed it 

to attackers [3], [4]. Recent attacks against Saudi 

Arabia’s ARAMCO and Qatar RasGas, the Stuxnet 

attack on the Iranian nuclear plants are often cited as 

examples [4], [5]. However, in the digital arena no 

space is out of control by the law, therefore, it is 

important to guarantee democratic principles in this 

domain. The fundamental drivers to the cyber security 

market are geared towards increasing the digital risk 

from cyber users by creating greater vulnerabilities 

because of more pervasive utilization of engineering 

and cloud computing platforms. 

Previous reports show that the UAE Government is 

set to double expenditure on homeland security [6]. 

Consequently, we need to assess whether existing 

cyber-security defenses are effective and guarantee 

comprehensive cybersecurity strategies that would 

uphold the highest security standards in line with the 

vision 2030.  In this paper, a critical review of the 

existing cyber security mechanisms has been done 

and a framework for effective management of cyber 

security threats proposed for the UAE government 

agencies.  

Keywords: United Arab Emirates (UAE), 

Cyberspace, Cybersecurity, Cyber-attacks, and 

Security Framework. 

1.1  INTRODUCTION 

In the world today, cyberspace has become part 

of the daily life of many people in different 

societies including industry and government 

agencies. The continued development of 

Information and Communication Technologies 

(ICT), Social media, internet shopping, and 

online banking has created a powerful economy 

while enabling borderless exchange of 

information and media. 

 

It is only in an environment of trust and mutual 

respect that nations can benefit from digital 

infrastructures through secure, safe and reliable 

cyberspace.  More still, network interdependence, 

intrinsic asymmetry of cyber-threats and 

pervasiveness of the cyberspace in different 

aspects are all features that call for holistic 

approaches and synergetic efforts from all stake 

holders to ensure adequate level of security in the 

UAE. The government needs to approve a 

framework upon which it can coordinate all 

efforts to ensure effectiveness and efficiency of 

cyber security defenses within and outside its 

agencies.  However, with the international 

community still much divided regarding 

principles and values that apply to the cyber 

domain, solutions to major cyber space 

challenges still remain a major concern and 

therefore require broad involvement of all 

stakeholders from public, private sectors and all 

other organizations across the globe [7]. 

More still, several attacks like malware, phishing, 

corrupted programs, password manipulation, 
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computer session hijacking and denial of service 

have increased massively in the UAE and the 

Gulf Cooperation Council (GCC) in the recent 

years.  Among such attacks include the August, 

2012 attack which affected the major oil and gas 

company in Saudi Arabia ARAMCO, the Stuxnet 

worm of 2009 that targeted the Programmable 

Logical Controllers (PLC) of the Iranian nuclear 

industry, the Lulzec Sony pictures attack that 

took bio data of many people [8], [9], the 

Shamoon Virus that infected over thirty thousand 

(30,000) stations and destructed business 

processes for almost a week, among others [10]. 

The increase in IT security attacks on vital 

government and industrial data could partially be 

attributed to the vast amounts of data available in 

data centers, increased number of mobile 

subscribers and massive internet connectivity. 

Additionally, attackers have improved their 

levels of organization and research especially in 

the area of cloud security which will be the hub 

for next generation network data storage. The 

cyber criminals have also been highly motivated 

by the recent political instabilities in the Arab 

region and financial support from some Islamic 

hacktivist groups. In addition, most recent 

statistics shows a dramatic increase in UAE 

cyber security threats. For instance official 

statistics from Dubai police have shown a 

dramatic 88% increase in the number of 

electronic crime cases reported in 2013 compared 

to the year before. The cyber investigation 

department of Dubai Police received a total of 

1,419 reports in 2013, 792 in 2012 and 588 in 

2011 [11]. This trend demonstrates a continued 

increase in cybercrime within the region as 

indicated in Fig 1. 

 

Fig 1: Statistics showing recent cyber incidents in Dubai. 

Source: http://securelist.com/blog/research/63682/the-rise-of-

cybercrime-in-dubai-and-uae/, 14/10/2014. 

From Fig 1 above, the number of security threats 

reported to Dubai police were analyzed for a 

period of three years from 2011 to 2013. The 

results show a bigger increase in the number of 

cyber threats between 2012 and 2013 as 

compared to the period 2011 to 2012. Such 

results provide a justification for the study 

leading to the design of an appropriate cyber 

security framework for detection and prevention 

of such incidents in the region. 

 

Cyber threats can be categorized into two groups; 

those whose emergency resulted from Internet or 

the traditional activities of crime and others from 

Internet technology development, for example, 

cases of cyber terrorism and cyber theft of highly 

sensitive data and traditional criminal activities 

enhanced by computers like stealing intellectual 

property and sexual exploitation of young 

children online among others. The authors argue 

that the UAE residents are a major target for 

phishing scams.  It is therefore, of utmost 

importance to devise strategies that can be used 

to combat the cyber security related challenges in 

the UAE public and private sector agencies as 
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well as protecting the massive innocent citizens 

online.  

The rest of the paper is organized as follows; 

section II provides a detailed study of the existing 

cyber security attacks and cyber security defense 

mechanisms and frameworks available globally 

and the UAE region in particular, section III 

critically looks at the challenges of cyber security 

defense, Section IV proposes a framework for 

cyber security defense in the UAE, while section 

V and VI provide a discussion of the proposed 

framework, conclusions and future work 

respectively. 

 

 

1.2 STUDY BACKGROUND 

The cyber security problem has been debated so 

much in literature over the recent years, for 

example Aloul [12], reported that in 2010 several 

users lost their UAE Bank savings through 

internet fraud.  Hackers succeeded in stealing 

ATM and credit card data from processing 

companies and adjusted available balances on 

these accounts.   These cards were later 

distributed to other hackers in target countries to 

withdraw large volumes of cash. The authors 

suggested some of the measures for increasing 

Cyber security awareness in middle eastern 

countries including the UAE, for instance, by 

proposing a review of the existing legal system of 

technology, making workable solutions in 

regards to preservation of evidence, developing 

protocols to obtain traffic data, cooperation with 

ICT industry in developing new technologies to 

combat hi-tech levels of crime, among others. 

 

The national security awareness campaigns 

launched in November, 2007 by the aeCERT to 

protect online information and provide online 

identity platform has tried to safeguard some of 

the government critical information by blocking 

some of the immoral websites from access within 

the region. This has temporarily reduced the issue 

of child abuse and pornography. Furthermore, on 

22
nd

, July, 2013 the Telecommunications 

Regulatory Authority (TRA) successfully 

defended a series of cyber-attacks that targeted 

some government websites. The Computer 

Emergency Response Team aeCERT managed to 

neutralize the problem with minimal damage 

[13]. However, popups, phishing attacks, denial 

of service, ignorance of users about security 

threats among others remain a major challenge. 

The Symantec Report, 2013 on UAE, looks at the 

extent of the cyber threats in the region. It claims 

that 17% of People in UAE have been victims of 

cyber threats, however, there are no analytical 

results to prove this validity. An extensive study 

is necessary in UAE to prove this validity [14]. 

On the other hand, the 2012 UNDP report 

revealed a very big potential in the Middle 

East to build strong e-Government portals that 

would streamline communication and reduce 

operational costs to the tune of 95%  with 

Internet penetration and usage reported at 

35.6% by 2012[15].  This trend has continued 

in the same direction up to today, for instance, 

the 2014 world internet statistics report 

showed a considerable increase in the Middle 

East Internet penetration to approximately 

44.9% by the end of 2013 [16]. This is the 

highest in the whole world which poses a very 

big cyber security threat to the GCC member 

states; 
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Fig 2: Source: Internet World Stats - 

www.internetworldstats.com/stats5.htm, © 2014, 

Miniwatts Marketing Group. 

From Fig 2; the rapid increase in Internet 

penetration in the Middle East up to the tune of 

44.5% by the end of 2013 shows that the region 

has become a major target for different forms of 

cyber-attacks such as malware, phishing and 

Denial of Service attacks. This calls for an urgent 

need for strategic frameworks that can be used to 

protect the big number of people online from 

such disastrous cyber-attacks. 

Many organizations fail to address employee and 

insider vulnerabilities as well as assessment of 

third party partners and supply chains. 

Furthermore, they fail to strategically invest in 

cyber security to ensure that it is in line with their 

business objectives [16]. 

The PWC annual global geographical survey 

2014, revealed that 69% of the US citizen were 

worried of the impact of cyber threats. The 

authors identified 8 cyber security strategies that 

could be of concern to governments, that is to 

say; aligning cyber security strategies with 

organizational objectives, addressing third party 

security, avoiding missing link in supply chain 

management, mobile phone security issues  such 

as encryption and device management policies, 

suspicious employee behavior among others. The 

report further emphasizes funding processes that 

fully integrate predictive, detective and incident 

responsive capabilities [17]. 

In addition to the above strategies, the 2013 

KPMG report on cyber security identified the 

five (5) common cyber security mistakes that 

most organizations make when handling the 

cyber problems; 

i. We have to achieve 100% security in our 

organization, 

ii. When we invest in the best of class technical 

tools, we are safe, 

iii. Our weapons have to be better than those of 

hackers, 

iv. Cyber security compliance is all about 

effective monitoring, 

v. We need to recruit the best professionals to 

defend ourselves from cybercrime. 

However, it should be noted that 100% security is 

not feasible, effective cyber security is not only 

dependent on technology, good security policies 

or determined by organization goals. Furthermore, 

learning is as important as monitoring and finally 

we need to note that cyber security is not a 

department but rather an attitude of people in 

every organization [17]. Therefore, appropriate 

cyber-security frameworks should strike a balance 

between any of the above common security 

mistakes if organizations are to achieve the best 

security defenses. 

Real time threats are more sophisticated and so 

require continuous monitoring by government 

and all other stake holders due to massive threat 

to data and proprietary information. Much as 

governments are trying to keep pace with these 

threats they have not integrated their security 

strategies to provide a more complex solution to 

cyber-attacks. These ever increasing information 

security threats call for the development of 

complex cyber security defenses for the UAE 

government agencies and the entire GCC region 

at large [18]. 

As organizations expand their use of advanced 

security technologies, hackers attempt to break 

into their security by using the weakest security 

link or the less-informed computer user.  Users 

are the biggest security threat for IT-Security of 

any organization, therefore, continuous cultural 

sensitive training and awareness programs need 

to be in place to change their perception of 

information and cyber security. Furthermore, 

cultural and attitude change in the operations of 

government employees is needed to make IT 

security and the ethical use of the state IT 

resources as ubiquitous as technology since it 
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involves changing the way state employees 

perceive IT Security. In [19] a comprehensive 

survey on wireless networks was carried out on 

thousands of access points in Dubai and Sharjah 

Emirates in 2008 and 2010, the results of the 

survey showed that most of them were either 

unprotected or used the weakest protection 

techniques. The results showed that 32% of the 

access points were unprotected while the others 

used weak security encryption techniques. Such 

weak security protocols placed on internet access 

points can expose the people to all forms of cyber 

threats. 

 

A good national identification infrastructure can 

help the government to obtain credentials of 

cyber enemies. The UAE government established 

a strong identity management infrastructure 

(Emirates ID) to enhance homeland security [20]. 

The smart identity card comprises security 

parameters stored on an embedded chip together 

with a person’s physical identity. This has 

enabled secure e-Government transactions and 

monitoring of the influx of foreign workers since 

it links a person’s electronic identity and 

attributes stored across a single distinct identity 

management systems [21]. The government 

needs to improve the security features on both the 

emirates and labour cards given to avoid any 

form forgery by incorporating temper proof 

RFID features on the cards. 

 

Meanwhile, Fadi et al [22], looked at the security 

concerns of the UAE traditional electrical power 

grid that will soon evolve into a smart Grid 

system.  They analyzed the vulnerabilities and 

looked at the current and needed security 

solutions.  One major concern is the under 

construction Barakah Nuclear power plant 

located in the Western Region of Abu Dhabi by 

the Emirates Nuclear Energy Corporation 

(ENEC) that is set to complete by the year 2020 

in order to raise the region’s power output 

voltage from 15.5 Gwe to about 40 Gwe. Power 

Grids normally face attacks on intelligent devices 

and physical connections attacks like IP spoofing 

and denial of service attacks. Therefore, if the 

UAE grid falls under a cyber-attack it would pose 

a very big danger and loss to the government and 

the entire economy. 

 

Furthermore, Kaist et al [23], accentuates that 

nuclear power plants are very important 

infrastructures for providing efficient and non-

interrupted electricity and so require continuous 

government vigilance and protection. The use of 

such digitized systems brings new vulnerabilities 

and threats over the cyber space since they are 

more dependent on software and networks. 

Michael and David [24], provide an insight into 

enhancing cyber security workforce, they 

propose the need to devise ways of building 

professionals who can build, manage and secure 

reliable digital infrastructures and effectively 

identify plans blended for threats. They presented 

a model for developing the next generation cyber 

workforce which combines assessments, 

simulations, customization and support systems. 

However, we are not sure if their model can be 

applied to the UAE Government Agencies since 

it is not effective for interconnected networks.  

We need to put in place a framework that can aid 

the UAE interconnected network systems to 

jointly detect and control cyber threats and this is 

the major contribution of this paper. 

 

The United Nations Institute for Disarmament 

Research report, 2013, claims that Government 

efforts to protect infrastructure and undertake law 

enforcement in the cyber sphere are complicated 

by the fact that most infrastructure and assets 

involved are owned and operated by private 

sector actors with diverse motivations and 

competing equities to protect. This complicates 

the legislation process for instance civil liberties 

are concerned about protecting people’s rights 

than protecting the privacy of people online. 

Therefore, the need to incorporate cultural 

sensitive training and awareness programmes in 
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the UAE cyber security framework is very 

important as it contributes to changing one’s 

online behavior.  

 

The use of “edge” devices, cloud applications 

and the increased regulatory requirements has 

created an urgent need for organizations to 

advance their security and re-think traditional 

approaches to stay ahead of the ever escalating 

risk levels. A new strategic framework is 

therefore needed to address numerous disruptive 

trends across the IT landscape in securing data, 

mobile devices, cloud computing environments 

among others .The major challenge is to address 

disruptive technologies and trends like 

“everything connected”, social computing and at 

the same time manage inherent risks [25].  

 

 
Fig 3: Increasingly sophisticated porous security 

perimeter. Source: Cyber security in modern critical 

environments CGI group INC, 2014, page 5. 

 

Fig 3 shows a highly connected IT infrastructure 

environment that combines data flows from 

mobile devices, critical infrastructures and cloud 

computing environments. All these provide 

sensitive data to internal and out sourced data 

centers under a common back bone. As a result 

an attack on such an environment would be 

disastrous to organizations in terms of massive 

data loses and destruction of critical 

infrastructure. Therefore, we need to design 

cyber security   frameworks which can protect 

critical data in such highly connected and 

distributed network environments. This is the 

case for the e-Government portal of the UAE 

through which all Government to Citizen (G2C) 

transactions have been channeled through 

platforms like the Emirates Identity Management 

System. 

 

Meanwhile, the latest 2014 report by Cisco 

Systems International reveal that malware 

encounters have shifted focus to electronics, 

manufacturing, agriculture and mining industries 

at a rate six times the average encounter across 

industry verticals. It is revealed that 99% of all 

mobile malware in 2013 targeted android mobile 

devices which are the most used devices in the 

region. More still mobile devices introduce a 

major security risk to organizations especially 

when they are used to access company resources, 

they easily connect with 3
rd

 party cloud services 

and computers with security bearings that are 

outside enterprise control. This problem is 

expected to increase especially with the arrival of 

IPV6 deployments across the globe [26]. 

 

It is further reported that by the end of 2014 more 

mobile devices will be connected to the internet 

to about 7 billion devices more than the number 

of people on the planet and in two years’ time 

between 15 billion to 25 billion devices will 

communicate across the internet [26]. This trend 

implies that governments and organizations 

would find it extremely difficult to identify and 

isolate invalid devices trying to access their ICT 

infrastructure. 

 

Authors in [27] assessed the cyber security 

problem in selected ministries of the Government 

of Kenya by providing both descriptive and 

inferential analysis into cyber security 

assessment. They claim that cyber-attacks are 

highly sophisticated to the extent of troubling 
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many organizations in identifying the greatest 

risk vulnerabilities, they reveal that the Kenyan 

government does not own any global network as 

with most African countries which makes them 

very vulnerable to cyber-attacks. However, the 

case study approach used in this research only 

focused on responses from highly qualified IT 

experts leaving out the most suspect computer 

users with little or no IT skills at all. We need an 

all-inclusive framework that considers 

requirements of the different categories of 

people.  

 

The findings of this study revealed that 72.1% of 

the respondents were in agreement that their 

organizations had no secure cyber security 

infrastructure and 62.8% had no risk assessment 

and IT security audits. They proposed a cyber-

security assessment framework based on Karl 

Pearson correlations between the cyber security 

challenges and cyber security state at 95% 

confidence interval. 

 

 
Fig 4: A framework for assessing cyber security 

challenges. Source: Cyber security assessment 

Framework, a case of government ministries in Kenya, 

2014, pp 6, ISSN 2349-1582. 

 

The correlation results from Fig 4 reveal that; 

Lack of awareness of information security issues 

poses the greatest danger to the effectiveness of 

cyber security in many organizations, this 

hierarchy is followed by inadequate cyber 

legislation, inadequate funding and the rapidly 

changing technologies. Therefore, if cyber 

security frameworks do not emphasize adequate 

legislation and cyber security training and 

awareness, their organizations would be highly 

vulnerable to all forms of attacks. This 

assessment framework for the Kenyan 

Government can also be applied by the UAE 

government in the prioritization and emphasis of 

the most pressing cyber security issues.  

 

The NIST Report, 2014 shows that Cyber-attacks 

can seriously disrupt or even paralyze segments 

of critical national infrastructure, therefore, a 

military like defensive or offensive posture or 

action may be required. Appropriate strategic 

management theories and principles are needed 

to guide the control and prevention of these 

attacks [28]. The report claims that the an 

executive order by the US President called for the 

development of a voluntary risk-based 

Cybersecurity Framework which involved a set 

of industry standards and best practices to assist 

organizations in the management of 

cybersecurity risks. The resulting Framework, 

was created through collaboration between 

government and the private sector and uses a 

common language to address and manage 

cybersecurity risk in a cost-effective way based 

on business needs without placing additional 

regulatory requirements on businesses, [28]; 
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Fig 5: Illustration of NIST cyber security Framework. 

Source: NIST Report, 2014. 

It can be seen from Fig 5 above that, the NIST 

framework mainly focused on business drivers 

that influence security activities and considered 

Cyber security risk as part of the organization’s 

risk assessment process. The framework is a risk 

based compilation of guidelines designed to help 

organizations in assessing current capabilities 

and drafting prioritized roadmaps towards 

improved cyber security practices. Its major goal 

is to improve risk based security, however, it fails 

to fully address all critical areas and may not 

work well for private sector agencies. In addition, 

the NIST Framework did not consider other 

important aspects of cyber terrorism like cultural 

sensitive user training and awareness, strict laws 

and regulations and the critical management role 

in the prevention of cyber-attacks in major 

government agencies. 

Other implementation issues like attacker 

motivations, statutory and contractual obligations 

and the fact that most organizations may not 

manage continuous technological upgrades 

remain a major concern. Therefore, we need to 

embed this technological framework into other 

strategies and provide a more robust and all 

inclusive framework for the UAE Cyber security. 

The Framework needs to be a living document 

that will continually be reviewed and updated as 

industry, community, researchers, the defense 

among others provide feedback on 

implementation and control. 

 

The application of strategic management tools to 

prepare for and respond to the uncertainties 

presented by cybersecurity risks against UAE 

government agencies raises awareness of the 

risks among senior managers which then leads to 

actions being taken organizationally to prevent 

such attacks. Since cybersecurity attacks are 

usually against critical national infrastructures, 

senior management takes the responsibility to 

demonstrate both “due care” and “due diligence” 

as established in the UAE Federal Law No (2) of 

2012 [28]. This law requires preventive measures 

be taken to avert and respond to cyber-attacks 

against national infrastructures. 

 

1.3 CHALLENGES TO THE EFFECTIVENESS 

OF CYBER SECURITY DEFENSES 

The 2012 International Telecommunication 

Union (ITU) report revealed a number of 

challenges in the prevention of cybercrime 

globally [29], such challenges include but are not 

limited to over reliance of ICTs for the control 

and management of security functions in 

buildings, cars, aviation services, water and 

energy supply which has made the systems more 

vulnerable to cyber-attacks. Other challenges 

include an overwhelming increase in the number 

of internet users to over 2 billion by 2010 world-

wide.  In the UAE, for instance 66% of the UAE 

households are already connected to broadband 

internet, (TRA-survey, 2014). The availability of 

up to date information on major platforms like 

Wikipedia provides cyber terrorists with massive 

data to exploit systems makes it difficult to draft 

national criminal laws for investigation and 

prosecution of cyber criminals. Such information 

has been a threat leading to attacks on critical 

government infrastructures like central banks 

[30], [31].  While there are delays in establishing 

regulations that would respond to threats against 

new technologies as they emerge, attackers are 

able to quickly adjust their techniques to suit any 

technological advancements. The UAE 

Government, therefore needs to put in place 

strong research groups in the area of cyber and 

cloud security to combat the next generation 

cyber-attacks in the region. In [32], it is said that 

whereas it is cheap to mobilize cyber-attacks, 

technologies for guarding against such crimes are 

becoming more and more expensive. This 

implies that the war against cybercrime needs to 

be jointly handled by all stakeholders in the UAE 

region with major support from Government. 

Furthermore, the problem can be reduced by a 
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combination of defensive technology, continuous 

in depth analysis, traditional diplomacy and 

cultural sensitive cyber security training and 

awareness programs. More still top management 

in the different government agencies especially at 

C-level need to be very vigilant in the planning 

stages for their organizations by incorporating 

cyber security in their strategic plans [33], [34]. 

1.4 FRAMEWORK FOR THE 

EFFECTIVENESS OF CYBER 

SECURITY DEFENSES IN THE UAE. 

In this paper we present a framework that can be 

used for the effective evaluation of cyber security 

defenses in the UAE government agencies. The 

proposed framework is based on a critical review 

of the existing mechanisms and strategies 

available in literature as well as proposing new 

strategies that suite the region. 

 

 

 

 

 

 

 

 

Fig 6: Proposed Framework for Cyber security defense 

in the UAE government agencies. 

1.5 DISCUSSIONS 

From Fig 6 above, the NIST framework has been 

integrated within the developed design to provide 

the technological and risk assessment capabilities 

within the new framework. We propose a hybrid 

framework that provides for advanced 

technology accompanied by culturally sensitive 

Training and Awareness Programs, Competent 

Information Security Professionals, enforceable 

Laws and Regulations as well as strong senior 

Management Role (support) in cyber security. 

a) Role of Management 

The prevention of cyber-criminal activities is 

considered a strategic issue in both private and 

public sectors. It is therefore important that 

management in all UAE government agencies 

incorporates cyber security into the planning and 

budgeting processes of the organization. The 

plans need to deal with turbulent or unpredictable 

situations that would arise following a cyber-

attack. 

b) Competent Information Security 

Professionals. 

The UAE government needs to build a very 

strong workforce in area of information security 

and cyber security by equipping a selected 

number of people with appropriate skills through 

tailor made training programmes. Furthermore, 

emphasis needs to be put on research to ensure 

readiness of the trained personnel in case 

technological changes occur. The government 

can also apply the Training of Trainers (TOTs) 

method to increase the number of these skilled 

personnel by investing heavily in the lead trainers 

who can later train others in a culturally sensitive 

approach. Local post-secondary and university 

curriculum needs to be revised from time to time 

to meet the ever changing demands of cyber-

attacks. This can possible by availing a research 

grant in the area of cloud and cyber security to 

enhance innovation and continued supply of 

strong information security professionals, 

protocols and standards. 

c) Laws and Regulations 
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Regulatory frameworks are necessary in ensuring 

that the public and critical national interests are 

protected.  National laws on privacy, integrity 

and confidentiality of personal information and 

data provided to financial, health and government 

agencies can only be enforced by ensuring 

compliance of the different agencies.  In the case 

of the UAE, it was not until 2006 that the UAE 

Federal government came with a law against 

cybercrime.  The Federal Law No. (2), 2006 on - 

the Prevention of Information Technology 

Crimes (English) came into existence at a time 

when issues of information security were being 

recognized as a global issue that required each 

country to put in place such laws.  This law was 

further updated in 2012.  The government needs 

to be more vigilant in the implementation of 

these laws and at the same time review the 

legislations annually to ensure that next 

generation threats are incorporated in national 

security frameworks and planning documents. 

d) Training and Awareness 

Evidence has been provided in the literature 

about the importance of user training and 

awareness as a factor in cyber-security 

effectiveness.  An organization might have 

implemented the best technology that is 

supported by the most experienced technical 

team but without effective user awareness and 

training programs. In such situations its cyber-

security   programs will still fall short.  The 

actions of a single user can compromise the data 

and infrastructure of the entire organization.  

Successful cultural sensitive user training and 

awareness programs will have the following 

results: 

i. Users that are committed to the use of 

strong passwords as a matter of routine. 

ii. Users that exhibit behaviors and attitudes 

that are aligned to the organizations overall 

cyber-security policies and procedures. 

iii. Users who possess a general common sense 

in their security behavior such as: not 

opening email attachments with 

executables; backing up their important 

files; connecting personal devices such as 

smartphones and other devices to corporate 

networks; emailing a highly sensitive 

document outside the organization. 

iv. Citizens who value the pride of their nation 

and critical national infrastructure among 

others. 

All these four discussed strategies together with 

the NIST technological framework contribute a 

strong combined framework that can be used to 

ensure effective cyber security defense in the 

UAE government agencies. It may also be 

important to apply the cyber security challenge 

assessment framework proposed in Fig 4 to 

handle the prioritization of the most pressing 

challenges in the region. 

CONCLUSION 

In this paper, a framework for effective cyber 

security defenses in the UAE government 

agencies has been proposed. The proposed 

framework merges technological defenses 

together with strict legislation, strong 

management responsibility especially in planning 

and analysis of critical issues as well as the 

establishment of cultural sensitive training and 

awareness programmes. A typical cyber security 

challenge assessment framework has also been 

discussed to enable prioritization of the 

challenges. Some of the strategic guidelines 

revealed for cyber space security include 

enhancement of technical, operational and 

analytical capabilities of all institutions of 

concern, protection of critical infrastructure and 

strategic assets, promotion and facilitation of 

public-private partnerships for promotion of 

national properties, strengthening online security 

and full support to international cooperation. 

Other recommendations may include reviewing 

the existing system of technology especially for 

hi-technology crimes and providing a workable 
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solution for preserving as well as examination of 

evidence.  All these can be achieved by following 

the guidelines provided by the proposed 

framework for effective cyber security defense. 

However, the cyber security issue still remains a 

very expensive global concern that requires 

strong cooperation from all stakeholders in UAE 

and globally. In future we intend to study role of 

culture in the design of effective cyber security 

training and awareness programmes and examine 

the need for incorporation of cyber security 

education in the UAE syllabi.  
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ABSTRACT 
 

With the rapid advancement of capture devices like 

tablet or smart phone, there is a huge potential for 

online signature applications that are expected to 

occupy a large field of researches in forthcoming years. 

Online handwritten signature encounters difficulty in 

the verification process because an individual rarely 

produce exactly the same signature whenever he signs. 

This difference in the produced signature is referred to 

as intra-user variability. Verification difficulty occurs 

especially in the case where the feature extraction and 

classification algorithms are designed to classify a 

stable length vector of input features. In this paper, we 

introduce an efficient algorithm for online signature 

length normalization by using Up-Sampling and 

Down-Sampling techniques. Furthermore, online 

signature verification system is also proposed by using 

both Principal Component Analysis (PCA) for feature 

extraction and Artificial Neural Network (ANN) for 

classification. The SIGMA database, which has more 

than 6,000 genuine and 2,000 forged signature samples 

taken from 200 individuals, is used to evaluate the 

effectiveness of the proposed technique. Based on the 

tests performed, the proposed technique managed to 

achieve False Accept Rate (FAR) of 5.5% and False 

Reject Rate (FRR) of 8.75%. 
 

 

KEYWORDS 
  

Artificial neural network, authentication, biometrics,   

principal components analysis, length normalization 

and signature verification. 
 

1 INTRODUCTION 
 

Biometric system is a pattern-recognition system, 

which recognizes an individual based on a feature 

vector extracted from physiological or behavioral 

characteristic that belongs to the person [1,2]. 

Biometric is one of the emerging techniques used 

for authentication because it has been shown to be 

both more fool-proof and reliable [3]. There are 

two main modes of a biometric system [4]. The 

first mode is the Identification Mode, which 

means comparing the target biometric data with all 

the data available in the system, or simply one that 

can be translated into this question: “Who are 

you?”. In other words it performs a one-to-many 

(1: N) match. Usually, this mode consumes much 

time because it needs to do many comparison 

operations. The main purpose of user 

identification is to search the closest matching 

identity. This type of biometric authentication is 

normally used in surveillance and forensic 

applications [3, 5]. The second mode of biometric 

system is the Verification Mode, which is based 

on this question: “Are you who you claim to be?”. 

In this mode, the target biometric data is compared 

with the specific reference stored in the system to 

authenticate its identity. In other words, it 

performs a one-to-one (1:1) match. Usually, this 

mode needs less time than the identification mode 

[5, 6-8]. 
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Handwritten signature normally consists of the 

first and last name of a person and it is also 

common that the signature does not contain the 

full name but only one part of it. This type of 

signature is referred to as a paraph [9]. Signature 

is a behavioral type of biometrics, which has a 

high legal value for document authentication, as 

well as being dependent on by both commercial 

transactions and government institutions [10, 11]. 

Furthermore, it acts as a non-invasive and non-

intrusive authentication process for the majority of 

the users [7, 12]. It is one of the most accepted 

biometrics, since most individuals have their own 

signatures that could be used as their own token 

[13]. The property of the high intra-user variability 

undermines the absolute signature accuracy. This 

property takes place because individuals cannot 

produce a signature that is exactly the same as one 

of the previous versions. Another limitation is that 

handwritten signature can be forged without using 

specialized hardware [14]. For this reason skilled 

forged signatures should be considered in the 

testing. Signature authentication is done either 

based on static or dynamic data. The former is 

referred to as offline signature verification that 

performs user verification using scanned signature 

images, which are written on paper-based 

document. The latter is referred to as online 

signature verification system where signature 

samples are captured digitally usually using 

digitized pen and graphical tablets. Here, a richer 

amount of information is captured, which often 

includes signals as a time series of ][tx and ][ty

coordinates, as well as pen pressure ][tp .However, 

it is difficult to achieve high correct matching 

accuracy in signature verification due to the high 

intra-user variability, which will increase the False 

Reject Rate (FRR).  

The rest of the paper is organized as follows. 

Section 2 is dedicated for literature review related 

to signature verification.  In section 3, the 

framework design is described. Then, the 

proposed signature length normalization is 

presented in section 4. In section 5, the signature 

verification system is proposed. The experiment 

and implementation is described in section 6 and 

finally, in section 7, the conclusion is presented. 
 

2 SIGNATURE VERIFICATION 

 

Most of the works of online handwritten signature 

verification involve the following four phases: 

data acquisition, pre-processing, feature extraction 

and classification [15]. Online signature samples 

are acquired by using standard graphical tablets or 

Personal Digital Assistant (PDA) to capture the 

signature data [16-18]. In preprocessing phase, 

some techniques that are adapted from signal 

processing algorithm are used [16]. The benefit of 

this phase is to enhance the input data in order to 

achieve a better performance. Some of the 

commonly used preprocessing techniques are 

filtering, noise reduction, smoothing, signature re-

sampling (which could be achieved by using 

interpolation) [19], signature normalization in 

terms of position and scale [15], Fourier transform 

to standardize signatures in the domain of 

position, size, orientation, and time duration [20]. 

In the feature extraction phase, there are two types 

of features that can be used, which are function 

features and parameter features. In function 

features the signature is characterized as a time 

series signals, for example, horizontal signal x[t] 

and vertical signal y[t] for positions, velocity 

signal, acceleration signal, pen pressure signal, 

and pen inclination signal. In parameter features, 

the signature is characterized as a vector of 

elements that consists of a statistical and 

mathematical computation based on the acquired 

signature data. Examples would be the total 

signature time duration, pen down ration, number 

of pen up / pen down, AVE/ RMS/ MAX/ MIN of 

positions, speed, and acceleration [16]. In general, 

function features result in a better performance 

compared to parameter features, but they usually 

require time-consuming procedures for 

verification [21]. In the last phase, the 

classification process can be applied by using 

pattern recognition classification methods. 

Usually, signature verification could be 

implemented using statistical or template 

matching approaches [16]. In the case of template 

matching techniques, a queried sample is matched 

against templates of authentic / forgery signatures. 

In this case, the most common approach used is 

the Dynamic Time Warping (DTW) technique [7, 

22, 23]. In the case of statistical approaches, 
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distance-based classifiers can be used to perform 

signature verification. For example, Artificial 

Neural Networks (ANNs) are widely used for 

signature verification, due to their capabilities in 

learning and generalizing as shown in [24] and 

[25]. Other techniques that have been proposed by 

researchers to perform online signature 

verification are Hidden Markov Models (HMMs) 

[11], Support Vector Machine (SVM) [16], 

Bayesian decision method [26] and Fuzzy control 

[27]. 
 

 

3 FRAMEWORK DESIGN 
 

An online signature sample consists of time series 

signals of horizontal ][tx and vertical ][ty coordinates, 

as well as pen pressure ][tp sampled at time t. The 

samples were fed into our system for 

normalization and then verification. Figure 1 

depicts the system stages as a flowchart. The first 

stage is normalization, which normalizes the 

length of the signature to a fixed or desired length. 

The second stage is classification which main task 

is to decide on the “Accept” / “Reject” status. 

Here, classification is performed using Principal 

Component Analysis (PCA) features and Artificial 

Neural Network (ANN) classifier. The operation 

of transformation and verification of online 

signature is started by reading the ][tx , ][ty  and ][tp

signals, which are the horizontal trajectories, 

vertical trajectories and pen pressure respectively, 

where Nt ....2,1 , and N is the desired signature 

length. In the enrollment process, the signature 

features ][tx , ][ty and ][tp are read into the system and 

then passed to the normalization process to output 

the time series of the online signature that has the 

length of N . 

Then the output of the normalized signature is 

passed to the feature extraction operation, which is 

implemented using PCA and then the output 

features are stored in the database as a reference 

model to be used in the prospective matching with 

anyone who wants to verify her / his signature. In 

the authentication process, the queried identity 

signature will be read by the system. The same 

processes that have taken place during the 

enrollment operation should also be applied to the 

queried signature sample. 

 

 
 

 

Figure 1.  Flowchart of the proposed biometric system. 

 

In the classification process, ANN is used to 

compare the enrolled and authenticated signature 

features. Finally, decision maker based on 

threshold will decide whether the signature should 

be accepted or rejected. 
 

 

 

4 SIGNATURE LENGTH NORMALIZATION 

 

Intra-user variability of handwritten signature is 

inherited within genuine human signatures with 

regards to orientation size, and total signature 

duration (signal sampling parts). In this research 

work, normalization is performed in regard to time

t such that all signature samples will have a fixed 

length of signing duration N . In this work, the 

desired length of the normalization has been 

designed to be 256 signal sampling parts for all 

users in the database for a simulation as it is close 

to the average length (261 signal sampling part) of 

the SIGMA database for 200 users, as well as to 

assist the verification operation. Normalization is 

beneficial for verification operation, especially 

when the feature extraction and classifier 

algorithms are designed to take fix-length input 

signal. 

The proposed normalization works by 

transforming an unknown signature sample of 
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variety length N  into the desired signature length 

N without distorting the signature sample. The 

implementation of the normalization is based on 

Up-Sampling [28, 29] and Down-Sampling [29, 

30]. Up-Sampling is defined as follows: the output

][nF of a 2 factor up sampling is obtained by 

interlacing the input sequence ][nE  with zero value. 

To smooth the Up-Sampler operation, a specific 

value is inserted instead of zero interlacing, which 

is estimated by performing an average 

neighborhood interpolation as shown in (1) [31]: 
 

2

])1[][ 


nEnE
value                            (1) 

Down-Sampling is defined as follows: if ][nG  is 

the input of a 2 factor down sampling, and then 

the output is ]2[][ nGnH  . Down-Sampling is 

required for those signatures that have signing 

duration N larger than the desired length N , 

whereas Up-Sampling is required for those 

signatures that have signing duration N less than 

the desired length N . Normally, Up-Sampler and 

Down-Sampler are applied to linear discrete-time 

systems. Figure 2 depicts the two re-sampling 

operations. The lower arrow shows an Up-

Sampling operation where the number of sine 

waves is increased from 2 to 6 periods (up-

sampling with a factor of 3). The upper arrow of 

the same figure shows a Down-Sampling 

operation where the number of sine waves is 

decreased from 6 to 2 periods (down-sampling 

with a factor of 3). In the current research, there is 

no stable factor due to the intra-user variability 

property of handwritten signature. 
 

 
 

Figure 2.Up-Sampling and Down-Sampling illustration. 
 

The online signature normalization process is 

depicted in Figure 3. The algorithm is started by 

comparing the target N  (desired length) with the 

input signing duration N . If the input is less than

N , then Up-Sampling operation will be invoked 

to increase the total number of sampling parts in 

order to make the length equal to N . Otherwise, 

Down-Sampling operation will be invoked to 

decrease the total sampling parts to make the 

length equal to N . 
 

 
 

Figure 3.Online signature normalization process. 

 

 

Up-Sampling process is implemented by using 

bi-linear interpolation [31] as shown in the 

following algorithm: 
 
                        

                                         

                                 

   

       

                  
                    

 
  

                                                          

    

                                             

 

Then, Down-Sampling process is implemented 

by using decimation as shown in the following 

algorithm: 
 
                        

                                         

                                 

   
        

                                           

    

                                                

 

The same algorithm (Up-Sampling and Down-

Sampling) is applied to ][ty  and ][tp  time series 

signals. 

 

Time Index n Time Index n 

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 4(1): 302-313

305

 The Society of Digital Information and Wireless Communications, 2014 (ISSN: 2305-0012)



 

 

Results of the normalization stage are visualized 

using two display styles. For the first one, the 

signals x , y  and p  are visualized with respect to 

time (t), and for the second one, the x signal 

versus y signal is shown in order to visualize 

whether there is a difference between un-

normalized and normalized signatures. The reason 

for visualizing using the first style is to clarify 

what has been modified in the normalized signal 

compared to the original one. Furthermore, two 

types of normalized signature are shown. The first 

shows the result of a Down-Sampling operation of 

a signature that has more signal sampling parts 

(trajectories) than the required length of 256. The 

second  shows   the  result   of   an  Up-Sampling  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

operation on a signature that has fewer signal 

sampling parts (trajectories) that the required 

length of 256. In order to test the normalization 

process, a signature with the maximum signature 

length of 914 trajectories is chosen from the 

SIGMA database for the Down-Sampling test and 

a signature with the minimum signature length of 

53 trajectories is chosen for the Up-Sampling test. 

The results of the Down-Sampling are depicted in 

Figure 4 and Figure 5. In Figure 4, signature 

signals x , y and p versus time t are depicted. The 

figure shows the signal length of 914 signal 

sampling parts (trajectories) before normalization, 

and after normalization, it is shown that the target 

length N is achieved while still maintaining the 

shape and position of the signature. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. Down-Sampling normalized signals x , y and p diagram. The first row shows Un-normalized signals and the second 

row shows normalized signals. 
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Figure 5 visualizes the signature before (left side) 

and after normalization operation (right side) as x
signal versus y  signal. It could be observed that, 

there is no significant difference between them. 

The results of Up-Sampling are shown in Figure 6 

and Figure 7.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Specifically, in Figure 6 signature signals x , y

and p versus time t are depicted. It is clear from 

the figure that each signal length before 

normalization was 53 trajectories, while after 

normalization the target length of 256 trajectories 

is achieved. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5. Signature before and after Down-Sampling normalization operation. 

 

 

Figure 6.  Up-Sampling normalized signals x , y and p diagram, the first row shows Un-normalized signals and the 

second row shows normalized signals. 
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Figure 7 visualizes the signature before (left side) 

and after (right side) Up-Sampling normalization 

operation as x signal versus y signal from 53 to 

256 signal sampling parts (trajectories). 

From the tests performed, it is shown that the 

proposed normalization process has managed to 

achieve the intended objective to modify the 

length of a signature so that it has the desired 

length N . The proposed normalization algorithm 

might be applicable to control the length of any 

biometric modal, where it is able to Up-Sample or 

Down-Sample a time series signal without any 

side effect for further processing operations. 
 

 

5 SIGNATURE VERIFICATION SYSTEM 
 

The signature verification system consists of two 

separate processes which are feature extraction 

and classification. Feature extraction is 

implemented using Principal Component Analysis 

(PCA), while classification is implemented using 

Artificial Neural Network (ANN). 
 

 

 

5.1 Principal Component Analysis (PCA) 

 

To increase the recognition rate of handwritten 

signature, it is preferred to use a feature extraction 

that transforms the signature signals from its 

original domain to another domain to maximize 

the variance and decrease the correlation between 

genuine and forged signature samples. Principal 

Component Analysis (PCA) is used in this 

research work to improve the recognition rate 

[32]. The reason for using PCA is due to its ability 

to transform a data set (signatures in our case)  

 

 

 

 

 

 

 

 

 

 

 

from correlated domain to another domain that is 

highly uncorrelated among the original data set 

[32,33]. Specifically, PCA can do variance 

maximizing between genuine and forged signature 

samples [32]. PCA is a method that uses 

orthogonal transformation to switch a set of points 

of possibly correlated variables into a set of points 

of uncorrelated variables namely principal 

components. More details relevant to PCA 

implementation can be found in [34]. In our work, 

PCA is implemented by transforming the 

normalized time series signals of ][tx , ][ty and ][tp into 

uncorrelated domain. After PCA implementation, 

three columns of outputs are produced. The first 

column corresponds to the first Eigen vector 

component that belongs to the highest Eigen 

value. The second column is the second highest 

Eigen value and the third column is the lowest 

Eigen value. The length of each column is 256 

features, which is the length of the signature after 

normalization. Figure 8 shows the effect of PCA 

on our dataset of signatures. It is clear that before 

undergoing the PCA operation, it is difficult for 

the ANN to separate genuine from forged 

signatures and assign a group for each one because 

before PCA both genuine and formed signature 

samples are consisting of correlated features. 

Conversely, classification can be done more easily 

by ANN after the PCA operation. The three 

component vectors of PCA output are combined in 

a single vector to represent a signature sample. In 

order to avoid a long signature represented vector, 

which is unpractical for the classification, feature 
 

 

Figure 7. Signature before and after Up-Sampling normalization operation. 
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Figure 8. PCA is effective on generating variance 

maximization between genuine and forged signatures. 

 

 

 

selection based on equal segment is employed to 

reduce the vector representation length. In this 

study feature selection is done empirically. The 

selection is implemented on each component 

vector by dividing the vector (256) into 8 

segments (seg_xx); each segment size is 32 

features. The selection is done by taking the 1
st
 

(seg_11), 4
th

 (seg_14) and 8
th

 (seg_18) segments 

among the 8 segments from the first component 

vector. The same goes for the second and third 

columns.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The reason for this selecting is that the three 

segments are equivalent to the first, middle and 

last partitions of the signature, taking advantage of 

the proposed normalization, which maintains the 

shape of the original signature. Finally the length 

computation of each signature represented vector 

is performed as in equation (2): 
 

                                                          

                                                                   (2) 

 

Table 1 explains the detailed procedure of the 

represented vector construction of each signature 

sample. In this table, each bolded cell is 

considered to be included in the final signature 

represented vector. Eventually, the length of the 

final vector is 300 floating point numbers. The 

order of the features of the represented vector for 

each signature sample consists of the bolded 

values that are in the table. The order is: c11, c12, 

c13, c21, c22, c23, c31, c32, c33, v1, v2, v3, 

seg_11, seg_14, seg_18, seg_21, seg_24,seg_28, 

seg_31, seg_34, seg_38. 

Where each of cxx and vx is a floating point 

number, while seg_xx is 32 floating point 

numbers. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Eigen-

Vector 

Eigen-

Value 

Three Component Vectors (seg_(row, column)) 

c11 c12  c13 Highest-

v1 

seg_11 seg_12 seg_13 seg_14 seg_15 seg_16 seg_17 seg_18 

c21  c22  

c23 

Middle-

v2 

seg_21 seg_22 seg_23 seg_24 seg_25 seg_26 seg_27 seg_28 

c31  c32  

c33 

Lowest-

v3 

seg_31 seg_32 seg_33 seg_34 seg_35 seg_36 seg_37 seg_38 

 

(i.e.) c21: first value of the second Eigen vector, v1: first Eigen value, seg_38: 8
th

 segment of the 

3
rd

 component vector. 

 

Table 1 

Represented vector of each signature sample consisting of the underlined features. 
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5.2 Artificial Neural Network (ANN) 
 

Multi-layer perceptron (MLP) artificial neural 

network is employed in our research. MLP is a 

feed-forward artificial neural network model that 

maps sets of input data into a set of target outputs 

[35, 36]. MLP consists of multiple layers (input 

layer, hidden layer(s) and output layer). Each layer 

contains several nodes. Each node is stimulated 

according to an activation function. Every node is 

connected to subsequent nodes in the next layer 

(full connection), with no connection among 

nodes that are in the same layer. The training 

(learning) type of MLP is supervised learning 

technique called back-propagation of the training 

network [37]. The training term is achieved by 

modifying the weights by using certain number of 

iterations (Epochs) until the modified values 

satisfy the gradient error. 

In the network construction, the number of nodes 

in the input layer is the same as the number of 

input features of the represented vector. In our 

case the represented signature features has 300 

real number features (as discussed in PCA). 

Therefore, our input layer consists of 300 nodes. 

The number of output nodes is the number that 

identifies the general category of the state of the 

system [38]. The proposed system has one output 

node because it is able to identify whether the 

signature is a genuine or forged sample. The 

MLP-ANN parameters used in our algorithm are 

as follows: 300 input nodes in the input layer, 2 

hidden layers, the first and the second hidden 

layers consist of 80 and 40 nodes respectively, and 

the final output layer is one node. The training 

algorithm used is the Scaled Conjugate Gradient 

(SCG) algorithm [39]. It has the ability to train 

300 features in one vector efficiently. Activation 

function is tangent sigmoid (to activate -1 and +1 

threshold output). A score result that is between 0 

and -1 is classified as forged signature. While a 

score result between 0 and +1 is considered as 

genuine signature. The number of training 

iteration is 150, which is set experimentally. 

Learning rate is 0.3. An interleave division 

method [35] is used as a validation in order to 

improve generalization. This procedure cycles 

trained samples among the training set, validation 

set, and test set according to percentages. The 

percentage of division is 70% training set, 15% 

validation set and 15% testing set. And the 

maximum error number of validation that stops 

the training is set to 6 (as default). All the 

aforementioned parameters of ANN have been 

chosen empirically after intensive experiments 

using MATLAB tool. Figure 9 illustrates the 

finalized ANN topology. 
 

 
Figure 9. Artificial neural network structure for the proposed 

recognition system. 

 

 

6 EXPERIMENT AND IMPLEMENTATION 

RESULT 
  

The experiment is implemented on the online 

signature template after normalization 

preprocessing to measure the verification accuracy 

of the proposed normalization method. The 

experiment is done according to the following 

steps: 

 

1- Using signatures from the SIGMA database 

[40], the training matrix is built. The training 

matrix consists of signatures from 200 

individuals where for each individual, 10 

genuine samples and 10 forged samples (five of 

them are random forged samples and the other 

five are skilled forged samples) are obtained. 

Each signature sample is represented by 300 

features. Thus, the training matrix size is 

]20300[   (300 features for each sample with 20 

samples for each individual). Training is run by 

ANN for the signatures of each individual 

separately. 
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2- The evaluation of the result produced by ANN 

is done by extracting the False Accept Rate 

(FAR) and the False Reject Rate (FRR) for 

each individual separately. The testing matrix is 

built similar to the way the training matrix was 

built. 

3- In the training target (destination) of ANN, a 

sign 1  is assigned to the first 10  signature 

samples of the trained matrix, while 1  is 

assigned to the second 10  signature samples of 

the training matrix to mark and train the ANN 

that the first 10  are genuine samples and the 

second 10  are forged samples. 

4- Compute the Receiver Operating 

Characteristics (ROC) curve of the verification. 

The threshold is varied from 1  till 1  with 

1.0 intervals )1:1.0:1(  . 

5- FRR is computed by evaluating the resulting 

scores of the first 10 samples. If any sign of the 

first 10 samples is less than the threshold, False 

Rejection (FR) counter will be increased by one

)1(  FRFR , since they are supposed to be as 

accepted (signs are larger than threshold) but 

they are wrongly rejected by the verifying 

system. On the other hand, if the results of the 

second 10 samples have signs more than the 

threshold, they are considered as False Accept 

(FA) and the counter will be incremented by 

one )1(  FAFA . The FAR and FRR are 

computed as in (3) and (4) respectively: 

    
  

  
                                (3) 

 

    
  

  
                                 (4) 

 

6- The accuracy of each user is computed by 

using (5): 

                  
       

 
                (5) 

 

7- Then, to take into consideration all individuals 

in the SIGMA database, an average of the 200 

individuals’ accuracy is computed by using (6):  

            
 

   
                    

            (6) 

Concerning the result of the experiment, Table 2 

lists FAR, FRR and their average. The error rates 

are extracted by using two experiments. The first 

one includes ANN validation and the second 

experiment excludes validation. The table lists the 

errors in terms of certain thresholds. For example, 

in the case of -0.2 threshold, the average error rate 

including validation is 10.525%, whereas without 

validation, the average error rate is 7.125%. 
 

Table 2 

Verification accuracies as an error rate (FAR and FRR) in 

terms of several thresholds. 
Threshold Validation Averag

e 

Error% 

Without 

Validation 

Averag

e 

Error% FRR
% 

FAR
% 

FRR
% 

FAR
% 

-0.5 10.1 11.9 11 8.2 6.85 7.525 

-0.4 11.4 14.45 12.925 7.85 6.3 7.075 

-0.3 10.05 11.6 10.825 9.15 6.2 7.675 

-0.2 12.65 9.35 11 8.7 5.7 7.2 

-0.1 11.5 9.55 10.525 8.75 5.5 7.125 

0 13.85 10.5 12.175 9.1 6.4 7.75 

0.1 14 8.55 11.275 10.85 4.75 7.8 

0.2 14.6 6.8 10.7 10.55 4.7 7.625 

0.3 16.25 7.85 12.05 11.55 4.85 8.2 

0.4 16.35 5.85 11.1 11.65 4.45 8.05 

0.5 21.2 5.3 13.25 11.75 4.3 8.025 

 

Figure 10 depicts the ROC curves after the 

smoothing operation, where the threshold is 

between -1 and +1, and shows the error rate 

difference between verification with and without 

validation. 

 
Figure 10.  ROC curves for verification accuracy with and 

without validation. 
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6 CONCLUSION 
 

Online handwritten signature verification is 

implemented using function features, which are 

time series signals of the signature. These signals 

vary in the length according to the original 

signature samples given by the same signer. The 

proposed normalization, which comprises of Up 

and Down sampling, is implemented for 

generating a fixed or desired signal length for both 

horizontal (x[t]) and vertical (y[t]) signature 

position signals, as well as pen pressure signal 

(p[t]). In the result, the proposed normalization 

has eliminated the drawback of the intra-user 

variability by providing a fix length of signature 

samples without any side effects. Then, the 

normalized signature samples are passed to the 

proposed signature verification system, which 

consists of PCA and ANN. Finally, two types of 

experiments have been performed with and 

without validation. The average of the error rate 

accuracy achieved without validation is less than 

that with validation by 3.4%, because validation 

procedure tries to generalize the training data in 

ANN, which results in a more competitive 

verification rate. 
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ABSTRACT 

 
The rapid development and emergence of various 

forms of Internet based publications, which include 

social networking sites (Facebook, Twitter etc), web 

logs (blogs), chat groups, newsgroups and many 

others, have revolutionized the communication and 

of information in this modern era. Attributed with 

borderless nature and geographical independence, 

these online platforms have enabled Internet users 

to easily disseminate any kinds of information and 

news to the public at large. This is in stark contrast 

with the traditional print and broadcast media 

whereby their reach and influence are limited by 

territorial boundaries and localities. Unfortunately, 

the ability of these online channels to have a global 

reach has attracted a large number of unscrupulous 

users to disseminate defamatory materials in the 

cyber world. And since cases of online defamation 

are reportedly on the rise in Malaysia, the study 

attempts to examine the effectiveness of the existing 

laws in regulating such a threat to the society. In 

relation thereof, this study will analyze the 

provisions of the Malaysian Defamation Act 1957 

and relevant decided cases on this matter. Further, a 

comparative analysis with the position in Singapore 

and the United Kingdom will be made since 

Malaysia is also a Commonwealth nation and the 

comparative method will enable this study to 

explore a range of alternative approaches that can 

be used as a basis for law reform in Malaysia.  
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1 INTRODUCTION 

 
The revolutionary growth of the Internet and the 
incessant evolution of vast arrays of web-based 
publications have greatly facilitated the exercise 
of the fundamental right to freedom of speech 
and expression. Nevertheless, the comfort and 
convenience of accessibility and publication in 
the electronic environment naturally come hand 
in hand with a number of potential perils as 
ruthless Internet users could easily exploit these 
online platforms in the name of freedom of 
speech. Any kind of online materials, including 
hate speech and defamatory publications, can be 
easily created and disseminated into the public 
domain via numerous forms of web-based 
applications, most notably social networking 
services (SNS) such as Facebook and Twitter as 
well as web logs (blogs). Consequently, it is 
pertinent that appropriate and perhaps similar 
legal safeguards are put in place for online and 
offline speech in order to protect the interests of 
the public and the state. 

At present, wide ranges of legal measures have 
been formulated and readily available to govern 
online expression on the Internet. These include 
public order laws, specific laws for targeted 
communications and media law (Rowbottom, 
2012). In addition, laws designed to regulate 
harmful messages to a specific individual or set 
of individuals have also been applied to 
offensive communications on the Internet. This 
could be best illustrated with the Malicious 
Communications Act 1998 which has been 
employed by the police to caution a man for 
making a false allegation about a TV show in 
his blog even though the law was initially 
enacted to tackle the problem of poison pen 
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letters in offline world. Apart from that, 
defamatory charges and actions for misuse of 
private information have also been initiated 
against offender in the cyber world. 

Any discussion on general law or specific media 
rules involves a vast area and it is almost next to 
impossible to include such discussion in this 
study. Accordingly, this paper will limit its 
scope to defamation only. This is mainly due to 
the fact that defamation law constitutes one of 
the most common permitted restrictions on the 
exercise of the right to freedom of speech and 
expression. It is therefore imperative to see how 
online defamatory materials are dealt with in the 
United Kingdom, Singapore and Malaysia. In 
view of this, the paper offers a brief overview of 
defamatory statements, the status of defamatory 
materials in online publication, the application 
of multiple and single publication rules to 
Internet publications and the legal position of 
online intermediaries. 

 

2 OVERVIEW OF DEFAMATORY 

STATEMENT  

 

The law of defamation in the UK is governed 

by the Defamation Act 1996 and the 

Defamation Act 2013. Both statutes however 

do not provide explicit definition of what is 

meant by defamatory. In the leading case of 

Sim v Stretch [1936] 2 All ER 1237 (HL), Lord 

Atkin proposed that a defamatory statement is 

one which injures the reputation of another by 

exposing him to ‗hatred, contempt or ridicule‘, 

or which tends to lower him ‗in the estimation 

of right–thinking members of society‘. It has 

been generally accepted since then that 

defamation refers to ‗the publication of a 

statement which reflects on a person‘s 

reputation and tends to lower him in the 

estimation of right–thinking members of 

society generally or tends to make them shun or 

avoid him‘ (Rogers, 2010).  

 

The same decision was later referred by 

Tugendhat J in Thornton v Telegraph Media 

Group Ltd  [2010] EWHC 1414 (QB), [2011] 1 

WLR 1985, in which it was ruled that 

‗whatever definition of ―defamatory‖ is 

adopted, it must include a qualification or 

threshold of seriousness, so as to exclude trivial 

claims‘. This requirement of ‗threshold of 

seriousness‘ seems to be parallel with the 

judgment in Jameel v Dow Jones & Co [2005] 

EWCA Civ 75, [2005] QB 946, where the 

commission of real and substantial tort in any 

defamation suit is regarded as a necessary 

element.  

 

The new Defamation Act 2013 has then 

inserted an additional prerequisite under section 

1(1) which requires the claimant to prove the 

publication of the alleged defamatory statement 

has caused or is likely to cause serious harm to 

his reputation before a defamation action can be 

initiated. As for bodies trading for profit, the 

‗serious harm‘ condition requires them to 

demonstrate that they have suffered or is likely 

to suffer from serious financial loss due to the 

publication of the allegedly defamatory 

statement. Section 1(2) of the Defamation Act 

2013 provides that ‗For the purpose of this 

section, harm to the reputation of a body that 

trades for profit is not ―serious harm‖ unless it 

has caused or is likely to cause the body serious 

financial loss‘.  It is argued that the requirement 

of serious harm has raised the bar for bringing a 

claim in the UK, making it more difficult to 

commence defamation proceedings as it. 

 

In Malaysia, the law which governed 

defamation is the Malaysian Defamation Act 

1957. This act is in pari materia with the 

English Defamation Act 1952 and governs civil 

defamation whilst sections 499 and 500 of the 

Malaysian Penal Code deal with criminal libel. 

Similar to the UK 1996 and 2013 Acts, the 

statute provides no single definition of what 

defamation is. This resulted in the courts in the 

country closely following the law in the UK. 

Nevertheless, there is still no uniform or 

comprehensive definition of what constitutes 

defamation. A number of cases have 

deliberated the interpretation of the word. 
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In Syed Husin Ali v Syarikat Perchetakan 

Utusan Melayu Bhd & Anor (1973) 2 MLJ 56, 

the defamatory test has been set out by Mohd 

Azmi J as follows: 

‗Thus, the test of defamatory nature of a 

statement is its tendency to excite against the 

plaintiff the adverse opinion of others, although 

no one believes the statement to be true. 

Another test is: would the words tend to lower 

the plaintiff in the estimation of right thinking 

members of society generally? The typical type 

of defamation is an attack upon the moral 

character of the plaintiff attributing crimes, 

dishonesty, untruthfulness, ingratitude or 

cruelty.‘ 

 

The subsequent case of Tun Datuk Patinggi 

Haji Abdul-Rahman Ya’kub v Bre Sdn Bhd & 

Ors, [1996] 1 MLJ 393 has concluded that the 

test of defamatory nature of a statement is its 

tendency to excite against the plaintiff the 

adverse opinion of others, even though nobody 

believes in the truth of the statement. It was 

highlighted by Richard Malanjum J that: 

 

‗As to whether the words complained of in this 

case were capable of being, and were, in fact, 

defamatory of the plaintiff, the test to be 

considered is whether the words complained of 

were calculated to expose him to hatred, 

ridicule or contempt in the mind of a reasonable 

man or would tend to lower the plaintiff in the 

estimation of right – thinking members of 

society generally.‘ 

 

The issue has also been discussed by the Court 

of Appeal in Chok Foo Choo @ Chok Kee Lian 

v The China Press Bhd [1991] 1 MLJ 37. In 

this case, Gopal Sri Ram JCA observed that: 

 

‗In my judgment, the test which is to be applied 

lies in the question: do the words published in 

their natural and ordinary meaning impute to 

the plaintiff any dishonourable or discreditable 

conduct or motives or a lack of integrity on his 

part? If the question invites an affirmative 

response, then the words complained of are 

defamatory.‘ 

 

And in Mark Ignatius Uttley @ Mark Ostyn v 

Wong Kam Hor & Anor [2002] 4 MLJ 371, it 

was highlighted by Kamalanathan Ratnam J 

that ‗as to whether the said meaning is 

defamatory, the test is to see if such words tend 

to make reasonable people think the worse of 

the plaintiff or whether such words would cause 

him to be shunned or avoided‘. 

 

In Dato’ Seri Anwar bin Ibrahim v The New 

Straits Times Press (M) Sdn Bhd & Anor 

[2010] 2 MLJ 492, the same judicial 

interpretations have been considered and 

Harmindar Singh JC accordingly observed that: 

 

‗In my assessment, therefore, an imputation 

would be defamatory if its effect is to expose 

the plaintiff, in the eyes of community, to 

hatred, ridicule or contempt or to lower him or 

her in their estimation or to cause him or her to 

be shunned and avoided by them. This is to be 

judged by ordinary, right-thinking members of 

the community or an appreciable and reputable 

section of the community.‘ 

 

As to the requirement of ‗threshold of 

seriousness‘ which was established in Jameel v 

Dow Jones & Co  and is now incorporated in 

the UK Defamation Act 2013, the same 

requirement has yet to be required by the courts 

in Malaysia. In the absence of any reported 

decisions and express statutory provisions, the 

publication of any statement will be regarded as 

defamatory under the Malaysian law if such 

statement conforms to the criteria laid down by 

the courts. Thus, if an imputation exposes a 

person to hatred, contempt or ridicule, or tends 

to lower him in the estimation of right-thinking 

members of society generally, or causes him to 

be shunned or avoided, such statement will be 

deemed defamatory. Therefore, it is submitted 

that a distinction should be made between the 

current position in the UK and Malaysia as to 

what constitutes defamation as the Malaysian 
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law does not require a serious harm threshold to 

be proved before the plaintiff can initiate 

defamation proceedings against the defendant. 

 

3 LIBEL OR SLANDER   

 

In both UK and Malaysia, a defamatory 

statement may either be a libel or slander. 

Generally, a libellous statement refers to 

defamation published in permanent form, whilst 

oral defamation or defamation published in 

transient form constitutes slanderous statement. 

Hence, the central distinction lies in the form of 

publication, either it is permanent (written or 

printed words) or transient (spoken words and 

gestures). 

 

Apart from that, libel is actionable per se as 

damage is presumed and need not be proved 

whilst in an action for slander,  the claimant 

needs to prove that some special damage (loss 

capable of assessment in monetary terms) has 

been suffered as a result of the slanderous 

statement (unless it falls within specified 

exceptions) (Milmo, Rogers and Gatley, 2008). 

Further, libellous statement has a greater 

capacity to cause harm and its damages could 

be much higher than slander (Ali Saeh, 2012). 

Therefore, it is important to classify defamatory 

publications as libel or slander as both give rise 

to different legal consequences. 

 

Nonetheless, with the convergence of 

telecommunications, broadcasting and 

information technology industries and the rapid 

development of numerous forms of Internet 

based publications such as social networking 

sites like Facebook or Twitter, video sharing 

sites, blogs and many others, it is becoming 

more and more difficult to differentiate between 

the two. Thus, in order to determine the status 

of defamatory content published on the 

Internet-based platforms, reference must be 

made to the existing statutory provisions and 

relevant decided cases particularly blog 

postings under the law in the UK and Malaysia. 

 

Section 166(1) of the Broadcasting Act 1990 

treated broadcasting by radio and television as 

libel. The section provides that: 

‗For the purposes of the law of libel and slander 

(including the law of criminal libel so far as it 

relates to the publication of defamatory matter) 

the publication of words in the course of any 

programme included in a programme service 

shall be treated as publication in permanent 

form.‘ 

 

This Broadcasting Act 1990 is applicable to the 

whole of UK, except on the distinction between 

libel and slander in section 166(1), which is 

only applicable to England, Wales and 

Northern Island but not Scotland as all forms of 

defamation are actionable in Scots law without 

proof of special damage. 

 

Nonetheless, the courts in the UK have yet to 

judicially scrutinise the application of this 

provision to online content. Materials 

transmitted via the Internet could be rendered 

as publications in permanent form and 

consequently constitute libel if such 

publications fall within the coverage of the 

phrase ‗publication of words in the course of 

any programme included in a programme 

service‘. The word ‗programme‘ has been 

defined in Section 202(1) of the Broadcasting 

Act 1990 as ‗an advertisement and, in relation 

to any service, includes any item included in 

that service‘. Further, section 201(1) provides 

that the term ‗programme service‘ refers to: 

 

‗[A]ny of the following services (whether or 

not it is, or it requires to be, licensed under this 

Act), namely— 

(aa) any service which is a programme service 

within the meaning of the Communications Act 

2003; 

(c) any other service which consists in the 

sending, by means of an electronic 

communications network (within the meaning 

of the Communications Act 2003), of sounds or 

visual images or both either –  
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(i) for reception at two or more places in the 

United Kingdom (whether they   are so sent for 

simultaneous reception or at different times in 

response to requests made by different users of 

the service); or 

(ii) for reception at a place in the United 

Kingdom for the purpose of being presented 

there to members of the public or to any group 

of persons.‘ 

 

It is aptly clear from the aforesaid provisions 

that Internet publications such as blogs, Wiki, 

YouTube, Podcast and many others are most 

likely to be included within the statutory 

interpretations of the phrase ‗programme 

services‘ in section 201(1) (c), and these 

transmitted materials either in the form of text, 

image, audio or video are to fall within the 

meaning of ‗programme‘ in section 202(1) of 

the Broadcasting Act 1990. Thus, it is more 

likely that libel, rather than slander, is the 

dominant tort in the context of Internet-based 

publications.  

 

On the contrary, it may be argued that Internet 

content would not fulfil the statutory 

requirement of ‗sending‘ in section 201(1)(c) 

on the ground that such content is not actually 

being ‗sent‘ but ‗pulled‘ on demand by Internet 

users. However, section 201(1)(c)(i) which 

expressly states that ‗whether they are so sent 

for simultaneous reception or at different times 

in response to request made by different users 

of the service‘ makes this argument difficult to 

sustain. Therefore, defamatory materials 

published via a wide range of Internet 

publications including blogs (either text–based 

blogs or video blogs) will be deemed as 

publications in permanent form and constitute 

libel under section 166(1) of the Defamation 

Act 1996. 

 

It has been suggested by Reynolds (2007) that 

court should treat online defamatory materials, 

especially postings in blogs as slander rather 

than libel regardless of the conflicting argument 

on the application of the aforesaid provisions. 

Blog entries have been said to have more in 

common with the spoken words than newspaper 

publications. This is because they exist in a 

‗low-trust culture‘ and are unlikely to be 

viewed as authoritative. Aside from that, errors 

in blog entries can be corrected within minutes, 

and those who have been defamed by blogs 

have a greater ability to reply to such 

accusations. Nonetheless, Ciolli (2006) 

criticised this assertion as wanting to represent 

the entire blogosphere and is unfounded. The 

important role of search engines in establishing 

authority and the devastating impact of 

defamatory posts on blogs which are frequently 

linked with traditional websites, discussion 

boards and other blogs have not been taken into 

account. Further, it has been observed that not 

all bloggers are active in correcting errors and 

the victims may also not be immediately aware 

of the defamatory posts after they have been 

published in the electronic environment. As a 

consequence, it is submitted that we should 

preserve the status quo of defamatory statement 

in blogs as libel.  

 

Apart from that, cases involving defamatory 

posts by bloggers in the UK have also been 

commenced and tried under the law of libel 

rather than slander. Consequently, there is little 

doubt that entries by bloggers are not to be 

regarded as libel. Nevertheless, even though 

defamatory words which are written in a 

permanent form are almost certainly libel in 

technical sense, there is still uncertainty with 

regard to comments by blog readers. This is due 

to the rulings in Smith v ADVFN Plc [2008] 

EWHC 1797 (QB), 2008 WL 2872559  

whereby the court ruled that it is more 

susceptible to equate bulletin board exchanges 

on the Internet with slander. Eady J observed 

that such comments resemble: 

 

‗[C]ontributions to a casual conversation (the 

analogy sometimes being drawn with people 

chatting in a bar) which people simply note 

before moving on; they are often uninhibited, 

casual and ill thought out; those who participate 
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know this and expect a certain amount of 

repartee or ‗give and take‘.‘ 

 

Further, statements in bulletin boards were not 

meant to be taken seriously as ‗it is often 

obvious to casual observers that people are just 

saying the first thing that comes into their heads 

and reacting in the heat of the moment‘. This 

ruling appears to be a bold departure from the 

earlier decision in Godfrey v Demon Internet 

Ltd [2001] QB 201, [2000] 3 WLR 1020 which 

ruled that defamatory articles posted on the 

Usenet as libel. 

 

Sharp J in Clift v Clarke [2011] EWHC 1164 

(QB), 2011 WL 441883 has subsequently 

quoted with approval the judgment by Eady J, 

when the court refused to grant an order for the 

disclosure of the identity of the persons who 

made comments on the Daily Mail website on 

the ground that such comments were mere ‗pub 

talk‘ and it would be ‗fanciful to suggest any 

reasonable sensible reader would construe them 

in any other way‘. In relation to this, it is 

submitted that comments on blogs should be 

regarded as slander since it could be equated as 

‗pub talk‘ that are expressed in ‗the heat of the 

moment‘. Nonetheless, certain blog comments 

could not be regarded as slander because these 

statements are actionable per se under the law, 

particularly the ones imputing that a person has 

committed a criminal offence, or is suffering 

from a disease, or disparaging remarks on his 

professional or business reputation and 

statements relating to a woman‘s chastity 

(Milmo, Rogers and Gatley, 2008). To sum up, 

it is submitted that it is more likely to treat blog 

comments in general as slander, but comments 

by third parties on certain issues as mentioned 

above will be treated differently since they 

appear to be in the same legal position with 

defamatory entries by blog authors or editors. 

 

As to the publication of defamatory content in 

Malaysia, it is provided in section 3 of the 

Malaysian Defamation Act 1957 that ‗for the 

purpose of the law of libel and slander the 

broadcasting of words by means of radio 

communication shall be treated as publication 

in a permanent form‘. Section 13 (1) also 

plainly stated that reports or matters broadcast 

by radio are regarded as equal to publications in 

newspapers. Since legal suits relating to 

defamatory materials broadcast on television 

stations have been judicially tried and decided 

under the libel law, these provisions have been 

extended to cover publications on televisions as 

well. Among notable cases on these are 

Mohamed Azwan bin Haji Ali v Sistem 

Televisyen (M) Bhd & Ors [2000] 4 MLJ 120 

and YB Dato’ Dr Hasan bin Mohamed Ali v YB 

Mulia Tengku Putra bin Tengku Awang [2010] 

8 MLJ 269. Therefore, it is an established 

principle in Malaysia that publications in 

printed materials and broadcasting through 

radio or television constitute libel rather than 

slander. 

 

With regard to defamatory statements published 

on various types of Internet–based platforms 

including blogs, such materials will be 

subjected to libel law if they fall within the 

scope of ‗the broadcasting of words by means 

of radio communication‘. The term ‗word‘ is 

defined in section 2 of the Malaysian 

Defamation Act 1957 to include ‗pictures, 

visual images, gestures and other methods of 

signifying meaning‘. Whilst the phrase 

‗broadcasting by means of radio 

communication‘ is provided in the same section 

as: 

 

‗Publication for general reception by means of 

a radio communication within the meaning of 

the Telecommunications Act 1950,  and 

includes the transmission simultaneously by 

telecommunication line in accordance with a 

licence granted in that behalf under the 

Telecommunications Act of words broadcast by 

means of radio communication.‘ 

 

By way of analogy with broadcast publications, 

it is to be expected that defamatory materials 

published via Internet platforms to be regarded 

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 4(1): 314-326

319

The Society of Digital Information and Wireless Communications, 2014 (ISSN: 2305-0012)



as libel since online content is also transmitted 

via telecommunication lines and is normally 

composed of a varied combination of written 

texts, visual images and sounds. The 

uncertainty of the issue is now resolved when 

cases involving defamation suits against 

bloggers have been tried and decided according 

to the law of libel, namely the cases of The New 

Straits Times Press (M) Bhd & Ors v Ahirudin 

bin Attan [2008] 1 MLJ 814, Datuk Seri Utama 

Dr Rais bin Yatim v Amizudin bin Ahmat 

[2012] 2 MLJ 807, and YB Hj Khalid bin Abdul 

Samad v Datuk Aziz bin Isham & Anor [2012] 7 

MLJ 301. Thus, it is an established principle 

that publication of defamatory statements in 

blogs and other online communications would 

be regarded as libel and such publication shall 

not be treated differently from printed materials 

and broadcasting through radio or television 

under the Malaysian Defamation Act 1957. The 

status of defamatory blog comments however 

appears to have attracted comparatively little 

attention of the judges. In the absence of 

reported cases and by applying the provisions 

of the Malaysian Defamation Act 1957, it is 

very much unlikely that courts in the country 

will make a distinction between defamatory 

postings by bloggers and defamatory comments 

by blog readers. Thus, Malaysian law will 

generally consider any publication of 

defamatory materials in the blogosphere as libel 

and not slander. 

 

4 MULTIPLE AND SINGLE 

PUBLICATION RULE 

 

Publication is the fundamental basis of 

defamation liability as no action can be 

maintained unless it can be shown that the 

allegedly defamatory materials have been 

published to a person other than the claimant or 

their spouse. In Pullman v W. Hill & Co Ltd 

[1891] 1 QB 524 at 527, publication has been 

defined by Lord Esher MR as ‗The making 

known of defamatory matter after it has been 

written to some person other than the person to 

whom it is written‘. In Wennhak v Morgan 

(1880) 20 QBD 637, another very old case, the 

court ruled that where the communication was 

made to the spouse of the defendant, there will 

be no publication.   

 

Lord Esher MR highlighted this again in 

Hebditch v MacIlwaine [1894] 2 QB 54 that 

‗The material part of the cause of action in libel 

is not the writing, but the publication of the 

libel‘. Thus, publication is the gist of 

defamation, except for Scotland because 

defamation under the Scots Law is regarded as 

an injury to a person‘s feelings and reputation.  

 

Unfortunately, the fact that most of online 

content may remain accessible on the Internet 

for long periods or even for an indefinite period 

after it was first published has created a major 

issue for publishers and authors of online 

defamatory materials. Furthermore, publication 

of defamatory words on the Internet may occur 

in more than one place and the defamatory 

materials are potentially accessible anywhere in 

the world. This is by virtue of the multiple 

publication rule, which derived its origin in the 

case of Duke of Brunswick v Harma (1849) 14 

QB 185, which held that each communication 

of the defamatory statement constitutes a 

separate publication and gives rise to a distinct 

cause of action. Hence, this could result in 

endless liability for publishers and authors of 

online defamatory statement since the statement 

is considered to have been published at the time 

when, and in the place where, it is received or 

accessed from the Internet.  

 

The case of Loutchansky v Times Newspapers 

Ltd (Nos 2 – 5) [2001] EWCA Civ 1805 [2002] 

QB 78 invoked some arguments criticising the 

incongruity of the multiple publication rule 

with online publication. In this case, the 

claimant brought defamation suit against the 

defendants for articles that were published in a 

newspaper and online. After more than a year 

from the date of original publication, the 

plaintiff sued one of the defendants in respect 

of the same articles stored in the online archive. 
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The defendant argued that the publication of the 

articles should be deemed to take place just 

once when they were placed on the website for 

the first time and that a different rule (the single 

publication rule) should be rightly adapted to 

online materials. The Court of Appeal 

disagreed with the contention and ruled that ‗It 

is a well-established principle of the English 

law of defamation that each individual 

publication of a libel gives rise to a separate 

cause of action, subject to its own limitation 

period‘. For that reason, it was held that a fresh 

publication and a separate cause of action are 

constituted each time the articles were 

accessed.  

 

The claimant argued that the Court of Appeal‘s 

judgment constituted an unjustifiable and 

disproportionate interference with its right to 

freedom of expression as it was exposed to 

ceaseless liability for libel, and brought an 

action against the UK in the ECtHR. 

Unfortunately, the Strasbourg court rejected the 

contention as it ruled that it was not necessary 

to consider the point in the circumstances of the 

case. Thus, the issue of ‗ceaseless liability‘ has 

not been addressed by the ECtHR. In relation to 

this, it is suggested that the publishers are 

obliged to remove or attach qualifications to the 

alleged defamatory materials in order to avoid 

being exposed to the risk of liability in the 

future (Collins, 2010). 

 

The incorporation of the single publication rule 

into the Defamation Act 2013 to replace the 

problematic multiple publication rule finally 

brought the enduring concern to an end. 

Nevertheless, the single publication rule was 

initially subjected to numerous criticisms as it 

was claimed that the rule was unsatisfactorily 

drafted (Grace, 2012). 

 

Section 8(1)(3) of the Defamation Act 2013 

stipulates that the first publication of the 

defamatory material to the public (including a 

section of the public) triggers the one year 

limitation period within which the claimant 

must initiate his claim. This has made the single 

publication rule very crucial for online content, 

in particular Internet archives. By applying this 

rule, it can also effectively prevent an indefinite 

defamation action against the same person for 

publishing the same defamatory materials on 

the Internet. However, the single publication 

rule does not apply to subsequent publication 

which is ‗materially different‘ from the manner 

of the first publication. The court may have 

regard to the level of prominence given to the 

statement and the extent of subsequent 

publication in deciding the issue. 

 

Apart from that, the single publication rule also 

does not apply to second persons or third 

parties who repeat or republish the defamatory 

content as they are not the same person who 

published the first statement. Each 

republication or repetition of such materials is 

considered a fresh publication and will give 

rises to a distinct cause of action at common 

law (Akdenis and Rogers, 2000). As regard to 

the liability of the original author or publisher 

for the repetition of the disputed statements, it 

will thus depend on whether the republication is 

reasonably foreseeable (Rogers, 2010). The 

judgment in Slipper v British Broadcasting 

Corp [1991] 1 QB 283 discussed on the 

potential application of this principle to the 

Internet materials. In this case, the plaintiff 

claimed that he was defamed in a film by the 

defendants. The film was reviewed in national 

newspapers a few days after it was broadcast, 

and the plaintiff alleged that the reviews 

repeated the sting of defamatory references to 

him in the film. The issue to be determined by 

the court was whether the defendants could be 

held liable for the republication of the 

defamatory words in the subsequent reviews. 

The Court of Appeal held that the jury would 

be entitled to conclude that the defendants 

anticipated that there would be reviews and that 

the reviews would repeat the sting. 

 

Another case which also considered 

republication of defamatory content on the 
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Internet was YB Hj Khalid bin Abdul Samad v 

Datuk Aziz bin Isham & Anor [2012] 7 MLJ 

301. The plaintiff, an opposition MP for Shah 

Alam, sued the defendants (chief editor and a 

national daily newspaper) for libels arising out 

of their republication of an article defamatory 

of him which originally appeared on the official 

blog of another MP. The issue was whether the 

defendants could be held liable for an article 

which was already posted by another MP on his 

blog. The court found the defendants liable for 

defamation as they made no attempts to verify 

the veracity of the article and they failed to 

publish any disclaimer indicating that the views 

expressed in the article were those of the MP 

and not of the defendants. 

 

5 ONLINE INTERMEDIARY LIABILITY 

 

Online intermediaries generally perform one of 

the three important functions, namely as mere 

conduits, caches or hosts of information on the 

Internet. They have been categorically 

classified into connectivity intermediaries such 

as Internet service providers (ISPs), navigation 

intermediaries such as Google and commercial 

and social networking providers and other hosts 

such as Wikipedia, Facebook, Twitter, blogs 

and many others (Kohl, 2012). The 

intermediaries, including content hosts such as 

blogs, are easier to trace and become a target in 

legal proceedings since they are the gatekeepers 

over materials on the Internet. Further, most 

intermediaries also have deeper pocket and are 

more capable paying damages than individuals 

in defamation actions.  

 

Under Section 10 (1) of the Defamation Act 

2013, the liability of intermediaries for content 

created by others depends on their status. The 

section clearly states that a court does not have 

jurisdiction to hear and determine an action for 

defamation brought against a person who was 

not the author, editor or publisher of the 

statement complained of unless the court is 

satisfied that it is not reasonably practicable for 

an action to be brought against the author, 

editor or publisher. It is clear from the 

provision that defamation action shall be 

limited against those who are not the primary 

author, editor or publisher of the complained 

words. The terms ‗author‘, ‗editor‘ and 

‗publisher‘ carry the same meaning as the ones 

defined in Section 1 of the Defamation Act 

1996. Clause (2) of the section defines ‗Author‘ 

as ‗originator of the statement, but does not 

include a person who did not intend that his 

statement be published at all‘; ‗editor‘ as ‗ a 

person having editorial or equivalent 

responsibility for the content of the statement or 

the decision to publish it‘; and ‗publisher‘ 

refers to ‗a commercial publisher, that is, a 

person whose business is issuing material to the 

public, or a section of the public, who issues 

material containing the statement in the course 

of that business.‘  

 

The orthodox approach prior to the coming into 

force of the Defamation Act 2013 was to treat 

online intermediaries as publishers at common 

law regardless of whether they have actual 

knowledge of the content or not. Their liability 

will turn on whether they manage to establish a 

defence to the defamation action or not. The 

case of Bunt v Tilley [2006] EWHC 407 (QB), 

[2007] 1 WLR 1233 however has established a 

bold departure from this old approach, where it 

was ruled by Eady J that ‗as a matter of law that 

an ISP which performs no more than a passive 

role in facilitating postings on the Internet 

cannot be deemed to be a publisher at common 

law‘. Thus, it can be concluded that actual 

knowledge on the part of online intermediaries 

are required before any liability could be 

imposed against them for publishing 

defamatory materials. The principle has been 

applied in subsequent number of cases 

including the recent case of Tamiz v Google Inc 

[2013] EWCA Civ 68 (CA), [2013] WL 

425761. In this case, the respondent (Google 

Inc.) was sued for providing Blogger.com, a 

blogger platform which had been used by one 

blogger to post defamatory comments of the 

appellant which was removed by the respondent 
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three days after it was notified by the appellant. 

Richard LJ observed that there was an arguable 

case that the respondent was a publisher after 

notification. Since the respondent allowed the 

defamatory postings to remain, ‗it might be 

inferred to have associated itself with, or to 

have made itself responsible for, the continued 

presence of the material.‘ The appeal was 

however dismissed since the court decided that 

any damage to the appellant‘s reputation after 

notification by the appellant but before removal 

is only trivial.  

 

As to the liability of blog owners for 

defamatory comments by third parties, Section 

10 of the Defamation Act 2013 clearly 

stipulates that even though bloggers are not the 

author of such statement, they could still be 

held liable in defamation if it could be shown 

that they are to be regarded as editor or 

publisher of the disputed words. This can be 

seen in the case of Kaschke v Gray [2010] 

EWHC 690 (QB), 2010 WLR 903089, where 

the plaintiff brought libel action against the 

author of defamatory comments on 

Labourhome blog (the first defendant) and the 

blogger who had set up the blog (the second 

defendant). The second defendant applied to 

strike out the suit as he argued that he did not 

participate in the publication of the postings. 

The court granted the second defendant‘s 

application as an abuse of process. The decision 

of the case failed to establish a definite 

principle on the liability of bloggers for 

defamatory third party postings since it is still 

arguable that bloggers could be held liable for 

comments posted on their websites (Tumbridge, 

2011). As such, it has been suggested that 

bloggers may avoid any liability by being wary 

of comments and remove them if they are 

advised that the comments are defamatory, or 

turning off the commentary section in blogs 

altogether (Tumbridge, 2009).  

 

It is submitted that the uncertainty regarding the 

liability of bloggers for third party comments is 

now resolved with the enactment of the 

Defamation Act 2013. By virtue of Section 10, 

and based on the interpretation in Section 1 of 

the Defamation Act 1996, it is unlikely that 

bloggers will be treated as the author or 

publisher of the third party content. However, 

they may still be liable if they exercise editorial 

control over blog reader‘s comments. 

Therefore, it is suggested that in order to escape 

liability, bloggers must not moderate any 

posting by third parties. Alternatively, they may 

moderate third party statements on their blogs 

but once they are notified of any existence of 

defamatory content, they must immediately 

remove it.  

 

As to the position in Malaysia, the case of Kho 

Whai Phiaw v Chong Chieng Jen [2009] 4 MLJ 

103 discussed the liability of bloggers for third 

party content. In this case, the petitioner 

presented a petition to the Election Court to 

declare the respondent‘s victory in the 

Parliamentary election as void for undue 

influence. The respondent was claimed to have 

exerted undue influence by publishing or 

allowing to be published on his blog, Chong 

Chieng Jen‘s Blog, an article written by Mr 

Smith which was said to contain threatening 

statements towards the voters. It was alleged by 

the petitioner that the since respondent has 

absolute control over his blog entries including 

the act of hiding, editing and deleting postings, 

or limiting the type of visitors who could add 

postings or comments on his blog and moderate 

those comments, the respondent should be 

regarded as publisher of all information on his 

blog, including Mr Smith‘s article. The fact that 

Mr Smith‘s article was written and posted by 

third parties does not make any difference as 

the act of publication could not have taken 

place without the respondent‘s consent or 

knowledge. Nonetheless, it was ruled by the 

court that the respondent could not be regarded 

as the publisher of Mr Smith‘s article since 

there was no sufficient evidence to prove that 

Mr Smith‘s article was posted on the 

respondent‘s blog with his knowledge or 

consent.  
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This case clearly showed that in the absence of 

any knowledge or consent on the part of 

bloggers, they are not to be treated as 

publishers of the third party content. This is 

because blogs or other Internet communications 

should be distinguished from the traditional 

print media as the online materials are generally 

not subjected to supervision or moderation prior 

to their publication. (Muneeza, 2010). In 

relation to this, Clement Skinner J observed in 

the case that the duty to establish the element of 

knowledge should fall on the person who 

wishes the court to believe in its existence, i.e. 

the petitioner.  

 

Nevertheless, it should be noted that there is an 

insertion of a new section 114A to the 

Malaysian Evidence Act 1950 which came into 

force on 31
st
 July 2012. The amendment has 

rendered all persons who act as owners, hosts, 

administrators, editors or sub-editors, or who 

facilitate to publish or re-publish any 

publication to be presumed as publishers under 

the law unless otherwise stated (Peters, 2012). 

This latest development appears to make all 

bloggers or other operators of Internet 

communications as publishers and consequently 

liable for any online materials posted on their 

websites, including the third party content, thus 

the element of knowledge shall no longer be 

considered. However, it would be premature to 

say that blog owners are strictly liable for any 

defamatory entries by third party since there is 

yet any reported case on the application of this 

new amendment.  

 

The position in Singapore is quite different 

compared to UK and Malaysia as Singapore is 

one of the few jurisdictions, aside from US, to 

have adopted a code of practice i.e. the 

Singapore Internet Code of Practice relating to 

liability of online intermediaries. There is a 

compulsory registration scheme for ISPs or 

online intermediaries under the Singapore 

Broadcasting Authority (Class License) 

Notification 1996. Authority is also given to the 

Media Development Authority to issue the 

Industry Internet Guidelines and Code of 

Practice. In Singapore, there is a limited 

immunity provision, where a general immunity 

is only provided for packet transmission and 

caching, but not for hosting. Section 10 (3) of 

the Electronic Transactions Act 1998 states: 

‗…the provision of the necessary technical 

means by which third-party material may be 

accessed and includes the automatic and 

temporary storage of the third-party material for 

the purpose of providing access.‘ This does not 

include hosting, which involves more 

permanent storage. Therefore the liability of 

online intermediaries is that of the general law, 

which is common law based. They are regarded 

as publishers, and seen as the equivalent of 

newspapers, rather than libraries or postal 

services (Todd, 2007).  

 

The code of practice in Singapore does not 

protect the online intermediaries that much, as 

paragraph 3(1) until (3) of the code provide that 

an ISP who follows the code incurs no liability 

under the code, but is not immune from liability 

under the general law. There should be a clear 

code which requires ISPs to be responsible, but 

at the same time will not subject them to 

liability if they follow the code. No country in 

the world has yet to adopt this position.  

 

 

6 CONCLUSION 

 

Publication of defamatory content on any types 

of Internet based publications shall be subjected 

to defamation laws if such content fulfil all of 

the prescribed requirements. In general, libel 

law will govern any defamatory materials 

posted on web-based publications as they are 

considered to be publication in permanent form. 

On the other hand, defamatory comments or 

remarks by online readers in relation to the 

original publications in the UK are treated as 

communication in transient form and thus a 

slander, whilst the Malaysian law does not 

distinguish between comments and original 
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postings. Despite the difference between the 

position in the UK and Malaysia, online 

defamatory content is normally accessible for 

an indefinite period of time and can be easily 

repeated or republished in the cyber world. 

Nonetheless, Internet users in the UK are no 

longer exposed to indeterminate liability as the 

Defamation Act 2013 has introduced single 

publication rule which renders their liability to 

expire after one year the statement was first 

published. This reflects the adoption of the 

single publication rule by the Defamation Act 

2013. On the contrary, the multiple publication 

rule still applies in Malaysia and as such, any 

online defamatory content in web-based 

publications is gravely exposed to unlimited 

liability. Pertaining to the liability of online 

intermediaries, it can be said that the situation 

in UK and Malaysia is more similar where both 

countries stress on the element of actual 

knowledge on part of the online intermediaries 

before holding them liable for defamation. The 

situation in Malaysia however has slightly 

changed with the serious implication of the 

newly inserted section 114A of the Malaysian 

Law of Evidence 1950. It is submitted that the 

use of codes of practice as has been practiced in 

Singapore may be considered so as to provide 

protection to the online intermediaries. A good 

code of practice should be very clear and 

include a procedure for dispute resolution.  It is 

suggested that an online intermediary which 

follows the code of practice ought to be 

exempted from liability and should not be 

exposed to the general law.  

 

Despite the fact that the Malaysian Defamation 

Act 1957 existed long before the internet was 

created, it is still applicable to govern the law 

on cyber defamation. Nonetheless, the 

complexity of online defamatory materials must 

be taken into account and any restrictions must 

be clearly set out in laws, be based on 

compelling grounds, be proportionate and 

necessary. Thus there is a pressing need for 

new amendments to be made to the Malaysian 

Defamation Act 1957, especially with regard to 

the publication rule and protection available to 

the online intermediaries, as what has been 

adopted in the UK and Singapore. 
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