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ABSTRACT
Shill bidding is a fraudulent act whereby a seller
places bids on his/her own auction to drive up the
final price for the winning bidder. eBay currently
masks bidder usernames in auctions and has adopted
a 30-Day Bid Summary that restricts the availability
of data on the previous auctions a bidder has
participated in. This has made shill bidding detection
more difficult, as tracking users across multiple
auctions is essential in identifying shills. This paper
presents two pieces of software to aid in the detection
of shill bidding in light of masked bidder usernames
and limited bid history data. First, we propose the
Auction Data Collector to automatically acquire vital
eBay auction data required for shill bidding
detection. Second, we propose the BidderLinker
Algorithm, which links bidders across multiple
auctions they have bid on with the same seller by
utilising the 30-Day Bid Summary. The 30-Day Bid
Summary provides information about bidders that
can be used to uniquely identify them, even if their
usernames are masked. This allows for shill detection
algorithms to be applied to the data gathered from
multiple auctions with the same seller, where
previously this was not possible.
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1 INTRODUCTION
The creation of online auctions has allowed for
more economic freedom between buyers and
sellers. Items can be sold and bought from
virtually every country in the world, whilst
remaining virtually anonymous. This freedom
does not come without repercussions, as some
online users are practicing in unfair or possibly
fraudulent acts [1]. These acts come at the
expense of innocent buyers and sellers. Such
behaviour hurts the reputation of the auctioning
community as a whole.

Shill bidding is the fraudulent act where sellers
or the seller’s accomplices place bids on their
own items [2, 3, 4]. Such behaviour artificially
drives up the final cost of the item, resulting in
innocent bidders paying an exorbitant price to
purchase it. The exact amount that a shill bidder
can expect to receive if participating in shill
bidding is unknown. However, there is a high
likelihood of increased profits if a seller
participates in shill bidding [5].
eBay1 is one of the world’s largest online auction
sites. Since 2008, eBay has begun to mask
bidder usernames on all eBay auctions. eBay
masks usernames by stripping two random
characters from the bidder’s real username and
placing three asterisks (*) between them. For
example, the username Martell45 could possibly
be masked as 4***t. eBay defends their actions
for masking names as a safeguard for possible
scam attempts, such as second-chance fraud,
where outside sellers try to scam innocent
bidders by providing a second opportunity to
purchase an item for a reduced cost [6, 7].
Several shill bidding detection techniques have
been proposed in literature (see [2, 6, 9]). Most
shill detection proposals operate by analyzing
each bidder’s bidding patterns over a range of
auctions and deducing the likelihood each bidder
is engaging in price inflating behaviour.
However, eBay’s masking of usernames limits
the effectiveness of shill detection algorithms, as
they rely on this core information from auctions
to detect shill bidding. Therefore, a solution is
required to be able to track users over different
auctions on eBay to enable these algorithms to
work effectively again.
This paper proposes a way to improve the
quality of data presented to shill detection
techniques using two pieces of software. The
1

www.ebay.com
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first is an online application called the Auction
Data Collector (ADC). This application
automatically scrapes/acquires eBay auction
data. The ADC records vital information
required in shill bidding detection, including:
bidding information (time, date, price), seller ID,
and masked bidder profiles. The ADC allows
researchers to retrieve and store large amounts of
auction data for the use in online auction fraud
research. We also propose the BidderLinker
Algorithm (BLA), which links bidders across
multiple auctions they have bid on with the same
seller by utilising the 30-Day Bid Summary. The
30-Day Bid Summary provides information
about bidders that can be used to uniquely
identify them, even if their usernames are
masked. This allows for shill detection
algorithms to be applied to the data gathered
from the ADC and the BLA over multiple
auctions with the same seller, where previously
this was not possible. Using data collected from
eBay, we show that it is possible to detect
suspicious behaviour even when bidder
usernames are masked and the historical auction
data is limited to 30 days.
This paper is organized as follows: Section 2
provides background on shill bidding detection
research and outlines the problem motivation.
Section 3 presents the software tools that can
gather data from eBay and link a bidder’s
identity based on the 30-Day Bid History.
Section 4 presents some experimental results
based on actual data gathered. Section 5
provides some concluding remarks and avenues
for future work.
2 RELATED WORK / RESEARCH AIMS
2.1 Related Work
The act of shill bidding is classified as a
fraudulent behaviour around the world and is
punishable by law. The offence can result in jail
time and/or substantial fines [10]. Shill bidding
negatively affects online auctioning communities
as innocent buyers are forced to pay an
artificially increased price for items [11].
Legitimate sellers are also disadvantaged as they
receive less income compared to the illegitimate
sellers who participate in shilling. The presence
of shilling on auction websites deteriorates the

trustworthiness of these websites, and the online
auction medium as a whole. This negative
connotation associated with auctions can deter
new buyers from participating in auctions.
Therefore, it also affects legitimate sellers, as
they will have a smaller audience participating in
bidding.
eBay does not actively pursue shill bidders and
thus they are essentially facilitating this
fraudulent act [12]. eBay admitting that
fraudulent activity is being performed on their
website would have a negative effect on the
public image of the trustworthiness of their
auctioning system [1, 13]. This could potentially
result in less people participating in their
auctions, thereby reducing the income they
receive from auctions. eBay also benefits from
shill bidding being performed on their platform,
as eBay receives a 9.9% commission for all
items sold [14]. If the final price has been
artificially increased by a shill, both eBay and
the seller receive increased profits. eBay has
made it increasingly difficult for researchers and
law enforcement to detect shill bidding in their
auctions. Masking all bidders’ usernames has
made the tracking of bidders across multiple
auctions seemingly impossible. This makes shill
bidding detection harder, as shills are more
likely to shill on multiple items from the same
seller.
2.2 Research Aims
Due to eBay’s policy on masking bidder
usernames, it has become exceedingly difficult
for shill bidding research to operate. This act of
masking usernames makes it harder for auction
participants to observe linkages between bidders,
sellers and auctions. Therefore, making the
detection of shill bidding more difficult. Because
of eBay’s interest in not actively pursuing and
publicly acknowledging shilling behaviour, it is
up to law enforcement and researchers to create
methods to detect shill bidding in online auctions
[15].
The main objective of this paper is to develop
and implement an algorithm that can assist in the
detection of shill bidding by utilising
information that is publicly available on eBay.
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With regard to the aforementioned problems, the
research goals for this paper include:
1. Determine if it is possible and feasible to
track bidders across multiple auctions on
eBay by utilising the bidder’s 30-Day Bid
Summary, with the presence of masked
usernames;
2. Develop and implement a tool that can
record large amounts of auction data from
eBay;
3. Develop and implement an algorithm that
can link bidders across different auctions
with the presence of masked usernames; and
4. Apply a shill detection algorithm to the data
gathered from the auction data gathering tool
and the bidder linking algorithm, to
determine if shill bidding can be detected.
3 LINKING DATA USING EBAY’S 30-DAY
BID HISTORY
In order to gather auction data from eBay, we
constructed a purpose-built piece of software
that scrapes eBay’s website. The software then
records the data from a specified category of
auction types. We refer to this software as the
Auction Data Collector (ADC).
We also propose an algorithm titled,
BidderLinker Algorithm (BLA). This algorithm
was used during the data gathering phase in
conjunction with the ADC. The BLA uses
numerical data about a bidder’s bidding profile
and creates lists that shows the items the user has
bid on with the same seller.
3.1 Overview
Figure 1 illustrates the main components of the
proposed system. The arrows in Figure 1 depict
the flow of data between the components. The
components include:

2. The Auction Data Collector;
3. The BidderLinker Algorithm; and
4. The Shill Score Algorithm.
Our proposed system undertakes the following
processes:
1. The user inputs the desired auction data to be
recorded from eBay. The ADC requests the
search results using eBay’s API2 and stores
the results in the database. Once each auction
has concluded, the ADC then retrieves the
bidding information from each auction. This
data is not available by using eBay’s API, so
it must be scraped manually. Once all
auctions have completed, and the bidding
information has been retrieved from each
auction, the collection will be flagged as
“Complete”.
2. Using the bidding information gathered by
the ADC, the application iterates through
each bidder and determines if the bidder has
bid on other items from the same seller.
3. If a positive result has been identified from
the previous, the BLA will then retrieve all
listings the seller has ongoing and completed
from eBay, and then determines which other
listings the bidder has bid on. These listings
are then forwarded to the ADC for storage.
4. Using the data gathered from the previous
steps, the Shill Score algorithm can then be
applied to detect shill bidding.
3.2 The Auction Data Collector (ADC)
There is currently no available method to
retrieve and store auction data from eBay,
therefore an auction data gathering program was
purposely built for the use in this research
project. This data gathering tool is called the
ADC. The ADC not only helps with data
gathering in this research project, but also other
research projects that utilise online auction data.
The ADC will be primarily used to gather data
from eBay’s American online auctioning
website. The reasoning behind this is that the
2

Figure 1. High-level architectural framework.

1. eBay (i.e., the source of the auction data);

eBay’s API allows developers to undertake a wide
variety of activities, including: leave feedback, list items,
view items listed on eBay, etc. eBay’s API allows
communication directly with eBay’s databases, rather than
using other methods, such as a web browser. More
information
can
be
found
at
https://go.developer.ebay.com/what-ebay-api.
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American eBay accounts for 40% of total sales
worldwide.

c. Listing Date and Time
3. Bids
a. Bidder Username
b. Bidder Feedback

3.2.1 Available eBay Auction Data

Figure 2: Publicly available eBay auction data.

c.
d.
e.
f.
g.
h.
i.

Figure 2 shows the publicly available
information for an eBay auction. This can be
divided into three categories:
1. Information about the auction listing;
2. Information about the bid history and
bidding activity; and
3. Information about the seller who has created
the auction listing.
3.2.2 Data Required by the ADC
For the purpose of this research, not all of the
aforementioned auction characteristics are
required. We determined that the ADC only
needs to collect the following information for
each auction, as these characteristics are relevant
to enable linking of bidders across multiple
auctions:
1. Seller
a. Username
b. Feedback Score
c. Feedback Percentage
2. Auction Details
a. Auction Title
b. Listing Price

Amount
Date and Time
30-Day Bid Summary
Bid Retractions
Bids Placed
Number of Items Bid On
Bid Percentage with this Seller

The seller information is necessary as the BLA
uses the seller’s username of the auction to
gather auctions that the same bidder has bid on
from the same seller. The auction data is
important for purpose of potentially identifying
trends based on what the listing is selling and the
location of the item. The bidder information is
important for the BLA due to the masking of
usernames. The algorithm will compare bidder
profiles based off the bidder information and not
the masked username. This is because the
possibility of a collision of masked usernames.
3.2.3 ADC Software Architecture and Data
Collection Process
Figure 3 illustrates the software architecture for
the ADC. The ADC is hosted on a DigitalOcean3
3

https://www.digitalocean.com
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server utilising the Laravel framework4. The user
inputs a search term, then the application
automatically retrieves listing data for the
auctions from the search results by utilising
scraping techniques on each item. This set of
items is called a collection. Once an auction has
concluded the application then returns to the
auction and scrapes the bidding table, containing
the masked bidder username, bid amount, time
and date of bid. Once all information for an
auction has been recorded, it is then flagged as
completed.

extraction application undertakes. The following
pseudocode describes these activities in more
detail:
1) Ask for user to input collection
information;
2) Input collection information;
3) Create new collection;
4) Loop for each item in the collection;
a) Locate the item information;
b) Create new item;
c) Locate seller information;
d) Create new seller;
5) Retrieve current time;
6) Query each item for its ending time;
7) If item has ended;
(i) Collect all item information
including bids;
(ii)
Update Collection information;

3.3 The Bid Linker Algorithm (BLA)
Figure 3. ADC software architecture.

Figure 4 shows the specific activities the ADC

Figure 4: ADC activity flow diagram.

4

Due to eBay’s censoring of bidder usernames, it
is currently not possible to track users across
different auctions to observe their bidding

patterns. Because of the nature of shill bidders
more likely bidding on items from the same

https://www.laravel.com
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seller, it is imperative that it is possible to link
users across auctions.

This formula can successfully determine if a user
has bid on the other item of the same seller by
comparing the calculated expected percentage of
bids with this seller, with eBay’s bid activity
with this seller. If the percentages do not match,
this indicates that the bidder has bid on other
items from the same seller. If the bidder has been
identified to have bid on other items from the
same seller, the algorithm then retrieves the
seller’s completed and ongoing listings and
identifies which other auctions the bidder has bid
on. Due to masked bidder usernames,
identification is carried out by comparing the
bidder’s feedback, feedback percentage, number
of bids in the past 30 days and items bid on.
With these key pieces of identifying information,
it is possible to link the bidder to other auctions
they have bid on.

Figure 6: Linked Bidder Example.
Figure 5: Example of masked bidder username collision.

Figure 5 shows an example of a collision of
masked usernames for bidders. In this instance
the bidders all have the username b***b,
however they are all unique bidders. This shows
the requirement to use other information, such as
bidder feedback, to track bidders across multiple
auctions. The BLA allows the tracking of users
across auctions where they have bid on items
from the same seller. This will allow research to
be undertaken to further identify shill bidding on
eBay.
3.3.1

The Bid Linking Process

The BidderLinker algorithm operates by
analysing the bidding profile for each bidder in
an auction. The algorithm determines if the
bidder has bid on other items from the same
seller by utilising the formula:

Figure 6 shows an example output of the BLA of
a bidder who has been linked across multiple
auctions from the same seller.
Figure 7 shows the specific activities the BLA
undertakes. The following pseudocode describes
these activities in more detail:
1) Retrieve auction listing data;
2) Extract bidder profiles and 30-Day
summary from listing;
3) Create custom bidder profiles for
each bidder;
4) If bidder has bid on different items
from the same seller:
a) Locate seller’s other listings;
b) Search for bidder’s profile in
other listings bid table;
c) Determine if bidder has bid on
multiple items from same seller;
5) else:
a) cycle to next bidder;

where: α is the bids on this item, β is the total
bids and γ is the bid activity with this seller.

125

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 8(2): 120-133
The Society of Digital Information and Wireless Communications (SDIWC), 2019 ISSN: 2305-001

Figure 7: BidderLinker activity flow diagram.

3.4

The Shill Score Algorithm

Trevathan and Read [1, 14] outline the shill
score algorithm as the following: “A bidder i, is
examined over m auctions held by the same
seller for the behaviour outlined in Section II.
Each characteristic of shill behaviour is given a
rating, which is combined to form the bidder’s
Shill Score. The Shill Score gives a bidder a
value between 0 and 10. The closer the Shill
Score is to 10, the more likely that the bidder is a
shill. The algorithm’s goal is to determine which
bidder is most inclined to be the shill out of a
group of n bidders. The shill behavioural ratings
are calculated as follows:








γ Rating - Normalised function based on
the auctions bidder i has won out of the
auctions participated in.
δ Rating - Normalised inter bid time for
bidder i out of the auctions participated
in.
ε Rating - Normalised inter bid increment
for bidder i out of the auctions
participated in.
ζ Rating - Normalised time bidder i
commences bidding in an auction.

Each rating is between 0 and 1, where the higher
the value, the more suspicious the bidder. A
bidder’s Shill Score (denoted as SS) is calculated
as the weighted average of these ratings:

α Rating - Percentage of auctions bidder i
has participated in.
β Rating - Percentage of bids bidder i has
made out of all the auctions participated
in.
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where θi, 1 ≤ i ≤ 6, is the weight associated with
each rating. If a bidder wins an auction, then
his/her α, β, δ, ε and ζ ratings are 0 for the
particular auction.
The SS is designed to work across multiple
auctions for a particular seller. The algorithm
relies on bidder identities to be known and
linkable across all of the seller’s auctions.
eBay’s policy of masking bidder usernames
hinders the SS, by restricting the SS to only one
auction. This results in less evidence against
bidders, as only the results of one auction can be
attributed to the bidders in the auction.

Figure 8: Distribution of gathered auctions items.

The ADC and the BLA’s purpose is to enable the
SSA to operate in the way that it was originally
designed. By applying the BLA to locate other
auctions a bidder has bid on with the same seller,
and then subsequently utilising the ADC to
gather these linked auctions, this provides the
SSA with more evidence and is therefore more
accurate in identifying shill bidders.
4 RESULTS AND DISCUSSION
This section provides an analysis of the results
and discusses the effectiveness of the proposed
shill bidding detection tools. Descriptive
statistics are provided that deconstruct the data
that was gathered by utilisng the ADC. The
results of the effectiveness of the BLA is
outlined and documented. Lastly, a case study on
a suspicious bidder discovered by the BLA is
provided. This case study observes the findings
during an investigation of a suspicious bidder.
The principles of the SS’s shill bidder
behavioural analysis are applied to the auction
data of the suspected shill bidder, in order to
determine if this bidder is a suspected shill.

Figure 9: Distribution of auctions by duration (days).

Figure 9 presents the distribution of the total
number of auctions by days. The most prevalent
auction duration gathered was 7 days with a total
of 1142 auctions. The second most prevalent
auction duration was 5 days with a total of 397
auctions. 7 day auctions are likely to be the most
prevalent as they provide enough time to attract
bidders as they are guaranteed to operate over
the weekend. 7 day auctions also keep the
interest of bidders who are potentially impatient
and wish to purchase an item promptly.

Figure 8 shows two collections of auction data
that were gathered during the project. The
collection iPhone 6s resulted in a total of 198
auctions gathered, and the collection Nintendo
resulted in a total of 1509 auctions gathered.
These collection search terms were intentionally
left broad to gather a large range of auctions.
Figure 10: Average bids by duration (days).
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Figure 10 shows the total average number of
bids placed by auction duration. 1, 3 and 10 day
auctions have a potentially inflated average due
to the limited amount of auctions gathered, as
seen in Figure 9. 5 and 7 day auctions both have
similar amounts of average number of bids, at
10.22 and 9.93 average bids respectively.

Figure 11: Distribution of linked and unlinked bidders.

Figure 12: User b***b's linked auctions.

Figure 11 shows the distribution of unlinked and
linked bidders in the gathered auction data. By
utilising the ADC in conjunction with the BLA,
we successfully identified 677 linked bidders
(i.e., 8% of the total bidders). We believe that
this outcome of detected linked bidders is
acceptable as being classified accurate. This is
because the data gathered was of a sufficient
sample size of 1707 auctions and the amount of
linked bidders is as expected. The amount of
linked bidders at 8% is expected, because of the
high amount of listings of these popular items on
eBay. It is unlikely that a bidder will bid with the
seller on multiple times with these popular items,
unless they are loyal customers, bid on the same
seller’s item by chance, or are shill bidders.

4.1 Case Study – b***b
The most prevalent example of a linked bidder is
bidder b***b. This bidder was successfully
linked across 53 auctions with the same seller.
Figure 12 shows the output of the BLA and the
associated 53 auctions the user has bid on with
the same seller. All usernames have been
censored for privacy reasons. Masked usernames
appear as they do on eBay.
After the 53 linked auctions were identified, the
ADC scraped the auctions for analysis. Figure 13
shows the list of collected auctions stored by the
ADC. eBay automatically translates the auction
titles. This is because eBay detected that the IP
address requesting the data came from Brazil –
the location of one of the proxies. This has no
significance on the auction data, only the titles
have been translated to English from the national

language of the proxy’s country.
An unusual occurrence was observed in this
user’s bidding history. b***b has bid on three
listings of the identical item Bravely Default
Nintendo 3DS Rare Collectors Edition New
Sealed from the same seller. This behaviour is
not inherently fraudulent. However, there are
multiple occurrences of this behaviour and upon
further inspection of these three listings, more
suspicious activity was observed. The first listing
of this item ended on September 01, where
bidder b***b was the winner of the auction.
Figure 13 shows that the item was then relisted.
The second listing of this item ended on
September 10, where bidder b***b was again the
winner.
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Figure 13: Linked auctions stored in the ADC.

Figure 14: Linked auctions stored in the ADC.
Figure 13: Linked auctions stored in the ADC.

Figure 14 shows that the item was once again
relisted. The third listing of the item ended on
September 24, where bidder w***y won the
auction, however, b***b came second.

Figure 15: Linked auctions stored in the ADC.
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Figure 15 shows that the item was not relisted
after another user won the auction. This
observation of the same bidder winning multiple
auctions, then the seller relisting these items
repeatedly, until another bidder wins is
suspicious and could possibly indicate fraudulent
activity.
Out of the linked 53 auctions, there were
multiple occurrences of 7 of these auctions.
These 7 auctions were relisted multiple times
each, for a total of 18 auctions listings (including
the original 7). An observation was made that
when an item was won by b***b, the auction
was continuously relisted until another user won
the auction. In the auctions where they were
relisted and won by another user, b***b was
always had the second highest bid.
Upon inspection of the seller’s eBay profile it
was found that a user with a username that
matches the rules of eBay’s masking technique
of b***b, was following the seller. Following
sellers on eBay allows you to receive updates of
new items a seller has listed. Inspection of the
suspected bidder’s profile resulted in more
suspicious activities being identified:

Figure 16: Seller’s auction example.

Figure 17: b***b’s auction example.

This suspicious bidder has similarities to shill
bidding behaviours outlined by [2] that are used
to calculate the Shill Score by the SSA. The
following is a list of these suspicious behaviors
with a comparison to these outlined shilling
behaviours:




1. The seller is also following the bidder on
eBay.
2. b***b has purchased items from the seller in
the last 6 months, this was found in the
bidder’s feedback page.
3. The seller and b***b both reside in the same
location. Inspection of the b***b’s previous
listings showed that both the bidder and
seller reside in the same location - Brampton,
Ontario, Canada. Figures 16 and 17 show
two listings, one from the seller and one from
the bidder, with the same locations.
4. b***b’s and the seller’s listings both have
striking similarities (see Figures 16 and 17).
Both of the titles are formatted in the same
manner: ‘Item Name’ - Tested 100%
Working. The listings contain identical
phrases such as: “100% seller feedback bid
with confidence!” and “Any questions feel
free to contact me.” (see Figures 18 and 19).



A shill bidder tends to bid exclusively
with the same seller. In the past 30 days,
b***b had a total of 99% bid activity
with the seller (see Figure 20).
A shill bidder tends to have a high bid
frequency. In two of the Bravely Default
auctions, b***b had a high frequency of
bids. b***b’s average number of bids in
auctions Figure 13 and Figure 14
accounted for approximately 60% of the
total bids in each auction.
In case of proxy bidding5 a shill bidder
will abuse the proxy bid. This is done by
placing bids to edge the limits of the
proxy bid. This quickly inflates the price
of an auction. This is most clearly
evident in the second Bravely Default
auction (Figure 14) where the bidder
manually placed bids in short succession
to drive up bidder c***c’s proxy bids.

5

Proxy bidding is where a user places the maximum
amount they want for a bid. Then eBay will bid on behalf
of the seller by the lowest increment if the bidder is outbid,
until the current price exceeds the original proxy bid.
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Figure 18: Description of seller’s item.

Figure 19: Description of b***b’s item.

Figure 20: b***b’s 30-day bid summary.



A shill bidder tends to have few or no
auction wins in the auctions they
participated in. b***b exhibits this
behaviour in a non-conventional way, in
the auctions where b***b won the
auction, it was immediately relisted. In
the auctions where b***b lost the
auction, it was never relisted.





A shill bidder tends to bid during the
early and middle phases of an auction to
stimulate bidding [1, 14]. b***b’s
behaviour mimics this shilling behavior.
An aggressive shill bidder bids
throughout the entirety of the auction.
b***b has been documented to bid until
the very end of the auction, resulting in
several wins. However, these winning
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auctions were then relisted. The seller
could potentially get out of paying the
final listing fee, if the bidder does not pay
for the item and disputes the fee with
eBay.
A shill bidder tends to be in close
proximity with the seller. This
characteristic is mimicked by b***b and
the seller, as shown in Figures 16 and 17.

After investigating this suspicious bidder, we
determined that this user is highly likely to be
participating in shill bidding. This is due to sheer
number of coincidences identified throughout the
case study. From identical geographic location,
to relisting of auctions this bidder won, to shill
bidding behavioural patterns. We firmly conclude
that this bidder is a suspected shill bidder and is
likely to be the same person as the seller.
5 CONCLUSION AND FUTURE WORK
We successfully determined it was possible and
feasible to track users across multiple auctions
by using the 30-Day Bid Summary with the
presence of masked usernames. By using the
formula outlined in 3.3.1, in conjunction with the
information in the 30-Day Bid Summary, we
were successfully able to determine if bidders
had bid on multiple items from the same seller.
Then, by accessing the seller’s ongoing and
completed auctions, we could compare the
information (feedback, feedback percentage,
etc.) in the 30-Day Bid Summary to the bidders
in each of the auctions. We could then
successfully verify that it was the same bidder
participating in multiple auctions with the same
seller.
The ADC was successfully developed and
implemented. A total of 1707 auctions were
gathered during this research project. The ADC
recorded integral information for shill bidding
detection, including: bidding history, bidder's
30-Day Bid Histories, and general auction
information. Two collections were utilised for
research purposes in this project, including
iPhone 6s and Nintendo collections. This large
sample size provided us with ample data to
conduct research and test the effectiveness of the
BLA.

The BLA was shown to be effective at linking
bidders across multiple auctions with the same
seller. A total of 677 linked bidders were
successfully identified, which accounted for a
total of 8% of bidders in our sample of auctions.
The BLA’s biggest achievement was detecting a
bidder that had bid on 53 separate auctions from
the same seller, which is a highly suspicious
activity. A case study was then conducted on this
suspicious bidder.
The SSA’s behavioural principles were applied
to the case study of the suspicious linked bidder.
We were able to compare and contrast the
behaviours of the bidder with the expected
behaviours of shill bidders. A selection of these
behaviours were identified to be in line with shill
bidding behaviours, and are as follows:





Seller and suspected shill both resided in
the same location.
The bidder had a high percentage (99%)
of bid activity with the same seller.
The seller relisted the majority of
auctions that the bidder had won.
The bidder abused the proxy bid
mechanism. The bidder edged out the
maximum proxy bids of other eBay
users.

We determined that the bidder flagged by the
BLA was likely to be participating in shill
bidding.
The following is a list of future work that could
improve the efficiency and effectiveness of the
ADC and the BLA:
1. Bidding profiles are limited to a 30-Day
window. This results in a situation where a
user’s bidding profile continuously changes.
Therefore, the ADC only provides a snapshot
view of the bidder, rather than a whole
picture of their history. Further work could
be to implement a dynamic approach to
storing and updating bidder profiles that
reflects the current view of the user profile.
2. Access to sellers bid histories is limited to an
approximate window of 60 days. Auctions
not scraped within this timeframe are no
longer accessible and cannot be gathered.
Further work could be to implement
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additional server capabilities to retrieve this
data before it is lost.
3. eBay
currently
requests
a
captcha/verification code after accessing the
site approximately 15 times in quick
succession from the same IP address. This
means that a proxy must be used to
circumnavigate this temporary lockout.
Using free proxies is extremely inefficient.
Many free proxies are either already flagged
by eBay, are slow, or do not work at all. This
limits the efficiency of the ADC as the time
to retrieve auction data can be time
consuming. Further work could be carried
out on circumnavigating eBay’s lock outs,
such as: accurately determining the threshold
for server requests and subsequently
adjusting the request limit of each proxy.
This would allow for more efficiency in data
collection as less proxies would be banned
and would allow the recycling of proxies

using an auction data generator. In 12th International
Conference on Data Mining Workshops (ICDMW),
pp. 332-339.
10. Gregg, D. G., & Scott, J. E. (2008). A typology of
complaints about eBay sellers. Communications of the
ACM, 51(4), pp. 69-74.
11. Tsang, S., Koh, Y. S., Dobbie, G., & Alam, S. (2014).

Detecting online auction shilling frauds using
supervised
learning.
Expert
Systems
with
Applications, 41(6), pp. 3027-3040.
12. “Ebay Fails To Post Revenue Growth In Holiday Quarter”.
Reuters. N.p., 2016. Web. 5 Dec. 2016.
13. Berenek, L., & Knizek, J. (2013). The Use of Contextual
Information to Detection of Fraud on On-line Auctions.
Journal of Internet Banking and Commerce, 18(3).

14. Trevathan, J., & Read, W. (2007). Investigating shill
bidding behaviour involving colluding bidders.
Journal of Computers, 2(10), pp. 63-75.

Addressing these above suggestions would result
in a more efficient and effective ADC and BLA
tools that could further improve shill bidding
detection.
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