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ABSTRACT
The magnitude of the growth in the Internet combined
with the increase in technological innovations pose
serious threats to the process of digital data transmission.
The government, military, small and large businesses and
corporations, and individuals transmit private or
confidential information over public and private networks
every day creating a need for preserving the
confidentiality of this information. But because of the
growth of the Internet and technology, the security of
information and data being transmitted and received is at
risk of being copied, destroyed, and/or modified. In this
paper, an advanced, multi-level security steganographic
method will be presented. The proposed system combines
two hiding methods, namely Cryptography and
Steganography. Cryptography involves encrypting the
secret data or information into a non-recognizable cipher.
Steganography is then employed using the Discrete
Wavelet Transform (DWT) method, to embed the
encrypted data into a cover medium to hide its existence.
The proposed system employs wavelet-based fusion
while manipulating the embedding strength factors in
order to improve the overall hiding capacity,
imperceptibility, robustness and security of the final
steganographic image.
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1 INTRODUCTION

S

TEGANOGRAPHY, also known as data hiding,
is the science of secret communication on a

public or private network [1]. Data hiding has
become very important and useful recently because
of the advancement of technology and ability to hack
or falsely obtain data or information [2].
Three popular techniques for hiding data are
cryptography, watermarking, and steganography.
Cryptography is a data hiding technique in which
data is encrypted with a key so it cannot be read or
understood by a person who does not have the key.
The data is not hidden to eavesdroppers and
consequently, attackers can intercept the message or
data and attempt to decipher the encrypted message
[3]. Watermarking is an ownership technique in
which a watermark is embedded for copyright
protection purposes, temper proofing, and
authentication purposes. However, of all three
techniques, the steganography technique has proven
to be the most trusted and also has the ability to use
the other techniques in order to provide added
security. The main goal of steganography is to hide
data in a medium (images, videos, etc.), where the
data or information embedded in the medium is
undetectable. A layered approach is imperative
because there is not a system that exists, in which
complete security from all attacks is guaranteed [4].
Therefore, a system combining watermarking,
cryptography, steganography, or other techniques
creating layers of security is desired.
There are four characteristics of data hiding, namely
imperceptibility, hiding capacity, security, and
robustness. Imperceptibility means that the human
eyes cannot distinguish if there is data or
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information hidden in the image. Hiding capacity
refers to the amount of data that can be embedded in
the image without significantly decreasing the
quality of the image. Security refers to the inability
of an eavesdropper to detect the hidden information
embedded in the image or extract the secret data
from the cover image. Robustness means the data or
information should be able to be recovered with a
small amount of errors. This paper focuses on
presenting a steganography technique that improves
all four of these characteristics. This paper is
organized as follows: Section 2 will give details
about the objectives of this work, Section 3
introduces the proposed algorithm, Section 4 will
evaluate and discuss the results of the simulations,
Section 5 will discuss the conclusions, and Section 6
will discuss future work.
2 OBJECTIVES
In this paper, there are specific objectives set forth in
order to create a highly efficient and secure
steganographic method to improve upon current
steganographic techniques. These objectives are as
follows:
A. Develop an algorithm to embed data into a cover
image in the wavelet domain.
B. Develop an algorithm that incorporates
encryption to add an additional layer of security
but does not negatively affect the quality of the
final stego-image.
C. Develop an algorithm that will improve the
overall imperceptibility, hiding capacity,
security, and robustness of the current
steganographic method.
D. Manipulate the embedding strength factors of the
coefficients in the wavelet fusion process in
order to determine which numerical values will
hide the data the most efficient as well as give
the best MSE, PSNR, and entropy values.

3 RESEARCH METHOD
There have been numerous research efforts
dedicated to the analysis of past and current
steganographic methods because of the importance
of securing important data or information [1], [2],
[5], [6], [7]. The most popular transform hiding
steganography techniques are based on the discrete
Fourier transform (DFT), the discrete cosine
transform (DCT), the discrete wavelet transform
(DWT), the singular value decomposition (SVD),
the discrete Hadamard transform (DHT) [1] and the
Integer Lifting Wavelet Transform (IntLWT) [5].
Previous research prove that discrete wavelet
transform produces the best results of these
techniques in terms of imperceptibility, security,
hiding capacity, and robustness [6], [7], [8], [9].
Kumar et al. [3], Tong et al. [7], Ulrich [8],
Shakkakarmi [9], Kumar et al. [10], and Lai et al.
[10] propose methods based on the discrete wavelet
transform. The results of these methods outperform
results of the previously stated methods and prove
the use of wavelets has a higher hiding capacity as
well. Muttoo et al. [1], Ulrich [8], Shakhakarmi et al.
[9], Lai et al. [11], and Patil et al. [12] propose
methods in which they perform comparative wavelet
studies. The results of these comparative studies
show the Haar wavelet outperforms other wavelets
when applied to the steganography process. These
methods prove that DWT is more efficient for the
steganographic process and in addition, Haar
wavelet proved to be the most efficient wavelet for
the steganography process.
The goal of this paper is to introduce a multi-level
security-based steganography system in which
cryptography and steganography are combined to
provide an overall more efficient and secure data
hiding method. The proposed system involves
combining encryption, the Discrete Wavelet
Transform, and wavelet fusion to hide a payload
(secret image) inside a cover image in order to
completely hide the existence of the encrypted
payload (secret image).
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3.1 The Discrete Wavelet Transform
Wavelets are defined as functions over a finite
interval. The wavelet transform represents an
arbitrary function as a superposition of a set of
wavelets or basis functions, which are obtained from
the mother wavelet by dilations and translations. The
wavelet transform converts an image from time or
spatial domain to the frequency domain. The wavelet
transform can be determined by repeated filtering of
the coefficients of the image row-by-row and
column-by-column, which separates the high
frequency and low frequency information of the
image. The input image is convolved with a series of
high and low pass filters applied first to the rows and
then to the columns resulting in four bands. The four
bands obtained are the approximate band (LL),

vertical detail band (LH), horizontal detail band
(HL), and diagonal detail band (HH). The
approximation band contains the low frequency
wavelet coefficients, which contains the significant
part of the spatial domain image. The other three
detail bands contain the edge details of the spatial
domain image. The image can be decomposed
further by applying another level of decomposition
to the existing LL subband [13]. The DWT process
allows independent processing of the coefficients
without significant perceptible modifications to the
original image, hence the reason DWT is a better
technique for the steganography process. The
process of one-level discrete wavelet transform
applied to a two-dimensional image is shown in
Figure 1.

Figure. 1. One-level discrete wavelet transform applied to a two-dimensional image.

3.2 Wavelet Fusion
The proposed algorithm is based on the technique
proposed by Reddy et al. [2], Patil et al. [12], and
Tolba et al. [14]. The technique behind the proposed
algorithm is wavelet-based fusion. Wavelet-based
fusion merges the wavelet decomposition of the
normalized cover image and the wavelet
decomposition of the secret image and fuses the two
resulting images into one single image. Usually, the

integer range of pixels is (0, 255) but normalization
transforms the pixel range of the image to floating
point values between 0.0 and 1.0. The process of
normalization is completed in order to prevent
problems pertaining to overflow and underflow,
ensuring the reconstructed pixels does not go out of
range preventing the addition of unnecessary noise.
The new normalized pixel values are input into the
floating-point filters and results in the reconstruction
12
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of the transformed image. This reconstructed image
has a better accuracy. Both the cover image and the
secret image are then converted into the DWT
domain to increase the level of security. The
resultant matrix can be obtained by Equation (1).
𝐹 𝑥, 𝑦 = 𝛼𝐶 𝑥, 𝑦 + 𝛽𝑃(𝑥, 𝑦)

(1)

where 𝛼 + 𝛽 ≅ 1, F is the modified DWT
coefficients, C is the DWT coefficients of the cover
image, and P is the DWT coefficients of the payload
(secret image). Alpha and Beta are the embedding
strength factors chosen to ensure the payload or
secret image is not predominantly seen in the final
stego-image. Once the fusion process is completed,
inverse discrete wavelet transform (IDWT) is
applied. After renormalization is completed the final
result is the stego-image in the spatial domain.
3.3 Proposed Algorithm
The proposed system consists of two phases: the
embedding phase and the extraction phase. For the
embedding phase, first the payload (secret image)
and cover images are selected. Both images are
normalized and 3-level Haar discrete wavelet
transform is performed. Previous methods use 2level DWT [2,10], but the proposed method
increases from 2-level to 3-level DWT in order to
increase the hiding capacity and to improve upon the
imperceptibility as well. The payload is encrypted
and then the coefficients of both the encrypted
payload (secret image) and the cover image are
obtained. The values of alpha and beta (the
embedding strength factors) are manipulated in order
to determine the values that will completely hide the
payload in the selected cover image and finally the
coefficients are fused together. In the work of Reddy
et al. [2], they used 𝛼 + 𝛽 = 1; where 𝛼 is the
embedding strength factor of the cover image and 𝛽
is the embedding strength factor of the payload. In
the proposed algorithm, we found that when 𝛼 is
constant at 1 and 𝛽 is kept as small as possible, the
performance improved. Please see Section 4 for
more discussions on this topic. Three-level IDWT is
performed to reconstruct the image. The image is

then denormalized and the final stego-image is
obtained. The extraction process is the reverse of the
embedding process.
3.4 Embedding and Extracting Algorithm
The embedding algorithm and the data extraction
algorithm for the proposed method is as follows:
Embedding algorithm:
Input: Payload image, P, and cover image, C.
Output: Stego-image, S.
• Choose the payload image, P, and the cover
image, C
• Normalize payload image, P, and cover
image, C, so the pixels vary between 0.0 and
1.0
• Encrypt payload image, P
• Transform C and P into 3 levels of
decomposition using the Haar wavelet
• Wavelet fusion of DWT coefficients of P and
C
• Perform the 3-level IDWT of all the
subbands of the fused image
• Denormalize the fused image
• The final stego-image, S, is generated
A block diagram illustrating the embedding process
is shown in Figure 2 and the extraction process is
illustrated in Figure 3.
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Figure. 2. Embedding process.
Figure. 3. Data extraction process.

Data extraction algorithm:
Input: Stego-image, S.
Output: Payload message/image, P.
• Normalize the stego-image, S, and cover
image, C
• Transform S and C into 3 levels of wavelet
decomposition
• Subtract the DWT coefficients of C from the
DWT coefficients of S to get the DWT
coefficients of P
• Apply 3-level IDWT to the subbands of P
• Decrypt P
• Denormalize the payload, P
Payload image, P, is obtained

A total of five images were downloaded from The
University of Southern California’s School of
Engineering’s online image database [15]. In
addition to these images, an image with an actual
message is created in order to determine if the
message can be deciphered after performing
encryption, three-level DWT, and wavelet fusion.
All of the images used in the study were converted
to 512 x 512. MATLAB R2015a version 7.0 was
used in order to create a code based on the proposed
algorithm. Table 1 shows the image combinations
and their corresponding values. The selected
payloads (secret images) and the corresponding
cover images are shown in Figure 4.
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Figure. 4. Selected secret images and corresponding cover images.
Table 1. Combinations of images and their corresponding
values.

4

RESULTS AND DISCUSSIONS

4.1 Performance Metrics
Steganography is defined as stated in Section 1.
However, steganography is said to be secure if the
existence of the information/data hidden in the cover
image is undetectable, meaning an individual cannot
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distinguish the difference between the original cover
image and final embedded stego image. To
determine the security of the proposed
steganographic method, there are three widely used
metrics used: MSE, PSNR, and Entropy.
The mean squared error (MSE) is used to calculate
the difference between the original cover image and
the final stego-image. The equation for the MSE is
shown below:
𝑀𝑆𝐸 =

(23456 7,8 9:;5<3 7,8 )=
>@A

(2)

where 𝐶𝑜𝑣𝑒𝑟(𝑖, 𝑗) represents the image pixel value
at position (i,j) for the cover image and 𝑠𝑡𝑒𝑔𝑜(𝑖, 𝑗)
represents the pixel value at position (i,j) after the
payload has been embedded. The MSE is used to
calculate the Peaked Signal to Noise Ratio (PSNR).
The PSNR is calculated in order to determine the
quality of the stego-image with respect to the
original cover image. The higher the PSNR the
better the quality of the final stego-image. A higher
PSNR is achieved by minimizing the differences
between the original cover image and final stego
image; as a result, the MSE is minimized and the
PSNR increases. Hence, the secret image is more
efficiently hidden in the cover image. The PSNR is
given by the following equation:
𝑃𝑆𝑁𝑅 = 10𝑙𝑜𝑔OP

QRR
>ST

(3)

The Kullback-Liebler Divergence (KLDiv) also
known as the relative entropy is a statistical measure
of the distance between two probability distributions
[10]. The entropy is calculated in order to quantify
the irregularity between the original image and the
final stego-image. The desired entropy is zero or as

close to zero as possible, meaning there is no
significant difference between the cover image and
the final stego-image. The relative entropy is defined
as:
𝐷(𝑝𝑥| 𝑞𝑦 =

< a b [𝑝𝑥

𝑔 log(

]@ <
^_ <

]

(4)

where X and Y are random variables representing
the cover image and stego image, 𝑝@ and 𝑞_
represent the probability mass functions of x and y,
and 𝑔𝜀𝐺 ≈ 0,1,2, … ,255 is the pixel value. The
security of the steganography process is considered
perfect if 𝐷(𝑝𝑥| 𝑞𝑦 = 0.
4.2 Embedding Strength Factor Manipulation
and Results
Reddy et al. [2] proposed 𝛼 + 𝛽 = 1, but through
simulations it was determined the cover image more
efficiently covered the payload and the results of the
performance metrics were increased (further
discussed in Section 5) when alpha was kept
constant at 1 and beta was kept small. Five sets of
beta were chosen for the simulations: 0.1, 0.01, 0.05,
0.001, and 0.005. From the simulations, it was
observed that in order to completely and efficiently
cover the payload the embedding strength factor of
the cover image (alpha) should be as strong as
possible and the embedding strength factor of the
payload (beta) needs to be as small as possible. The
MSE, PSNR, and entropy results of the simulations
comparing the manipulations of beta are illustrated
in Figures 5, 6, and 7. Table 2 compares the MSE,
PSNR, and entropy results for the six payload and
cover image combinations.
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Figure. 5. MSE data from the simulations.

Figure. 6. PSNR data from the simulations.

Figure. 7. Entropy data from the simulations.
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4.3 Discussions
From the results of the parameters in Table 1 and
consequently the plots in Figures 5, 6, and 7, the
following observations were noted:
The analysis with wavelets produced better results
than methods not using the DWT. The embedding
strength factor of 0.001 obtained better results in all
areas, MSE, PSNR, and entropy. Hence, better
results are obtained when 𝛼 + 𝛽 ≅ 1. The quality of
final stego-image with respect to the original cover
image was good, and as a result imperceptibility is
increased.
Table 2. PSNR, MSE, and entropy data from the simulations.
Cover
Secret
Image
Image
MSE
PSNR
Entropy Beta
0.0006 80.034
Baboon
Lena
45156
15471
0.002
0.05
0.0006 79.973
Lena
Baboon
54182
81803
0.006
0.05
0.0006 80.027
Baboon
Peppers
46186
22783
0.002
0.05
0.0006 79.946
Jet
Sailboat
58254
86891
0.024
0.05
0.0006 79.926
Baboon
Jet
61304
79267
0.003
0.05
Message 0.0007 79.556
Lena
Image
20196
2963
0.017
0.05
2.5806 94.013
Baboon
Lena
2E-05
5548
0
0.01
2.6167 93.953
Lena
Baboon
3E-05
21812
0
0.01
2.5847 94.006
Baboon
Peppers
4E-05
62792
0
0.01
2.6330 93.926
Jet
Sailboat
2E-05
269
0.002
0.01
2.6452 93.906
Baboon
Jet
2E-05
19275
0
0.01
Message 0.0000 93.535
Lena
Image
288
696
0.001
0.01
6.4515 100.03
Baboon
Lena
6E-06
41547
0 0.005
6.5418 99.973
Lena
Baboon
2E-06
81803
0 0.005
6.4618 100.02
Baboon
Peppers
6E-06
72278
0 0.005
6.5825 99.946
Jet
Sailboat
4E-06
86891
0.004 0.005
6.6130 99.926
Baboon
Jet
4E-06
79267
0 0.005
Message 7.2019 99.556
Lena
Image
6E-06
2963
0.001 0.005

Baboon

Lena

Lena

Baboon

Baboon

Peppers

Jet

Sailboat

Baboon
Lena

Jet
Message
Image

Baboon

Lena

Lena

Baboon

Baboon

Peppers

Jet

Sailboat

Baboon

Jet
Message
Image

Lena

2.5806
2E-07
2.6167
3E-07
2.5847
4E-07
2.6330
2E-07
2.6452
2E-07
2.8807
8E-07
0.0025
80625
0.0026
16728
0.0025
84744
0.0026
33016
0.0026
45216
0.0028
80784

114.01
35548
113.95
32181
114.00
66279
113.92
6269
113.90
61928
113.53
56964
74.013
5548
73.953
21812
74.006
62792
73.926
269
73.906
19275
73.535
69638

0

0.001

0

0.001

0

0.001

0.002

0.001

0

0.001

0

0.001

0.006

0.1

0.02

0.1

0.007

0.1

0.064

0.1

0.01

0.1

0.009

0.1

An efficient encryption method was proposed and
tested to ensure encryption would not have a
significant negative effect on the quality of the final
stego-image and resulted in an added layer of
security. The discrete wavelet transform allows for
more data to be able to be hidden in the cover image
without negatively affecting the overall quality of
the image and as a result increases the hiding
capacity of the proposed method. The discrete
wavelet transform makes the embedding and
extracting process easier which increases the overall
robustness of the proposed method as well because
the extracted payload still has good quality after
encryption, DWT, and wavelet fusion are performed.
Furthermore, the message is still able to be
deciphered after the extraction phase in which the
payload is extracted from the final stego image.
The proposed algorithm produces better results
because of the following reasons:
1. The use of wavelets helped decrease the amount
of noise added to the image normally caused by
other steganographic methods.
2. The increase from 2-level 2-dimensional DWT
decomposition to 3-level 2-dimensional DWT
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decomposition helped reduce the amount of noise
added from the embedding of one image into
another.
3. Adding encryption to the proposed algorithm
added another layer of security to the process. If a
third party obtains the stego image, DWT and
cryptanalysis will have to be performed provided the
third party is able to determine the presence of the
hidden data in the image.
4. Minimizing the embedding strength factor beta,
increases the imperceptibility of the final stegoimage, which ultimately increases the overall
security of the image.
5 CONCLUSIONS
The proposed method had minimal to no effect on
the quality of the images, making it hard for
eavesdroppers to determine the presence of data
hidden in the image. The added encryption security
layer also makes it difficult for eavesdroppers to
extract the information provided they are even able
to determine there is data hidden in the image. The
proposed
method
improves
the
overall
imperceptibility, security, hiding capacity, and
robustness and creates a more secure and efficient
steganographic method. From these observations,
the objectives of this work were met.
6 FUTURE WORK
Future research will focus on creating a user-friendly
program in which the user is able to choose the
information they would like to hide, choose an
encryption key, and in response the program chooses
the most efficient image to use for the chosen secret
data/information. The program will perform
encryption, DWT, and wavelet fusion (embedding).
The recipient will only need to enter the shared
encryption key and the secret data will be
automatically extracted from the image.
Future work will also focus on determining the
correlation between alpha and beta and the MSE and
PSNR. Knowing these values before running the

simulations could help predict the efficiency of the
proposed method and the resulting image quality.
Improving steganographic methods will not only
increase the security of transmitting secret
data/information across a public or private network,
but will also increase the intelligence of
steganography for purposes of protecting our
country. Understanding steganography methods can
help intelligence agencies or military personnel
intercept messages from foreign countries and
extract the secret data/information in order to be
constantly be informed about planned attacks or
negative breaches to our country's assets,
information,
and/or
security.
Furthermore,
understanding steganographic techniques can also
help protect business/corporations, individuals, and
the government protect proprietary or sensitive
information.
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