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ABSTRACT
This research paper used the Kali-Linux operating
system, to create a platform remotely which allows to
control the device Android and Windows operating
system using the malicious payload through
penetration tools like Metasploit framework, to have
a security test and to check the loopholes of devices.
The main purpose was to study the Metasploit
payloads, analyze and control the target device. It can
be utilized in legal aspects, it will be very helpful to
the police officials, law enforcement agencies,
investigators where it helps to have access to the
devices and locations of the criminals and suspects,
without having physical contact with their devices.
This research will reveal the process of generating a
malicious payload, and performing a security test,
collect data from the target devices and it also
revealed the different ways adopted by the cybercriminals, black-hat hackers to gain access of their
target devices like injecting the payload into an
original application, MP4 file, SMS, PDF file and
Image (JPEG) file. The research paper intends to
examine the possible methods used by hackers to
exploit the devices.
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1. INTRODUCTION
Computer forensics is a branch of digital
forensic science concerning legal proof found in
computers and digital storage media. The goal of
computer forensics is to look at digital media in
an exceedingly forensically sound manner to
spot, preserve, recovering, analyzing and present
facts and opinions regarding digital data [1].

Although it's most frequently related to the
investigation of a large sort of computer crime,
computer forensics may additionally be utilized
in civil proceedings. The discipline involves
similar techniques and principles to information
recovery, however with further guidelines and
practices designed to form a legal audit trail [1].
Sometimes due to certain reasons, getting close
to a target may not be a good idea. But gaining
access to the target system by remotely
exploiting can be a bonus since we won't have to
touch the target's computer and also no one saw
us near it. The Metasploit Framework with the
help of a meterpreter on a system can be used to
do many things.
Metasploit Framework, it is a Project which was
started by H.D. Moore in 2003 by using Perl
language. During its development it was not
working properly, there were so many bugs in
version 1.0 and version 2.0. As time goes, in any
software the changes will be done and improved,
to perform better. In 2007 it was completely
written in Ruby language version 3.0. Metasploit
3.0 is the best-known creation, is a software
platform for developing, testing, and executing
exploits [2].
It can be used to create security testing tools and
exploit modules and also as a penetration testing
system. The Metasploit is an open-source project
that gives a public resource for researching
security vulnerabilities and developing code that
enables a network administrator to interrupt into
his network to spot security risks and document
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that vulnerabilities got to be addressed initially.
The basic purpose of this framework is that it
will develop and execute the exploit code against
the remote target. Using Metasploit we are able
to benefit from most of the vulnerabilities that
exist in software.

•
•
•

Metasploit Framework

The Metasploit framework consists of tools,
libraries, modules, and user interfaces. the
fundamental function of the framework could be
a module launcher, permitting the user to
configure an exploit module and launch it at a
target system. The exploit succeeds, the payload
is executed on the target and therefore the user is
provided with a shell to interact with the
payload. Hundreds of exploits and dozens of
payload choices are available. Currently,
Metasploit Framework has support for a variety
of operative systems, specifically, Linux, MAC
OS, Windows, Android, and a few others [2,3].
1.1 Operational Definition
1.1.1 Metasploit Terminologies
•

•
•
•

Vulnerability/Exposure: It is the
weakness and flaw in the system which
lets an attacker compromise the system.
It is one of the concerns about computer
security. It may result from weak
passwords, software bugs, a trojan horse
or a script code injection, and a SQL
injection.
Exploit: Exploit is a code used to exploit
the vulnerability or code used to
compromise the system.
Payload: It defines activities that one can
perform after exploiting the system [4].
Shellcode: Shellcode is a set of
directions used as a payload once
exploitation happens. Shellcode is often

written in a programming language. In
most cases, a command shell or a
Meterpreter shell is provided when the
series of directions is performed by the
target machine, therefore the name.
Encoder: A program that encodes our
payloads to avoid antivirus detection [4].
Interfaces: Metasploit has different
interfaces to ease our tasks. We can do a
variety of tasks with these interfaces.
Listener: A listener may be a part within
Metasploit that waits for an incoming
connection of some type. for instance,
when the target machine has been
exploited, it should call the attacking
machine over the net. The listener
handles that connection, waiting on the
attacking machine to be contacted by the
exploited system [5].

2. MATERIALS & METHODS
2.1 Need for the study
The purpose of the research is to find out the
security vulnerabilities of Android (Mobile
Devices) and Windows. Mobile applications
have become an essential part of our lives as our
dependence on our smartphones has grown. But
when it comes to security, users are not aware of
the danger. There arises the need to improve the
knowledge and security features of the devices
and to avoid being the target of the cyber-crime.
The study is an attempt to find out security
vulnerabilities in Android as well as windows by
writing, testing, and executing exploit code. The
study can help to test security vulnerabilities,
enumerate networks, execute attacks, and evade
detection.
2.2 Objectives of the study
The objectives of the study are as follows:
1. Creation of malicious apk files for
android using msfvenom (Payload), EvilDroid (Binding), Social-Engineering
Toolkit (QR Code), Stagefright (MP4),
Venom (SMS).
2. Creation of malicious files for windows
using Infectious Media File (PDF),
Image File (JPG File).
3. To know the process to simulate all the
possible notorious ways used by hackers
to breach a system’s security.
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4. To know in advance how a machine can
suffer a security circumvention attack.
2.3 Scope of the study
The scope of the study is that people's perception
and attitude towards computer and Android
device safety and information security
significantly affect the way they use information
technology. The study is an attempt to
understand
security
exploits,
security
vulnerabilities can result from software that’s
already been infected by a computer virus or
script code injection (payloads). The paper
intends to examine the possible methods used by
hackers to exploit the devices.
2.4 Sample
For the purpose of this study, the Android (5.1.1
Lollipop, 6.0.1 Marshmallow, and 7.0 Nougat)
and Computer (Windows 7) were taken.
The author has selected the msfvenom payload,
Original Mobile Application, Bind Application,
QR Code, Multimedia File, URL link (SMS),
exe file, PDF Document, Image JPG File, as the
sample.
2.5 Tools for Exploitation
A tool is an aid with necessary and relevant
information
that
could
be
gathered
systematically to the subject matter. The tool
was decided on the basis of the objectives of the
study.
It is recommended having the following
specifications for the smooth execution of these
research activities and challenges. An Author
Laptop (Sony Vaio E Series VPCEG18FG) with
Windows 7 (64-bit) operating system having a
process of Intel Core i5, with 4 GB Ram and 500
GB Hard Disk. A bootable USB flash drive
which is having Kali Linux OS. In the present
study, the experimental method was applied to
study the security vulnerabilities.
2.6 Procedure
The study is based on payload exploitation and
the information for the present study was
collected from the target’s mobile phone and the
target’s computer by Metasploit payload
exploitation. The data was collected by
Metasploit Framework Ruby-based Scripts by

executing the commands and transferring the
generated payloads to the target device.
First, the payload was generated and transferred
to the target's device; after the payload is
executed in the target device the session was
acquired. And the following analysis was carried
out.
3. ANALYSIS
It is a systematic activity to find appropriate
meaning from the collected data. For the purpose
of analysis and interpretation, it involves stages
such as Metasploit MSFconsole for android and
windows, Metasploit Commands, Metasploit
Meterpreter, and Screenshots, based on the
objectives of the study.
3.1 Access to Android Using Metasploit
Here the author exploits the android mobile
device using MSFvenom. First, the author used
MSFvenom for generating the malicious payload
(APK file) and set up the listener to the
Metasploit Framework. Android uses an
APK file format to install any application.
Hence, the malware will be in APK format. To
construct the malware the following msfvenom
command was used:

Figure 01: Kali Linux Terminal Showing Generated
Payload

As the MSFvenom malware was created, the
author started the handler in order to have a
session and for this, the following command was
typed:

Figure 02: Started Metasploit

As the said file was run in the target mobile, and
when the application was opened the author had
a meterpreter session as shown in the image
below:
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point, the author used to exploit the android
device, and to hide the malicious payload inside
the original APK file.
First, the author opened the terminal in Kali
Linux and execute the given below command to
download it from the git hub.
Figure 03: Meterpreter Session Opened

After having a meterpreter session author
checked the system information by using the
following command:
Figure 07: Evil-Droid Installation from Git-Hub

Figure 04: Kali Linux Terminal Showing Target System
Information

Now, there are various commands to further
exploit the target device. The author has shown
the practice of some of the major commands and
all of these commands are shown in the image
below [6].
Then the author dumped all the call-logs of the
target device by using the following command:

Figure 05: Kali Linux Terminal Showing Saved Call Log

Similar to dumping the call logs, the author
attempts to dump all the SMSs by using the
following command:

Figure 06: Kali Linux Terminal Showing Saved SMS

3.2 Access Android Mobile with Evil-Droid
Evil-Droid is a framework that creates &
generates & embed APK payload to penetrate
Android platforms.
In this test author generated APK payload with
the help of “Evil-Droid”. It is the tool used to
compromise any android deceives for attacking

The author opened the downloaded folder in
terminal and typed chmod 777 evil-droid
commands to give all permission to the script
“evil-droid”. Then the author executed a ./evildroid command to run the script and to lunch the
evil-droid application. When the author executed
the above command evil-droid was started from
testing internet connection and its dependencies
from available Kali Linux tools on its own. Then
a prompt was pop up to confirm the Evil-Droid
framework requirement; the author selected
option “yes”. After that again a prompt was pop
up in order to set LHOST [author’s IP] for
reverse connection. The author entered the Kali
Linux IP 192.168.1.104. After that again a
prompt was pop up in order to set LPORT 4444
for reverse connection. In the next prompt author
entered the payload name, in order to give the
name to the APK payload, here author had
given Baidu-browser name to the payload. Now
when everything is set by an author for
generating an APK payload, at last, the author
got a list of payload option to choose the type of
payload,
here
author
had
selected
“android/meterpreter/reverse_tcp” as payload.
As soon as the target downloaded and run the
malicious baidu.apk, the
author
got
unauthorized access to the target device on his
machine.

Figure 08: Started Reverse TCP Handler

From the image given below, it is shown that the
author had opened the meterpreter session 1.
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The author checked the system information by
using the following command:

Figure 09: Kali Linux Terminal Showing Target System
Information

3.3 Access Android Phone Using HTA Attack
with QR Code
The first step was to create a pernicious file
using msfvenom.

Figure 12: Scanning the Generated QR Code

As soon as scanning of the code was completed,
the author had the meterpreter session.
Figure 10: Kali Linux Terminal Showing Generated
Payload

The author opened SET (social-engineering
toolkit), through SET author altered HTA
attack into an APK attack to gain access to the
target’s Smartphone. Thus, from the SET menu
author
selected the
2nd option which
indicates Website Attack Vectors. Then further
author selected the 8th option which refers
to HTA Attack Method. And then author
selected Site Cloner by typing 2. When the
author typed the said option 2, it was asked the
author to enter the URL that the author wants to
clone. Here author gave the URL of the play
store: https://play.google.com/store Then when it
asked to select a meterpreter option author
typed 3 as to select reverse_tcp. Now the QR
Code Extension was added to chrome.

Figure 11: Adding QR Code Extension in Chrome
Browser

3.4 Access Android Phone Using Mp4 File
First, the author opened the terminal in Kali
Linux and executed the below command to
download it from the git hub.

Figure 13: Stagefright Installation from Git-Hub

The author opened the downloaded folder in the
terminal and typed the Python mp4.py –h
command to run the Stagefright. In order to
generate a malicious MP4 file, the author typed
the following command
python mp4.py –c 192.168.43.45 –p 4444 –o
/root/Desktop/Aukhan.mp4.
As the command executed the mp4 file was
generated, which is given in the below image:

The QR Code Extension generated a QR Code
according to the attack. The author made the
target to scan the generated code and installed
the app.
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connection. A prompt with the payload output
name, hence attacker named the payload as
aukhan.apk
Finally, the URL was generated as shown below:

Figure 17: Generated Malicious URL

Figure 14: MP4 File Transferred to Target Device

The attacker customizes the Malicious URL into
a shortening URL using Butyl URL shortener,
as shown below

And when the MP4 was opened by the target, the
author had a meterpreter session.

Figure 18: Converted Malicious URL to Normal URL
Figure 15: Kali Linux Terminal Showing Meterepreter
Session 1 Opened

3.5 Access Android Phone Using SMS
First, the author opened the terminal in Kali
Linux and executed the given below command to
download it from the git hub.

The customized URL was https://bit.ly/1TIKqa3
which was forwarded to the target using an offer
trick as shown below [7].

Figure 19: Added URL into a Message

Figure 16: Venom Installation from Git-Hub

The target received the message to his mobile
number, and the target responded to the link and
downloaded the file as shown below:

As the cloning process completed, the Venom
script was started, hence the author selected
option 4 i.e. Android & IOS Payloads. After
selecting option 4, it was asked for the platform
of attack (Android or IOS) in this case the author
selected the Android platform i.e. AGENT
NO.1. After that again a prompt was pop up in
order to set LHOST 192.168.43.5 for reverse
connection. After that again a prompt was pop
up in order to set LPORT 111 for reverse
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The resulting PDF can be sent to a target as part
of a social engineering attack.
Author Clicked on Applications in kali-Linux
OS and then selected Social Engineering Toolkit

Figure 22: Selected Social-Engineering Tools

Figure 20: URL executed in the Target Device

The image given below shows that the author
had a meterpreter session.
The author checked the system information by
using the following command: sysinfo

Then it gave a list of options to choose the
attack, the author selected 1 Social-Engineering
Attacks. To create an infectious media file (PDF)
author selected option 3 “Infectious Media
Generator”. Then the infectious module has
created an autorun.inf and a Metasploit
payload. The author selected the attack vector
option 1 “File-Format Exploits” and set the IP
address for reverse connection 192.168.1.1
(Author’s IP). Now when everything was set by
an author for generating an infectious PDF file,
at last, got a list for payload file format option to
choose the type of payload wants to generate,
here the author had selected “Abode PDF
Embedded EXE Social Engineering” option
13. After selecting the default payload
creation, SET was generated a normal PDF
with embedded EXE that is Blank PDF option
2. A list of payload options was shown to choose
the type of payload that has to be generated, here
author had selected “Windows Meterpreter
Reverse_Tcp”
option
2
and
entered
the LHOST
IP i.e.
author
system
IP
192.168.1.1 and LPORT i.e. 4444 the port to
connect back to the author’s system. Then it
generated an infectious PDF file, and asked to
create a listener right now, the author typed yes.
Now as soon as the PDF file was opened on the
target’s machine author got a meterpreter shell.

Figure 21: Kali Linux Terminal Showing Target System
Information

3.6 Access Remote PC Through PDF
This module embeds a Metasploit payload into
an existing PDF file in a non-standard method.

3.7 Access Windows PC with Image Payload
To create a payload for windows author opened
the terminal, and typed the following command
and hit enter
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Figure 23: Kali Linux Terminal Showing Generated
Payload

After the payload was created, the author copied
the Payload into a pen drive and pasted in
Windows OS in order to carry out the further
process. To bind payload to an Image File, the
author opened windows OS and move
the lol.exe i.e. Payload file to Desktop. And then
downloaded a car image file from Google and
kept it on the Desktop. The author kept all the
three files, lol.exe, .jpg & .icon on the location
i.e. desktop. To create a listener for the
payload author typed the following command
msfconsole in the terminal and hit enter [8,9].
The author typed the following command.

After that, a meterpreter session was started. So
as soon as the target clicked on the file, an Image
of Mercedes car was opened in his computer and
the author’s Payload was executed. After that, a
meterpreter session was started [10]

Figure 25: Kali Linux Terminal Showing Target System
Information

4. MAJOR FINDINGS SUGGESTIONS
•

Figure 24: Started Multi-Handler

Then author selected car.jpg and test.exe rightclicked and selected in order to add to the
archive. In the Archive option, set the
compression method to best, check to Create
SFX archive. In the Advanced tab, the author
clicked on SFX options in order to self-extract
and clicked OK. Now in the SFX options tab,
click on setup and setup the program. Then the
author navigates to modes tab and clicked
on Hiding all. Again, the author navigated to the
Text and icon tab and browsed the icon.ico file
to set the icon of the File. Then the author
clicked on OK to make the archive. The author
sent this archive to Target’s computer as soon as
the target clicked on the file, the Payload file
was executed automatically in the background.
And Target has received an image of a
Mercedes car.

•

•

The findings were to check the security
vulnerability of the devices for that
purpose Metasploit was used to exploit
Android devices such as tablets and
phones. Once exploited the android
device, it's capable of grouping the
target's text messages, contact list,
location and even activate their digital
camera, etc.
An android user uses a number of
applications that are available in Google
Play Store as well as Third Party
Applications, where there is a chance of
applications that are embedded with
malicious payloads, which can hack or
control the target devices in order to
access their data’s.
It was believed that only by installing the
infected applications can have access to
the target devices, but by this research, it
was found that even Original Application
(Baidu Browser) can be binded with the
malicious payload, and even QR Codes,
as well as Multimedia Files like MP3,
MP4, Malicious URLs which are
forwarded to number of peoples through
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•

•

Social-Media like Facebook, WhatsApp,
etc., or MMS, SMS, etc. And computers
i.e. Windows, even these can be hacked
by sending the malicious payload Image
Files like JPEG, Document File PDF,
Word Files, exe format file, etc.
The people are more dependent on the
Antivirus, as it will help to detect and
destroy the Malware, Trojans, Viruses,
Payloads and it is found that there are
payloads that can bypass the Antivirus
Detection, even though the antivirus is
installed in the devices. These Payloads
can run in the background, and they are
undetectable malware.
From this research, it is found that the
process of generating the malicious
payloads using Metasploit Framework,
and transfer of those payloads to the
target, and gaining access to their devices
by exploiting the payloads. It is also
found that these kinds of crimes that are
committed by sending the malicious files
to the target can be solved or investigated
by performing Malware Forensic
Analysis
or
Malware
Reverse
Engineering Techniques, by analyzing
the files which the target was received
before the commission of the crime.

•

•
•

•

•
•
•
•

Figure 26: Sample diagram for payload working
process

4.1 Suggestions
According to the analysis of the Metasploit
payloads, the author has drawn the following
suggestions that can be implemented to improve
the security features and awareness among
individuals.
• As there are so many different strategies
for the distribution and execution of
malicious payloads, there’s no easy
panacea to mitigate them. In addition to
being wary of phishing scams and
different social engineering attacks,

•

•

security measures should be taken every
time downloading archives or receiving
any kind of data from the Internet, or
from the person.
An excellent rule of thumb is to always
run a virus scan on downloaded files.
even if they show up to be from a trusted
source. It is important to have a look at
what and all applications, software, are
installed in the device without the user’s
knowledge, this will help in identifying
the newly installed applications or
software.
Always install the software’s from the
trusted websites which have “https”
instead of “HTTPs” (s stands for secure).
It is important to use a paid version of
Anti-virus like Kaspersky Anti-virus,
Norton Anti-virus, etc. It is important to
update the Operating System and
Antivirus.
Always scan USB flash drive and
whenever you transfer the files from the
flash drive by injecting it into the
computer.
Never ever respond to any kind of Spam
E-mails, Social-Media forward messages,
URL links, etc.
Always have an update on new cybercrimes which are increasing day-by-day.
It is necessary to have a back-up of the
files, in order to recover after the
commission of the crime.
Be alert when scanning any kind of untrusted QR Codes as the author has
shown the gaining access of the target
through QR Code Scanning.
This research can be in good faith, in
solving crimes, finding the location of
criminals, conducting the vulnerability
scanning of the mobile phone as well as
computers.
It can also be used to find out the security
weakness and the devices can be secured
properly, in order to avoid future losses
due to Malware, Viruses, Trojans,
Payloads attacks.

5. CONCLUSION
In conclusion, a Metasploit Framework is
an effective tool for
exploiting
a remote
target machine. With more than 900 attacks got
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through multiple combinations of payloads and
exploit types, the ever-increasing need for
patching the vulnerabilities in the device can be
dealt with an exceptional deal of information
about them and the risk of an attack going on
with the aid of exploiting a vulnerability. After
conducting the penetration test on Android
smartphone and Computer via Metasploit
Framework, can be summarized the findings of
this tool which are the Android system is
prone and can be hacked through one-of-a-kind
ways. In the case of Android, the attacker can get
entry to sensitive information and use the
webcam to take photos additionally can use
record-mic to file conversations of targets.
Thus, it used to be observed that the Linux
kernel layer is the touchiest section of the
Android Operating device and the hackers
can easily get entry to statistics of this layer. Day
by day the society is advancing towards a greater
global and digital virtuality. The more we are
entering into digital the greater we are facing
issues related to protection and intrusion. A lot
of extra assaults arise every day in opposition
to each company and each individual. Kali Linux
is the most advanced tool compilation for
penetration testing.
It helps advance competencies for highquality and practical know-how of the Hacking
field. Specializations and capabilities in this
subject are very promising and exceedingly
rewarding. Kali Linux comes with some other
600+ tools either preinstalled included with
repository upgrades. Through this research, I
learned how to gain access to the system
(Android & Computer) and then how to protect
it from getting hacked.
I used Metasploit (Penetration Testing tool) to
perform attacks and also studied the various
types of weaknesses that the system might
possess. As this is a continuously growing field,
constant research helps to align ourselves with
technological advancement, as well as with the
security implications [10].
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