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ABSTRACT

KEYWORDS

The paper utilizes several cutting-edge
machine learning and artificial intelligence
technologies for data mining IP network
traffic data in order to classify network
intrusion anomalies. A novel approach using
a deep learning algorithm (multi-layer
perceptron neural network) is used in
comparison with a number of machine
learning classifiers, including the use of
oversampling techniques for balancing
training data classifiers. The results of these
experiments are investigated to compare the
natural dispersion between variances of
multiple AI/ML algorithms using Levene’s
test for equality of variances for null
hypothesis testing. The paper concludes with
a rejection of the null hypothesis and
experimentally determines an optimal deep
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learning classification methodology for
accurately predicting the
multiclass
dependent variable factor associated with IP
network intrusion anomalies in the dataset.

1. INTRODUCTION
Cyberattacks that can target
critical or highly personal information
from digital communication networks
have been a focus of the academic
research community for many years [1].
The pervasive nature of networked
digital communications, coupled with
their complex topologies, extreme data
transmission speeds and inherent header
complexities make detecting IP network
intrusions extremely difficult in real time.
Research further states that intrusion
detection that utilizes digitized network
data relies on the pre-identification of
various undesirable behaviors. This
concept is often broadly categorized as
“attacks” that need to be visible or
identifiable through various statistical
methods in the network trace dataset [1].
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Furthermore, cyber “attacks” are
made up of a very broad collection of
network activities, each of which has the
ability to be potentially detected by a
statistical analysis of network traffic
traces. The major attack vector
categories for IP networks include Brute
Force attacks, Injection attacks, Privilege
Escalation attacks, Spoofing, Sniffing
and denial of service/distributed denial
of service attacks (DOS / dDOS). Brute
force attacks are primarily related to a
repetitive network intrusion attempt,
often utilizing a linguistic dictionary tool
that carries out a network breach attempt
such as automated login authentication
or similar actions [1].
This also includes discovering
exposed network resources available
through a network connection port.
Injection attacks often utilize techniques
that potentially exploit input gathering
requests from network interfaces (often
over the Web) to attempt to execute new
source code commands on a host device.
Privilege escalation attacks utilize
potential vulnerabilities in a host user
account security scheme whereby
unauthorized accesses can be granted to
an otherwise unprivileged user account.
Spoofing attacks refer to a user or an
automated program that attempts to
falsify login credentials in order to gain
prohibited access rights into a secured
system or network.
Finally, Sniffing attacks refer to
an attempt at eavesdropping over IP
network traffic, usually unencrypted by
not necessarily so, in order to obtain
information that would otherwise not be
available to them.
Each of these network attack
modalities presents a different set of
challenges to attempt to protect against,
as well as being able to detect at all,

much less in a timely manner. Machine
learning and deep learning techniques
present unique opportunities for
detecting and classifying these complex
attack strategies because of their ability
to adapt to new data patterns without
needing to be explicitly programmed to
do so.
The means to identify network
attack indicators by analyzing post-hoc
network traffic data logs or in near-real
time by analyzing traffic data has some
unique characteristics, which are wellsuited to advanced analytics software.
This type of software is well-suited to
analyzing an increasing number of such
attacks that have demonstrated the
abilities to evolve over time when new
network environment weaknesses [1].
As these network vulnerabilities have
been
identified
and
associated
exploitation opportunities have been
discovered, a significantly diverse type
of network traffic types within IP
protocol, including frames in the link
layer, datagrams in the IP layer,
segments in the transport layer and
messages at the application layer.
Coupled
with
a
rapidly
increasing volume and velocity data due
in large part to the increasing adoption
of mobile IP devices and the Internet of
Things, the challenge posed to the
effective analysis of network attack
threats is significant. The use of robust
encryption methods for IP network data
at all layers of the network stack makes
the challenge even more significant.
Lastly, the need to identify potential
network attack threats in near real-time
is increasing as the scope and velocity of
these various attacks increase, coupled
by the growing threat to critical business
infrastructure and personal finance that
is often carried by these IP networks.
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The
substantive
research
question to be investigated is, “Can the
classification accuracies between groups
of deep learning and machine learning
algorithms be compared for optimizing
the detection of network intrusion
anomalies?” The dependent variable
(DV) is a labeled categorical value
consisting of 23 factors, made up of
unique malware network attack types as
well as a normal or benign network
status for each data packet.
1.1 NULL HYPOTHESIS AND
ALTERNATIVE HYPOTHESIS
The null hypothesis for this
research project is “There is no
difference in the classification accuracies
of the machine learning and deep
learning algorithms examined for the
network intrusion anomalies included in
this study.” The alternative hypothesis is
“An optimized AI or ML algorithm can
be selected that consistently performs
best at correctly identifying the classes
of network intrusion anomalies included
in this study.”
2. METHODOLOGY
The analysis of these various
multiple protocol layers is required in
order to determine the presence of the
various threat types across an IP network.
While each application being run on a
network host device doesn’t use all of
the same IP protocol sets, all of the
protocols are necessary in order to move
various messages completely through an
IP network. Therefore, the various
protocol layers each have different fields,
and even fields in different positions
within the same packet.
This also includes messages that
broken up into multiple packets prior to
being transmitted due to packet size
limitations established by the link layer

protocols. It is necessary to be able to
analyze each of these different network
headers and when possible even the
packet payload (message data), despite
the complexity of doing so.
Such data capturing and analysis
processes are a challenge because
although it is possible to utilize a packet
sniffer software tool on one or more
network devices, that network device
mirrors the packets from the LAN on
just a single port. This is a limitation of
the packet sniffer software, and while
such a configuration has implicit
performance limitation due to bandwidth
restrictions, it does allow for the broad
capture of all bidirectional network
traffic on the LAN. The capabilities of
this software for the possible analysis
and detection of network attack threats
in near real-time related to the network
flow can then be utilized by machine
learning and deep learning applications
for multinomial pattern classification
after proper model training has taken
place.
Network flow in this case is
defined as a collection of related packets
with attributes in common, including
network, application and transport layer
header fields such as IP protocol, IP
address, type of service, and TCP or
UDP source ports, plus input and output
port specifications. These flow records
in turn can be analyzed by an analytical
package software [1].

This dataset would contain the
traffic flow fields describe above as well
as start/end time stamps for each flow,
the number of bytes or packets in each
flow. It would also potentially capture
the data payload (end-user application
level data within the flow packets)
within the flow records. This payload
within the flow data stream is usually
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quite small because the payload data
does not typically reside at these layers.
Thus, the flow data is relatively compact
and thus more easily understood as
compared to the more broadly captured
packet data. This potentially makes flow
data an ideal deep learning and machine
learning data set for intrusion detection
prediction and classification modeling.
Cisco refers to such flow
monitoring as being a unidirectional
sequence of packets which arrive
through the use of a single interface (or
sub-interface), which have the same
values for certain key fields. Cisco
further states that the monitoring of flow
data enables near real-time network
monitoring capabilities [2]. IPv4 flow
the probability of the presence of one of
the previously defined attack types.
In the case of a supervised
classification methodology, this is
defined as being trained on existing
known attack patterns as defined in usersupplied training data sets such as the
relatively large and public domainowned KDD-CUP ’99 TCP network
traffic data set, then those training
patterns being applied to the flow
patterns provided by the local area
network. One potential approach to the
use of supervised machine learning is in
the area of deep learning algorithms,
through the use of deep learning
algorithms
such
as
multi-layer
perceptron (MLP) neural networks.
This paper proposes to utilize a
deep learning MLP algorithm for
classification of network intrusion
anomalies, in competition with more
traditional
machine
learning
classification algorithms to attempt to
ascertain optimal configuration and
tuning settings for each and compare
performance metrics. anomalies, in
competition with more traditional

data is distinct from IPv6, in that IPv6
flow data is nebulously defined and
broadly primarily includes application
level data such as video and audio
streaming, and the broadness of flow
definitions are intended to make IPv6
more adaptable to a wider range of
complex application data types [3].
Extraction of usable metadata
including independent (explanatory)
variables is a primary concern in
utilizing data mining machine learning
and general artificial intelligence
algorithms. The ability of those
algorithms to detect usable linear and
non-linear patterns is provided by those
independent variables in order to classify
machine
learning
classification
algorithms to attempt to ascertain
optimal configuration and tuning settings
for each and compare performance
metrics.
3. EXPERIMENTAL DESIGN
The design of experiment used
in this study was to employ a range of
machine learning and deep learning
classifier algorithms to a wide dataset in
a quasi-experimental repeated measures
methodology.
This
experimental
framework consisted of analyzing a set
of previously captured internet protocol
data obtained from an external source for
use in the experiment.
The methodology employed
utilizes an optimized classification
model for each distinct machine learning
and deep learning algorithm including
the use of class balancing via
oversampling to minimize overfitting
bias.
In order to fulfill the objective
of accepting or rejecting a null
hypothesis with an alpha test statistic α
with a test value of 0.001, justified based
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on normative principles related to
economy and evidence constraints and
the scope of scientific inquiry. The
repeated measures experiment was
conducted by cross-validating (n = 5)
each machine learning and deep learning
algorithm and then applying Levene’s
test to the F distribution of each set of
cross validations for each distinct AI/ML
algorithm.

the 41 IVs. Variables were then further
defined as being either quantitative
(numerical) or categorical factors. The
dependent variable (DV) was defined as
being a multi-class factor.
In
support
of
the
development of a comprehensive series
of supervised machine learning and deep
learning models to support a multiclass
classification machine learning model, a
detailed statistical analysis of the dataset
was first conducted. The open-source
psych package for R was used to
accomplish this first iteration analysis,
which resulted in the following table of
descriptive statistics (see Table 1, below)
[4].

The dataset consist of a total of
approximately 494,000 observations of
41 independent variables and one
dependent variable, “label” (see Table 1,
below). Label consists of a multiclass
factor dependent variable with 23
separate classes, ranging from “normal”
to 22 additional, separate distinct IP
network attack types associated with the
behavior indicated with some or all of
Variable
Duration

N

Mean

Sd

Min

494020

4.797940e+01

7.077472e+02

0

Protocol type
Service
Flag
Src_bytes

494020
494020
494020

NaN
NaN
NaN

NA
NA
NA

Inf
Inf
Inf

494020

3.025616e+03

9.882191e+05

0

494020

8.685308e+02

3.304003e+04

0

Land
Wrong_Fragment
Urgent
Hot
Num_Failed_logins
Logged_in
Lnum_compromised
Lroot_shell
Lsu_attempted
Lnum_root
Lnum_file_creations
Lnum_shells

494020
494020
494020
494020
494020
494020
494020
494020
494020
494020
494020
494020

4.453261e-05
6.432938e-03
1.416947e-05
3.451885e-02
1.518157e-04
1.482450e-01
1.021214e-02
1.113315e-04
3.643577e-05
1.135177e-02
1.082952e-03
1.093073e-04

6.673134e-03
1.348054e-01
5.510264e-03
7.821034e-01
1.551961e-02
3.553430e-01
1.798328e+00
1.055080e-02
7.792630e-03
2.012720e+00
9.641598e-02
1.102002e-02

Lnum_access_files
Lnum_outbound_comman
ds

494020

1.008056e-03

494020

Is_host_login
Is_guest_login
Count
Srv_count
Serror_rate
Srv_serror_rate
Rerror_rate

494020
494020
494020
494020
494020
494020
494020

Dst_bytes

Max
5832
9
-Inf
-Inf
-Inf
6933
7564
0

Range

Se

58329

1.006945e+00

-Inf
-Inf
-Inf

NA
NA
NA

693375
640

1.405986e+03

0
0
0
0
0
0
0
0
0
0
0
0

5155
468
1
3
3
30
5
1
884
1
2
993
28
2

515546
8
1
3
3
30
5
1
884
1
2
993
28
2

3.648173e-02

0

8

8

9.494183e-06
1.917940e-04
7.839712e-06
1.112735e-03
2.208049e-05
5.055633e-04
2.558566e-03
1.501112e-05
1.108694e-05
2.863592e-03
1.371756e-04
1.567870e-05
5.190427e-05

0.000000e+00

0.000000e+00

0

0

0

0.000000e+00

0.000000e+00
1.386584e-03
3.322864e+02
2.929071e+02
1.766870e-01
1.766092e-01
5.743352e-02

0.000000e+00
3.721107e-02
2.131471e+02
2.463227e+02
3.807173e-01
3.810169e-01
2.316237e-01

0
0
0
0
0
0
0

0
1
511
511
1
1
1

0
1
511
511
1
1
1

0.000000e+00
5.294194e-05
3.032544e-01

4.700762e+01

3.504550e-01
5.416644e-04
5.420907e-04
3.295420e-04
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Srv_rerror_rate
Same_srv_rate
Diff_srv_rate
Srv_diff_host_rate
Dst_host_count
Dst_host_srv_count
Dst_host_same_srv_rate
Dst_host_diff_srv_rate
Dst_host_same_src_port_r
ate
Dst_host_srv_diff_host_rat
e

494020
494020
494020
494020
494020
494020
494020
494020

5.771906e-02
7.915469e-01
2.098243e-02
2.899619e-02
2.324712e+02
1.886661e+02
7.537812e-01
3.090579e-02

2.321472e-01
3.881898e-01
8.220557e-02
1.423970e-01
6.474460e+01
1.060402e+02
4.107800e-01
1.092592e-01

0
0
0
0
0
0
0
0

1
1
1
1
255
255
1
1

1
1
1
1
255
255
1
1

3.302868e-04

494020

6.019360e-01

4.813090e-01

0

1

1

6.847810e-04

494020

6.683515e-03

4.213292e-02

0

1

1

5.994449e-05

Dst_host_serror_rate
Dst_host_srv_serror_rate
Dst_host_rerror_rate
Dst_host_srv_rerror_rate

494020
494020
494020
494020

1.767543e-01
1.764430e-01
5.811773e-02
5.741178e-02

3.805934e-01
3.809198e-01
2.305897e-01
2.301405e-01

0
0
0
0

1
1
1
1

1
1
1
1

5.414882e-04

5.522959e-04
1.169577e-04
2.025949e-04
9.211520e-02
1.508684e-01
5.844361e-04
1.554482e-04

5.419525e-04
3.280709e-04
3.274318e-04

Table 1 – Descriptive statistics for the KDD Cup ’99 TCP network traffic dataset

Further definitions for the independent
variables used within the training data
for this classification model, along three
major groupings are provided: Basic
features of TCP Connections, Content
features within a connection that is

Feature Name
Duration

suggested by domain knowledge, and
Traffic features computed during a twosecond time window [5]. Those IV
descriptions are provided in detail in the
following (see Tables 2, 3 and 4 below):

Description
length (number of seconds)
of the connection

Data Type
continuous

Protocol Type

type of the protocol, e.g.
tcp, udp, etc.

discrete

Service

network service on the
destination, e.g., http,
telnet, etc.
number of data bytes from
source to destination

discrete

Src_bytes

continuous

Dst_bytes

number of data bytes from
destination to source

continuous

Flag

normal or error status of the
connection

discrete
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Land

1 if connection is from/to
the same host/port; 0
otherwise

discrete

Wrong_fragment

number of ``wrong''
fragments

continuous

Urgent

number of urgent packets

continuous

Table 2: Basic features of individual TCP connections [5]
Feature Name

Description

Data Type

Hot

number of ``hot'' indicators

continuous

num_failed_logins

number of failed login attempts

continuous

logged_in

1 if successfully logged in; 0 otherwise

discrete

num_compromised

number of ``compromised'' conditions

continuous

root_shell

1 if root shell is obtained; 0 otherwise

discrete

su_attempted

1 if ``su root'' command attempted; 0
otherwise

discrete

num_root

number of ``root'' accesses

continuous

num_file_creations

number of file creation operations

continuous

num_shells

number of shell prompts

continuous

num_access_files

number of operations on access control
files

continuous
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num_outbound_cmds

number of outbound commands in an ftp
session

continuous

is_hot_login

1 if the login belongs to the ``hot'' list; 0
otherwise

discrete

is_guest_login

1 if the login is a ``guest''login; 0
otherwise

discrete

Table 3: Content features within a connection suggested by domain knowledge [5]
Feature Name

count

Description
number of connections to the same host
as the current connection in the past two
seconds

Data Type

continuous

Note: The following features refer to
these same-host connections.

serror_rate

% of connections that have ``SYN''
errors

continuous

rerror_rate

% of connections that have ``REJ'' errors

continuous

same_srv_rate

% of connections to the same service

continuous

diff_srv_rate

% of connections to different services

continuous

srv_count

number of connections to the same
service as the current connection in the
past two seconds

continuous

srv_serror_rate

% of connections that have ``SYN''
errors

continuous

srv_rerror_rate

% of connections that have ``REJ'' errors

continuous

srv_diff_host_rate

% of connections to different hosts

continuous

Table 4 – Traffic features computed using a two-second time window [5]
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Those factor combinations for the DV of
“label” include: back, buffer_overflow,
ftp_write, guess_passwd, imap, ipsweep,
land, loadmodule, multihop, Neptune,
nmap, normal, Perl, phf, pod, portsweep,
rootkit, satan, smurf, spy, teardrop,
Warezclient and warezmaster attack
types. These attacks fall into four main
categories:

Network attack type
Back
Buffer_overflow
ftp_write
Guess_passwrd
IMAP
Ipsweep
Land
Loadmodule
Multihop
Neptune
Nmap
Perl
Phf
Pod
Portsweep
Rootkit
Satan
Smurf
Spy
Teardrop
Warezclient
Warezmaster






DOS: denial-of-service, e.g. syn
flood;
R2L: unauthorized access from a
remote machine, e.g. guessing
password;
U2R: unauthorized access to
local superuser (root) privileges,
e.g., various ``buffer overflow''
attacks;

Attack Categories
DOS
U2R
R2L
R2L
R2L
Probe
DOS
U2R
R2L
DOS
Probe
U2R
R2L
DOS
Probe
U2R
Probe
DOS
R2L
DOS
R2L
R2L

Table 5 – Known labeled attack types from the dataset training data [5]


Probing (Probe): surveillance and
other probing, e.g., port scanning
[5].

The training dataset consists of 23
unique network attack types, including a
“normal” type for non-attack network
traffic as shown in Table 5.

An analysis using the statistical
design
of
experiments
concepts
including
Analysis
of
Variance
(ANOVA) as a mathematical process for
separating the variability of observation
groups into distinct potential causalities
while preparing multiple tests of
significance was then used [6]. The use
of ANOVA for feature and variable
reduction in order to optimize linear
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prediction and classification models was
also validated for this methodology [7].
An initial attempt at variable
reduction focused on a linear model,
specifically ANOVA in preparation for
use of a multinomial logistic regression
Df

Sum Sq

which is a logistic regression model for a
classification problem that contains more
than two possible discrete outcomes
from a categorical factor DV [8].

Mean Sq

F value

Pr(>F)

Duration
protocol_type
Service

1
1
1

244
62717
5071

244
62717
5071

7.527e+02
1.934e+05
1.564e+04

< 2e-16 ***
< 2e-16 ***
< 2e-16 ***

Flag
src_bytes

1
1

1347
26

1347
26

4.152e+03
7.937e+01

< 2e-16 ***
< 2e-16 ***

dst_bytes
wrong_fragment

1
1

408
1529

408
1529

1.259e+03
4.713e+03

< 2e-16 ***
< 2e-16 ***

Hot
logged_in

1
1

41
2667

41
2667

1.251e+02
8.223e+03

< 2e-16 ***
< 2e-16 ***

lnum_compromised
lnum_root

1
1

2616
1

2616
1

8.066e+03
3.240e+00

< 2e-16 ***
0.0719 .

lnum_file_creations
lnum_access_files

1
1

2
8

2
8

5.413e+00
2.512e+01

0.0200 *
5.59e-07 ***

is_guest_login
Count

1
1

7
1674

7
1674

2.184e+01
5.161e+03

3.05e-06 ***
< 2e-16 ***

srv_count
serror_rate
srv_serror_rate

1
1
1

2522
534
161

2522
534
161

7.776e+03
1.648e+03
4.976e+02

< 2e-16 ***
< 2e-16 ***
< 2e-16 ***

rerror_rate
srv_rerror_rate

1
1

60
263

60
263

1.840e+02
8.119e+02

< 2e-16 ***
< 2e-16 ***

same_srv_rate
diff_srv_rate

1
1

217
412

217
412

6.699e+02
1.270e+03

< 2e-16 ***
< 2e-16 ***

srv_diff_host_rate
dst_host_srv_count

1
1

20
14

20
14

6.032e+01
4.460e+01

9.77e-15 ***
2.69e-11 ***

dst_host_same_srv_rate
dst_host_diff_srv_rate

1
1

1
28

1
28

2.254e+00
8.565e+01

0.1334
< 2e-16 ***

dst_host_same_src_port_rate
dst_host_srv_diff_host_rate

1
1

18
256

18
256

5.660e+01
7.882e+02

6.32e-14 ***
< 2e-16 ***

dst_host_serror_rate
dst_host_srv_serror_rate
dst_host_rerror_rate

1
1
1

5
1
2

5
1
2

1.609e+01
3.810e+00
5.127e+00

6.14e-05 ***
0.0510 .
0.0236 *

dst_host_srv_rerror_rate
Residuals

1
4867

42
1578

42
0

1.305e+02

< 2e-16 ***

Table 6: KDD Cup ’09 ANOVA Model Statistics; Signif. codes: 0 ‘***’ 0.001 ‘**’ 0.01
‘*’ 0.05 ‘.’ 0.1 ‘ ’ 1
In order to determine potentially
optimal linear IVs for this initial
classification model, ANOVA was
utilized on each IV. This was an initial

attempt at key response indicator IV
variable optimization for utilizing the
general linear model function in R, an
additive two-way ANOVA test without
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any interaction or blocking variable was
conducted, which assumes no interaction
between the independent variables.
The resulting ANOVA matrix
utilizing the GLM function indicated the
following
IVs
were
statistically
significant and should be retained for a
potential logistic regression model, as
shown in Table 6 (above).
3.1 VARIABLE DISTRIBUTIONS
AND LINEARITY TESTING
It should also be noted from the
above sumary statistics that the linear fit
model from the ANOVA indicated a
high number of degrees of freedom were
unaccounted for in this two-way additive
ANOVA, although there was a relatively
small sum of square of the error and a 0
value for the mean square of the error
present in the residuals from this
ANOVA. This indicates that the use of
the statistically significant IVs from the
additive ANOVA test could produce a
statistically significant classification
using logistic (linear) regression.
This first attempt of variable
reduction is known as feature extraction,
with methodologies used in order to
produce
explanatory (independent)
variables, or IVs [9]. That methodology
extracts metadata from the header
features of network packets, payload
attributes and SFD attributes from flow
data, and finally MDF features from the
analysis of multiple flows. The packet
features data can be analyzed in order to
extract IVs from different layers of the
TCP/IP stack, which are potentially
useful to identify protocol anomalies for
certain types of low-stack IP attacks
such as spoofing attacks. Spoofing
attacks are when a login impersonation
attempt takes place.
Application-level data, which
includes both headers and payload data

The summary statistics of the
model fit from the ANOVA test indicate
that
the
dst_host_srv_serror_rate,
dst_host_same_srv_rate and lnum_root
were not statistically significant on a
linear basis and with the dependent
variable “label”, and should therefore be
removed from use in a linear model such
as logistic regression.

from packets, must be analyzed for
feature extraction and production of IVs
because more sophisticated types of
network intrusion attacks can be
distributed across multiple network
packets, and would thus not be
identifiable through simple single-packet
analysis methods.
The use of multiple (ensemble)
feature extraction algorithms is also
recommended because of the potential to
omit key IVs due to not detecting
relevant data patterns that might require
both the imputation of missing values
and also removing packet fields that are
not common for protocols across all
layers of the network stack [10].
However, in order to utilize the
general linear model of which ANOVA
is a subset functionality, several criteria
need to be fulfilled. Those criteria for a
linear model include normality for each
IV, independence of observations
between the IVs, and homogeneity of
variance among groups within the IVs.
The model DV and IVs that
contained character string text values
were first converted to single-level
factors in R, and then converted to
numeric frequency scores, corresponding
to their relative occurrence in the dataset.
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In order to first assess normality
for the IVs, a Shapiro-Wilk test was

conducted for each IV. Shapiro-Wilk
was selected as this test has a well-

established power for testing a dataset
for normality, using the rstatix library
package
for
the
R
statistical
programming language [11].

analytical test. In order to make use of
this library package in R, a subset of the
~494,000 n observations in the KDDCUP ’99 dataset was produced using R
code to randomly select 4,900
observations.

This package and the Shapiro.test
function is however limited to a dataset
that ranges between an n of 3 to 5000
observations. In order to meet the
requirements of this threshold limit,
5000 records were first randomly
extracted as a subset data frame for this

Variable
Duration
Flag
Protocol Type
Dst_Bytes
Hot
Logged_in
Lnu_compromised
Lnum_root
Lnum_file_creations
Lnum_access_files
Is_guest_login
Count
Srv_Count
Serror_Rate
Srv_Serror_Rate

This random subset was then
tested across multiple IVs using a
Shapiro-Wilk test to validate a normal
distribution, with the following results in
Table 7, below:

Statistic
0.0486
0.559
0.697
0.0979
0.0188
0.414
0.0358
0.00652
0.00662
0.00547
0.00969
0.733
0.652
0.472
0.470

p-value
3.89e-94
5.71e-77
3.10e-69
6.80e-93
7.31e-95
4.13e-83
1.89e-94
3.73e-95
3.75e-95
3.52e-95
4.43e-95
9.66e-67
4.68e-72
7.52e-81
6.48e-81

Table 7: KDD Cup ’09 Shapiro-Wilk Test Statistics
Thus, the IVs tested as shown
above were not normally distributed, as
a Shapiro-Wilk test has as the null
hypothesis the presumption that all
variables in the dataset would not be
significant.
With an extremely low p-value
for each of these IVs, it can be stated
that the null hypothesis of the ShapiroWilk test is rejected for these key

response
indicator
independent
variables, indicating that the dataset is
not normally distributed.
Additionally, a Q-Q (quantilequantile) plot of the DV “label” variable
was conducted as a visual test of
normality for the dependent variable.
The results shown in Figure 1 (below)
further indicate that attributes of this
dataset are not normally distributed.
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Figure 1: A Q-Q (quantile-quantile0 plot for the KDD Cup ’99 TCP network traffic
dataset indicating a non-linear model fit

Figure 2: Density plot for the label factors DV of the KDD Cup ’99 TCP network traffic
dataset, indicating a non-normal distribution for the DV classifier labels
A density plot (Figure 2) was
also created for the label DV, showing in
more granular detail that the distribution
of the categorical factors that comprise
the multi-factor DV are nor well
distributed.
It can therefore be concluded that
while variable reduction techniques for
minimizing statistical noise in relation to
the DV are possible, that the overall best
fit predictive (classification) modeling
technique for a multiclass DV would not
be a logistic regression. Other techniques
being considered would include nonGaussian support vector machines,
decision trees, random forests, neural
networks and Bayesian techniques, as

well as some deep learning neural
network models, all of which have
sensitivities to non-linear relationships.
Another issue to be concerned
with is encryption that may be taking
place within each packet such as IPsec in
which case only the IP and data link
headers can be readily extracted from the
dataset [12]. This extraction would
ideally occur in real-time without being
table to decrypt the packets, therefore
relying on higher-level header data
(which is unencrypted).
This unencrypted subset of flow
becomes
the
analytical
dataset,
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presenting a more practical solution for
It becomes especially important
when real-time processing of complex
network threats is desired, as detecting a
network intrusion anomaly hours or even
days after it has occurred might have
limited practical utility for an enterprise.
3.2
MACHINE
LEARNING
CLASSIFICATION
USING
A
SUPPORT VECTOR MACHINE
The initial dataset was first used
in a support vector machine using
Kernlab’s ksvm package for the R
statistical programming language [13].
Support vector machines are capable of
addressing nonlinear relationships in
complex
datasets
using
a
computationally intensive process often
referred to as the “kernel trick”, which
attempts to maximize gaps between
categories of data, often using
multidimensional inflation. In a support
DV Class (“Attack
Type”)
Back
Buffer_overflow
Ftp_write
Guess_passwd
Imap
Ipsweep
Land
Loadmodule
Multihop
Neptune
Nmap
Normal
Perl
Phf
Pod
Portsweep
Rootkit
Satan
Smurf
Spy
Teardrop

feature extraction and generating IVs.
vector machine, the maximum margin
classifier is a relatively simple way to
divide datagroups into linearly separable
groups by adding successively more
multidimensional layers to the data [14].
The Kernlab support vector
machine algorithm was used with a
radial basis (Gaussian) kernel known as
rbfdot, which provided a reasonably
strong accuracy values against the
overall validation test data split. This
resulted in an accuracy of 0.9328, with a
Cohen’s kappa coefficient value of
0.8862, representing a relatively robust
multinomial classification model.
Upon further analysis of the
detailed sensitivity and specificity
statistics for each of the 23 multinomial
target variable classes, there was actually
a very wide disparity in individual class
accuracies, as shown in Table 8, below:

Sensitivity

Specificity

0.5346
0.0000
0.1667
0.0000
0.0000
0.5315
0.1875
0.0000
0.0000
0.7454
0.3261
0.9999
0.0000
0.0000
0.0853
0.6382
0.0000
0.3949
0.9981
0.000
0.280

1.000
1.0000
1.000
1.000
1.000
1.000
1.000
1.000
1.000
1.000
0.9999
0.9163
1.000
1.000
1.000
1.000
1.000
1.000
1.000
1.000
1.000

True Class
Accuracy
0.7673
0.5
0.5835
0.5
0.5
0.7658
0.5938
0.5
0.5
0.8727
0.663
0.9581
0.5
0.5
0.5427
0.8191
0.5
0.6975
0.9991
0.5
0.64
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Warezclient
0.1029
0.9999
0.5514
Warezmaster
0.000
1.000
0.5
Table 8: Table showing the sensitivity, selectivity and calculated true class accuracy for
each DV attack type class for the support vector machine algorithm
As can be shown in Table 8,
there is a wide range of variability
displayed in the sensitivity (true positive
rate) and selectivity (true negative rate)
for each attack type (DV multinomial
class), including the “normal” network
traffic class.
Because the class types are
unbalanced in the “raw” dataset, the
normal DV class is the majority
occurrence. This “normal” class, which
the Kernlab ksvm algorithm is able to
predict very well with 95.81% true class
accuracy, masks some of weakness in
other class predictions, thus making the
claimed 0.9328 accuracy rate to be less
than precise in this case. Taking the
mean of all 23 classes (including the
normal class) without weighing for class
imbalance occurrences in the raw data, a
mean per class error rate is determined
to be 0.3716, using the equation 1 - ( Σ
xi ) / n.
3.3
MACHINE
CLASSIFICATION
RANDOM FOREST

LEARNING
USING
A

The 36 IVs including a
combination of multiclass categorical
factors and numeric interval range data
were then used in a random forest
algorithm for a similar multinomial

1
2
3
4
5
6
7
8

classification model. Several large
multiclass factors (>52 classes) were
recoded to a set of numerical values
from their original character type strings
in order to allow them to be treated as
distinct levels by the classification
algorithm, and still function with the
randomForest
function.
The
randomForest algorithm has a limit of 52
classes per categorical IV [15].
The
RandomForestExplainer
package was then utilized to analyze key
aspects of the classification model,
providing an OOB error rate of 0.03%
based on ntree values of 500 with an
mtry value of 2. However, because the
classes were heavily unbalanced, the low
OOB error rate for these models was
likely deceiving [16].
Using the average class error
metric provided an error rate of 0.4421.
Balancing the classifiers with an
oversampling data technique was able to
reduce this average class error to a value
of 0.3973. One benefit of using the
random forest algorithm was its ability
to rank the importance of each IV in the
model, using mean min depth, number of
nodes and gini decrease, number of trees,
time a root and p-value ranking
coefficients (see Table 9 below):

Variable
mean_min_depth no_of_nodes
count
2.682000
6168
diff_srv_rate
4.219048
2683
dst_bytes
3.890000
5994
dst_host_count
4.212000
8039
dst_host_diff_srv_rate
3.504000
6440
dst_host_rerror_rate
4.530000
4034
dst_host_same_diff_rate
3.534000
6458
dst_host_same_src_port_rate
3.218000
7850

gini_decrease
3.227798e+04
1.031340e+04
5.742229e+03
2.220520e+03
7.039903e+03
7.970065e+02
6.485172e+03
1.899562e+04
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9
dst_host_same_srv_rate
3.994000
6704
8.116976e+03
10
dst_host_serror_rate
4.486000
4042
2.283677e+03
11
dst_host_srv_count
3.910000
8484
5.989761e+03
12
dst_host_srv_diff_host_rate
4.474000
5070
2.152484e+03
13
dst_host_srv_rerror_rate
5.697144
2047
6.517370e+02
14
dst_host_srv_serror_rate
5.166000
3374
2.051525e+03
15
duration
5.636000
4142
2.394501e+02
16
flag
3.462000
2815
1.265502e+04
17
hot
4.674000
3021
1.031620e+03
18
is_guest_login
9.637080
705
7.226410e+01
19
is_host_login
NA
0
0.000000e+00
20
land
11.420672
274
4.623337e+00
21
lnum_access_files
12.181680
516
2.587615e+00
22
lnum_compromised
6.861160
1087
7.383796e+02
23
lnum_file_creations
9.838208
1041
6.883608e+00
24
lnum_outbound_cmds
NA
0
0.000000e+00
25
lnum_root
10.488584
1263
6.196372e+00
26
lnum_shells
12.041880
431
2.858555e+00
27
logged_in
6.269048
2533
2.561653e+03
28
lroot_shell
9.698120
795
7.995909e+00
29
lsu_attempted
14.828536
97
4.872591e-01
30
num_failed_logins
11.168840
394
1.906672e+01
31
protocol_type
3.860000
3184
2.111868e+04
32
rerror_rate
5.455432
1852
6.046062e+02
33
same_srv_rate
4.223048
2611
1.619673e+04
34
serror_rate
5.338576
1716
3.133542e+03
35
service
3.480000
7544
1.694269e+04
36
src_bytes
2.582000
12196
2.217772e+04
37
srv_count
3.408000
5598
2.782271e+04
38
srv_diff_host_rate
6.319336
2063
6.245986e+02
39
srv_rerror_rate
7.214304
1225
3.068124e+02
40
srv_serror_rate
7.476592
1070
1.086343e+03
41
urgent
13.122296
249
1.837400e+00
42
wrong_fragment
4.961240
1938
7.105016e+02
Table 9: IV importance using the randomForest (2002) algorithm based in
mean_min_depth, no_of_nodes and gini_decrease parameters
Based on the Distribution of
Minimal Depth and its Mean (Figure 6
below), the random forest indicated that
the most important variables were the
src_bytes,
count,
dst_host_same_src_port_rate, srv_count,
flag, service, dst_host_same,_diff_rate,
dst_host_diff_srv_rate,
protocol_type
and dst_home_same_srv_rate.

At each node within a random
forest model, a subset of the full set of
predictors is evaluated for their strength
of association with the dependent
variable. The strength of association may
be measured using a correlation
coefficient, or some other metric
(necessary if there are both categorical
or continuous predictors). The most
strongly associated predictor is then used
to split the data.
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This implies that variables that
occur closer to the root are more
important, in the sense that they are most
strongly associated with the dependent
variable in each of the bootstrap data
subsets.
times_a_root
and
the
mean_min_depth are straightforward
ways of measuring importance in this
sense: a variable that is closer to the
root, or one that on average occurs closer
to the root, is one that is strongly
associated with the dependent variable.
The “no_of_nodes” is distinct
from the other two parameters, in that
the DV can be conceived of as being a
strong sinusoidal function of one
predictor IV. The predictor will not
necessarily appear as being important on
the previous two metrics because of the
lack of a clear trend/direction/non-zero

linear slope in a bivariate plot. However,
eventually the trees will start to split on
this predictor, and will then continue to
split on it a very large number of times
to approximate the sinusoidal function.
no_of_nodes will capture the importance
of this and other nonlinear predictors
(without a clear trend/direction/non-zero
linear slope) better than the earlier
metrics.
Accuracy_decrease
(for
classification) is the optimal metric of
importance. This measures the decrease
in the forest's predictive performance if a
particular predictor is permuted.
Correlated predictors will influence this,
but they will also affect the other
importance metrics as well. And whether
that matters depends on what your goals
for the analysis are. This is demonstrated
in Figures 3 through 5 below:

Figure 3: Mean_min_depth by times_a_root by number of nodes in the random forest
model, indicating the most important IVs in a multi-way importance plot
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Figure 4: Mean_min_depth by times_a_root by p-value in the random forest model,
indicating the most important IVs in a multi-way importance plot

Figure 5: Mean_min_depth by gini_decrease by p-value in the random forest model,
indicating the most important IVs in a multi-way importance plot
The distribution of the mean
minimal depth allows us to appreciate
the variable’s role in the random forest’s
structure
and
prediction.
The
“plot_min_depth_distribution” variable
provides the top ten variables according
to mean minimal depth calculated using
the top trees. The mean minimal depth
can be calculated in 3 different ways in
plot_min_depth_distribution using the
mean_sample argument.

This calculation differs in the
way they treat missing values that appear
when a feature is not used for tree
splitting. As a result, the ranking of
variables may change for each
calculation.
The mean minimal depth is
indicated by a vertical bar with the mean
value beside it. The smaller the mean
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minimal depth, the more important the
variable is and the higher up the y-axis
the variable will be.
The rainbow gradient shown in
Figure 6 below provides the min and
max minimal depth for each independent

variable. The larger the proportion of
minimal depth zero (shown in the red
blocks), the more frequent the variable is
the root of a tree. The range of the x-axis
is from zero to the maximum number of
trees for each of the IV features shown:

Figure 6: Number of trees for IV importance in the random forest model, indicating the
most important IVs in a distribution of minimal depth and showing mean minimal depth
of each tree in the random forest
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Figure 7: Number of trees for IV importance in the random forest model, based on
mean_min_depth value for the 30 most frequent IV interactions
The interaction between the
independent variables is reflected within
“mean_min_depth” (see Figure 7) which
is the mean conditional minimal depth
for the forest node. This is where a

variable
is
taken
as
a
root
node/root_variable and the mean
minimal depth is calculated for the other
variable.

3.4
DEEP
LEARNING
CLASSIFICATION
USING
A
MULTI-LAYER PERCEPTRON

layer perceptron (MLP), is the most
common type of Deep Neural Network
and the only type that is supported
natively in H2O-3. Several other types
of DNNs are popular as well, such as
Convolutional Neural Networks (CNNs)
and Recurrent Neural Networks (RNNs).
MLPs work well on transactional
(tabular) data; however if you have
image data, then CNNs are a great
choice. If you have sequential data (e.g.
text, audio, time-series), then RNNs are
a good choice.

Following the random forest
model experiment trials, a deep learning
neural network using H2O’s deep
learning library package for R was
utilized as another supervised learning
multinomial classification algorithm for
this dataset [17].
H2O’s Deep Learning is based
on a multi-layer perceptron feedforward
artificial neural network, trained with a
stochastic gradient descent function that
utilizes back-propagation [17]. It is
stated that “the network can contain a
large number of hidden layers consisting
of neurons with the available tanh,
rectifier,
and
maxout
activation
functions.
Advanced features such as
adaptive learning rate, rate annealing,
momentum training, dropout, L1 or L2
regularization, checkpointing, and grid
search enable high predictive accuracy.”
Each compute node in the MLP model
trains using a copy of the global model
parameters on its local data frame subset
asynchronously using multi-threading
and contributes periodically to the global
model via model averaging throughout
the global neural network [18].
A feedforward artificial neural
network (ANN) model, also known as
deep neural network (DNN) or multi-

The ex post facto experiment
utilized 50 iteration combinations of
MLP model deep learning networks for
multiclass (multinomial) classification
for this large dataset, with several
permutations of tuning parameters. The
optimal deep learning MLP multinomial
classification model was based on
neurons of 200,200 in 2 hidden layers,
30 epochs, a Rectifier activation layer, a
training sample ratio of 0.6 and the use
of Balanced Classes (oversampling).
Every run of DeepLearning
results in different results since
multithreading is done via the “Hogwild!”
algorithm, which in turn benefits from
intentional lock-free race conditions
between threads [18].
The results were generally
consistent for the relatively large dataset
for each parameter tuning setting, to be
broadly reproducible for optimization
planning purposes. The reproducibility
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parameter was not enabled due to the
relatively large size of this dataframe
and the large number of target variable
classes which would greatly hinder
model performance.
This optimal deep learning
deeplearning MLP model provided an
average class error rate of 0.0322, with a

Mean Square of the Error value of
0.0187, a Root Mean Square of the Error
value of 0.1367, and a Logloss value of
as
provided
by
the
0.0699,
h2o.performance function. Furthermore,
the optimal deep learning MLP model
described the most important IVs in the
dataset as follows (see Table 10 and
Figure 8, below):

Variable
relative_importance
scaled_importance percentage
1 dst_bytes
1.000000
1.000000
0.037079
2 src_bytes
0.373887
0.373887
0.013863
3 lnum_root
0.323506
0.323506
0.011995
4 lnum_compromised 0.273033
0.273033
0.010124
5 hot.2
0.263301
0.263301
0.009763
Table 10: The top 5 most importance IVs in the KDD Cup ‘99 dataset based on residuals
computed by the H2O MLP Deep Learning model

Figure 8: MLP Deep Learning variable importance plot, showing some similarities with
the randomForest variable importance plots but with some significant differences
A scree plot showing the scoring
history classification error for training
and validation data splits for the deep
learning MLP neural network by training
epochs is shown in Figure 9 (below).

This plot indicates that the majority of
learning took place at epoch 0.2, but
continued to moderately improve beyond
epoch
1.4.
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Figure 9: MLP Deep Learning variable importance plot, showing some similarities with
the randomForest variable importance plots but with some significant differences
Lastly, a gradient boosted model
(GBM) was utilized for multiclass
classification using H2O’s GBM
algorithm [19]. This series of experiment
trials resulted in an optimal mean per
class error of 0.1428, using balanced
classes (oversampling), an ntree value of
200, a max depth value of 50 and a learn
rate of 0.3.
4. Experimental Results
In conclusion, the use of
supervised learning techniques such as
MLP deep learning neural networks
provide potentially optimal solutions for
anomaly detection in “real world”
network traffic flows. Such flows are
non-static, do not require numerical
transformation of categorical and textbased factor variables, and work well
without the need for dimension
reduction.

Assessing of supervised deep
learning algorithms for anomaly
detection in frame data can potentially
be conducted by comparing confusion
matrixes using the mean per class error
rate, that compares the performance
using a matrix of true positives to false
positive, and false negative to true
negatives, per factor class in the DV in
determining the average class error for
large multiclass prediction problems.
The performance of these models can
objectively be compared using flow data
captured from the KDD-CUP ’99 TCP
network traffic data set.
Table 11 (below) provides the mean per
class error as the method for
comparative
accuracy
assessment
between each algorithm for this
experiment:

Classification Algorithm
randomForest, without class balancing
randomForest, using class balancing
(oversampling) with ntree = 500, mtry

Mean Per Class
Error Rate
0.4421
0.3973
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=2
Kernlab KSVM Support Vector Machine
using the Radial Basis kernel with
0.3716
unbalanced classes in the training data
H2O’s Gradient Boosted Model (GBM),
using balanced classes (oversampling),
0.1428
an ntree value of 200, a max depth value
of 50 and a learn rate of 0.3.
H2O’s Deep Learning MLP Neural
Network, with neurons of 200,200 in 2
hidden layers, 30 epochs, a Rectifier
0.0322
activation layer, a training sample ratio
of 0.6 and the use of Balanced Classes
(oversampling).
Table 11: Final accuracy assessment of the 4 machine learning and deep learning
algorithms used for multinomal classification of network intrusion anomalies
A repeated measures experiment
was then conducted, where randomized
selections of data rows were selected in
equal amounts and repeatedly processed
by each of the above algorithms for
cross-validation
for
multinomial
classification, and then applied to
Levene’s test of equality of variances.

The tests below were conducted with
independent samples and a normal
population distribution of values for
each set of trials to test homogeneity of
variances between five experimental
groups. The results of the experiment are
shown in tables 12 and 13 below:

Measure

Unbalanced Balanced
kSVM
GBM
MLP
Random
Random
Forest
Forest
Normality
1
1
1
1
1
Mean
0.442
0.3972
0.3715
0.14265
0.0321
S
0.00014142 0.00014142 0.00014142 0.00021213 0.00014142
Table 12: Descriptive statistics for the experimental groups (classification algorithms)

Source

DF

Sum of
Square
4e-9

Mean
Square
1e-9

F Statistic

4
2.07691784e+26
Groups
(between
groups)
5
2.40741e4.81483eError
(within
35
36
groups)
9
4e-9
4.4444e-10
Total
Table 13: Statistical measures for the between and within-groups
4.1 Levene's test, using F distribution
df(4,5) (right tailed)

P-value
0

Using an α test value of 0.001
and measuring the effect type of the F
statistic, it can be stated that since the p177
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value is < α, that the null hypothesis is
rejected. That is to say that the
A series of Tukey HSD / Tukey
difference between the variance of some
Kramer statistical tests were then
groups is large enough to be statistically
conducted, with the results shown in
significant, with the priori power at
Table 14 below. Usually the Tukey HSD
0.0136. The test statistic F equals
compares averages, but this test was run
2.07691784e+26, which is not in the 99%
over the differences from the averages of
region of acceptance: [-∞ : 11.3919]; see
the
cross-validations.
Figure 10 and Figure 11 below.

Pair Difference

SE

Q

Lower CI

Upper CI

Critical
Mean

x1-x2 0

1.55158e-18 0

-1.30667e-17 1.30667e-17 1.30667e-17 1

x1-x3 0

1.55158e-18 0

-1.30667e-17 1.30667e-17 1.30667e-17 1

x1-x4 0.00005

1.55158e-18 32225128710000

0.00005

x1-x5 0

1.55158e-18 0

-1.30667e-17 1.30667e-17 1.30667e-17 1

x2-x3 0

1.55158e-18 0

-1.30667e-17 1.30667e-17 1.30667e-17 1

x2-x4 0.00005

1.55158e-18 32225128710000

0.00005

x2-x5 0

1.55158e-18 0

-1.30667e-17 1.30667e-17 1.30667e-17 1

x3-x4 0.00005

1.55158e-18 32225128710000

0.00005

x3-x5 0

1.55158e-18 0

-1.30667e-17 1.30667e-17 1.30667e-17 1

x4-x5 0.00005

1.55158e-18 32225128710000

0.00005

0.00005

0.00005

0.00005

0.00005

p-value

1.30667e-17 5.13739e-7

1.30667e-17 5.13739e-7

1.30667e-17 5.13739e-7

1.30667e-17 5.13739e-7

Table 14: Tukey HSD/ Tukey Kramer pairwise statistical test results
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Figure 10: The test statistic F equals 2.07691784e+26, which is not in the 99% region of
acceptance: [-∞ : 11.3919]

Figure 11: p-value equals 0, [p( x ≤ F ) = 1 ]. It means that the chance of type 1 error
(rejecting a correct H0) is small: 0 (0%)
5. Conclusion
In conclusion, the deep learning
algorithm provided by H2O for the
multilayer perceptron neural network
provided the best performance for this
problem, and the accuracy variances
between
groups
of
multinomial

classification algoritms was statistically
significant.
The deep learning model
performed best with two hidden layers
for this dataset, and 30 training epochs.
It should also be noted that despite the
algorithm’s greater complexity than the
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Kernlab support vector machine, it had
substantially
better
computational
performance on a 300 GB Amazon Web
Services cloud computing cluster server
using CISC processors, with the optimal
deep learning MLP neural network
completing its training cycle in
approximately 17 minutes, whereas the
Kernlab support vector machine
algorithm took over 8 hours on similar
hardware to train a converged model,
while obtaining less accurate results.
This is likely due to the support
vector
machine’s
iterative
multidimensional inflation progression,
where successive transformation layers
are added to the data matrix in order to
attempt to find a sufficient linear space
constraint within the dataset.
The IVs identified by both the
MLP and the randomForest algorithm
are especially worth logging and
analyzing through packet sniffing and

capture software for any Internetconnected device, as there is substantial
evidence that those independent
variables provide a strong degree of
interaction with a wide range of known
network intrusion anomaly attack types.
Thus, in this use case scenario
utilizing the KDD Cup ’99 dataset, the
MLP deep learning approach provides
the optimal level of classification
accuracy as measures by the mean per
class error rate, with the Gradient
Boosted Model (GBM) providing the
second most promising set of results.
Employing the MLP model, potentially
with the GBM model in redundant layers
as part of a real-time network intrusion
detection system for Internet-connected
hardware devices could have substantial
benefits for providing rapid detect and
alert capability for a wide range of
typical network intrusion anomalies.

References
[1]
Molina-Coronado, B., Mori, U.,
Mendiburu, A., & Miguel-Alonso, J.
(2020). Survey of Network Intrusion
Detection Methods from the Perspective
of the Knowledge Discovery in
Databases Process. arXiv preprint
arXiv:2001.09697.
[2]
Cisco
IOS
XR
Netflow
Configuration Guide for the Cisco CRS
Router,
Release
4.2.x.
(2016).
https://www.cisco.com/c/en/us/td/docs/r
outers/crs/software/crs_r42/netflow/configuration/guide/b_netflow
_cg42crs/b_netflow_cg42asr_chapter_00
.html . Accessed 10 APR 2020.
[3]
Kurose, J. F., & Ross, K. W.
Computer networking: a top-down
approach (pp. 607967-5). Addison
Wesley.

[4]
Revelle W (2019). psych:
Procedures
for
Psychological,
Psychometric, and Personality Research.
Northwestern University, Evanston,
Illinois. R package version 1.9.12,
https://CRAN.Rproject.org/package=psych.
[5]
Stolfo, J., Fan, W., Lee, W.,
Prodromidis, A., & Chan, P. K. (2000).
Cost-based modeling and evaluation for
data mining with application to fraud
and intrusion detection. Results from the
JAM Project by Salvatore, 1-15.
[6]
NIST Engineering Statistics
handbook. NIST. Section 4.3.1 A
Glossary of
DOE
Terminology.
https://www.itl.nist.gov/div898/handboo

180

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 9(4): 155-181
The Society of Digital Information and Wireless Communications (SDIWC), 2020 ISSN: 2305-0011

k/pmd/section3/pmd31.htm. Retrieved
[16] Paluszynska, A., & Biecek, P.
(2017).
randomForestExplainer:
[7]
Ding, H., Feng, P. M., Chen, W.,
Explaining and visualizing random
& Lin, H. (2014). Identification of
forests in terms of variable importance.
bacteriophage virion proteins by the
R package version 0.9. Software at
https://CRAN. R-project. org/package=
ANOVA feature selection and analysis.
randomForestExplainer.
Molecular BioSystems, 10(8), 2229-2235.

30 May 2020.

[8]
Greene, William H. (2012).
Econometric Analysis (Seventh ed.).
Boston: Pearson Education. pp. 803–806.
ISBN 978-0-273-75356-8.
[9]
Davis, J.J. and Clark, A.J. (2011).
Data preprocessing for anomaly based
network intrusion detection: A review,
Computers & Security, vol. 30, no. 6-7,
pp. 353–375.
[10] Krügel, C., Toth, T., & Kirda, E.
(2002, March). Service specific anomaly
detection for network intrusion detection.
In Proceedings of the 2002 ACM
symposium on Applied computing (pp.
201-208).

[17] Candel, A., Parmar, V., LeDell,
E., & Arora, A. (2016). Deep learning
with H2O. H2O. ai Inc.
[18] H2O Tutorials (2018). H2O.ai
Corporation.
http://docs.h2o.ai/h2otutorials/lateststable/H2OTutorialsBook.pdf
.
Accessed 1 July 2020.
[19] Click, C., Malohlava, M., Candel,
A., Roark, H., & Parmar, V. (2017).
Gradient boosting machine with
h2o. H2O. ai.

[11] Kassambara, A. (2019). rstatix:
Pipe-Friendly Framework for Basic
Statistical Tests.
[12] Frankel, S., & Krishnan, S.
(2011). Ip security (ipsec) and internet
key exchange (ike) document roadmap.
Request for Comments, 6071.
[13] Karatzoglou, A., Smola, A.,
Hornik, K., & Zeileis, A. (2004).
kernlab-an S4 package for kernel
methods in R. Journal of statistical
software, 11(9), 1-20.
[14] Letort, B. (2019). The Machine
Learning
Toolbox.
ISBN
9781794302686
[15] Liaw, A., & Wiener, M. (2002).
Classification and regression by
randomForest. R news, 2(3), 18-22.

181

