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ABSTRACT
Currently the digital communication generates
millions of digital data in the form of digital images.
These confidential images must be protected from
intruders over transmission in network channels.
Various Image Encryption techniques exist which
make use of symmetric as well asymmetric
cryptography algorithms to secure the digital media.
In this paper, we present 4 different methods to
perform Image Encryption – Elliptic Curve
Cryptography (ECC) with Hill Cipher, ECC with
Advanced Encryption Standard (AES), ECC using a
mapping table, and ElGamal with Double Playfair
Cipher. The algorithms are tested over both grayscale
and RGB images. Comparisons are made through
parameters like time taken for encryption and
decryption, entropy of encrypted image, loss in
intensity of decrypted image, Peak Signal to Noise
Ratio (PSNR), Number of Pixels Change Rate
(NPCR), and Unified Average Changing Intensity
(UACI).
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1 INTRODUCTION
A lot of information is apparent when we
observe an image. It has been observed that
nearly one-third of our cortical region of brain is
dedicated to visual processing of the information
perceived. Images have become an important
source of information. Images have various
applications in a variety of fields such as storing
medical information of patients, satellite imaging
capturing the aerial images, telescopes capturing
the inter-planetary motion images, storing an
individual’s identity in form of finger prints or
iris images and much more.
When images are to be kept private and need to
be transferred safe and securely, image

encryption comes into play. The encryption task
involves distorting the pixel intensities of the
input image to obtain a cipher image which
visually completely different from the original
image. The receiver decrypts the cipher image
using the secret keys and obtains the original
image back [6].
In asymmetric key cryptography, there are
different private keys used by sender and
receiver which are further used to generate the
shared secret key. On the other hand the
symmetric key cryptography involves encryption
and decryption with a single key secretly known
to sender and receiver [2][6]. From several ways
of protecting the information stored in the
images, most common processes involve
symmetric approaches like AES, DES, Hill
cipher, etc. Although they are easy to implement
and quick in their processing, these methods lack
the amount of security provided to the image.
This is overcome by incorporating asymmetric
techniques like RSA, ECC, ElGamal, etc. which
provide more security but with a trade-off in
ease of implementation and computational
feasibility.
Several other methods combine intradisciplinary algorithms from Machine Learning
like Artificial Neural Networks (ANN) to
encrypt the image [18]. However, such processes
get more difficult to deploy when it comes to
time complexity of the algorithm and having the
disadvantage
of
communicating
several
encryption and decryption parameters through an
unsecure channel.
This allows up to explore hybrid processes
which involve the speed and ease of
implementation from symmetric algorithms as
well as increased security from the asymmetric
ones. Elliptic curve and ElGamal cryptosystems
involve asymmetric key cryptography while Hill
Cipher, AES, and Double Playfair Cipher are
17

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 10(1): 17-27
The Society of Digital Information and Wireless Communications (SDIWC), 2021 ISSN: 2305-0011

symmetric key algorithms. Asymmetric key
cryptography is highly secure but involves
intense computation complexities which are
further eased using a symmetric key
cryptography algorithm in addition to
asymmetric key cryptography.
2 LITERATURE SURVEY
Elliptic Curve Cryptography has been a growing
technique in protecting the images being
transferred through the web. The asymmetric
mechanism works on an elliptic curve over finite
prime fields [4]. Li Li et al. [5] selected the
parameter of the elliptic curve to resist Pollard’s
rho, isomorphic and Pohlig Hellman attack. The
experimental result indicated that it is better than
encryption using RSA and ElGamal. S. Maria
Celestin Vigila et al. proposed a procedure to
perform image encryption using ECC with a
coupled linear congruential generator to generate
the private key and a random integer 𝑘.
However, the algorithm fails to optimize the
complexities involved in mapping every pixel to
a point on the curve [17].
Various works have been done in [14], [15],
[16], [17] to allow ECC encryption after
mapping every pixel to a point on a pre-defined
elliptic curve. The algorithm serves to be faster
in performance but it involves complex precomputations of finding every point on the
elliptic curve for a large value of prime number
𝑝 used to generate the finite field. It also
includes communication of large mapping table
over insecure channels for decryption process to
be performed correctly.
The algorithms used in [1], [3], [19] try to
optimize such computational complexities by
avoiding the use of mapping table. Instead the
pixels are grouped in pairs and are treated as
cartesian co-ordinates. These pairs are then used
to perform further calculations with the shared
secret key of the elliptic curve. Several research
works have focused only on the use of AES as
the encryption and decryption algorithm [7], [8],
[9]. Although the algorithm in [7] claims to
perform better over other methods, it did not
include concrete results for the same through
various security and encryption quality metrics
like entropy, NPCR, UACI, etc. Another
approach in [8] relates AES with visual
cryptography and establishes good results by

encrypting the image using AES and the original
key using visual cryptography by converting it to
an image. The algorithm is still susceptible to an
attack over the image shares created for the key.
Hayder Raheem Hashima et al. [10] used
ElGamal encryption as the asymmetric
encryption algorithm and was tested using
MATLAB. The work concluded that it requires
increasing time for computation with the use of
large prime number as the encryption parameter.
One of the researches [11] was done to improve
the security of text encryption provided by
Double Playfair Cipher by using 6 × 6 key
matrices over the standard 5 × 5 key matrices.
However, the algorithm failed due to data loss
over certain characters like spaces and special
symbols. The work done by S. M. Hardi
combined the use of ElGamal cryptosystem and
Double Playfair cipher for securing the text data
with the use of standard keys for the symmetric
process. Although, the algorithm claims to work
on digital media too, it fails to analyse the
security measures and metrics [12].
Safwat Hamad and his team has worked on
increasing the security of image encryption
through standard Playfair cipher with a modified
key of size 16 by 16 based on the range of a 8-bit
image pixel value. The results are further
improved by performing XOR operation with the
help of a randomly generated mask. The
algorithm’s additional security through the XOR
function fails if the mask is eavesdropped by the
intruder [13].
In the subsequent portion of the paper we would
be analysing the performance of 4 methods –
Elliptic Curve Cryptography (ECC) with Hill
Cipher, ECC with Advanced Encryption
Standard (AES), ECC using a mapping table,
and ElGamal with Double Playfair Cipher. The
performance analysis of each of these algorithms
would be done on the basis of parameters like
time taken for encryption and decryption,
entropy of encrypted image, loss in intensity of
decrypted image, Peak Signal to Noise Ratio
(PSNR), Number of Pixels Change Rate
(NPCR), and Unified Average Changing
Intensity (UACI).
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3 PROPOSED METHODOLOGY
In this section we discuss in detail about the
proposed hybrid algorithms making use of
various symmetric and asymmetric techniques
for image encryption. For the comparison of all
the different methods incorporated further, we
set up certain guidelines – both general and
specific to an algorithm. These guidelines may
also include rules to be followed while choosing
certain parameters so as to perform encryption
and decryption correctly. The complete set of
rules help us in doing a comparative study
(through various performance measures as
described in the next section) of each algorithm
and also allows us to analyze the work done
through identical parameters set up for each
method.
The general constraints to be followed are:
•The size of image considered for encryption is
256 × 256 pixels. The size of encrypted image is
same as input image except for algorithm using
AES with ECC where size of encrypted image is
slightly more. All decryption algorithms produce
the decrypted image of the same size as that of
original image.
•For keeping the type of images both gray-scale
or RGB, as the choice of user, we deploy an
algorithm that always encrypts and decrypts all 3
channels (RGB) of the image separately.
Before moving forward towards different
algorithms, let us first mathematically define the
Elliptic Curve Cryptography which will be used
further in the different proposed algorithms.
3.1 An Overview of Elliptical Curve
Cryptography:
We define elliptic curves over a finite prime
field and the same would be used by different
proposed algorithms. Mathematically the curve
is defined as:
𝐸(𝐹𝑝) = {𝑎, 𝑏, 𝑝, 𝐺}
𝑦2 ≡ 𝑥3 + 𝑎𝑥 + 𝑏 (𝑚𝑜𝑑 𝑝) 𝑎𝑛𝑑 4𝑎3 + 27𝑏2 ≢ 0 (𝑚𝑜𝑑 𝑝)

where,
𝐹𝑝 𝑖𝑠 𝑡ℎ𝑒 𝑓𝑖𝑛𝑖𝑡𝑒 𝑓𝑖𝑒𝑙𝑑 𝑜𝑣𝑒𝑟 𝑎 𝑝𝑟𝑖𝑚𝑒 𝑛𝑢𝑚𝑏𝑒𝑟
𝑝 𝑤𝑖𝑡ℎ 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑜𝑟 𝐺
𝑎, 𝑏 𝑎𝑟𝑒 𝑐𝑢𝑟𝑣𝑒 𝑝𝑎𝑟𝑎𝑚𝑒𝑡𝑒𝑟𝑠

The generator of the curve 𝐺 is the point whose
point multiplication with different scalars
produce every point on the curve [20]. Further
we define the order of elliptic curve 𝑛 as the
smallest integer whose scalar point
multiplication with generator 𝐺 gives us the
point at infinity 𝑂 for the curve i.e., 𝑛𝐺 = 𝑂.
For the proposed algorithms we need to generate
the keys for elliptic curve cryptography. The key
generation algorithm is given as:
3.1.1 Key generation of ECC
• Receiver establishes Elliptic curve parameters:
(𝐹𝑝) = {𝑎, 𝑏, 𝑝, 𝐺}.
• Choose a private key 𝑛𝐵 in the range: {1, 𝑝 −
1}.
• Find the public key: 𝑃𝐵 = 𝑛𝐵𝐺 using point
multiplication over the curve.
• Publish the public key 𝑃𝐵 and the curve
parameters (𝐹𝑝) = {𝑎, 𝑏, 𝑝, 𝐺}.
• Sender gets the public key of receiver 𝑃𝐵 along
with associated curve parameters.
• Sender chooses a private key 𝑛𝐴 in the range:
{1, 𝑝 − 1}.
• Sender computes his public key as: 𝑃𝐴 = 𝑛𝐴𝐺.
• The shared secret key (𝑆𝑆𝐾) as computed by
sender will be: 𝑆𝑆𝐾 = 𝑛𝐴𝑃𝐵 = 𝑛𝐴𝑛𝐵𝐺 = (𝑥, 𝑦).
The steps of key generation are followed by the
described algorithms that use ECC as the
asymmetric approach.
3.2 Details of Proposed Algorithms
Algorithm 1: ECC with Hill Cipher
Guidelines and characteristics specific to the
algorithm:
• The matrix generated for Hill Cipher is a selfinvertible matrix i.e. 𝐾𝑚 = 𝐾−1. The size of selfinvertible matrix used in literature is usually 2 ×
2. On using 4 × 4 size self- invertible matrix
performs the encryption and decryption process
comparatively faster as well as produces more
distortion in the encrypted image by using more
number original image pixels to generate the
corresponding cipher pixels. As the matrix is
derived from the shared secret key, there is no
need to send the matrix with the encrypted
image.
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• The algorithms in the literature focus on
encryption of gray-scale images only while the
generality of the following algorithm comes
from its ability to encrypt color image as well,
making it more useful.
Input:
The image of size 256 × 256 to be encrypted or
decrypted. Elliptic curve parameters: (𝐹𝑝) = {𝑎,
𝑏, 𝑝, 𝐺}.
Output:
The corresponding cipher image or original
image of size 256 × 256.
Method:
Step 1. Key Generation for ECC
The ECC keys are generated as described in the
algorithm in Section 2.1.1.
Step 2. Computing the self-invertible matrix
1. Compute: 𝐾1 = 𝑥𝐺 = (𝑘11, 𝑘12) and 𝐾2 = 𝑦𝐺
= (𝑘21, 𝑘22).
2. Compute: 𝐾12 = 𝐼2 − 𝐾11 ; 𝐾21 = 𝐼2 + 𝐾11 ;
𝐾11 + 𝐾22 = 0.
3. The 4 × 4 self-invertible matrix is found as:
𝐾𝑚 = [ 11 𝐾12 𝐾21 𝐾22 ],
𝑤ℎ𝑒𝑟𝑒
𝐾11 =[𝑘11 𝑘12 𝑘21 𝑘22].
Step 3. Encryption process
1. Read the image to be encrypted and
collect the image pixels separately for the
channels R, G, and B.
2. Group every channel of pixels into 4 × 4
matrices and perform matrix
multiplication with computed selfinvertible matrix.
3. The encryption is done using the
subsequent formula:

where,
𝐾𝑚 𝑖𝑠 𝑡ℎ𝑒 𝑠𝑒𝑙𝑓 − 𝑖𝑛𝑣𝑒𝑟𝑡𝑖𝑏𝑙𝑒 𝑚𝑎𝑡𝑟𝑖𝑥 𝑎𝑛𝑑
𝑃𝑖 𝑖𝑠 𝑡ℎ𝑒 𝑐𝑢𝑟𝑟𝑒𝑛𝑡 𝑖𝑛𝑝𝑢𝑡 𝑖𝑚𝑎𝑔𝑒 𝑏𝑙𝑜𝑐𝑘 𝑡𝑜 𝑏𝑒
𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑒
4. Allocate the cipher pixels exactly to the
same position as of the corresponding

input image pixels. A cipher image is
formed of size identical to the size of
input image.
5. Send the cipher image and ECC public
key to the receiver. The encryption
process can be visualized as in Fig. 1
given below.

Step 4. Decryption process
1. Compute the shared secret key from the
public key of sender as:
𝑆𝑆𝐾 = 𝑛𝐵𝑃𝐴 = 𝑛𝐵𝑛𝐴𝐺 = 𝑛𝐴𝑛𝐵𝐺 = (𝑥, 𝑦).

2. Compute the self-invertible matrix
exactly as described above using the
shared secret key.
3. Group the cipher pixels into 4 × 4
matrices and perform matrix
multiplication with self- invertible matrix
from step 2.
4. Allocate the plain text pixels to the same
position as of the corresponding cipher
pixels. The original image is formed back
and retrieved as without any intensity
loss.
Algorithm 2. ECC with AES
Guidelines and characteristics specific to the
algorithm:
• AES key and initialization vector (IV) must be
of equal length and it should be a multiple of 16
or 24 or 32 bytes respectively for AES-128,
AES-192 or AES- 256 encryption/decryption.
• The AES encryption and decryption is
performed using Cipher Feedback (CFB) mode.
If Electronic Code Book (ECB) mode is used
then IV is not required.
• The AES encrypted bytes are converted to
large integers to save the number of operations
by encrypting 2 × 𝑔𝑟𝑜𝑢𝑝 𝑠𝑖𝑧𝑒 number of bytes
in one ECC operation.
• Base 256 representation is chosen as it would
have values 0 to 255 in it and the algorithm is
working on 8-bit image whose pixel intensities
also range from 0 to 255.
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• While performing ECC encryption, we simply
make use of point addition formulae to encrypt
any point on the XY-plane. The advantage of
such an operation saves us from creating a
mapping table (which becomes computationally
impossible if a very large prime number is used
for generating the finite field) and sharing it
between the users.
• On performing decryption we simply reflect
the SSK co-ordinates with respect x-axis and
taking modulus 𝑝. The reflected point is then
used with point addition formulae for performing
the inverse operation used in encryption method.
Input:
The image of size 256 × 256 to be encrypted or
decrypted. Elliptic curve parameters: (𝐹𝑝) = {𝑎,
𝑏, 𝑝, 𝐺}.
AES symmetric key and IV.
Output:
The corresponding cipher image or original
image of size 256 × 256.
Method:
Step 1. Key Generation for ECC
The ECC keys are generated as described in the
algorithm in Section 2.1.1.
Step 2. Key Generation for AES
1. Sender randomly generates 16 bytes long AES
symmetric key and the Initialization Vector.
2. These parameters must be securely transmitted
to receiver.
Step 3. AES Encryption
1. Read the image to encrypted and collect pixels
for separate channels: R, G, B.
2. Convert the pixels in each channel to bytes
using the function
𝑏𝑦𝑡𝑒(𝑃𝐿) in Python where 𝑃𝐿 denotes the list of
pixels. The function returns an immutable array
of bytes.
3. Perform AES encryption for each of the
channel bytes. This generates bytes in the
encrypted form.
Step 4. ECC Encryption
1. Choose a base of representing the numbers.
We have chosen 256 to represent the range of 8bit pixel values.

2. Represent the prime number 𝑝 in base 256 as a
list of integers from 0 to 255. Measure the length
of this representation as 𝐿. Initialize group size
as: 𝐿 − 1.
3. Group the cipher bytes from each channel
separately with group size initialized as above.
For each of the channels, convert each group of
cipher bytes to big integers treating base of
representation as 256. If number of big integers
are odd, append with a random value (possibly
less than 256).
4. Pair up the big integers to represent it as a
point on the XY-plane. If the X co-ordinate of
the pair and that of the shared secret key are
identical, then we apply point doubling formula
over the pair co-ordinates. Otherwise apply point
addition formula with SSK co-ordinates.
5. From step-4, we get a point on XY plane (not
at all necessary to be on the curve chosen).
Represent its co-ordinates in base 256 digits.
Each of these representations must be of size
equal to 𝐿 = 𝑔𝑟𝑜𝑢𝑝 𝑠𝑖𝑧𝑒 + 1. Append 0 zeros
otherwise to make the required length.
6. The base 256 representations of cipher points
is treated as image pixels and cipher image is
constructed correspondingly. The width of
cipher image is kept same as width of input
image and height is computed based on the total
number of cipher pixels collected. We observe
that size of cipher image is generally more than
the input image.
7. Send the cipher image, original image size and
ECC public key to receiver.
Step 5. ECC Decryption
1. Compute the shared secret key from the
public key of sender as:
𝑆𝑆𝐾 = 𝑛𝐵𝑃𝐴 = 𝑛𝐵𝑛𝐴𝐺 = 𝑛𝐴𝑛𝐵𝐺 = (𝑥, 𝑦).
2. Represent the prime number 𝑝 in base
256 as a list of integers from 0 to 255.
Measure the length of this representation
as 𝐿. Initialize group size as: 𝑔𝑟𝑜𝑢𝑝 𝑠𝑖𝑧𝑒
= 𝐿 − 1.
3. Collect the cipher pixels for each channel
and group them with each group size
equal to 𝑔𝑟𝑜𝑢𝑝 𝑠𝑖𝑧𝑒 + 1.
4. Convert each group in respective
channels to corresponding big integers
taking base to be 256. Pair up the big
integers treating them as points on the
XY-plane.
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5. Perform reflection of SSK point with
respect x-axis: (𝑥, −𝑦 𝑚𝑜𝑑 𝑝).
6. Perform point doubling with reflected
SSK co-ordinates if the x co- ordinates
are same or perform point addition
formula otherwise. The point obtained
for each pair lies on XY-plane but need
not be a point the elliptic curve.
7. Represent each of the points obtained in
base 256 with each representation of
length equal to 𝑔𝑟𝑜𝑢𝑝 𝑠𝑖𝑧𝑒. Append
zeros if required.
8. Obtained values are bytes obtained from
AES encryption.
Step 6. AES Decryption
1. Obtain the AES key and IV from secure
communication.
2. Perform AES decryption for the bytes
obtained from above for each of the
respective image channels.
3. Represent the bytes as the plain text
image of size as mentioned by the sender.
Algorithm 3: ECC with mapping table
Guidelines and characteristics specific to the
algorithm:
• Find every point for defined Elliptic curve.
Note that (0, 0) must not satisfy the curve as it
will be treated as our point at infinity. The time
complexity of finding every point on the curve is
(𝑝2) [20]. Therefore, the prime number 𝑝 is
limited to smaller values.
• Start mapping every point to an intensity value
and start from zeroth position if there are more
than 256 points. Add (0, 0) as the point at
infinity, mapped to a pixel value, to the mapping
table. The mapping table created is shared
securely with the receiver.
• For the encryption process follow the following
rules:
o If the point to be encrypted is same as
that of the shared secret key then perform
point doubling of the point to be
encrypted.
o If only the x-coordinate of point to be
encrypted is same as that of the shared
secret key then the cipher point becomes
point at infinity i.e. (0, 0).

o Otherwise perform point addition
between the point to be encrypted and
shared secret key.
• Initialize 𝑆𝑆𝐾′ as reflection of shared secret
key point. Now for the decryption process follow
the following rules:
o If the point to be decrypted is same as
that of 𝑆𝑆𝐾′ then perform point doubling
of the point to be decrypted.
o If the point to be decrypted is (0, 0) i.e.
the point at infinity then the decrypted
point will be same as 𝑆𝑆𝐾′.
o Otherwise perform point addition
between the point to be decrypted and the
shared secret key point.
• Two maps are generated based on the mapping
table – first one maps pixel intensities to an array
of mapped points (in tuples) and second one
maps points as tuples to the corresponding
mapped intensity value. The use of 2 maps
optimizes the time complexity of algorithm by
returning the pixel value corresponding to a
point in O(1) while finding the cipher pixels in
encryption or original pixels in decryption.
Input:
• The image of size 256 × 256 to be encrypted or
decrypted.
• Elliptic curve parameters: (𝐹𝑝) = {𝑎, 𝑏, 𝑝, 𝐺}.
• Mapping table corresponding to the elliptic
curve defined.
Output:
• The corresponding cipher image or original
image of size 256 × 256.
Method:
Step 1. ECC key generation
The ECC keys are generated as described in the
algorithm in Section 2.1.1. It is made sure that
the point (0, 0) does not satisfy the chosen
elliptic curve.
Step 2. Generating the mapping table
1. For every value of x from 0 to p-1 and
every value of y from 0 to p-1 find the
RHS as 𝑥3 + 𝑎𝑥 + 𝑏 (𝑚𝑜𝑑 𝑝) and the
LHS as 𝑦2 (𝑚𝑜𝑑 𝑝).
2. If 𝐿𝐻𝑆 ≡ 𝑅𝐻𝑆 then add (𝑥, 𝑦) and (𝑥, −𝑦
𝑚𝑜𝑑 𝑝) to the list of all points of the
curve. Add (0, 0) to the list of points.
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Find the total number points generated on
the curve.
3. Create random shuffle of all pixel values
as obtained by a 8-bit representation.
4. Starting from the first pixel intensity map
one by one every pixel intensity to a
point from the list of points. If there are
more than 256 points in the list, start
mapping it from first pixel intensity
value. Repeat till all points are mapped.
Step 3. Encryption process
1. Read the mapping table and create a map with
keys to be pixels and values to be an array
containing all those points (in tuples) that were
mapped to a given intensity value.
Simultaneously, create a second map that has
keys as point tuples and values as pixels.
2. Read the input image and group the pixels
based upon image channels: R, G, B.
3. Map each channel separately to corresponding
points on the curve using the first map which has
unique keys as pixel intensities and
corresponding values as points of the curve.
4. Perform encryption as stated in the specific
guidelines to this algorithm. Use the second map
to obtain the encrypted point values
corresponding to pixel intensities. Create the
cipher image using the encrypted pixel values.
5. Send the cipher image, ECC public key of
sender and the mapping table to the receiver.
Step 4. Decryption process
1. Compute the shared secret key from the
public key of sender as: 𝑆𝑆𝐾 = 𝑛𝐵𝑃𝐴 =
𝑛𝐵𝑛𝐴𝐺 = 𝑛𝐴𝑛𝐵𝐺 = (𝑥, 𝑦).
2. Read the mapping table and create a map
with keys to be pixels and values to be an
array containing all those points (in
tuples) that were mapped to a given
intensity value. Simultaneously, create a
second map that has keys as point tuples
and values as pixels.
3. Read the cipher image and group the
pixels based upon image channels: R, G,
B.
4. Map each channel separately to
corresponding points on the curve using
the first map which has unique keys as
pixel intensities and corresponding
values as points of the curve.

5. Perform reflection of SSK point with
respect x-axis: 𝑆𝑆𝐾′ = (𝑥, −𝑦 𝑚𝑜𝑑 𝑝).
Perform decryption as stated in the
specific guidelines to this algorithm.
6. Use the second map to obtain the point
values corresponding to pixel intensities.
Create the original image using the
decrypted pixel values.
Algorithm 4. ElGamal with Double Playfair
Cipher
Guidelines and characteristics specific to the
algorithm:
• The algorithm uses 2 key matrices for Double
Playfair Cipher but the size of these key matrices
used is 16 × 16 instead of the traditional 5 × 5
keys used in text encryption. The matrix sizes
correspond to the number of distinct pixel values
represented by any 8-bit image which is 0 to 255
or 256 distinct values.
• The use of key maps increases the speed of the
algorithm to a great extent by saving the time to
traverse the entire key matrices twice in the
encryption or decryption process of a single
pixel. The position of pixel in key matrices is
answered in (1) with use of just 𝑂(2 × 3 × 356)
of extra space and a pre-computation time of
𝑂(256). The time optimization of the algorithm
clearly reflects when encrypting images for large
sizes.
• Both key matrices are encrypted using
ElGamal encryption before sending it to the
receiver. We need not send the key maps as they
can be easily generated on the receiver end once
the symmetric keys are shared and derived.
Input:
• The image of size 256 × 256 to be encrypted or
decrypted.
• The key matrices corresponding to Double
Playfair Cipher.
• The ElGamal cryptosystem parameters.
Output:
• The corresponding cipher image or original
image of size 256 × 256
Method:
Step 1. Key Generation for Double Playfair
Cipher
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1. A modified key space of 2 matrices, each of
size 16 × 16 is used instead of standard 5 × 5 key
matrices used in Double Playfair cipher.
2. Create 2 key maps, 1 corresponding to each of
the keys. The key maps have pixel intensities as
keys and their location in the respective key
matrix as the corresponding value (represented
by a tuple of row and column).
Step 2. Key Generation for ElGamal
Cryptosystem
1. Receiver chooses a prime number 𝑝 and
computes its generator 𝑔.≡ 𝑔𝑑 (𝑚𝑜𝑑 𝑝).
2. Publish the public key, prime number 𝑝,
and generator 𝑔.
3. Sender chooses a random integer 𝑖 in the
range: {2, 𝑝 − 2}. Sender computes the
temporary key or ephemeral key as: 𝐾𝐸 ≡
𝑔𝑖 (𝑚𝑜𝑑 𝑝).
4. The masking key is computed by sender
as: 𝐾𝑀 ≡ 𝐾𝑝𝑢𝑏 (𝑚𝑜𝑑 𝑝).

2. The key matrices for Double Playfair Cipher
are decrypted as: 𝑝𝑖𝑗 ≡ 𝑐𝑖𝑗 ×𝐾𝑚−1 (𝑚𝑜𝑑 𝑝).
3. Read the image to be decrypted and separate it
to different channels as R, G, B. Pair up pixels in
2 for each of the channels separately.
4. To apply Vertical Double Playfair Cipher first
we find the location of first value from pixel pair
from the first key map and the location of second
pixel value from the second key map. Followed
by which, if the pixels are in same column then
keep them unchanged. Otherwise, find the pixel
intensities at the opposite corners of the
rectangle formed by the pair of input pixels
considered. Place them in the same order as they
correspond to the order of pixel values in the
input pair.
5. Substitute the decrypted pixel values to create
the original image.
4 RESULTS
4.1 Sample Input and Output

Step 3. Encryption process
1. Read the image to be encrypted and separate it
to different channels as R, G, B. Pair up pixels in
2 for each of the channels separately.
2. To apply Vertical Double Playfair Cipher first
we find the location of first value from pixel pair
from the first key map and the location of second
pixel value from the second key map. Followed
by which, if the pixels are in same column then
keep them unchanged. Otherwise, find the pixel
intensities at the opposite corners of the
rectangle formed by the pair of input pixels
considered. Place them in the same order as they
correspond to the order of pixel values in the
input pair.
3. Substitute the cipher pixel values to create the
cipher image of size identical to that of the input
image.
4. Encrypt each of the key matrices using the
masking key from ElGamal Encryption as:
𝑐𝑖𝑗 ≡ 𝑝𝑖𝑗 × 𝐾𝑚 (𝑚𝑜𝑑 𝑝)
Where, 𝑝𝑖𝑗 denotes the corresponding pixel
intensity in a cell of a key matrix.
5.Send the encrypted image and encrypted key
matrices along with ElGamal public key
(ephemeral key) of sender to the receiver.
Step 4. Decryption process
1. The masking key will be computed by
receiver as: 𝐾𝑀 ≡ 𝐾𝐸𝑑 (𝑚𝑜𝑑 𝑝).

The following test cases help us in visualizing the input
image, encrypted image and the decrypted image for each
of the algorithms.

4.2 Metric Measures
The tuple, if present in the table, denotes metrics value in
the order of (R, G, B).
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4.2.1 Eggs

4.3.2 Mona Lisa

4.4 Histogram analysis of the encrypted
images

4.2.2 Mona Lisa

4.3 Performance Analysis through Charts
The tabulated data is visualized for the sample gray-scale
images to get a better perception of the results.

4.3.1 Eggs

5 CONCLUSION
Various performance measures determine the
security of the encryption provided by an
algorithm to the input image. The entropy
signifies the randomness of pixel intensities in
the encrypted image. For an 8-bit image, an
entropy value close to 8 implies a good
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encryption algorithm. Similarly, a lower value of
PSNR implies a higher randomness in the
encryption process. Using the entropy and PSNR
measures we can come to know that ECC with
AES and ECC with Hill Cipher introduce
considerably high amount of randomness in the
encryption of the image with respect to the other
2 algorithms.
NPCR is also an indicative measure of the
number of pixels that are different in encrypted
image as compared to input image and is
represented as a percentage value. Although the
NPCR value for the algorithm ECC with
mapping table is 100%, the lower entropy
indicates that the probability distribution of the
different pixel intensities is not uniform. This is
because of the limitation of choosing a smaller
value of prime number 𝑝 as the complexity of
algorithm increases exponentially (in (𝑝2)) with
respect to 𝑝. In most of the test samples the
NPCR values for ECC with Hill Cipher and ECC
with AES are very close to 100%.
The UACI measure indicates the algorithm’s
security against the differential attacks like
chosen plaintext attack, cipher-text-only attack,
or known plaintext attack. A higher UACI value
for ECC with AES and ECC with Hill Cipher
suggest that the algorithms are more secure
against such attacks. Although, we can also infer
that the UACI values for other 2 algorithms is
very close to the former algorithms.
Based on the time taken for encryption and
decryption we can identify that ECC with AES is
computationally intensive and not feasible in
applications involving protection of a large
database of images. ECC with AES comes out to
be good for remote or private communications
involving a smaller image size. We can say that
ECC with Hill Cipher turns out to be an overall
good choice of encryption algorithm.
But we can also deploy the algorithm ElGamal
with Double Playfair Cipher for applications
demanding ease of implementation, speed, and
large image sizes. However, the algorithm fails
against brute-force attacks involving knowledge
of large number of cipher texts. This can be
minimalized by deploying a new pair of
symmetric keys for every set of communication
with the protection of ElGamal cryptosystem.
Although the communication overhead increases
a little, the algorithm can be found very useful

for applications involving less frequency of
communication between parties.
6 FUTURE WORK
In analyzing the working of each algorithm, we
learn that there is a scope of improvement in the
algorithm using ECC with a mapping table
where, we could use task or data parallelism to
identify every point on the chosen elliptic curve
in finite field to allow this algorithm to be used
for large values of 𝑝. This could lead to a
significant improvement in the entropy values
for the algorithm as the same pixel intensities (in
a single image) would be mapped to different
points on the curve leading to different
encryption of the identical pixel intensities.
Apart from this, we could also test the security
of the algorithm – ElGamal with Double Playfair
cipher using Four-Square cipher with a little
more memory requirements.
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