ATTESTED GENUINENESS IN SERVICE ORIENTED ENVIRONMENTS
Anders Fongen, Federico Mancini
Norwegian Defence Research Establishment (FFI)
Norway
anders.fongen@ffi.no

Abstract
Authentication merely proves the identity of the parties during a SOA
transaction. In order to trust the bona fide conduct of an operation there
is also a need for trusting the software. The parties should provide a proof
of genuineness which can be validated in the other end. In this paper,
two different approaches to hardware assisted software integrity control is
presented. They both combine with an identity management service to provide
attested genuineness for improved trust in the transaction. One approach
employs the well known Trusted Platform Module hardware unit, the other is
based on custom design hardware.
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1. Introduction
In a service oriented (SOA) environment, the conduct of
the transactions between a client and a server is regulated by
a service contract which describes technical and legal aspects
of the service. The contract could require, e.g., that human
clients have particular qualifications or that the service is to
be used only for a specific purpose.
The confidence in the appropriate conduct of a transaction
relies on a chain of trust relations. Cryptographic keys may
be used to bind the transport endpoint to a particular identity,
while the procedures relating to the issuance and use of the
keys may bind that identity to a certain entity (person) which
was subject to an authorization decision. Chained together,
these two separate relations justifies the trust that a verified
digital signature ensures appropriate conduct.
Obviously, the strength of the security protocol and cryptographic operations are unimportant if the management of
credentials is flawed. In the same manner, the establishment
of identity is not necessary if the trust in bona fide conduct
can be obtained through other mechanisms.[1]
For this purpose the concept of genuineness is introduced.
The term indicates the ability and commitment of an actor
to meet the requirements of a service contract. Since this
property always includes non-technical properties (loyalty,
competence, experience etc.), the virtue of genuineness will
rely on trust chains spanning over technical and non-technical
security arrangements.
The term genuineness may be a better property for the
client-server relation than authenticity, because it describes
more directly the risk for abuse, fraud or other misconduct
during the transaction. An authenticated transaction is, e.g.,
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not able to guard against malware which modifies the intended
behavior during the operation.
How can genuineness be demonstrated or proven? The
mechanism suggested in this paper is by attestation. This
means that a trusted third party enters into the negotiations
between the client and the server and provides attestation for
the virtues of the parties, in the form of cryptographically
sealed documents. The attestation may be used in the subsequent client-server protocol interactions for verification by the
other part.[2]

1.1. Service Integrity
The intended behavior of an actor is dependent upon the
integrity of the software being executed on its behalf. Thus,
in order to establish the genuineness of a transaction, it is
necessary to assess the present integrity of the software system,
as well as the potential loss of integrity at a later instant.
There are two prevalent approaches to support service
integrity in a run-time platform: One is through separation,
where the operating system enforces rigid isolation between
activities to avoid unwanted influence (like malware). The
other is by inspection, through which the run-time system is
able to detect if the program code has been modified from its
“good” state. These two approaches may well be combined.

1.2. Identity Management
The term identity management (IdM) refers to a set of services and procedures for the management of identity information. In the perspective of this paper IdM offers management
of key data (private/public keys) and attributes (for access
control decision etc.), and may issue credentials which attest
the relation between the identity (e.g., a unique name) on one
hand, and public keys and attributes on the other.
The credentials bind this information together with a digital
signature of the identity provider (IdP), made with a key which
is well known and trusted. The X.509 public key certificate [3]
is a well known example of an IdM credential.
Through the centralized management of identity information
in a separate architecture with the potential for an efficient
distribution mechanism for credentials, the IdM represents
a scalable and manageable approach to the key distribution
problem. The complexity of key distribution is otherwise often
overlooked in the design of cryptographic protocols. [4]
The contribution of this paper is a set of proposed protocols
which offer attested genuineness, in particular targeted for
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lightweight nodes which are found in sensor networks and
in the expected ”Internet of Things”.
The remainder of the paper is organized as follows: In
Section 2 the concept of integrity protection will be justified
and two different approaches will be presented. In Section 3
the prototypical IdM used for the experiments related to these
efforts will be presented. The discussion of how to employ the
TPM unit in combination with identity management is given
in Section 4. The paper will present the conceptual design of
a lightweight integrity protection unit in Section 5. Related
research is presented in Section 6, and the paper concludes
and suggests further research in Section 7.

2. Software integrity protection
Perceived genuineness relies on the trust between the actors
of a transaction, on the confidence that both operators and software are operating in accordance with the service agreement.
As mentioned in the introduction, the trust in the operator
personnel relies on a chain from the cryptographic operations
in the protocol to the credential issuing policy.
The trust in the software relies on the correctness of
the programming, maintenance, version control, deployment,
malware protection and the isolation between activities in
the execution platform, just to mention a few. The security
properties of the software may be assessed and attested by a
trusted third party. The assessment will include an audit of the
development process as well as run-time inspection of code.

2.1. MLS and MILS systems
In classic security literature, the separation of activities
inside a common execution platform is essential to preserve the
confidentiality and integrity of data.[5] Controlled communication between activities is required in order to provide the necessary coordination between otherwise isolated activities.[6]
In Multi Level Security systems (MLS) , data on different
confidentiality levels is processed in the same system and a
flow of data from “low” to “high” confidentiality is sometimes
permitted.
The protection of software code from tampering is essential
to preserve the integrity of operations, but MLS systems does
not offer any mechanisms by which the owner of the system
can present a proof of software integrity. MLS systems may
be subject to evaluation, e.g., according to Common Criteria
[7] and obtain an EAL level as a statement of the general
robustness of an operating system. The EAL doesn’t state
anything about the actual integrity state of the running software
and whether is has been tampered with lately.
MLS systems has been found to be extremely complex and
costly, and simpler models like MILS (Multiple Independent
Levels of Security) have been devised where the isolation
property is the focus of the design, more than the communication between activities.[8] A MILS kernel can be made
much smaller than an MLS kernel, resulting in lower cost of
development and evaluation.
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2.2. Trusted Platform Module
A software inspection mechanism which in itself is implemented in software is also vulnerable to the same integrity
problems. Therefore, hardware units should be designed to
assist the inspection of software integrity and related cryptographic operations.
The Trusted Platform Module (TPM) has been designed
for this purpose.[9] It is a crypto processor with several
mechanisms related to asymmetric key generation and storage,
cryptographic operations, HMAC (Hashed Message Authentication Codes) calculation, etc.
The proliferation of the TPM (it is found in most PCs sold
today, and in a growing fraction of tablet computers) makes
it interesting for investigation: Does it have the necessary
properties to support the desired mechanisms for attestation
of software integrity?
An overview of its functions relevant to this work will be
given in Section 4. For further technical details, please refer
to the TGC (Trusted Computing Group) documents.[9]

2.3. Lightweight hardware protection units
We also present the design of a hardware unit even simpler
than the TPM. The unit is able to inspect code memory and
calculate the hash values itself, and include in the computation
keys which are kept inside the unit (and never used for any
other purpose). The value from this computation is never
transported outside the computer node, but used as key in
subsequent symmetric cryptographic operations.
The correct hash values are not known to the protection
unit, but only to the IdP (identity provider), which issues the
keying material to the client accordingly. The server can only
decrypt ciphertext from the client if the protection unit has
calculated the correct hash values.
The details of the unit will be formally presented in Section
5, where it will be shown that the unit is highly robust against
physical attacks, provided that an identity management system
is in place.
The claim of the discussion in this section is therefore that
the presence of an IdM offers potential hardware solutions to
software integrity that is stronger than a standalone TPM chip.

3. The GISMO IdM
The presence of an identity management system is essential
to the efforts related to attested genuineness. The IdM will
serve as a trusted third party and issue security statements
which are protected with its digital signature.
For the efforts on establishing a proof-of-concept prototype
for attested genuinity, an existing IdM called “GISMO IdM”
has been used. GISMO IdM was developed to study the
necessary properties for an IdM used in a multi-domain
wireless mobile network used by a coalition tactical force.[10]
In GISMO IdM, existing PKIs are kept for reasons of investment protection, but encapsulated by a number of Identity
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Fig. 1. The functional components of a federated IdM. Observe that the IdP serves one single COI, and the trust
relations are formed between COIs, not domains. Key management is handled by the PKI whereas the attribute
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statements and their private keys. Different protocols have
been designed with the purpose of generating as little network
traffic and as few protocol round trips as possible. One of these
protocols is shown in Figure 4.

Issuer’s Signature

3.2. Integrated access control

Fig. 2. The structure of the Identity Statement

Providers (IdP), each serving a “community of interest” (COI).
The members of a COI share the IdP’s public key as their trust
anchor. The IdP issues Identity Statements (IS) to attest the
public key and attributes of a subject. Information about the
software integrity status in a computer may be stored among
the attributes. The IS is given a short lifetime and sealed
with the signature of the IdP. Due to the short lifetime, no
revocation arrangement is necessary.
The architectural overview of GISMO IdM is shown in
Figure 1. The key properties of are explained in the following
paragraphs:

3.1. Authentication support
The identity provider (IdP) issues identity statements which
bind the public key of a subject to its identity, much like
X.509 Certificates. Identity Statements (IS) are issued to local
subjects known to the IdP, as well as to subjects who can
display an IS issued by a different IdP to which this IdP has
a trust relationship. The structure of an IS is shown in Figure
2.
The subjects (either client or server) authenticates themselves during the service invocation by the use of their identity
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Included in the identity statement is a set of attributes which
describes features of the subject in the form of name-value
pairs. The attributes can describe roles of the subject and enter
into access control decisions based on the Role Based Access
Control (RBAC) or Attribute Based Access Control (ABAC)
model. They can also describe other properties of the subject,
e.g., preferred language, proficiency level etc.
The attributes are sealed inside the identity statement with
the signature of the IdP, so they cannot be changed once issued.

3.3. Cross-domain operations
Clients can invoke servers in a different COI as indicated
in Figure 1, provided that there exists a trust relationships
between the two COIs. A client obtains an identity statement
from its IdP, then passes on that IS to the IdP of a foreign
COI. The foreign IdP can issue a guest IS containing the
same information, but signed by the foreign IdP. Since the
guest IS’s signature will be trusted by servers in the foreign
domain, it can be used to authenticate to these servers. Server
authentication requires a cross domain IS issued from one
IdP to the other, so a signature chain back to the client’s
trust anchor can be constructed, which is taken care of in the
protocols as shown in Figure 3.
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Fig. 3. The identity statement issuing protocol. The IdP of
COI A, termed IdPa , issues a “native” identity statement
to the client, which is given to IdPb , which in turn issues
a guest identity statement. The term P KIa denotes a set
of certificate validation services in COI a.
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Fig. 4. The authentication protocol for a stateless service.
Requests are not replay protected since replay is not
considered as a threat, but the response need to be
protected for reasons of response replay and information
compromise. For the sake of integrity protection, the
request is signed. The encryption of the response is a
part of the authentication scheme, not a privacy measure.

others. The binding must be verified when the IS is issued, but
during the authentication phase it is sufficient to demonstrate
the computer’s key. That choice was made in order to achieve
compatibility with the default authentication process (where
only one key is in use), and because the computer’s keys are
expected to be reserved by a single activity and kept out of
reach from other processes.
It is a requirement that a stolen or lost computer should
be expelled from the COI and not be given any IS. We can
achieve that through the same IdM procedures as with subjects:
They are removed from the IdP’s centralized registry and
will not any longer be recognized for attestation of integrity
protection. However, computers without hardware keys and
integrity control will still be able to operate on behalf of their
users.

4. TPM based integrity protection
The TPM chip enhances the security of most systems
through the possibility to securely generate, use and store
cryptographic keys and other sensitive data in a shielded
hardware component. This alleviates the problem of private
key protection, but also allows for more advanced services, like
attestation and sealing. Attestation means that it is possible
to demonstrate to a third party that some key or data was
generated and kept inside the TPM in a tamperproof manner.
The data could be the list of software running on the machine
since its boot. In other words, one could prove that the machine
is in a trusted state, since it is running only genuine and
trustworthy software.

4.1. TPM Based Attestation

3.4. Identity Management used for attested genuineness

A platform configuration can be represented by the list of
applications that have been loaded in memory and executed
since the machine was booted. If the list is complete and
correct then it is possible to detect unauthorized applications loaded at some point, rendering the platform potentially
compromised. The remote attestation process, consists in two
phases: measuring the platform integrity and reporting it to a
third party.

One contribution of this paper is to show how identity
management can support integrity control through the use of
identity statements. An identity statement can contain information on how the software of the computer may be trusted,
which means that the IS, which is issued on behalf of a subject
(e.g., a person) now contains information about the computer
through which the subject is operating. Consequently, the
identity statement must be bound both to the computer and
the subject.
The binding of computer and subject requires that keys
belonging to both computer and subject is employed in the
IS issuing process. Keys that belongs to the computer must
be stored in tamperproof hardware so it cannot be moved,
and the subject’s keys must be safeguarded from misuse by

4.1.1. Integrity Measurement. When using the TPM, one
can measure the application code while it is loaded into
memory and store its hash in a TPM register called PCRs
(Platform Configuration Registry). This process relies on the
concept called Root of Trust for Measurement (RTM). Some
trustworthy entity starts measuring the first piece of code (the
BIOS) loaded into memory and stores this measurement in the
TPM. This piece of code is usually called Core Root of Trust
for Measurement (CRTM) and resides in a read-only portion
of the BIOS itself. If we can trust this first measurement to be
genuine then we can build a chain of transitive trust relations
by passing control to the next code image and repeat the
process until the OS is loaded. At this point the PCRs will
contain an incremental hash representing the boot sequence
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of the machine that we can trust both because of the RTM,
and because the PCR values only can be extended, but never
overwritten [11].
All the measurements in the TPM can now be retrieved
and the whole boot sequence reconstructed. The measurement
process will detect malware inserted into the sequence as long
as the CRTM itself was not compromised. In this case the
CRTM is also called a Static CRTM (S-CRTM) because the
trust chain can be built only at boot time and cannot be restored
without restarting the machine and repeat all measurements.
Drawbacks of this approach are that we must trust the BIOS,
where the CRTM is usually implemented. The chain of trust
stops when the OS takes control of the platform. Trust can
be established only once at boot time. Given an attacker with
physical access to the machine, the BIOS might be re-flashed
or the PCR values reset [12] and arbitrary measurements could
be loaded into the TPM. Besides, the same method cannot
defend against a bug in the OS which could be exploited to
store false measurement about the software running on the
platform after the OS was put in control.
To solve these problems a new type of RTM was introduced
called Dynamic CRTM (D-CRTM) [13]. The trust in the
platform is now established by executing, at any time, a special
instruction on the processor that initializes a special PCR value
in the TPM and creates a sanitized environment to run some
given code safely. The main difference from a S-CRTM is
that this special PCR can be extended only through a special
processor cycle and cannot be simulated by software. The
code can be executed safely even if the running OS was
compromised, and its execution measured securely and stored
in the TPM.
Once the OS takes control, it becomes almost impossible to
guarantee the integrity of every piece of software running on
the machine. The reason is that OSes should play the part of
the RTM, but they can rarely be considered secure enough for
that role. Every application could be run separately by using,
for instance, the D-CRTM, but this would be unrealistic for
ordinary personal computers.
4.1.2. Remote Attestation. Once the integrity measurements
are securely stored in the TPM PCRs we need to be able to
take them out of the TPM and report them securely to a trusted
third party. These values are signed by the TPM using a special
cryptographic key, which is guaranteed to never have been left
unprotected outside the TPM and to sign only data generated
inside the TPM. The third party can verify this signature and
make sure that the PCR values were neither tampered with
nor forged.

4.2. TPM Key Pairs
The TPM contains several key pairs which is used in
cryptographic operations. The Endorsement key is created
during manufacturing and is never used to sign data, but only
to prove to a third party that a genuine TPM is involved in a
transaction. This is achieved by using the corresponding key
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certificate, called Endorsement certificate which is (indirectly)
signed by Verisign Corp. The endorsement key is denoted EK
and the corresponding certificate Cert ek .
Out of privacy concerns, rather than using directly the EK
in actual transactions, the TPM can create another type of key
to prove its genuineness without compromising its identity.
These are called Attestation Identity keys, denoted AIK . These
keys are mentioned previously used to sign PCR values and
new created keys in place of EK . However, because the EK
cannot be used to sign anything, a trusted third party must
issue a certificate stating that an AIK was indeed created by
a real TPM. This external certificate authority is called Privacy
CA (PCA).
The PCA can certify AIK due to the Endorsement Certificate Cert ek which is included as a part of the certification
request. The generated AIK certificate, Cert aik , is sent back
to the TPM encrypted with EK , so that only the real TPM
can decrypt it and use it.
Legacy keys, termed LK , can be created at any time and are
the only ones that can be used for both signing and encryption.
The private part of the key never leaves the TPM, and signature
and decryption operations take place inside the unit. Legacy
keys can be attested by the AIK as explained in Section 4.3.2.
There are also other type of keys in the TPM, but they
are not relevant to the work presented in this paper. In
the following discussion, signatures made with the AIK are
denoted Sign aik and signatures made with LK are denoted
Sign lk .

4.3. Protocols of IdM operations
In this section we show how it is possible to integrate the
TPM attestation capabilities in the IdM protocol illustrated in
Section 3, and achieve genuineness protection. The protocols
for two different IdM operations related to the use of TPM
protection will be presented:
1) During the initiation of a computer the keying material
in the TPM has to be approved by the IdM in a fashion
similar to that of a PCA, so that identity statements later
can be issued regarding the public key of that TPM. This
arrangement also allows us to revoke the key from the
IdP in order to expel the computer from the community.
2) Prior to a client-server transaction an identity statement
must be issued that attests a newly generated legacy
key and binds that key to the subject which operates
the computer. The key being used in this operation is
attested by the AIK.
The following discussion assumes the existence of the
crypto operations C = E(K, P ) (encrypt plaintext P with
key K and produce ciphertext C) and P = D(K, C) (decrypt
C into P with key K).
4.3.1. TPM approval. As explained in Section 4.2, the TPM
contains an endorsement key EK which is certified by Verisign
Corp.
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(Nm s , LK , (SNo aik , (Dig lk )Sign aik )Sign lk )Sign s

(1)

and the response from the IdP is an identity statement on this
form
(Nm s , LK , Attr, ValPer , Nm idp )Sign idp
(2)
Figure 5 shows the TPM approval and IS issuing protocol
as an interaction diagram.
The structure of the identity statement is identical to what
is found in other applications of the GISMO IdM, i.e., it
binds together a name (Nm s ), some attributes (Attr), a validity
period (ValPer) and a public key (LK), and is signed by the
trust anchor (Sign idp ). Consequently, the following interactions between a client and a server will use the unmodified
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4.3.2. Identity Statement Issue. An identity statement for a
subject operating on a TPM-equipped computer should bind
the two entities together using the subject’s id and the keying
material of the TPM. The key (with the private part resident
inside the TPM) will later be used to sign and decrypt protocol
messages. AIK cannot sign anything outside the TPM, so a
new legacy key for that purpose must be created (denoted
LK ). The legacy key need to be attested by the AIK in order
to be approved by the IdP.
The TPM attests a legacy key through the following data
structure: (SNo aik , (Dig lk )Sign aik )Sign lk , i.e., the digest of
LK signed by AIK concatenated with the serial number of
the Cert aik and signed by LK . Sent to the IdP together with
LK the IdP can validate that LK is attested by AIK and trust
that the key is generated by the TPM. Cert aik is already in
the IdP so it needs not be sent. This also solves the certificate
verification problems mentioned in [14].
In addition, the subject’s identity/name (Nm s ) must be
sent and demonstrated through a digital signature made with
the subject’s private key (Sign s ). For replay protection, the
signature must also cover the structure above. The entire data
structure to be sent for IS issue is:

Client Xa

TPM Deployment

During initiation of the computer the attestation identity key
AIK will be generated and a self-signed certificate request
for the public part of AIK (denoted CR aik ) sent to the IdP.
Together with the certificate request, Cert ek will also be sent
to the IdP. Cert ek can be validated since we have trust in the
issuing certificate from Verisign Corp.
The certificate request does not prove that this is a TPMbased public key, and it does not indicate which TPM it was
created in. In order to bind the resulting Cert aik to the TPM it
is encrypted with EK and returned to the TPM. This response
message is written E(EK, Cert aik ). Observe that the IdP
now serves the same function as the privacy CA described
in Section 4.2.
Only the TPM that claims to have issued the AIK will be
able to decrypt that response and make use of the AIK certificate. Subsequent use of the AIK should therefore present
a proof that the certificate has been decrypted in order to
demonstrate that it is contained in a TPM. The proof can be
the certificate itself (Cert aik ) or a certificate digest.

(Nm s , LK , Attr, ValPer , Nm idp )Sign idp

Fig. 5. The TPM deployment protocol, where the genuinity of the TPM is assessed, and the IS issue protocol,
where the TPM key is bound to the subject which operates
the computer.
GISMO protocols for authentication and invocation, e.g., as
shown in Figure 4.
Using unmodified protocols for authentication and invocation allows TPM-equipped computers to inter-operate with
other computers not using the TPM for attestation. The attributes of the IS will indicate the difference if the application
wish to distinguish between the two. Interoperability is also
the reason for the choice of legacy keys, although their use is
not encouraged. They allow a TPM-equipped node to perform
encryption and signature operations with the same key pair.
This is a requirement by the protocol shown in Figure 4.

5. Integrity Protection Unit
The TPM chip itself is indeed quite secure. Even though it
is not mandated to be tamperproof against physical attack it
is extremely difficult to extract the private keys stored inside
it or break the encryption of the data stored outside the TPM.
However, if the data flow between the TPM and the application
using it could be intercepted, passwords could be compromised
and false measurements could be fed to the TPM [15]. This
could be critical in particular if the device is exposed on the
field, like sensor nodes are. Such devices have also limited
resources, so a TPM might be considered too expensive in
terms of power and costs. The unprotected nature of the
devices requires that the TPM and the roots of trust should
be made physically tamperproof and no sensitive information
should be easily accessible (i.e., stored unencrypted). The
device would be compromised if the CRTM code is replaced
by malicious code.
For a simple embedded device like a sensor node, the TPM
probably not the best choice for integrity protection. A simpler
chip, integrated with the main board of the node and which
only provides basic hashing, symmetric crypto operation and
storage functions will suffice. Lowering the complexity also
reduces the attack surface.
The paper will now commence with a presentation of a
suggested design of a hardware unit which can serve the
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integrity protection mechanism according to the requirements
set forth in the discussion above. The design is targeted
on sensor nodes or other energy efficient embedded units
without virtual memory. It offers encapsulation of secret keys
and calculation of memory hash values and combines these
operations so that the unit is protected even against realistic
physical attacks. Since the unit is expected to operate in battery
powered devices only symmetric crypto algorithms is being
used (asymmetric crypto requires more energy per operation).
The unit is called Integrity Protection Unit (IPU) and a
structural overview is shown in Figure 6
The protocol of the unit consists of a simple challengeresponse mechanism where the challenge enters into an
HMAC calculation together with the calculated memory hash
values and the secret key. The resulting HMAC value is used
as a symmetric crypto key for subsequent communication.
The hash value calculation is invoked through the reset
vector of the processor. The memory portion to hash is brought
directly to IPU by a connected Direct Memory Access (DMA),
so that an attacker cannot forge a fake hash and feed it to the
unit as it can happen with the TPM. This requires also that
the amount of data to be hashed does not exceed a certain
threshold, or the computational load on the IPU would become
too great.
A HMAC function f of the unit can be defined as follows:

hmac = f (K, h(mem), challenge)

(3)

The hash function h is not evaluated for each call to f , but
during bootstrap and later when felt necessary. The result is
cached for use as a parameter in the f function. It is imperative
that the secret key K is never employed in any other operation
than f , where h(mem) always is a parameter. The parameter
challenge is supplied by the client.
HMAC-based authentication does not secure the subsequent
message traffic from a man-in-the-middle attack, but the
HMAC function may be used to establish a shared secret
between the client and the service which can be used for
message encryption in order to solve that problem. The next
section will describe a protocol through which a trusted third
party (an Identity Provider) can manage keys and identity
information and cooperate with the hardware unit to attest the
genuineness of the service.
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Fig. 7. The protocol for protection of genuineness, based
on symmetric crypto keys and the HMAC function given
in Equation 3.

5.1. IPU protocol for attestation of genuineness
It will now be shown how a tamper proof HMAC function
as described in Section 5 can support a protocol which allows
a client and a server to trust the genuineness of the other part.
Keep in mind that both actors (client and server) are integrity
protected with the hardware unit as described earlier in this
section.
The protocol has these properties:
• Only the identity provider (IdP) knows the secret keys
and the valid memory hash values of the service and the
client.
• No online connections between the service and the IdP
is necessary. Only the client needs to invoke the IdP.
• Genuineness control of the client happens during the
invocation of the IdP.
• Genuineness control of the service and the service invocation happen in the same protocol round trip in order to
save network resources.
• Client and service need software libraries for symmetric
crypto operations.
Figure 7 shows the elements of this protocol. It assumes
that both the client and the server contain an IPU with their
secret key, memory hash and HMAC function (as shown in
Eq.3) inside. It also assumes that the IdP knows the secret
keys and ”approved” memory hash values of the two actors
and can calculate the same hmac value as them.
Furthermore, it assumes the existence of the symmetric
crypto operations C = E(K, P ) (encrypt plaintext P with
key K and produce ciphertext C) and P = D(K, C) (decrypt
C into P with key K). In the figure, hmacx denotes the
result from Equation 3 using the client’s key, the approved
or calculated memory hash value and Challenge x . hmac y is
to be interpreted similarly for the server.
Note that neither hmac x nor hmac y values are sent through
the network in plaintext, but calculated inside computers and
used as a key for subsequent message transport. The client
needs the hmac y value which is sent from the IdP encrypted
with hmac x , E(hmac x , hmac y ). In order for the client to
communicate with the server it need to calculate its own
correct hmac x value. The server will not be able to understand
the client request unless it has calculated hmac y correctly.
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5.2. Authentication
Since the presence of secret keys and correct memory hash
value must be demonstrated during the protocol transaction,
confidentiality, authenticity and genuineness is assured. The
protocol requires the client to identify itself and the desired
server (Nm x , Nm y ), and the use of a false name will result
in a response useless to the client.
Due to the protocol design, the client’s identity remains with
the IdP and will not be known to the server. This might be
considered as enhanced privacy, but it also hinders the server
from making local access control decisions.

5.3. Access control decisions
Prior to the issuing of the E(hmac x , hmac y ) value, the IdP
may make access control decisions based on their identities.
If the transaction between the two should not be allowed, the
IdP will simply reject to issue the encrypted response.
One unsolved problem is the unlimited validity time of the
HMAC values. The client can use the same HMAC value
repeatedly and in any time instant in the future. The server
nodes may have limited resources so a ”memory” that can
detect duplicate challenges is not an appealing requirement. In
a mobile environment however, this effect could even be an
advantage since the client could ”tank up” its memory with
HMAC values that could be used to communicate with servers
even when there is no communication path to the IdP.
The protocols described in this section related to management of IPU-equipped computers and the use of an IdP are not
closely related to the design of the GISMO IdM, which uses
asymmetric crypto for its services. The protocols related to
the IPU uses only symmetric crypto, for reasons of energy
efficiency. Our proposed IPU protocol design will require
some straightforward additions to the IdP software.

5.4. Certification of correctness and robustness
The separation of duties found in the relation between the
server and the IdP, i.e., the computer calculates the memory
hash value blindly and the IdP tests it for correctness, facilitates external auditing of software. A well regarded company
can evaluate the application and the system software in the
computer, as well as the software development methods used,
in order to assess the correctness and robustness of the
software.

6. Related research
Research concerning the use of tamperproof hardware units
to strengthen the trust in different kind of information systems
has been going on for quite some time. One of the main goals
in the design of the TPM unit has been to be able to attest
the integrity of a platform so that a third party could decide
whether to trust it or not. This has been partly achieved by
defining Static and Dynamic Root of Trusts as explained in
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Section 4.1 and through remote attestation protocols [16], [17],
but these approaches are only able to measure the integrity
of the system up to the point when the operative system is
loaded. It is considered difficult to guarantee the integrity of
the platform at a later stage.
Besides, none of the infrastructure elements needed to perform remote attestation has been commercially implemented
yet, so it is not clear how effective it might actually be
once deployed on a large scale. The only notable exceptions
of TPM based commercial applications have been BitLocker
[18] and HP ProtectTools [19], which are mostly used to
protect data stored locally on the machine. Most recently, TPM
assisted local integrity verification based on Trusted Boot and
hardware firmware verification has been employed to securely
boot the new Microsoft and Google operative systems.[20],
[21] No unanimously accepted solution for remote attestation
or run-time integrity protection exists yet, although various
approaches have been proposed [22], [23], [24], [25] and
research in this area is still active.
The idea of using a TPM to improve Identity Management
Systems is not completely new. The use of Trusted Computing
(TC) concepts with Single Sign On (SSO) systems has been
investigated in [26], [27], while the work in [28] about a TPM
based protocol for OpenID is the one that comes closest to the
ideas presented in Section 4.3. The reason for the similarity
between the two protocols is the fact that both use TPM
identity keys (AIKs) as a base to establish trust in the identity
of the platform and to certify asymmetric keys and integrity
measurements. So both works bind and delegate the identity
of the user to that of the TPM.
However, there are some important differences as well:
One is that the intended operational environments for OpenID
and GISMO IdM are not the same. While OpenID is mostly
intended to simplify web services authentication, GISMO IdM
is designed to provide both authentication and access control
in a tactical environment with relatively low resources and a
well defined community of interest. As a consequence, the
underlying communication protocol are essentially different.
Another difference is that one of the motivation for the use
of a TPM in OpenID[28] was to improve user experience on
the web by eliminating the need for passwords in the authentication process. Passwords are in fact substituted by TPMprotected user certificates. However, the OpenID IdP does
not have any guarantee that such certificate was adequately
protected on the local machine. In the GISMO IdM protocol
proposed in this paper the TPM keys are cryptographically
bound to a user identity, so that we can achieve a higher degree
of integrity assurance. In fact, both the platform and the user
must have been subject to some verification process before
the identity statements are issued. Finally, while in OpenID
the TPM involvement is limited to the authentication process
which involves the IdP, we extend the use of the TPM certified
key to the transactions with the target service, hence improving
the security of the system as a whole.
Several attempts to solve the problem regarding the use
of TC and remote attestation with Wireless Sensor Nodes
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(WSN) have been observed. Some support and optimize the
use of the TPM for WSNs, either by assuming that each sensor
node is equipped with a TPM [29] or that only some selected
nodes in a cluster have enough resources to support it [30].
Other consider the TPM too expensive in terms of hardware
and power costs and propose alternative solutions, like the
use of an ARM processor with Trustzone features [31] or
software attestation [32]. This last protocol for software remote
attestation, called SCUBA, is the one that is closest to the
solution proposed in Section 5.
SCUBA is also based on the checksum of the code to
be executed, but in order to reveal whether an attacker tries
to forge the checksum the response delay from the node is
measured. The assumption is that the time an attacker needs in
order to create a fake checksum can be detected and therefore
it is possible to invalidate the session in question. The reason
why we do not need to time the response is that we can
read the code and calculate its checksum when it is already
loaded in memory for execution. In addition, an attacker
might fake the checksum, but not the HMAC, since the key
is protected inside a tamper proof hardware unit. An IPU
with a preinstalled secret key would solve the symmetric key
distribution problem of WSNs as long as an IdP is available
during the startup of the nodes.
No related research on hardware units alternative to the
TPM for use with WSNs has been found, nor on the use of
IdMs to protect communication and integrity in WSNs. The
approaches presented in this paper is therefore likely to be
new.

7. Conclusion and future research
The purpose of this paper has been to show how the
combination of an identity management service and hardware
assisted integrity protection can offer higher assurance in
a software system. The trust in the correct conduct of a
transaction relies on a series of factors, and not all factors
will be covered solely through an authentication process.
Two different approaches to hardware assisted integrity
protection have been investigated. One was based on symmetric crypto, hash value calculations and direct memory
access. This unit has not been prototyped, and is meant for
simple embedded devices without virtual memory, e.g., sensor
nodes. The hardware unit would need to be integrated into the
motherboard of the computer and require a tailored design.
The other approach was designed around commodity hardware, the Trusted Platform Module, which supports a wide
variety of configurations and are already installed in most
personal computers. The TPM offers trusted bootstrap of the
operating system, encapsulation of private keys and crypto
operations. It is a rather complicated unit, and the software
libraries for its API were incomplete and experimental. Parts
of the TPM protocols were discovered through the reading of
source code rather from the specifications.
Both approaches were possible to interface to our GISMO
IdM, which issues the necessary credentials for authentication
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and integrity protection. The two hardware based protection
mechanisms demanded completely different protocols, but
the TPM based authentication protocols was shown to be
compatible with ”non-TPM” protocols. Consequently, a TPM
equipped node and a non-TPM equipped node are able to interoperate.
The integrity control offered by the TPM unit requires
that the entire bootstrap process (from BIOS to OS) is able
to employ the TPM mechanisms. A few operating systems
do this, the most notable being recent versions of Microsoft
Windows[20]. However, it is not established how that protection could be extended to cover also application code.
Future efforts on the matter of integrity protection will
focus on the use of the TPM unit, and a laboratory is under
development where the protocols and protection mechanisms
can be tested under realistic threat conditions.
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