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ABSTRACT
This paper presents the main concepts of computer
forensics and describes the techniques and tools used
in digital forensics. The application of the concepts,
tools, and techniques was performed by an
experimental case study (e.g., File sharing with
pedophile content.). The proposed case study was
carried out in a Linux system and includes the
following steps: computer tapping, analysis of storage
devices, chain of custody, steganalysis, using the
NuDetective tool, and the preparation of the forensic
report. Thus, it is intended to show a full criminal
investigation so that end users can, with some easy,
reproduce the steps described in this work.
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1 INTRODUCTION
Today computer forensics has been the
technical basis used by researchers and
specialists in police forces such as Brazilian
Federal Police, FBI, Interpol, among others. In
this context, tools (e.g., [1].) used by forensic
scientists recover and analyze information
from various electronic devices (e.g., cell
phones, tablets, computers, etc.), and this
information can be used to solve crimes [2].
Forensic computer research, developed around
the world, has reached its peak among the
years 1999-2007, and the forensic term was
widely disseminated mainly by the TV series
Crime Scene Investigation (CSI) (e.g., Las
Vegas, New York, Miami, and Cyber.).
However, according to Garfinkel [2], despite
this exaltation of forensic activity, there are
relatively few cases of academic research that
are being successfully transferred to end users.
Thus, one of the important challenges for
forensic researchers is to make academic

productions profitable for the large public, the
end user. Therefore, the primary purpose of
this article is to describe the complete cycle of
a criminal case (e.g., stages that range from
the case opening until its closure with the
conclusion of the expert report.) by a case
study in which two individuals exchange
images with pedophilia content. The stages of
the case study cover:
1. Computer tapping;
2. Electronic devices search and seizure;
3. Generation and analysis of storage
units pictures;
4. Chain of custody document filling;
5. Image steganography analysis;
6. Image content analysis with the
NuDetective tool, used by the
Brazilian Federal Police; and
7. The conclusion of the crime case with
the expert report preparation.
In addition to the aforementioned
purpose, this study intends to present several
techniques and tools used in computational
expertise and the stages of a criminal
investigation case, so that end users, those
who are not specialists in the field, can, with
relative ease, reproduce the procedures and
the analyses performed here, the main
contribution of this paper.
The remainder of this article is divided
as follows: in Section 2 are presented the
fundamental concepts of digital investigation
with the topics criminal investigation,
computer forensics, digital crime, chain of
custody, stages of forensic investigation and
computational forensic tools; Section 3
presents the description of the proposal and
methodology; Section 4 presents the results
and discussion; and finally, in Section 5, the
conclusion and the possibilities of future
works are presented.
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2 DIGITAL INVESTIGATION
A criminal investigation is a segment
responsible for the production of expert
evidence, using scientific knowledge and
technological innovations [3]. In practice,
according to Ask [4], the criminal investigation
is the process that answers questions like: how,
where, when, why and by whom a crime was
committed. In this way, to elucidate these
issues, criminal investigation helps researchers
to gather evidence from a variety of sources in
order to reach a coherent conclusion. Besides
that, it is necessary for the forensic
investigators to fully understand the
circumstances that involve crime and not just
the solution to the crime itself. In this context,
the criminal investigation purpose is to recover
information that can be used as evidence in a
court.
According to McKemmish [5],
computer forensics is the acquisition,
preservation, analysis, and presentation of the
information electronically stored, that is, it is a
computation area that aims to extract
information contained in electronic equipment.
Forensic investigation, in this context, seeks
significant, relevant and objective digital
evidence, while preserving the integrity of the
data.
According to Casey [6], the digital
investigation follows the same principle of
criminal
investigation.
However,
the
investigation is done in cyberspace. Casey also
states there is no consensus among experts on
the digital crime definition. Some experts use
the digital crime term to describe any crime
that involves computers, in other words, the
term refers to a small set of attacks that are
defined by law and which may change
depending on each country legislation. For
example, in the USA, under the Computer
Fraud Act, the following acts are considered to
be digital crimes: theft of computer services;
unauthorized access to electronic documents;
software piracy; alteration or theft of
electronically stored information; extortion
committed with the use of computers;
unauthorized access to records (e.g., credit
cards cloning, passwords traffic and theft.);
virus transmissions and destructive commands
(e.g., viruses or commands which erase and

hijack data, etc.); and sale of consumer digital
data for telemarketing agencies.
2.1 Chain of Custody
It is the process used to maintain and
document the chronological history of
material elements, which aims to guarantee
the suitability and traceability of these
elements, from the identification and
collection to their destination1. In this context,
the forensic investigator (e.g., computer
expert.) should always be attentive and take
care of the chain of custody of all devices
seized for the expertise, registering them in
their form (Figure 2), individualizing and
sealing them in suitable packaging (e.g.,
boxes, sacks, cans, etc.) to be sent, if
necessary, to other examinations and
subsequently to the court.
2.2 Stages of Forensic Investigation
The
forensic
computational
investigation can be divided into the
following phases [7]:
a) Preservation - consists in preserving the
information stored in digital media following
some criteria such as isolating the area where
the equipment is to be inspected, ensuring the
integrity of the equipment and data, packaging
and labeling the evidence and fill out the
chain of custody form;
b) Extraction - involves the identification,
recovery, filtering, and documentation of the
information examined in the devices. It is at
this stage that technological resources are
used, for example, the files recovery can be
made using special programs, such as
foremost;
c) Analysis - It consists of finding digital
evidence that has a relation with the
investigated crime;
d) Formalization - this phase has as its sole
function the drafting of the final forensic
report, which must be attached to the other
documents of the process/case.
1

http://www.justica.gov.br/ The chain of custody
form used in this case study accompanies the Linux
Forensic Digital Tool Kit (FDTK) distribution:
http://fdtk.com.br/www/download/.
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In specific tests, for example, analysis
of NTFS file systems, the total number of
digital research stages may increase [8].
2.3 Forensic Tools
The Sleuth Kit (TSK)2 : TSK is an
open source toolset based on command-line,
developed by Brian Carrier3, its tools (e.g., mac
robber, mactime, etc.) can to do forensic
analysis on GNU/Linux systems and Windows.
TSK supports file systems like Ext3fs and
Ext4fs (Linux), NTFS, FAT16 (Windows) and
FAT32 (Windows). Also, TSK can be accessed
via the web through the Autopsy Forensic
Browser (AFB). The AFB’s interface is HTMLbased and allows the expert to manage several
disk images, Figure 4;
Wireshark4: is a tool that analyzes
network protocols and allows you to see what
is happening in the network at a microscopic
level. This program is cross-platform and was
initially created by Gerald Combs in 1998.
Thus, network traffic can be captured and
presented through a graphical interface (Figure
1). With this tool you can capture
conversations and even protocols such as
Telnet and FTP (without TLS);
Stegdetect5: is a forensic software,
created by Niels Provos, that finds hidden files
inside a JPG image. The detection schemes
used are jsteg, jphide, invisible secrets,
outguess 01.3b, F5, appendX and camouflage.
Using linear discriminant analysis, it also
supports new schemas for detecting new
steganography systems;
Steghide6: is a steganography program,
created by Stefan Hetzl, capable of hiding data
in various types of image and audio files. Its
main features are embedded data compression,
embedded checksum, and support for formats
such as JPG, BMP, WAV, and AU. Steghide is
efficient because many steganization tools
cannot efficiently detect steganograms with it
[9];
2
3
4
5
6

http://www.sleuthkit.org.
TSK uses parts of The Coroner’s Tool Kit that is
discontinued.
https://www.wireshark.org.
http://freshmeat.sourceforge.net/projects/stegdetect .
https://steghide.sourceforge.net .

USBview7: is a GTK application,
developed by Greg KroahHartman, which
presents the tree of devices on the USB bus,
for example, if they are currently connected
and their UUID (e.g., a unique identifier of
the USB device.);
NuDetective: is a forensic tool that
was developed by the Brazilian Federal
Police criminal experts Mateus de Castro
Polastro and Pedro Monteiro da Silva
Eleutério. It is used to examine data stored in
electronic devices, with the aim of locating
possible child pornography materials. It can
search the file name by comparing it with a
list of predefined names and phrases
commonly used to share child pornography
data on the Internet. In tests, it proved to be
highly efficient enabling the analysis of the
storage devices in a short period [1]. Other
forensic analysis tools and a proposed new
tool for evaluating file systems on Linux
systems are covered in [10].
3 PROPOSAL DESCRIPTION
The case study was created by
simulating a hypothetical situation in which
two individuals exchange pedophilia materials
(e.g.,
images.).
Through
a
judicial
authorization, the suspects computer network
was tapped (e.g., Ethernet.) in order to capture
exchanged messages between them. For this
task, the Wireshark sniffer (Section 2.3) was
used. To perform the tapping, the expert used
a computer with the Ubuntu Linux operating
system. After analysis of the staple logs
(Table 1), substantial evidence was obtained
of the pedophilia crime. Therefore, a warrant
was issued for the search and seizure of the
electronic equipment involved (e.g., storage
devices, pen drive, and HD’s.). One of the
suspects managed to incinerate his computer
in a domestic incinerator, and it was seized
only one pen drive with him. However, a PC
was seized with the other suspect. With the
equipment seized, the expert, following the
forensic procedures8 , created the images and
hashes of the storage units, a 2GB Kingston
pen drive and an 80GB Maxtor 3.5 SERIES
7
8

http://www.kroah.com/linux-usb/.
http://www.justica.gov.br.
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HD. In order to find evidence to prove the
crime, the TSK and Autopsy software were
used to verify the MACtimes of the devices. In
this investigation, it was also necessary to use
the USB View tool to find out the serial
number (e.g., UUID.) of the seized pen drive
and verify if this device has been inserted into
the seized computer HD.
The steganography technique was also
used, that is, the suspects hid the password that
allows access to the pedophilia files in a JPG
image. For this, the stegdetect software
(Section 2.3) was used to verify if the stored
images on the seized devices hid something. In
addition, the steghide tool was used, which was
used to discover steganogramed information in
files found on the pen drive. Thus, in order to
visualize and analyze the files found on the
seized devices, the NuDetective application
(Section 2.3) was used. In order to conclude
the investigation, a process was set up with the
final expert report, which contains the expert’s
conclusion and the chain of custody form of
the inspected devices (Figure 3).
3.1 Methodology
The present study used the Case Study
research methodology. According to Yin [11],
the case study is the preferred strategy when
questions like ”how” or ”why” should be
answered, when the researcher has little control
over the events and when the focus of the study
is in a contemporary phenomenon within some
real-life context, for example, in this case,
digital crimes. Some of the most famous
cataloged case studies are explanatory and the
hypothetical crime situation proposed here is
also. This can be explained by the fact that the
criminal expert deals with events that are
correlated (e.g., digital crimes.), which need to
be tracked over time and enlightened.
Furthermore, all computational procedures,
both criminal and forensics experts were
carried out in a computing laboratory.
Therefore, in order to conduct the experiments,
the experimental expertise situation, materials
and methods were divided as follows:
- Hardware Used:
1) Expert computer: Dell Inspiron
notebook with 1TB HD, 8GB RAM, and Intel
CORE i7 processor 5th generation;

2) Inspected Computer and pen
drive: Dex PC with 80GB of HD, 2GB of
RAM, Intel Dual CORE processor, and 2GB
pen drive Kingston;
- Software Used: Ubuntu Linux operating
system 12.04 LTS, Debian 6.0 Squeeze
Frozen, The Sleuth Kit v.4.4.2, Autopsy
Forensic Browser v.2.24, wireshark v.1.5.3,
stegdetect v.0.6, steghide v.0.5.1-9ubuntu1,
USBview v.2.02, NuDetective v.3.2.0,
Foremost v.1.5.7, dd v.8.26;
- The Sequence of Expert Procedures:
a) Ethernet network tapping; b) Generation
of the disk images and a hash of the images;
c) Timeline creation of the files contained in
the disk images; d) Recovery of the storage
units deleted files (e.g., pen drive and HD.); e)
Recovered files analysis, visual and
steganogical; and f) Expert report conclusion.
All forensic tools can be installed on
Linux distributions based on Debian using the
apt-get install command. However,
the installation of the NuDetective tool must
be done manually. To do this, you need to
request
the
following
e-mail
nudetective@gmail.com.
However, it is
only possible to obtain this tool if it is a police
forces agent or linked to a public institution
such as a university or research center.
4 RESULTS AND DISCUSSION
Using judicial authorization, a tapping
was implanted in the network of one of the
suspects, which was done through the
wireshark (Figure 1).

Figure 1. Packages Captured with Wireshark through
the computational tapping performed by the forensic
expert.
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The tapping result analysis, obtained by
a wireshark feature called ”Follow TCP
Stream”, showed that the tapped conversation
was something much more relevant than a
simple chat, Table 1.

yes inside the folder there
are two files one
compressed the other one
does notHTTP/1.1 200 OK

8

4.1 Tapped Conversations Analysis

the compressed file has
passwordHTTP/1.1 200
OK

9

After the conversations were captured,
the wireshark generated content was analyzed,
and only relevant information about the
suspect’s was extracted. All conversations
captured are shown in Table 1. It shows that
one of the suspects (e.g., Suspect 1.) sends
pedophilia material, called as fruits (Lines 2
and 5). Besides, the term organic (Line 5)
means, in this case, that the ”fruits” (e.g.,
girls.) are underage. It is also explained by one
of the suspects (e.g., Suspect 1.) how to open
the files and delete them (Lines 7 to 16). Based
on the information presented in Table 1, it is
possible to infer that suspects are already used
to perform this type of procedure, for example,
the sentence said by Suspect 1 states this: ”You
will use that usual program to open the
image, the key is inside the image ok.”, Line
14, Table 1.
Table 1. Conversation Captured from Suspects.
N.

Conversation Suspect 1

1

hiHTTP/1.1 200 OK

2

I have fresh fruitHTTP/1.1
200 OK

3

top qualityHTTP/1.1 200
OK

4

I’ll send you a basket with
someHTTP/1.1 200 OK

5

organic fruit

6

7

to open it you will need the
10
other
fileHTTP/1.1 200 OK

11

ExplainPOST
http://65.54.48.73/gateway/
gateway.dll?
SessionID=631631796.133360959
5 HTTP/1.1

12

of each item in the photo
you will use the first two
letters ok.HTTP/1.1 200
OK

okPOST
http://65.54.48.73/gateway/gatewa
y.dll
Action=poll&SessionID=6316317
96.1907108349
HTTP/1.1
I’ll tryPOST
http://65.54.48.73/gateway/
gateway.dll?
Action=poll&SessionID=6316317
96.1002622703
HTTP/1.1

13

14

You will use that usual
program to
open the image, the key is
inside the
image ok.HTTP/1.1 200
OK

that’s rightPOST
http://65.54.48.73/gateway/
gateway.dll?

15

linux is more secureHTTP/
1.1 200 OK

I have two programs, one in
windows and one in linuxMSG
***************@hotmail.com

16

after seeing delete all the
files of the pc and the
basket (pen
drive)HTTP/1.1 200 OK

okPOST
http://65.54.48.73/gateway/gatewa
y.dll?

I received the merchandiseMSG
*************@hotmail.com
How do I open the basket?POST
http://65.54.48.73/gateway/
gateway.dll?

Already didPOST
http://65.54.48.73/gateway/
unzip the fileHTTP/1.1 200
gateway.dll?
OK
Action=poll&SessionID=6316317
96.1041976191
HTTP/1.1HTTP/1.1

keep goingACK 16

the photo I sent you is the
key HTTP/1.1 200
OK

Conversation Suspect 2

Is it of good quality?
http://65.55.71.197/gateway/
gateway.dll?

keep goingPOST
http://65.54.48.73/gateway/
gateway.dll?
Action=poll&SessionID=6316317
96.1142146614
HTTP/1.1

4.2 Generating Disk Images and Hashes
The analysis of the suspect’s
conversation made possible a warrant for
search and seizure. In this operation, a
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computer and a pen drive were seized. To do
so, the first performed procedures were the
creation of the devices image and the
generation of the images hash9. The use of the
hash function is necessary because it generates
specific codes for each disk image. Thus, if a
single bit is changed in the image, the hashed
code changes and the image will be discarded
as evidence. The seized computer was booted
from a live CD, and the disk image was
generated on an external hard drive. Each of
the images was cataloged in the form, expert
document, chain of custody (Figure 2 and
Figure 3).

Figure 2. pen drive Chain of Custody form filled by a
forensic expert.

The procedures for generating the
images and creating the hashes have been
executed on the Linux terminal, for example:
1. Creating the pen drive Image: # dd if=/
dev/sdb1 of=/media/kingston.dd;

2. Generating Hash of the pen drive Image:
# md5sum /media/kingston.dd;
Hash:81a64aa50aa035f821a747904d711d00
3. Creating the HD Image: # dd
if=/dev/sda3 of=/media/hd forense.dd

4. Generating Hash of the HD Image:
# md5sum /media/hd forense.dd
Hash:9e9b4086ce24574182b342ac0a1e22ff

4.3 Timeline Creation
With the images and hashes of the
respective created media, the evidence and
hypotheses will be transformed into scientific
proofs applying the timeline concept in the
images. The timeline displays information
about the files contained in the images, for
example, when they were changed or deleted,
’last access’, etc. For creating the timeline, the
fls and mactime tools contained in the TSK
were used. The timeline results are presented
in Table 2. The timeline creation procedures
were performed on the Linux terminal, for
example:
#
fls
-r
-m
/
kingston.dd
kingston.dd.timeline
# mactime -b kingston.dd.timeline

Figure 3. HD Chain of Custody form filled by a
forensic expert.

>

The result shown in Table 2 (Line 11,
timeline ctime) indicates that the file
Colheita.rar was deleted at approximately
4:24:32 p.m. on the November 25th of 2010.
In this context, it is necessary to recover the
deleted file to use it as Therefore, the
foremost tool was used in the pen drive image
to recover it. Table 3 lists all the files on the
pen drive, including the ones recently deleted
(e.g., Colheita.rar as 00009328.rar.).
Example of the foremost using on the Linux
terminal:
# foremost -T kingston.dd

9

A hash function is an algorithm that maps variable
length data to fixed length data. The values returned
by this function are called hashed codes. Source:
https://en.wikipedia.org/wiki/Hash_function.
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Table 2. Mactime Command Result.
N.

1

2

Date/Time

Wed Nov 10
2010
16:40:40
Wed Nov 10
2010
16:41:12

Timeline10 Permission

File

m..

rwxrwxrwx

/dark
day.jpg

m..

rwxrwxrwx

/Dark.jpg

rwxrwxrwx

[AUF]Norma
RFC.pdf

3

Tue Nov 23
2010
02:02:28

..c

4

Tue Nov 23
2010
02:03:18

..c

5

Tue Nov 23
2010
10:35:54

m.c

rwxrwxrwx

drwxrwxrwx

results in a file with the same name than the
one found in the pen drive ’Colheita.rar’
(Table 2). Therefore, based on this fact, the
next step is to confirm if the files are the
same. This way, it is necessary to check if the
pen drive has been inserted, at some point, in
the computer of the inspected HD. In this
case, the pen drive serial number must be
checked since all devices have a unique
universal identifier called UUID. Thus,
through Autopsy, an analysis was performed
on the generated logs (e.g., /var/log/syslog.)
by the system that was installed on the
inspected HD. As shown in Figure 5, it was
found the UUID of a Kingston pen drive:

/dark day.jpg

1 - Product: DT 101 II;
2 - Manufacturer: Kingston;
3 - UUID: 00142238268CF98036160930.

/.Trash-1000

Item 1 identifies the pen drive model,
item 2 the manufacturer and item 3 to UUID.
Based on the log information, the next step
was to use the USBview program, which
allows you to view information about the
captured media. In this way, it is possible to
verify if the UUIDs of the system log and the
pen drive are the same. Figure 6 shows the
result. As shown in Figure 6, the pen drive
serial number is the same as that found in the
syslog (Figure 5) of the seized computer, and
this evidence proves that the pen drive was
connected on the computer at some point. The
next step is to generate the hash code of the
files 00009328.rar (Table 3) and Colheita.rar
(Figure 4), if they are similar, proves the
connection between the suspects, Table 4.
Example of hash generation in the Linux
terminal:

drwxrwxrwx /.Trash-1000/

6

.a.

7

.a.

rwxrwxrwx

/.Trash

8

a.A

rwxrwxrwx

/Colheita.rar
(deleted)

9

.a.

rwxrwxrwx

/Dark.jpg

10

Thu Nov 25
2010
16:21:22

m..

rwxrwxrwx

/Colheita.rar
(deleted)

11

Thu Nov 25
2010
16:24:32

..c

12

Thu Nov 25
2010
16:43:18

m..

files

rwxrwxrwx

/Colheita.rar
(deleted)

drwxrwxrwx

/Colheita.rar
(deleted)

# md5sum 00009328.rar and
Colheita.rar.

4.4 HD Image Analysis
With the pen drive contents recovered,
the same line of reasoning was applied to the
HD image, but now, using Autopsy (Section
2.3), which has a graphical interface. Figure 4
presents the HD image being analyzed by
Autopsy. The Autopsy analysis (Figure 4)
10 m = mtime: is the change of time when a file is
modified, a = atime: refers to the last access of a file
or directory, and c = ctime: it monitors when there
are changes of content/exclusion.

#

md5sum

The result of applying the hash in both
files proves that they are the same. Therefore,
by unzipping the Colheita.rar file, two new
files are added from it, frutas.jpg and
frutas.rar. The .rar file requires a password
for extraction of its contents. According to
excerpts from the captured conversations
(Table 1), to extract the contents of the
frutas.rar file, a password that is
camouflaged inside the file frutas.jpg is
needed. This camouflage technique is known
as steganography.
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4

00774642.png

1KB

396617138

(32 x 32)

5

00780069.png

373KB

399395792 (1280 x 960)

6

00780817.png

420KB

399778389 (1280 x 960)

7

00781658.png

373KB 400209198

(1280 x 960)

8

00782405.png

402KB 400209198

(1280 x 960)

9

00783209.png

343KB 400209198

(1280 x 960)

Table 4. Hash Comparison.
Figure 4.
HD Graphical Image Analysis with
Autopsy Forense Browser.

Seized
Media

Found Files

pen drive 00009328.rar
HD

Colheita.rar

Hash md5sum
680a2dda6b8e7077617eff962fcc979d
680a2dda6b8e7077617eff962fcc979d

4.5 Steganography

Figure 5.
Browser.

SysLog analyzed by Autopsy Forense

Steganography is a cryptography
subdiscipline, while cryptography protects the
information,
steganography
hides
its
existence, that is, it sends a message (e.g.,
trademark, secret communication, etc.) in a
shell (e.g., video, image, audio, or computer
code.) [12]. The stegdetect program detects if
a file contains other hidden files within it.
With the execution of this program in the
frutas.jpg file, the result was positive,
indicating that in that image the
steganography technique was used, that is, a
positive result for jphide(**). Lines a and b
show the stegdetect tool application:
a) In: root@pc:/home/holmes# stegdetect
-tjopi -s10.0 frutas.jpeg
b) Out: frutas.jpeg : jphide(**)

Figure 6. Information Generated by USBview.
Table 3. Recovered Files by Foremost.
N.

Name
(bs=512)

Size

File Offset

1

00009328.rar

332KB

4775936

2

00008296.pdf

170KB

4247552

3

00742427.gif

148KB

380123047

Comment

The next step is to use a tool to extract
the information that is hidden in the image.
The chosen tool was steghide. This tool can
be used for both steganography and for
extracting steganography information in files.
However, for content extraction, an access
key is needed. The clues on how to obtain the
access key are described in the tapped
conversation shown in Table 1, between lines
7 and 12. The access key is the word formed
by the first two letters of each item of the
image represented in the frutas.jpg file,

(288 x 240)
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Figure 7. The lines x, y, and z present the use
of the steghide tool:
x)
In: root@pc:/home/holmes# steghide
extract -sf frutas.jpeg
y) Out/In: Enter passphrase:
z) Out: wrote
extracted
data
to
"achou.jpg".

As shown in the output of the command
on line z, there is an image (e.g., achou.jpg.)
hidden inside the file frutas.jpg. The image
found is written the word ALEGRIA, as
shown in Figure 8.

This way, after unzipping the file .rar,
it was found the following directory structure
../frutas/organicas/
containing
ten
images .JPG, Figure 11. In this step was used
the program NuDetective which marked all
the
images
in
the
directory
../frutas/organicas/ as suspicious content,
Figure 10. Thus, after the images analysis, it
was concluded, in fact, that all of them are
files that contain children’s pornographic
graphic content11 , Figure 11.

Figure 7. The secret key: ”PEAPBA”.

Figure 10. A Number of Suspected Files Detected by
NuDetective.

Figure 8. Image achou.jpg, Extracted from Inside the
Image frutas.jpg.

The image achou.jpg is the access key
(e.g., ALEGRIA.) to extract the frutas.rar
content, Figure 9.

Figure 11. Analysis of the Images Found in the
frutas.rar file, using NuDetective.

4.6 Forensic Report

Figure 9. Entering the Password, ”ALEGRIA”, for
Extracting the contents of the frutas.rar file.

According to Eleutério and Machado
[7], the forensic report should address the
11 According to Brazilian law 11,829 Art. 241-A
published on November 25th, 2008.
39

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 8(1): 31-42
The Society of Digital Information and Wireless Communications (SDIWC), 2019 ISSN: 2305-001

primary procedures performed, including the
techniques used to preserve, extract and
analyze the digital media content. In Brazil,
especially in the Brazilian Federal Police [7],
the report has the following structure:
Preamble - report identification; Historical
(optional) - previous facts and of interest to the
report; Material - detailed description of the
analyzed material in the investigation;
Objective
report
purpose;
Technical/Forensic
Considerations
(optional) - technical concepts that may be
important for understanding the report;
Examinations - descriptive and experimental
part of the report; Answers to Questions or
Conclusions - objective summary of test
results. Finally, in this work, we present the
section Objective and the two last sections of
the expert report, Exams, and Conclusions, [7].
4.6.1 Objective
This section should contain at least two
summarized paragraphs. Thus, because the
report is a technical-scientific document, its
content should avoid terms such as: ”The
examinations purpose is to respond to [...]”.
→ Example of the Objective Section Applied
to the Case Study: The examinations aim at
providing the characteristics of the submitted
material, as well as recovering and analyzing
information about them (e.g., informational
tapped content and storage devices, for
example, pen drive and HD.), related to the
pedophilia suspect Brian G. Dog, NIN:
*******, and Glenn Quagmire, NIN:
*******.
4.6.2 Examinations
The Examinations section describes,
objectively, the steps taken to obtain the
evidence and the numerous developed
procedures during the analyzes.
→ Example of the Examination Section
Applied to the Case Study: Based on the
generated images of the seized storage media,
the information obtained from the system log
and the USBview program, it was found that
the inspected pen drive was connected to the

inspected computer. For example, both the
file found in the Maxtor HD image,
’Colheita.rar’, and the one recovered on the
Kingston pen drive, ’00009328.rar’, have the
same content (e.g., ’frutas.jpg’ and
’frutas.rar’ file.) and the same hash code
md5sum. Therefore, these files are the same.
The ’frutas.rar’ file, obtained from
’Colheita.rar’ file, was protected by a
password, so it was necessary to discover it.
The access password was discovered in the
following tapped conversation thread, Table
1: ’[...] to open it you will need the other file
[...] the photo I sent you is the key [...] of
each item in the photo you will use the first
two letters ok [...] ’. With this, it was possible
to conclude the enigma, since the image
’frutas.jpg’,
also
obtained
from
’Colheita.rar’, presented the design of three
fruits, pear, apple and banana, and the two
initial letters of each fruit form the PEAPBA
anagram, which is the steganographic key to
recover the hidden message in this file. Also,
based on the following tapped conversation
excerpts, Table 1: ’[...] you will use that
usual program to open the image the key is
inside the image ok [...]’, it came the
confirmation that there was something hidden
inside the ’frutas.jpg’ file and, therefore, the
stegdetect program was used, which
confirmed that there is a steganography file
inside the image ’frutas.jpg’. As a result, the
steghide program was used, and with it, it
was possible to uncapsulate the secret
message hidden inside the ’frutas.jpg’ file,
the file ’achou.jpg’. This file presents the
message ’ALEGRIA’, which is the password
used to extract the content from ’frutas.rar’.
Thus, 10 images with ’.jpg’ extensions were
extracted from the ’frutas.rar’ file, which
shows naked children, in a compromising
situation.
4.6.3 Answers to Questions or Conclusions
This last section can have two names
that are: Answers to the Questions, if there
were any request by some authority, for
example, specific questions that must be
answered with the report; or Conclusions,
which is used when there are no specification
of questions (i.e., our case.). Regardless of the
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name, this is the section of most interest, since
it will be read by judges, lawyers, prosecutors,
delegates or others involved in the
proceedings. Therefore, the text of this section
should be as transparent as possible, so that a
non-specialist in computer science can
understand. In addition, because it is the last
part of the award, it must contain, in the end,
the total number of pages of the report,
including annexes and appendices, signatures
and experts identification data.
→ Example of the Conclusions Section
Applied to the Case Study: In this context,
therefore, as detailed in the Exams section, the
report can state that the files found in the HD
and in the pen drive are the same and that the
pen drive was connected to the seized
computer. Thus, based on the evidence, the
investigation concludes that the suspects are
related and are involved in pedophilia. With
the report, the experts return all the material
sent for examination sealed correctly in the
envelopes of security No. 0009876 and No.
0009877. Without further to work, the experts
seal the present report that, elaborated in 14
pages, read and agreed, sign the agreements.
PETER GRIFFIN
CRIMINAL EXPERT - Mat. XXX
STAN SMITH
CRIMINAL EXPERT - Mat. YYY
5 CONCLUSION AND FUTURE WORKS
In this article, we present several
techniques and tools used in computer
forensics to investigate and solve cyber crimes.
Thus, in order to put into practice the ethical
tools of computer forensics, it was performed a
case study by the creation of an experimental
scenario of child pornography file sharing. In
this context, several stages of the forensic
investigation were described in detail, such as
the installation and use (e.g., in a Linux
environment.) of the Autopsy tools, TSK, dd,
foremost and NuDetective, among others.
Among the techniques presented, the following
stand out: the disk images generation and
analysis; file recovery; the concept and

application of steganography through the use
of steghide and stegdetect tools; chain of
custody form filling; and the expert report
conclusion. Therefore, it is hoped that this
case study will serve as a guide for those users
with little technical knowledge so that they
reproduce what was presented here with
confident ease. As future work, it is intended
to extend these case studies in Microsoft
Windows systems, mobile devices, and
Internet of Things (IoT).
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