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ABSTRACT
Digital Evidence Storage (DES) should have been
established not only using simple authentication
and authorization methods, namely authentication
and authorization processes of username and
password only, but also had to use more complex
authentication and authorization processes by
implementing rule policy as the determiner in
request access. RBAC was an access control that
worked based on user role, while ABAC was an
access control model which its work principles
was based on the attribute. Meanwhile, XACML
is a programming language that specifies RBAC
and ABAC policies using XML format. This
research was aimed to make comparison toward
two access control models which was
acknowledged to be suitable for being
implemented on DES. The implementation of
ABAC is to increase DES security level. The final
result of this research was the creation of a better
access control model on DES system according to
RBAC and ABAC models comparison.
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1 BACKGROUND
Digital evidence storage (DES) was a business
model from parts that connected directly with
digital evidence and information storage of digital
evidence [1]. This concept was first introduced by
[2] in his research related to digital evidence
cabinets in which the research explained that
digital evidence storage (DES) was a system
made to a chain of custody (CoC) handling from
every [3] digital evidence that was acquired. This
concept was established on three approaches,
namely:
digital
evidence
management

frameworks, digital evidence bag, and access
control [4].
The access control model that existed in the DES
is currently only a process of authentication and
user authorization only using username and
password. No other parameters are used except
authentication and authorization. This, of course,
will not be following the security aspects that
exist in the DES.
As its principle, the access control was a
mechanism to limit operation or action toward
computer system for legitimate user only [5],
access control on digital evidence or its resource,
so far the issue handling of access control
application on digital evidence was done by [6]
Suggested concept was mechanism application of
partial and full supervision to depict different
rights and functions between investigator who
directly handled digital evidence and other law
enforcement that controlled the evidence use.
Although there was other researcher about
hierarchical access control from [7] however in
that research, the application was toward the
Cloud SAS environment using rule based access
control model (RBAC). So, the continual research
of access control on digital forensic environment
had no other comparison yet. In fact, according to
[8] access control was center of computer
security. In the context of digital evidence
integrity and credibility, a concept of access
control was the most important factor to be
concerned on.
In this research, there would be a comparison of
two access control models which would be used
as a solution on DES access control namely rulebased access control (RBAC) and attribute-based
access control (ABAC). The implementation will
be using Extensible Access Control Mark-Up
Language (XACML) which was the standard of
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OASIS used as a programming language for
specifying RBAC and ABAC policy using XML
format. The question of this research is to
determine which access control that most suitable
and the most proper to be used in digital evidence
storage (DES). This research used functional
testing method toward two access control models

Another research has been done by [15] that
proposes a framework for Internet-based forensic
logs that aims to assist in the investigation process
to reveal DoS attacks. The framework in this
study consists of several steps, among others:
logging into the text file and database as well as
identifying an attack based on the packet header
length.

2. LITERATURE STUDY
Access control on software was security
mechanism that could give every entity has a
status valid permit to do a specific action [9].
RBAC was used to analyze source and determine
the user with permit policy in a software system.
Besides, the research was done by [10] that
analyzed the shortcoming of traditional RBAC
and combined it with SOA characteristics, tried to
solved
authentication
and
authorization
adjustment for a role by team and service as a
turning point to guarantee safety access according
to SOA system.
Research by [11] has discussed how to build data
access control for cloud storage service using
RBAC and attribute-based access control
(ABAC) that was easy to use and manage. This
research illustrates how to provide policies and
facilitate flexible access control for data access
service in cloud storage.
Research by [12] has given a solution to a control
system problem of ABAC cross domain together
with security domain as an attribute with a
subject, object, authority, environment attribute
as basic access to access decision making.
Meanwhile, research which was done by [13]
discussed an attribute real-time-based access
control model that reflected their requirement of
criticism application of two model namely
Central Guard System and Physical Cyber of a
medical system.
The next research was done by [14] that focused
on the re-writing request that accepted
inappropriate response by reducing necessary
resource; they made a new model by utilizing
framework XACML 3.0 to find out the most
proper policy for every response request in four
aspects namely subject, environment, and
resource action for re-writing request.

According to [16] there are four predefined
attributes namely: subject, resource, action, and
environment. However, user attribute type could
also be applied for a specific application.
XACML supported various kinds of data types,
name types and path expressions for attributes,
e.g., string, integer, internet-based names, regular
expression, and XPath. In this attribute use, data
type was more mainly specified than domain.
3 METHODOLOGY
The initial step of this research is identifying
problem research to analyze the access control
problems in DES. The next step is making
literature study to align theories that related to
research and do an implementation of the access
control policy for the DES. The final step is doing
the comparison method by using functional
testing method for testing both types of access
controls.

Figure 1. Research Methodology

4. IMPLEMENTATION AND RESULT
4.1 Policy Statement
The policy statement built should be based on the
needs that must exist on the access control design
and the needs of the system that will implement
the access control. Based on the analysis of the
DES system then the following table is a
reference of the policy statement to be applied to
the DES system.
Table 1. Policy Statement
Subject
Resource
Upload
Digital
First
Evidence
Responder
Create
Cabinet

Actions

Environment

Upload

IP Address
Mac Address
Time Access

Create
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Investigator

Officer

Layer

Create
Rack
Create
Bag
Input Data
Case Coc
Download
Digital
Evidence
Complete
The Data
Coc
Delete
Digital
Evidence
Change
Password
User
Validate
Digital
Evidence
Validate
Case
Status
Download
Form Coc
Change
Code
Signature
Validate
Data Coc
Download
Form Coc

Create
Create
Input
Download
Complete
Data

IP Address
Mac Address
Time Access

Delete
Change
Password
Validate
Validate

IP Address
Mac Address
Time Access

The policy statement described in table 1 will be
part of the components that will be included into
the rule and will be a logical expression to satisfy
every request made by the user.
4.2 POLICY RBAC OF DES

Download
Change
Code
Validate
Download

the officer, the subject has access rights on the
resource, delete digital evidence, change user
password, validate digital evidence, validate
status ces, download chain form custody, change
code signature, validate data chain of custody.
Actions are owned by this subject is delete,
change password, validate, download, change
code. Environment attached to this subject is the
IP address, mac address, and time access. The
fourth subject is the lawyer, the subject has only
one resource permission that is downloading the
chain of custody form, and the download action,
and the environment attached is IP address, mac
address and access time.

IP Address
Mac Address
Time Access

Referring to the research undertaken by [17] in
the RBAC process the access permissions are
only related to the roles and users that are
members of the role so that the user obtains the
role permission on the system. Here is an
overview of the LPBD RBAC model.

Table 1 explains that in a policy statement for
DES consists of 4 pieces of subject that is the user
positions are first responder, investigator, officer,
and lawyer. Then consists of 15 types of resources
as objects, 9 types of actions, and 3 types of
environment which is the environmental
conditions when the request is made.
The first subject is the first responder, the subject
has the right to perform the resource operation,
upload digital evidence, create cabinet, create
rack, create bag, and input data case for chain of
custody, as well as upload, create and input
actions. The environment used for this first
subject activity is ip address, mac address, and
access time. The second subject is the
investigator, this subject has only 2 access rights
on the resource that is downloading digital
evidence and complete the data of chain of
custody with the actions of download and
complete data and its environment is IP address,
mac address, and access time. The third subject is

Figure 2. RBAC DES Model

Figure 2 explains that granting permissions on
each user's access is based on the user's role. For
example, user first responder will only be granted
permissions when requesting when username and
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password are input in accordance with the role has
been entered.
The RBAC Policy design for DES was created
using the UMU XACML Editor Version 1.3.2,
tools. Here is the RBAC policy for DES
Figure 4. Output XACML Policy RBAC

The functional test on RBAC LPBD is done using
one sample user first responder along with
component elements of resources, actions, and
environment used to test access control
functionality. Figure 5 shows the results of
functional tests that have been performed.
Figure 3. XACML Policy RBAC DES

Figure 3 explains that the policy that has been
created using the rule based access control has 1
policy and 4 rule with each rule contains every
policy rule given to each user. As has been
explained by [14] that permit terminology is used
in rules that are allowed to access and deny for
rules that are not allowed to access.
In RBAC LPBD design this rule 1 contains
subject: first responder, resource: upload, digital
evidence, create cabinet, create rack, create bag,
input data case of chain of custody, actions:
upload, create, input, environment: IP address,
mac address and time access. Rule 2, contains
subject: investigator, resource: download digital
evidence, complete the data of chain of custody,
actions: download, complete data.
The next is rule 3 with subject is officer, resource:
delete digital evidence, change user password,
validate digital evidence, validate case status,
download chain of custody form, change code
signature, and validate data of chain of custody.
Actions: delete, change password, validate,
download, change code. Environment: IP address,
mac address, and time access. And the last rule 4
with subject is lawyer, resource: download form
coc, action: download, environment: IP address,
mac address, and time access.

Figure 5. RBAC Functional Test

Figure 5 explains that the test results using user
first responder and resource: upload digital
evidence, then actions: upload, and environment
ip address: 192.168.0.107 got permit result. This
result is obtained because the role of subject,
resource, actions and environment are included
components that are in the appropriate rule.
4.3 POLICY ABAC DESC
Referring to research conducted by [19], the basic
idea of ABAC is not to give permission as the
output of a direct relationship between the subject
and the object, but underlying the granting of the
permission through the attribute of both. This is
due to the ABAC system authorization element
defined in the terminology attribute. The attribute
itself is a characteristic of the entity defined
before by those who have authority for it. The
illustration is as shown in the figure 6.
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2.
3.
4.

subject or combination to indicate a unique
identity.
Resource is something of a protected target
such as devices, files, records, tables,
processes, programs, and networks.
Actions are executions of a function when
requesting a subject against a resource.
Environment is a characteristic of operational
or situational such as current time, current
temperature, and IP Address.

Figure 8 is the output of XACML policy design
using UMU XACML Editor Version 1.3.2.
Figure 6. ABAC DES Model

Figure 6 explains that permission granting each
user access is viewed based on the attribute
attached to the user. For example, the user
investigator will only be granted permissions
when making a request if the username and
password entered in accordance with the attribute
has been pinned on the user. The ABAC policy of
DES was created using tools UMU XACML
Editor. Figure 7 shown the captured of ABAC
policy for DES.

Figure 7. XACML Policy ABAC DES

Based on Figure 7, it can be explained that the
policy on ABAC DES consists of 1 policy that
contains the subject and resource attribute and 1
rule that contains the attribute of subject,
resource, actions, and environment. This is in
accordance with the basic concept of ABAC as an
access control model that operates on the basis of
attributes. Furthermore, based on the explanation
of [5] there are 4 aspects of attribute in ABAC
namely:
1.

Subject is a human or non-human user (e.g.
device or software component) that
requesting access. Meanwhile, access
requests can use individual attributes of the

Figure 8. Output XACML Policy ABAC

Figure 8 explains that the Policy Id, named
access_control_policy, uses a rule combining
algorithm first applicable. this policy only uses
single algorithm with 1 policy effect that is
permit. The deny condition will automatically
occur when the access request made cannot meet
the component attribute as a policy rule that has
been created.
Functional tests performed on ABAC LPBD
conducted using a sample user that is the
investigator and other elements that become
attributes of resources, actions, and environment
to test the extent to which access control is
running in accordance with the policy that has
been designed. Figure 9 shows the results of
functional tests that have been performed

Figure 9 ABAC Functional Test
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Figure 9 explains that the result of the test using
subject investigator with resource: download file
digital evidence, actions: download file, and
environment ip address: 192.168.0.108 get permit
result. This result is obtained because the
resources, actions and environment included is an
attribute that is pinned on the subject investigator.
In this case each request will generate permit
when the attribute is an attribute that attached to
the subject.
4.5 Result
Based on the problems presented in the
background of this research, there are problems in
access control for pre-made DES systems that
only implement authentication and authorization
mechanisms of users only, and no other
parameters that support more complex
authentication and authorization processes.
Therefore, the solution offered through this
research is the use of two access control models
namely RBAC and ABAC.
Based on the access control test results described
in Sections 4 that RBAC and ABAC have been
tested using specially testing tools to test access
control performance, the results obtained that
both access control models can run and function
properly.
Table 2. Access Control Testing Result
Subject
First
Responder

Investigator

Resource
Upload
File
Digital
Evidence
Download
File
Digital
Evidence

Actions

Environment

Output

Upload

Ip Address:
192.168.0.107

Permit

Download
File

Ip Address:
192.168.0.108

Permit

Based on the data in the table, the most accessible
access control model used on DES is the ABAC
model, one of which is the more flexible ABAC
characteristic. As mentioned by [20] that ABAC
will be used more in terms of flexibility in terms
of applying attributes to users. While in other
studies conducted by [21] it also mentions that
ABAC has a number of better features than
models in the previous generation, one of the
features is that ABAC allows grant access control
through a combination of a number of attribute
authorization elements such as: subject,

resources, actions, and environments into an
access control decision.
5 RELATED WORKS & DISCUSSION
From the test results, it can be seen that applying
access control to DES will provide more complex
options for managing the relationship between
subject, resource, action and environment. It is
not as simple as implementing authorization and
authentication using a username and password
only.
Research related to the solution of an access
control model and performing a comparison
between the RBAC and ABAC models applied to
certain cases, was previously performed by [11].
The research proposed an RBAC role-based
access control design that is compatible for cloud
storage services and provides an easy-to-use and
manageable ABAC mechanism. RBAC and
ABAC have their own characteristics so for the
needs of cloud storage, then introduced a
combined solution through attribute based
encryption (ABE).
Other related research is done by [22] they
mentioned that the limitations of RBAC are now
shifting towards the ABAC model to increase
flexibility by using attributes outside of roles and
groups. They propose an ABAC extension with
the user attribute of the OpenStack Access
Control (OSAC) model and demonstrate its
implementation with the benefits of a policy
machine (PM).
Medical record, personal health record, health
care system is included in the category of secure
critical system which is then used as research
object by [23]. In his research xx conducted a
series of activities of development and application
of RBAC as one of the access control model it
uses. Although it does not provide a framework as
a solution, [23] argues that access control in the
healthcare system must be dynamic and adaptable
to support unpredictable patient activity. The
same issue on access control issues to electronic
health records is also discussed by [24] through
the RBAC and ABAC approaches. In this case xx
then develops a permission model named tests
confidentiality model (TCM). The model
specifications developed are built and tested using
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the B-Methods tool, a tool to build and test formal
method specifications. Another study on the
control of the use of data in the field of health is
also carried out by [25], in this case a schema
solution called Ciphertext-Policy Attribute Based
Sign-cryption (CP-ABSC) has been proposed.
This solution is the use of digital signatures and
encryption to ensure the fulfillment of the nature
of confidentiality, authenticity, unforgeability,
anonymity and collusion resistance from personal
health record usage.
It appears that most of the ABAC implementation
research is in the health field system. This is
because the subject, resource in the health sector
including the very sensitive so that the need
handling access to a fairly complex resource, not
only limited to the application of user
authorization and authentication. Access control
research in the field of health in principle has
similarities with access control to digital
evidence, unfortunately the issue access control
on digital evidence has not been a major study in
the field of digital forensics or digital evidence.
6. CONCLUSION & FUTURE WORKS
Based on the explanation of the comparison of
RBAC and Attribute Based Access Control
(ABAC) models in the Digital Evidence Storage
(DES) described earlier, it can be concluded that
both access control models of RBAC and ABAC
are applicable for DES. Both access control
model are the solutions of such as limited
authorization and user authentication that has
been applied to the DES system before. The
functional tests that have been carried out using
special tools designed to test RBAC and ABAC
show that the access control model that is suitable
to be applied to DES is ABAC model.
Subsequent research in the development of access
control model on DES can be done by considering
the following factors: the two access control
models are not equipped with XACML design
schema test; therefore, it is necessary to do
research related to existing XACML schema. In
addition to testing the schema it is also necessary
to validate the XACML design that has been
created. The next research can also accommodate
the input from the design of access control in the
health field, whether the various access controls

that have been applied in health field can also be
applied or adapted for the DES environment.
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