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ABSTRACT
The use of social network systems (SNS) for
interacting and sharing information across the globe
has led to new vulnerabilities and cyber threats which
results to privacy violation in SNS such as Facebook,
Twitter, LinkedIn and the other likes. This paper
presents an innovative approach for addressing privacy
violation of users’ data in SNS based on homomorphic
cryptography techniques. It employed divide and
conquers, use case analysis, controlled experiment, Big
O notation and homomorphic cryptography techniques.
The study proposes an algorithm for privacy protection
of users’ data in SNS based on homomorphic
cryptography techniques. The performance analysis of
the proposed solution was performed using Big O
notation and controlled experiment. It has a time
complexity of O( n 2 ) . It has an execution time of
shorter than 0.094 seconds for keys size of at most
1024 bit. Thus, the proposed solution can be used in
the real-world environment for privacy protection of
users’ data in SNS. This research contributes security
requirements for privacy protection of users’ data in
SNS using modern cryptography techniques.
Additionally, it contributes empirical evidence for
privacy protection of users’ data in SNS using
homomorphic cryptography techniques.
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1
INTRODUCTION
Privacy protection is concerned with the
safeguarding of personally identifiable information
(PII) or sensitive users’ data from unauthorized
access and disclosure or observation [1]–[3]. It
provides the owner of the users’ data with the

ability to determine what data/information can be
shared with the third party. The PII is concerned
with information (or data) that can be used on its
own or in conjunction with other information to
identify, contact, or locate an individual in context
[3], [4]. The increase of use of social network
systems (SNS) for sharing information has raised
security concern on how to ensure the privacy of
data in SNS [5]–[7]. Privacy concerns in SNS are
based on users’ practices and cyber-attacks in
SNS. The attacks in SNS include identity theft,
data leaks, hacking, malicious codes such as
viruses and Trojan [8].
Moreover, privacy preserving in SNS is becoming
a challenge due to the practices of SNS providers
of sharing of users’ sensitive data to third parties
[7]. SNS providers are creating open-holes by
developing various tools (such as application
program interface (API)) for sharing data with
third parties [7], [9]. Likewise, SNS providers’
leaks PII information by allowing third-party
advertising and tracking companies [4] to
associate the web surfing habits of users with a
specific individual as it has been revealed in
Cambridge analytica scandal [9]. The existing
security and privacy controls are becoming a
privacy nightmare. Many researchers have raised
interest in conducting research to find out how to
improve privacy in SNS; but the problem is longstanding yet [10]–[13]. Most of the early privacypreserving techniques were based on normal
encryption algorithmic techniques [14], access
controls mechanisms and anonymity based
techniques [15] for ensuring privacy in SNS.
The normal encryption techniques involve
encrypting and decrypting sensitive data to
perform various operations in SNS. This approach
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leads to a loss of data privacy, and it poses a
privacy concern for data processed, stored and
transmitted in SNS [13], [14]. Now the trends in
privacy preserving of data in a ubiquitous
computing environment such as SNS has shifted to
modern cryptography techniques [13], [16]. This
involves the use of homomorphic cryptography
(encryption)
techniques
[11], [17]. The
homomorphic
cryptography
techniques
allow
manipulation and operations of encrypted users’ data in
SNS without a need of decrypting ciphertexts of users’
data in advance. The study seeks to extend the

application
of
homomorphic
cryptography
techniques to the privacy protection of users’ data in
SNS.
The paper addresses the problematic situation of
privacy violation in SNS. It proposes an algorithm
for privacy protection of users’ data in SNS based
on homomorphic cryptography techniques. It is
organized as follows. Section 1 presents the
introduction. Section 2 presents the literature
review in SNS. Section 3 presents the
methodology employed in this study. Section 4
presents the analysis and design of the proposed
solution. Section 5 presents the results and
discussion of the proposed solution. Finally,
section 6 presents the conclusion.
2
LITERATURE REVIEW
Literature view was reviewed in terms of
homomorphic cryptography techniques and related
work to the privacy protection of users’ data in
SNS.
2.1 Homomorphic Cryptography
Homomorphic cryptography is the modern
cryptography technique which allows performing
computation on encrypted data without its
decryption in advance [16], [18]–[20]. The users
of SNS operate on encrypted data by performing
homomorphic operations without a need to decrypt
ciphertexts in advance [17]. The homomorphic
operations are based on additive and (or)
multiplicative homomorphic property over
ciphertext [14], [17]. The homomorphic
cryptography includes homomorphic encryption
schemes, homomorphic encryption primitives,

homomorphic properties
operations in SNS.

and

homomorphic

2.1.1 Homomorphic Encryption Schemes
Homomorphic encryption can be categorized
mainly into three categories, namely partially
homomorphic encryption, fully homomorphic
encryption scheme and somewhat homomorphic
encryption schemes (SHE).
(i) Partially Homomorphic Encryption Schemes
Partially homomorphic encryption (PHE) scheme
is the one support either additional or
multiplication homomorphic encryption, but not
both at the same time [14], [21]. Some of the PHE
schemes includes RSA invented in 1978 which is
multiplicative homomorphic [22]; GoldwasserMicali in 1982 [14] which is homomorphic over
addition; El-Gamal in 1985 which is multiplicative
homomorphic [14]; Paillier in 1996 which is
additive homomorphic [21], [23]. PHE has been
widely used in practical implementation to
enhance privacy in areas such as cloud computing,
big data computation in an untrusted environment,
e-voting; as it requires less execution time, less
memory and easy to implement compared to fully
homomorphic encryption [14], [16].
(ii) Fully Homomorphic Encryption Schemes
Fully homomorphic encryption (FHE) is the one
which allows both addition and multiplication
operations at the same time over ciphertext [14],
[21]. FHE has been debatable for longtime until
[19] came out with first FHE based on ideal
lattices [19], [24]; but it was very complex for
practical implementation. Various researchers
continued to improve Gentry FHE to get a FHE
which can be practically implemented [16].
Another was FHE integer based scheme which
was a simplification of FHE-Gentry by replacing
ideal lattices with integer FHE based scheme [25].
Further researches have been going on to optimize
the performance of the FHE [16], [24]. The further
development in FHE schemes includes Gentry and
Halevi Efficient FHE with learning with errors
scheme (LWE) [26], Leveled-FHE scheme
without Bootstrapping [27], The NTRU (Nth
degree truncated polynomial ring) FHE based
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scheme [16], [28], The Ring-LWE FHE based
scheme [17], [29].
(iii) Somewhat Homomorphic Encryption
The shift has been to somewhat homomorphic
encryption schemes (SHE) which in practice
involve more homomorphic addition operations
and few multiplication homomorphic operations
[18]. The challenges of execution, memory
consumption and noise in FHE have been
addressed to practical implementable level through
improvement and advancement in processors
computing processing speed and further
innovation of FHE and SHE schemes [16], [30].
2.1.2 Homomorphic Encryption Primitives
Homomorphic encryption schemes are comprised
mainly of three basic primitives’ operations
namely key generation, encryption, and decryption
algorithms [14], [16], [21], [23]. The research
study employed Paillier homomorphic encryption
to illustrate the basic primitive operations involved
in homomorphic encryption (PHE, FHE). Other
homomorphic encryption schemes can be
substituted to achieve the same results.
2.1.3 Homomorphic Properties
Homomorphic cryptosystem can be defined as
follows. Let M denote the set of plaintext in
plaintext space of message to be encrypted. Let C
denote the set of the ciphertexts in ciphertext space
in respect to plaintext space. Homomorphic
cryptosystem (PHE, FHE) have homomorphic
properties if it satisfies either or all of the
following relations.
First, additively homomorphic relation
E (m1  m2 ) E (m1 )  E (m 2 ) , m1 , m 2  M

(1)

Second, multiplicatively homomorphic relation
E (m1 * m2 ) E (m1 ) * E (m 2 ) , m1 , m 2  M
(2)
Prior studies have revealed that 76% of users are
not aware [31], [32] of the importance of privacy
issues in SNS. Likewise, the existing privacy
controls in SNS are inadequate to protect users’
data [33]. Moreover, users of SNS cannot control
what others may reveal about them [32], [33].

Moreover, SNS providers are sharing users’
privacy data to third parties through API and web
services without users consent [34]. The problem
of privacy violation in SNS can be addressed using
modern cryptography techniques [17], [35].
2.2 Related Works
Homomorphic cryptography is the modern
cryptography technique which allows performing
manipulation and operations on encrypted users’
data in SNS without a need of decrypting users’
data in advance [16], [18]–[20]. The users of SNS
operate on encrypted data by performing
homomorphic operations without a need to decrypt
ciphertexts of users’ data in advance [17]. The
homomorphic operations are based on additive and
(or) multiplicative homomorphic property over
ciphertext [14], [17].
Homomorphic encryption despite its existence
since 1978 as invented by Rivest, Shamir and
Adleman [22], but it was not fully leverage due to
its limitation of requiring large computing
resources [14]. Currently, processing power has
increased to outweigh the limitations [17], [30],
[36], [37]. Many researchers are trying to address
the problem of privacy violation in SNS, cloud
computing, e-voting and other untrusted
environment settings by using homomorphic
encryption techniques [14], [29].
Homomorphic encryption allows performing
operations on encrypted data without a need of
decrypting first [16], [23]. Moreover, the
generated results are encrypted ciphertext in which
when decrypted the results is the same as if it was
performed on plaintext [17], [31]. This research
study discusses the related work to the research
problem of privacy violation in SNS. A study by
[10] proposed a secure privacy-preserving scheme
for data sharing in online SNS with focus on
revocation for deterring a contact's access right to
the private data and privacy on searching using
homomorphic encryption. It is limited to
revocation for deterring a contact's access right to
the private data and privacy on searching.
Likewise, a research study by [38] proposed a
privacy-preserving trusted feedback system for
addressing feedback from friends based on the
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question asked in SNS, using homomorphic
encryption. It is limited to a scope of feedback for
item recommendation in SNS. It lacks effective
mechanisms and algorithm for addressing privacy
violation in SNS.
A study by [11] proposed privacy chatting for
preserving preserves based on homomorphic
encryption technique for anonymous common
interest verification in SNS. It is limited to
improving the privacy of vehicle drivers while
using wireless communication of Vehicular Ad
Hoc Networks. Extension to SNS networks such
as Facebook and Twitter is questionable. It lacks
effective mechanisms and algorithm for
addressing the privacy violation problem in SNS.
Studies by [39] and [31] proposed a privacypreserving solution for user profile matching in
SNS by preserving privacy on query used for
searching and querying data results in SNS using
homomorphic encryption techniques. Proposed
solutions were limited to searching and protocols
for profile matching. They lack effective
mechanisms and algorithm for addressing the
problematic situation of privacy violation in SNS.
Moreover, a study by [12] proposed a solution for
privacy-preserving for photo sharing in SNS using
homomorphic encryption techniques. It is limited
to privacy-preserving for photo-sharing service in
SNS.
The existing privacy controls in SNS are
inadequate for addressing privacy violation in
SNS. Thus, this study proposes homomorphic
cryptographic techniques for privacy protection of
users’ data in SNS. It uses research questions to
address the research problem of privacy violation
in SNS. The following research questions were
used in the research problem.
i). What are the requirements for privacy
protection of users’ data in SNS?
ii). How to develop the algorithm for privacy
protection of users’ data in SNS?
iii). What is the performance of the proposed
solution for the privacy protection of users’
data in SNS?

3
METHODOLOGY
The study employed mixed research methods
which include divide and conquers, use case
analyses, controlled experiment and Big O
notation. For analyzing the requirements for
privacy protection of users’ data in SNS, it
employed use case analysis techniques. Moreover,
for analysis of the performance of the proposed
solution, it employed Big O notation and
controlled experiment.
The divide and conquers was employed to address
the problem of privacy violation. The research
problem was split down into smaller sub-problems
from the original problem [40], [41]. The smaller
sub-problems were solved and the solutions to
each sub-problem were combined to create a
solution to the original problem. Use case analysis
technique was employed to gather and analyze
requirements [42], [43] for developing an
algorithm for privacy protection of users’ data in
SNS. It was used to answer research question 2:
“How to develop the algorithm for privacy
protection of users’ data in SNS?” It was used to
design and understand the interactions of users in
SNS by communicating the behaviour of users and
specifying all external interactions in SNS.
The study employed Big O notation and controlled
experiment to analyze the performance of the
proposed algorithm for privacy protection of users
data in SNS. Big O notation was used to analyze
and determine the algorithm complexity [40] of
the algorithm for privacy protection of users’ data
in SNS. Applying Big O notation to an algorithm
for privacy protection of users’ data in SNS); the
algorithm performance can be deduced as follows.
Let f (n) and g(n) be functions such that
f(n), g(n)  Z . The Big O notation can be
expressed as f O ( g ) , if and only if f (n) c.g(n)
; where c is a constant, c>0. A controlled
experiment was carried out in two phases to
analyze the performance (algorithm execution
time) of the proposed solution for the privacy
protection of users’ data in SNS.
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4

ANALYSIS AND DESIGN OF THE
PRIVACY PROTECTION OF USERS’
DATA
The research study employed divide and conquers
algorithm techniques to analyze the requirements
for developing the algorithm for privacy protection
of users’ data in SNS based on homomorphic
cryptography
techniques.
It
involves
understanding the research problem: privacy
violation in SNS and sub-dividing it into subproblems. The research study applied a divide and
conquers algorithm techniques compounded with
use case analysis techniques.
Use case analysis technique was employed to
gather and analyze requirements for developing an
algorithm for privacy protection of users’ data in
SNS as presented in Figure 1. It was used to
design and understand the interactions of users in
SNS by communicating the behaviour of users and
specifying all external interactions in SNS.
Additionally, the requirements were clearly
communicated based on how the algorithm for
privacy protection of users’ data in SNS should be
developed. Moreover, it assisted in determining
the roles the users play in the SNS and the
response to stimulus users receives from the SNS.
Use case analysis technique was employed to
understand the users’ interactions [42], [43], as
summarized in Figure 1. The users interact with
SNS by requesting various services such as
registering profiles, searching, chatting, sending
messages, uploading and sharing multimedia
content: photos, video, audio. Thus, causes privacy
violation due to ineffective privacy controls in
SNS such as Facebook, Twitter, and others. The
problem of privacy violation can be sub-divided
into sub-problems which include privacy violation
due to users operations and usage of SNS; and
privacy violation due to SNS provider. The subproblem due to user operations can be further subdivided into sub-problems which include privacy
violation due to users’ profile; privacy violation
due to friending; privacy violation due to messing;
privacy violation due to photo sharing; privacy
violation due to searching and tagging.

Privacy violation can result from SNS providers’
failure to ensure security and privacy in SNS.
Security and privacy controls based on access
controls and legacy encryption by SNS providers
do not ensure privacy in SNS. There is a need for
establishing security and privacy controls which
do not depend on the trust of SNS providers. The
research study establishes privacy requirements
for the development of an algorithm for privacy
protection of users’ data in SNS. These privacy
controls based on homomorphic cryptography
techniques would allow users in SNS such as
Facebook, Twitter and the other likes to operate in
untrusted environments without fears of violation
of privacy due to SNS providers.
The SNS services as presented in Figure 1, involve
the use of multimedia content for sharing
information in SNS. A multimedia content
involves the use of a combination of
different content forms in SNS such as text, audio,
images, animations, video and interactive content.
The use of multimedia contents is becoming
popular in SNS. Users of SNS can combine
different types of media for sharing information
such as text, audio, and video. Audio is
compressed, stored and processed and transmitted
in SNS. Audio files are encoded by sampling at 8
bit or 16-bit sample depth [44], [45].
The homomorphic encryption requirement is to
encrypt them at 16-bit. The video is composed of a
series of frames played over time. The video is
compressed, stored, processed and transmitted as
individual frames. For example, a frame with 720
x 576 pixels with a bit depth of 24 bits and a frame
rate of 25 frames per second frames per second)
[46]–[48]. Most digital video formats are decoded
using a minimum of 8 bits depth sample, others
use 16 bits, and 24 bits sample depth. The
homomorphic encryption requirement for video is
to encrypt individual frames of plaintext message
using bit length of between 8 bits and 24 bits per
sample [45], [47], [48].
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Figure 1. Users interactions in social network systems
The requirements for developing algorithm were
gathered through literature review and divide and
conquers algorithm techniques compounded with
use case analysis. The requirements for the
development of an algorithm for privacy
protection of users’ data in SNS are as follows.
i. Users of SNS performs operations on encrypted data using homomorphic cryptography operations.
ii. The users of SNS use homomorphic public
key infrastructure by using the private key and

public key
iii. Key generation: the useri of SNS generates
the public key ( PuK i ) and the private key (
Pr K i )
iv. Encryption: The useri of SNS encrypts the
data with the public key ( Puki ), and sends
the encrypted data and Puki to the SNS
provider server.
v.
Storage: the encrypted data and Puki are
stored in the SNS provider database.
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Request: the useri interacts with SNS interface to send a request to the SNS provider
server to perform operations on encrypted
data.
vii. Evaluation: SNS provider processes the request and performs the operations requested by the useri
viii. Response: SNS provider returns to the
useri , processed encrypted result.
ix. Decryption: the useri decrypts the returned
encrypted result using a private key, Pr ki .
vi.

4.1 The Proposed Solution for the Privacy
Protection of Users’ Data
The study employed divide and conquers to
develop an algorithm for privacy protection of
users’ data in SNS based on homomorphic
cryptography techniques. It was developed based
on requirements specifications. Figure 2 depicts
algorithm architecture for privacy protection of
users’ data in SNS based on homomorphic
cryptography techniques. It comprises of SNS
services si with input mi requested by useri in SNS
such as Facebook, Twitter, and other likes. The
services in SNS can be defined as a set of services
given by
Sx =
{“friending”,
“news
feed”,
“friends” ,”timeline” , “likes”, “messages”, “photo
uploading, audio, video”, “chatting”, “friending”,
“news feed”, “friends”, “tagging”, “tweet”,
“follow“, search”}.
Where x=i or j, represent a given service requested
by user i or j in SNS.

.

S i (mi )

Dec (C 'j , Prk j ) m 'j )

ci E (mi , Puk i )

SNS

Encrypted
request

mi

Encrypted
response

ci'  g (Puk j f h , c j )
Userj

Useri
g (Puk x f h  , cx )

( Puki , Pr ki )

Where x= i or j
'
i

c g (Puk i f h  , ci )
Encrypted
response
'
i

Dec(C , Prk i ) m

'
i

Store encrypted
SNS users’ data

( Puk j , Pr k j )
Encrypted
request

c j E (m j , Puk j )

mj
S j (m j )

Figure 2. Algorithm architecture for privacy protection of users’ data in social network systems
based on homomorphic cryptographic techniques
Let M represents the plaintext space with, and let
C represent the homomorphic ciphertext space
with cx  C ; userx represents users interacting in
SNS ubiquitous computing environment; where x
= i or j. From Figure 2, the following is deduced.
i. Key generation: the userx of SNS generates
the public key ( Puk x ) and the private key (

Prk x ); where x= i or j.
ii. Input: the plain text mx for the service is split
into smaller n bit blocks of plaintext message
sx (mx ) m1 , m2 ,..., mn ; where x= i or j;
mx  M , M.
iii. Encryption: The userx of SNS encrypts the
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plaintext mx with the public key puk x ; and
sends the encrypted data and his/her public
key, Puk x to the SNS provider server; where
x=i or j.
iv. Request: the userx interacts with SNS
interface to send a request to the SNS provider
server to perform homomorphic operations on
encrypted data.
v. Evaluation: SNS provider server processes the
request from userx and performs the
homomorphic operations f h on encrypted
data cx using the user public key Puk x ; the
output is the encrypted result,
cx' g (Puk x f h  , cx ) , cx'  C ; where x=i or j.
vi. Storage: SNS provider stores the user’s en'
crypted data cx and the user’s public key
Puk x in the SNS provider database.
vii. Response: SNS provider returns to the userx
'

where x= i or j.
viii. Decryption: the userx decrypts the returned
'
encrypted result cx using his/her private key
Pr k x ; Dec(C x' , Prk x ) m 'x , mx'  M ; where
x= i or j.
From Figure 2, using divide and conquers; the
development of an algorithm for privacy
protection of users’ data in SNS was split into five
blocks, namely algorithm block 1 for accepting
input plaintext message in SNS, algorithm block 2
for generating public key and private key for users
in SNS, algorithm block 3 for homomorphic
encryption of message in SNS, algorithm block 4
for homomorphic evaluation of ciphertext in SNS,
and algorithm block 5 for decryption of ciphertext
results at user of SNS. The development of an
algorithm for privacy protection of users’ data in
SNS was carried out for each algorithm block as
summarized in Table 1.

'

processed encrypted result cx , cx  C ;
Table 1. Algorithm for privacy protection of users’ data in social network systems based on
homomorphic cryptography techniques
Block 1: Accepting input plaintext message in SNS
1.Input: the plain text for the service

s x ( mx )

2.The message is split into smaller n bit blocks of plaintext
sx ( mx ) m1 , m2 ,..., mn ; where x= i or j; mx  M , M
3.For i=1 to n
{
4.Plaintext message
M= sx (mx ) m1 , m2 ,..., mn
}
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Block 2: Generating a public key and private key
5.Select

the

homomorphic
encryption
HE min time ,memory  HE1 , HE2 ,...HEn  with minimum complexity
memory

scheme,
time and

6.Select key bit length to be used for generating public and
private key pair
bit-length =bit-length value
7.Select certainty value for semantic security
certainty= certainty value
8.Call KeyGen (Prk, Puk) to generated private key and public
key
{
9.The private key, Prk= HE.KeyGen(prkx, pukx)
10.The public key, Puk=HE. KeyGen(prkx, pukx)
}
Block 3:Homomorphic encryption of message in SNS
11.Pass the public key for the user of SNS generated by
KeyGen (Prk, Puk)
12.Receive the plaintext message mx for userx

mx for userx using public key Puk x

13.Encrypt message
14.For i=1 to n
{
15. cx HE.E (Puk x , m x )
}

16.Send the encrypted result

cx and the user public key

Puk x to SNS provider through the Internet
Block 4: Homomorphic evaluation in SNS
17.Receive ciphertext
key Puk x from

Cx , C x  C

together with the

userx ; C=Ciphertext

public

Cx

18.Perform required homomorphic operations on ciphertext
19.Homomorphic evaluation, cx' HE.eval (Puk x f h , cx )
20.Perform homomorphic addition on ciphertext,
cx' HE.eval (Puk x f h  , cx )
21.Perform homomorphic
cx' HE.eval (Puk x f h , cx )

multiplication

on

ciphertext,
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22.Give response to

userx by sending processed ciphertext

'
x

results, c HE.eval (Puk x f h  , cx )
23.Store homomorphic evaluated privacy data for
SNS provider ‘s database

userx in

Block 5: Decryption of evaluation results at users of SNS
24.Received the ciphertext processed results from SNS
provider
for
service
output
ciphertext
results,

c'x sx (c'x )
25. userx

use

his/her

ciphertext c

'
x

private

key

Prk x

to

decrypt

the

for homomorphic evaluated service sx (c 'x )

= cx'  g (Puk x f h  , cx )
26.HomoDecrypt ( c, Prk)
{
27. mx' Dec(c 'x , Pr k x ) where

mx' is the decrypted plaintext

message result, mx'  M
}

4.2 Illustration of the Proposed Solution for
the Privacy Protection of Users Data
The developed algorithm for privacy protection of
users’ data in SNS based on homomorphic
cryptography techniques was translated into a
computer program application using java
application program. The study adopted the
Paillier homomorphic encryption scheme to
illustrate the developed algorithm; other
homomorphic encryption schemes can be
substituted to achieve the same objective of
privacy protection of users’ data in SNS. The
developed algorithm was translated into a java

program with four classes. The created classes are
class for accepting plaintext message from a user
of SNS (InputPlaintextMessage class); class for
generating keys, encrypting and decrypting
(HomoCrypto class); class for performing a
homomorphic
evaluation
for
ciphertexts
(HomoEva class) and main class which call
methods from the other three classes in the
developed algorithm (HomoAlgorithmPrivacy
class). Table 2 presents the summary of a
description of each class in the developed
algorithm for privacy protection of users’ data in
SNS.

Table 2. Classes in the algorithm for privacy protection of users’ data
S/N

Class

Description

1

class InputPlaintextMessage

2

class HomoCrypto

 Accepting plaintext messages from users of SNS.
It has inputMessage() function for accepting an array of plaintext messages from
users of SNS
 This class performs homomorphic cryptography operations which include keys
generation, encryption, and decryption.
 It has KeyGeneration (int bitLengthVal, int certainty) function for generating
public keys and private keys for homomorphic operations. It has a bit length parameter for determining the keys generated strength.
 It has certainty parameter to ensure semantic security.
 It has Encryption (BigInteger m) function for encrypting a plaintext message m
from a user of SNS.
 It has BigInteger Decryption (BigInteger c) function for decrypting processed ci472
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S/N

Class

3

class HomoEval

4

Class
HomoAlgorithmPrivacy

Description
phertext results from SNS provider.
 This class accepts ciphertext from users of SNS, performing a homomorphic
evaluation on ciphertexts (addition & multiplication homomorphic operations)
and output ciphertext responses to users of SNS.
 It has ciphertext() function for accepting ciphertext requests from users of SNS
 It has homomorphicAddition () function for performing homomorphic addition
evaluation on ciphertext from the users of SNS at the provider of SNS.
 It has homomorphicMultiplication () function for performing homomorphic multiplication evaluation on ciphertext from the users of SNS at the provider of
SNS.
 This is the main class & it calls methods from other classes to illustrate the developed algorithm for privacy protection of users’ data in SNS.
 It illustrates the input phase of plaintext message m from users of SNS, keys
generation phase, encryption phase, homomorphic evaluation phase (homomorphic addition and multiplication of ciphertexts) and decryption phase of evaluated ciphertexts results.

5
RESULTS AND DISCUSSION
The performance of the developed algorithm for
privacy protection of users’ data in SNS based on
homomorphic cryptography techniques was
analyzed using Big O notation and controlled
experiment. It is presented as follows. The study
employed Big O notation and controlled
experiment to analyse the performance of the
proposed solution for the privacy protection of
users’ data in SNS. The results and discussion are
as follows.
5.1

Performance Analysis Using Big O Notation for the Developed Algorithm
The study employed Big O notation to analyze and
determine the performance algorithm complexity
for the developed algorithm for privacy protection
of users’ data in SNS based on homomorphic
cryptography techniques. Applying Big O notation
to the developed algorithm. The performance of
the developed algorithm for privacy protection of
users’ data in SNS can be deduced as follows. Let
f (n) and g(n) be functions such that
f(n), g(n)  Z . The Big O notation can be
expressed as f O( g ) , if and only if
f (n) c.g(n) ; where c is a constant, c>0. From
Table 1 the Big O notation for an algorithm for
privacy protection of users’ data in SNS was
computed by applying divide and conquers to each
algorithm block (block 1, 2,…5).

Algorithm block 1: accepting input plaintext
message for users in SNS
sx (mx ) m1 , m2 ,..., mn ;
m<n; Big O =O(n).
Big O for algorithm block 1= O(n).
Algorithm block 2 for generating keys (public and
private keys) for users in SNS
For keys generation, Big O = O(p*q) = O(1).
Big O for Algorithm block 2, Big O=O(1).
Algorithm block 3 for homomorphic encryption of
message in SNS
Big O for algorithm block 3= O(n 2 )
Algorithm block 4: homomorphic evaluation in
SNS
Big O for homomorphic evaluation,
O(m1  m2 ) O (n  n) O(n)
Big O
for
addition;
O(m1 * m2 ) O(n* n) O(n 2 )
for
Big O
multiplication.
Big O for algorithm block 4= O(n 2 ) .
Algorithm block 5 for decryption of evaluation
results at users of SNS
m L(c  (mod n 2 )). (mod n) ; applying the Chines
remainder theorem [40],
Big O O( L(c  (mod n 2 )). (mod n)) O(n 2 ) ,
Big O for algorithm block 5= O(n 2 )
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iment (phase I and II).
i. Developed algorithm for privacy protection of
users’ data in SNS with its description
ii. Laptop with Intel Core i5 processor, 2.4 GHz,
8 GB RAM, 64-bit processor, Windows 10
Pro.
iii. Bytecode and executable program of an algorithm for privacy protection of users’ data
in SNS
iv. Table template for recording results (Table 3
and Table 4).

Thus, the Big O notation of algorithm for privacy
protection
of
users’
data
in
SNS
max{O(Algorithm block1,..5)}
max{O(n), O(1), O(n 2 ), O(n 2 ),O(n 2 )} O(n 2 )

Big O for an algorithm for privacy protection of
users’ data in SNS is O(n 2 ) . Thus, the algorithm
for privacy protection of users’ data in SNS has
algorithm complexity of O(n 2 ) , quadratic
complexity.
5.2

Performance Analysis Using Experiment
for the Developed Algorithm
The performance analysis of the developed algorithm for privacy protection of users’ data in SNS
was carried out using a controlled experiment.
The experiment was performed in two phases.
Phase I was carried out to examine the performance of the developed algorithm by varying input plaintext message m, and bit-length of keys
was fixed. Phase II of the experiment was carried
by varying bit-length of keys and, bit-length of
plaintext message m was fixed. The following
materials were prepared for conducting the exper-

5.2.1 Experiment Phase I
In a controlled experiment in phase I, keys (public and private keys) were generated at fixed bitlength such as 1024. Input plaintext message mx
was varied from bit-length of 1 to 30. The bytecode java program for the developed algorithm
was executed by varying input plaintext message
(m1 and m2) from bit-length of 1 to 30, while bitlength for keys was fixed (bit-length=1024). The
execution time in milliseconds for each corresponding plaintext message m was recorded in table template as shown in Table 3. For a message
with n bits; the size of plaintext message is 2n .

Table 3. Execution time of a developed algorithm for fixed keys size
bit length

1

2

3

4

5

6

7

8

9

10

11

12

..

30

12

m1

2

4

8

16

32

64

128

256

512

1,024

2,048

2

..

230

m2

2

4

8

16

32

64

128

256

512

1,024

2,048

212

..

230

time (ms)

100
2.0

100
2.0

99
2.0

94
2.0

97
2.0

101
2.0

103
2.0

96
2.0

97
2.0

97
2.0

101
2.0

..

log10 t

100
2.0

102
2.0

The study revealed that the logarithmic execution
time ( log10 t ) is a constant value for the
developed algorithm for privacy protection of
users’ data in SNS at the fixed key size and
variable bit-length of input plaintext message. The
growth algorithm complexity is limited to a
constant value as shown in Figure 3; when key
size is fixed and the bit length of input text
message is varied. This is consistent with a study
by [49] which found that entropy of the graph
limit for maximal entropy converges to
maximizing graphon as limit approaches infinity.

In practice, the input plaintext message m is split
into small n-bits blocks message size;
S (mx ) m1 , m2 ,..mn . This shows that the
algorithm for privacy protection of users’ data in
SNS based on homomorphic cryptography
techniques can be used in a practical environment.
Thus, the proposed solution is applicable to
services which involve big plaintext message m,
such as multimedia (sharing of photo, audio, and
video) in SNS.
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Figure 3. The execution time of the algorithm at variable input plaintext
5.2.2 Experiment phase II
The objective was to analyze the effect of varying
keys size (bit-length) and execution time of the
developed algorithm for privacy protection of
users’ data in SNS. In controlled experiment phase
II, keys bit-length was varied. The bytecode java
program for the developed algorithm was executed
by varying keys’ bit-length from 256 to 2048.

The bit-length for input plaintext message (m1 and
m2) was fixed as shown in Table 4. The execution
time in milliseconds for each corresponding
plaintext was recorded in table template as shown
in Table 4.

Table 4. Variable keys size and execution time of the developed algorithm
Key size

256

512

768

1,024

1,280

1,536

1,792

2,048

time(t) (ms)

15

31

47

94

156

250

375

509

Input plaintext message, m1=33, m2=40

The data were analyzed using MS Excel and
visualized using a timeline graph as shown in
Figure 4. This shows that the execution time of the
algorithm for privacy protection of users’ data in
SNS increases with increase in bit-length of keys
employed. Moreover, the results show that time
execution for the developed algorithm increases in
quadratic time approximately trends, y= 12.126x2
– 16.492x + 32. This result is similar to Big O

performance analysis which found algorithm
complexity of O(n 2 ) for developed algorithm. The
developed algorithm for privacy protection of
users’ data in SNS gives performance execution
time of fewer than 0.05 seconds for keys size of at
most 768 bit-length. Moreover, it gives execution
time of fewer than 0.094 seconds for keys size of
1024 bit-length and has time execution of fewer
than 0.6 seconds for keys size of 2048 bit-length.
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Figure 4. Keys size variation with execution time for the developed algorithm
6

CONCLUSION

The research study addressed the problematic
situation of privacy violation in SNS using
homomorphic cryptographic techniques. It
proposes an algorithm for privacy protection of
users’ data in SNS based on homomorphic
cryptographic techniques. The development of an
algorithm for privacy protection of users’ data in
SNS was guided by divide and conquers
techniques for design and development of the
algorithm. Moreover, the study revealed that the
developed algorithm has algorithm complexity of
O(n 2 ) , quadratic complexity. It increases in
quadratic time approximately trend. It gives
performance execution time of shorter than 0.094
seconds for keys size of 1024 bit-length. In
practice, the study recommends keys size of 1024
bit-length to be used for the proposed algorithm
for privacy protection of users’ data in SNS based
on homomorphic cryptographic techniques. Thus,
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