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Abstract— Internet traffic classification is an area of current
research interest. Identification of real time applications such as
Skype has gained more attention in the last few years. Skype
traffic classification is challenging because Skype uses encrypted
traffic and uses no well-known port number. Several methods
which used both signature-based and statistical approaches were
proposed. However, the training and testing datasets validation
have not been formally addressed. This work highlights the
problem of machine learning (ML) datasets validation and
proposes a mechanism based on ML statistical approach to
identify Skype traffic. Two different networks environment are
considered for Skype traffic to gain insight into the statistical
features of Skype traffic. Ten algorithms within Weka are used
to examine the best algorithm for the given datasets. Random
Forest was found to be the best resulting in more than 99.8%
accuracy.

Keywords: Traffic classification, machine Learning, Skype,
ML algorithms
I. INTRODUCTION
Over the last few years Skype has gained significant
attention and has become one of the most popular forms of
VoIP software. According to the Skype website [1], Skype
users in the last year spent 1.8 billion hours making video
calls. Also, at certain times, more than 22 million users were
logged onto Skype at the same time. Skype is easy to use and
provides a wide range of services such as voice and video
calls, data transfer, video conference, instant message, online
number, sharing screen etc.
Skype consists of several elements which are responsible
for providing the connection between the two communication
parts. Skype Client (SC) is a term for the machine and
software which runs the Skype application. This includes
computers and smart phones. The second element is Super
Node (SN) which is a node with public address and adequate
specification (CPU, RAM, .etc.). SNs establish networks
among themselves, while SC tries to select an SN. Another
two elements are Skype Login Server (LS) and Skype Update
Server. The first is responsible for authentication checking, the
second make checks to update users’ versions with each login.
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More explanations and details of how Skype elements
communicate can be found in [2], [3], [4], and [5]
Internet Server Provider (ISP) and network operators are
usually interested to know the traffic carried in their networks
for the purposes of optimising network performance and
security issues. Therefore, Internet traffic classification is
something important, particularly interactive traffic such as
Skype. Based on a review of the literature, we can divide
Skype classification methods into three groups namely, (i) ML
methods [6] [7] [8] [9] [10] [11] [12] [13]which calculate
flow or packets statistical features by using ML algorithms,
(ii) algorithms methods [2] [5] [14] [15] [16] which develop or
update an algorithm or model depending on features collected
from Skype login or connection analysis and (iii) mixed
methods [17] which combine ML statistical values, payload
signature and header information (port number). The
evaluation metrics depend on the different methods that were
used, for example, ML works can be evaluated by True
Positive (TP), True Negative (TN), False positive (FP), False
Negative (FN), Precision or Recall. Another evaluation
method is to consider standard Skype traces (ready data sets)
[18] as testing data, and test the classifier as to whether the
classifier can classify all the Skype packets in the test data as
Skype traffic. An additional mechanism to validate Skype
classification methods is to compare the results with
commercial
classifier
results
(such
as
Packet
Shaper/Packeteer).
In this paper we aim to achieve two goals, firstly; to
discuss the validity of using training and testing datasets for
ML Skype classification. This we do by answering the
question, are the statistical features of Skype traffic the same
or different in different network environment. The second
objective is to compare of several ML algorithms to reach
optimum classification accuracy. In this paper, we consider
full Skype session (calls) datasets to comparing statistical
features of different network environments. Then four
algorithms within Weka [19] are used to identify Skype traffic
agonist all other non-Skype traffic.
Several mechanisms and methods were proposed to detect
Skype traffic, but none of these succeeds correctly in
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classifying all the Skype traffic cases[2]. Identifying Skype
traffic is not always easy for the following reasons:
•
Skype is a P2P network, so each user can act as a
client or server for other users
•

There is no well-known port number for Skype

•

Skype has a non-fixed protocol

•

Skype uses encrypted payload

•

Skype continuously releases new software versions

•
The values of the statistical traffic are different
depending on Skype services (voice/video/data) [20] and
version[6].
•
The communication between two end SCs includes
other channels in between (SNs), which pose some difficulty
on Skype classification.
Section 2 describes and analyses ML datasets validation.
Related works were viewed in section 3. Some experiments to
answer the question “Are the statistical features of Skype the
same in different network scenarios?” are discussed in section
4. Overviews of classification mechanisms, system stages, the
proposed six Skype Snort rules, experiments work are
discussed in Section 5. Finally, Section 6 provides the
conclusion and limitations of the mechanism.
II. ML DATASETS VALIDATION
The problem encountered in the machine learning Internet
traffic classification is the validation of training and testing
datasets. Normally, the datasets criterion’s is assumed to be
similar to the real network environment. The challenge in
Skype classification is the difficulty to ensure the similarity of
training traffic characteristics (packets/flows features) and the
traffic to be tested which can only be guaranteed if both are
taken from a single machine with the same network
environment. Thus there is likelihood that the traffic features
values will differ depending on the network factor. This may
imply that ML classification for Skype will be only be
accurate when all the training and testing datasets are collected
in real time from the same network environment. This is
further explained from the figure 1 below.
According to [21] and [22], many Internet applications
change their statistical properties over time. [23] did a good
comparison between classification accuracies when Skype
datasets were collected from different networks as well as over
different years. The training dataset (Univ07) used was
collected in 2007 from a university in Canada. Three testing
datasets were considered. The first is where the training and
testing datasets were from the same network. The second
testing dataset is from the same network as training datasets
but for different year (Univ10). The last group is from
different country (Italy). The results show that the Detection
Rate (DR) is high and False Positive (FP) is low when the
training and testing datasets comes from the same network and
at the same time.
The requirement of using real data (traffic packets) is
essential in ML classification. We look to use valid Skype ML
datasets and then use a statistical approach to distinguish
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between Skype and non-Skype traffic (Skype classification).
Another motivation is to identify features that are able to
classify Skype traffic in specific networks scenarios. In
general, Internet traffic classification can help to increase
security issues and decrease malicious users [7] [24]. In
particular, when Skype traffic is identified, real characteristics
of Skype can be defined. This identification also helps
campuses and organizations to manage their internet traffic,
and also reveal applications which use non-well port number
to hide themselves. Operators are usually interested to know
the traffic carried by their networks for the purposes of
optimising network performance [25].
III. RELATED WORK
This section discusses some research work which uses the
different ML datasets for the training and testing stage. The
shortcomings of this approach are reviewed and studied
further in our work.
[13] aims to classify encrypted traffic and take SSH and
Skype as the case study. The authors developed classifier
trained data from one network to test on data from an entirely
different network. The testing data is collected from three
different places (Dalhousie traces, public traces and
DARPA99 traces). Each of these traces is trained from the
Dalhousie network. However, the question here is how to
ensure the validity of output of the testing stage when the
training and testing data for both sets of data is totally
different.
In [9] the authors mentioned that Skype traffic can be
identified by observing five seconds of a Skype traffic flow.
The classifier achieved more than 98% accuracy and
succeeded in identifying suitable traffic features to classify
Skype. However, the method and datasets are used only for
offline classification. The offline detection has several
shortcomings such as the different environment from the
online classification.
The authors in [11] used AdaBoost and C4.5 to classifying
the traffics into Skype and non-Skype. The Skype traces were
collected as labeled data and taken from the campus network.
The data were separated into UDP and TCP and classified
independently. The classification results are 98% and 94% for
UDP and TCP respectively. However, the labeled datasets
were collected at different classification times. This causes a
difference between classification environment and datasets
collection. Moreover the classifier did not identify all Skype
traffics.
The researchers in [6] uses ML in their work. They
focused on Skype classifications for versions 2, 3 and 4. The
work used ten folds cross-validation with 100 packets subflow. The results showed about 98% precision and 86% recall.
As has been the case with the previous works, the problem is
the use of training and testing datasets which were collected
from two different environments. The first group is Skype
traces collected in real-time using Tcpdump (of unknown
origin). The second group comprises the offline pcap files
which were obtained from University of Twente (saved files).
Again the question of how to train the classifier by datasets
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collected from some network and to examine this classifier by
datasets
Skype calls

TCP
rate

Between two NAT Networks- call 1.1

99.89%

Between two NAT Networks- call 1.2

UDP
rate

group one compared with other call from group two, clear
differences appear in the TCP rate, UDP rate, and average
packets per second. This means the statistical features of

Avg.pckt/
S

Avg.pck
t/size

0.11%

138.244

128.170

98.73%

1.24%

112.738

130.039

Between two NAT Networks- call 1.3

83.16%

16.84%

195.569

70.633

Between two NAT Networks- call 1.4

99.43%

0.56%

162.724

75.128

Between two Real IPs - call 2.1

5.29%

90.66%

20.782

147.465

Between two Real IPs - call 2.2

1.08%

98.92%

84.411

120.204

Between two Real IPs - call 2.3

0.30%

99.70%

87.290

121.991

Between NAT and Real IP – call 2.4

1.83

98.12

61.613

120.158

Figure 1 Average packet per second

Table 1: Skype calls some statistical values

from another network, where the characteristics of the two
networks may be different.
[12] is a flattering work which proposes an online method
based on SVM-ML to classify Skype traffics. This work has
an advantage over others in data collection. All datasets
(covering both training and testing) were collected from the
campus network. However one question remains as to how to
evaluate the classifier due to the lack of comparison to ensure
classification results. We did not find a paper in the literature
review that combined Snort rules and ML to identify Skype
traffics.
ARE THE STATISTICAL FEATURES OF SKYPE THE SAME
IN DIFFERENT NETWORK SCENARIOS?
As discussed earlier, one important issue in ML is to use
valid training and testing datasets. We consider full Skype
session (call) datasets to answer the question, is Internet
application (Skype in particular) traffic features the same
when the traffics are collected from different network
environments. All data was collected by Wireshark [26], as
well, the statistical values are summarized from the same
software.

Skype traffic are not the same when the network
environments are different.
Start

Wireshark
Skype

Non- Skype

CSV editing

IV.

Eight different Skype calls were considered and divided
into two groups. The first group includes four different calls
(calls 1.1-1.4). In this group, the Skype sessions are full Skype
session (call) between two SCs located in two different
countries. This means, both Skype clients are located behind
firewall and thus using NATed IP. The second group includes
other four calls (calls 2.1 – 2.4) of Skype session between two
SCs located inside our campus area. This group calls
configures with no firewall between both clients (the two
clients used real IPs). We aim to generate two different
datasets to study Skype traffic features in two different
network scenarios.
Table 1 and figure 1 show statistical features results of the
two groups. When we compare the features values of group
one together, the TCP rate, UDP rate, average packets per
second and average packets per size (bytes) were seen to be
have near values. This means, the same network environment,
generate same traffic features. However, when any call of
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Packet Capturing

Features selection

Training
Weka
Testing
Classification

Classification Result

End

figure2. Classifier process steps
V.

ML SKYPE CLASSIFICATION

A. Classifier description
In order of finding interactive applications classification
mechanism, ten of ML algorithms were used to classify the
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traffic into Skype and non-Skype. Figure 2 shows
experimental process steps, which start by using Wireshark to
captures Skype and non-Skype. The Skype datasets are real
sessions (calls), which collected from some monitored IPs in
our campus. As well non-Skype traffic as collected by the
same manner, which include almost all Internet applications
such as e-mail, games, youtube, facebook, HTTP, etc. Then,
the two pcap files was editing by Excel to remove unneeded
parameters and prparign the data in Weka strcure. Two
capturing devices was provided, the first device equipped with
Intel core (TM) i3-2330M CPU 2.2 GHz 2 core and memory
100

These algorithms were applied to both training and the testing,
which are ZeroR, PART, DecisionStump, J48, J48graft,
LADTree, NBTree, RandomForest, RandomTree, and
REPTree. Figure 3 and 4 illustrate training and testing
accuracy and time taken to build models. It’s clear that
Tree.RandomForest algorithm provided optimal results of
99.8% accuracy, compared with other algorithms. In addition
to that, DecisionStump provides the shortest time (0.05
Seconds) when compared with other algorithms. Because we
dealing with Skype traffic (interactive applications), time to

99.8

25
20
Training
Accuracy

60
40

Testing
Accuracy

20

Time (S)

80

15
10
5

1.64

0.05
0

0

figure 4 ML Algorithms Classification time

figure3. ML algorithms accuracy

6.00 GB, and the second device is Server of 4 CPUs, Intel(R)
XEON(TM) 2.00 GHz . Our aim is to study and analysis
interactive applications (Skype). To do so, real Skype sessions
(calls) of some monitored IPs are managed and captured.

1
0.9
0.8
0.7
0.6

B. Features and datasets
In the first step of classification, Packet Interarrival time
and packet length were selected as features for machine
learning classifier. The advantage of selecting of only two
features is reducing of classification complexity, particularly
we deals with real time application. Each capturing pcap file
was divided into two parts. The upper portions (T1 and S1) of
the files were used as training dataset and the lower portions
(T2 and S2) of the same files were used as testing dataset. By
this we aims to take the training and testing datasets from the
same place and at near time.
The total number of training instances are19,995 packets,
which include the upper portion of Skype capturing files (S1)
and the upper portion of non-Skype capturing file (T1). 2,002
packets (S2 + T2) were used as testing dataset. In the same
manner, the total numbers of testing are 2002 packets, which
include the lower portion of Skype file (S2) and the lower
portion of non-Skype files. Three benefits were gained when
collect data by this way, first, ensure of similarity between
training and testing data, second; reducing of classification
errors rate (this type of error discussed on [7]), three; easy in
data processing.
C. Results and Analyzing
To classify one of most popular real time applications
(Skype), ten algorithms within Weka Explorer were used.
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TP

0.5

FP

0.4

Precision

0.3

Recall

0.2
0.1
0

figure5. ML metrics values

build a model is very important factor. Figure 4 analysis the
ML metrics True Positive (TP), False Positive (FP), Precision,
and Recall, which are used to compare between algorithms.
VI. CONCLUSION AND FUTURE WORK
Interactive applications such as Skype and online games
use several approaches to prevent from being detected.
Supplying ML with real and valid training datasets is an
important issue for IP traffic classification. In this paper, two
network scenarios are considered to check Skype statistical
features. We conclude that some of Skype statistical features
such as packets per second are varying when network
environment is different.
Because of the important of the relation between training
and testing ML datasets, we collected both from the same
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place and at near time. In this paper we comparing between a
ten of ML algorithms to classify Skype traffic. Real dataset
was collected from campus environment to give fact inputs to
classifier. The comparison result shows, Tree.RandomForest
algorithm was obtained high accuracy 99.8%. Moreover and
from time point of view, the work has acquired that some of
ML algorithms were suitable to classify interactive real time
applications. The method has limited as offline classification,
which is material for future work for online classification. To
do so, how to collect known trained dataset from near real
time at the same traffic (Switch/Router) without manual IPs
monitoring?. Another question can we find some Skype traffic
features, which are suitable to identify Skype traffic in all
kinds of networks environments.
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