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ABSTRACT
With the flourish of Internet, the network
communication architecture becomes relative
complicated and large. The traditional network
architecture is unable to satisfy rapidly changing
network service requirements. At present, the rise of
Software Defined Network (SDN) and Network
Functions Virtualization (NFV) turn the complex
network architecture into the manageable
architecture with programmability, virtualization
and standardization, realize the advantages of
centralized control and rapid deployment, and
become the main evolution direction of next
generation network. The purpose of this paper is to
design an SDN/NFV Network Virtualization
Testbed
with
automatic
deployment and
management functions which effectively realize the
goal of rapid deploy and intelligent network
configuration and meet the requirements of network
management. Furthermore, for the sake of analyzing
the network condition from different perspectives,
the monitor and replay functions are provided in our
system that can help the researcher confirm the
network states.
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1 INTRODUCTION
With the popularization of Internet,
people’ lives and learning styles have changed
significantly. Due to the rapid evolution of
network technologies, the network architecture
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becomes more and more complicated that
cannot be managed easily by network
administrator. The distributed architecture of
traditional networks is one of the important
reasons.
To
monitor
packets
during
transmission in the network is quite difficult. In
addition, the network administrator needs to
learn various kinds of network equipment
because of the distinction of interface
implemented by different manufacturers. It will
increase
the
complexity
of
network
management.
For this
reason,
many
researchers are working on this issue.
Software Defined Network, raised by
Stanford University USA[1][2], is the hottest
topic discussed in academic and industrial
fields. SDN sets control plane and data plane
apart, controls entire network through
centralized controller which can grasp the status
of the entire network, and evolve into
programmable network architecture with
dynamic configuration. However, network
mechanism is putting forward continuously
along with the innovation and evolution of
network
architecture.
Once
large-scale
verification is necessary, it is always found that
experiment resources cannot be gained easily.
If it is implemented on the actual network, it
will bring significant risks. Therefore, many
researchers working on developing experiment
platform, for example, PlanetLab[3], GENI[4]
and Mininet[5]. The study aims to establish a
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SDN network experiment platform and
integrate the function of NFV into the
experiment platform to provide an experiment
testbed that meets the developing needs of
researchers. To combine deployment strategies
and monitor mechanism provided by the
proposed experiment platform, current states of
each network node can be observed more easily.
Furthermore, the system also proposes
interception and replay mechanisms that
allowing researches to repeatedly observe the
implement conditions of experiment in order to
design more efficient network deployment
strategies.
Our major contributions are summarized as
follows:


We implemented a SDN/NFV network
virtualization testbed with automatic
deployment and Management functions.
 We designed a resource monitor agent to
monitor the physical and virtual network
states that can help the researchers confirm
the network states in the SDN/NFV
network.

We designed the interception/replay
functions that can intercept and replay the
network packet transmission procedure in
the experiment platform.
The rest of the paper is organized as
follows: in Section II, the background and
related works are addressed. Section III is to
describe the design of the SDN/NFV network
virtualization testbed architecture and functions.
Section IV presents experiment results in the
SDN/NFV virtualization testbed. The last
section concludes this paper.
2 BACKGROUND AND REALTED
WORKS
This chapter describes the background and
the basis information. Section 2.1 describe the
different experiment platform types; section 2.2
and 2.3 describe the concept of the SDN and
NFV.
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2.1 Experiment Platform
Experiment
platform
means
an
environment that allows to process scientific
theory or to verify new technology on it for
researchers. Strict and transparent observation
can be processed on the experiment platform as
well as repeated experiment on the experiment
platform. In the communication network filed,
experiment platform can be divided into two
types: simulator and emulator [6]. Simulators
and emulators both let researchers run software
in one experiment environment that's meant for
another, but they do it in different ways. An
emulator works by duplicating every aspect of
the original device's behavior. It basically
simulates all of the hardware the real device
uses, allowing the exact same software to run
on it unmodified. A simulator, on the other
hand, sets up a similar environment to the
original device's OS, but doesn't attempt to
simulate the real device's hardware. Some
programs may run a little differently, and it
may require other modifications. General
speaking, the analogue result of simulator is
better than emulator. It is mainly because that
simulator has its own clock and the condition of
snatching CPU resources on the operating
system will not happen. In other words, each
node of simulator was fair after simulation.
However, every node of emulator is a process.
The condition of snatching CPU resources may
happen between node and node and then affects
the result of experiment simulation.
2.2 Software Defined Network
Under tradition network architecture, in
order to realize various kinds network protocol,
switch or router needs to be broken up
unceasing and reassembly packets. That will
cause poor transmission efficiency and the
network bandwidth cannot be fully utilized.
When the adjustment for various kinds of
network equipment setting is needed, the
network administrator have to reconfigure each
network equipment one by one and it’s pretty
troublesome. Meanwhile, it is difficult to
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change network architecture rapidly to meet the
requirements of establishing new service. In
addition, by the way of reconfiguring one by
one through manual work has high risk as well.
Once wrong instruction has been configured by
network administrator, it is easily to cause the
service interruption. Besides, although network
equipment can communicate with each other
based on standard network protocol, but
different equipment made by different
industries may have their own network
management technology or network operation
system software. It is hard to compatible for
network management system between different
equipment.
Once enterprise purchase one specific
vendor’s equipment, the replacement of the
equipment will constrained by the vendor’s
network management function in the future and
affect the expandability of network deployment.
In this situation, a method of decreasing
network complexity and improving network
efficiency is needed from Internet Service
Provider and Commercial service Provider. At
the moment, SDN’s occurrence brings specific
solution, especially the OpenFlow basd SDN
[7]. OpenFlow, considered the first SDN
standard, which provides an open, standardsbased interface to control how data packets are
forwarded through the network. The OpenFlow
provides multiple beneﬁts including the
possibility to have the ability to dynamically
modify the network depending on the
requirements, allowing the new rules
propagation throughout the entire network and
another beneﬁt is to have a simpliﬁcation of
network management.
The main purpose of SDN is to solve the
problem of tradition network, change the
control model of tradition network architecture,
and divide the network into control plane and
data plane. Adopting centralized control
architecture, the administration authority of
network will be delivered to the controller and
the architecture of network can be modified by
the software program. For ICT companies that
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suffering from diversity and complication
network architecture, the network infrastructure
can be applied more effectively through SDN
technology and reduce the maintain cost on the
equipment deployment.
In SDN, controller is the core element. It
mainly provides two types of interface such as
northbound and southbound. A northbound
interface is an interface that allows a particular
component of a network to communicate with a
higher-level
component.
Conversely,
a
southbound interface allows a particular
network component to communicate with a
lower-level component. Nowadays, there are
many Open Source Controllers, for example,
RYU[8], ONOS[9] and OpenDaylight[10].
2.3 Network Function Virtualization
With the growing of Internet, the demanded
number of network equipment also increases
year by year. Equipment like Router, Switch,
Network Address Translation (NAT), Deep
Packet Inspection (DPI), Firewall and others
are all essential to network service providers. In
recent years, the emergence of cloud
technology facilitates the sharp increase of
demanded number of the equipment. Besides
the increase of enterprises’ costs, the fact also
results in a great challenge of maintenance. For
the reason that the equipment are independent
device, additional space shall be prepared for
placing these physical device and new functions
of network equipment shall be configured one
by one again.
In order to resolve foregoing problems,
network functions virtualization (also known as
virtual network function (VNF)) offers a new
way to design, deploy and manage networking
services. NFV decouples the network functions
from proprietary hardware appliances, so they
can run in software to accelerate service
innovation and provisioning, particularly within
service provider environments. The Network
functions virtualization refers a technology that
could simultaneously execute several OS and
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application programs on one server. In virtue of
the virtualization technology, we could separate
all foregoing functions of network equipment
from the hardware layer and change into
software for practical implementation. NFV can
help organizations lower branch office Capital
expenditure and Operating Expense, as
identified by Versa Networks.
Hypervisor is the basis for the development
of NFV technology. It offers virtual work
platforms and take charge of the management
of operating environment of the guest OS. Main
representatives of the open source hypervisors
are KVM [11] and XEN[12] while from the
commercial ones are VMware Vsphere[13] and
Microsoft Hyper-V[14]. Many researches have
discuss and compare the performances of these
Hypervisors[15] [16]. In this paper, consider
the OS compatibility and the evaluation of the
proposed deployment strategies, the hypervisor
used in our experiments platform is VMWare.
As a famous software company all over the
world, VMware mainly provides software
services like cloud computing and hardware
virtualization. VMware can provide the
virtualization of different levels. It offers
different solutions for virtual desktop
infrastructure and server virtualization. As a
part of server virtualization, the VMware
vSphere is a bare-metal hypervisor that installs
directly on top of the physical server and
partitions it into multiple virtual machines
(VMs) that can run simultaneously. The
VMware vCenter can be used for controlling
VMware vSphere. It presents more functions
which facilitate it to centrally manage several
vSpheres.
3 SDN/NFV Network Virtualization Testbed
The architecture of the proposed SDN/NFV
network virtualization testbed are shown in
Figure 1. There are total 10 different function
modules. This chapter paper will introduce
functions of various modules and their
functions.
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Figure 1. System Architecture

(1) Monitor and Statistic Chart
The main application of this module is the
Health Check. It can display the states of
deployed machines. The system utilizes the
Deployment Manager to receive monitor
information, including the usage rate of CPU,
Memory and uplink/downlink network traffic.
Besides the usage rate of monitor information,
the system could also provide statistical
information based on the network slices
selected by users.
(2) Topology Conversion
The module is mainly used to conduct
format conversions for topology drawn by users.
It can describe the network topology based on
JSON (JavaScript Object Notation)[17]. In
order to enable users to perform automatic
deployment, the system offers an interface
(GUI) which could facilitate users to edit JSON
format template on their own.
(3) Misbehavior Detection
In the Web Front End, users could use this
Misbehavior Detection module to judge
whether errors of Deployment Manager would
take place. For example, when users intend to
build an object with a duplicate name, or
information that haven’t been set in objects,
these cases might result in the consequence that
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Deployment Manager could not be identified.
(4) GUI Operation
The module is the last module among the
Web Front End. It mainly composes of 5
functions, including the network topology
generation, save and load topology designed by
users, the deployment and recycle of Slice, and
the interception and replay of Slice network.
This module could provide users with an easy
manipulation interface.
(5) Health Check Collection
The Health Check Collection module is
serve as the role of collector of monitor
information. The network topology deployment
mechanism can apply in different slices. VMs
in some network slices thereof are incapable of
external connection. Therefore, when collecting
such monitor information, one shall rely on
mediation servers in each slice to collect
information and then submit such information
to the module of Health Check Collection for
unified arrangement. Moreover, in order to
support demands of Health Check, the system
also provides a functional interface which is
available for topology discovery. When
something takes place to physical facilities of
network, the interface could enable users to
check the occurrence of problems as soon as
possible. Under a physical environment, one
could know state of topology through the
OpenFlow protocol. Under a virtual
environment, one could grasp the network
connection state of each slice via the
Hypervisor. The Health Check application can
support the physical and virtual environment in
our system. Therefore, in the SDN environment,
we could know the current state of topology via
the OpenFlow protocol. As to the virtual
environment, for the reason that the virtual
environment is constructed on the hypervisor,
we could know the network connection states
of each slice through the Hypervisor and
generate the Topology discovery function.
Figure 2 shows the schematic diagram of
topology discovery. Suppose that the current
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Figure 2. Topology Discovery Schematic Diagram

environment has four physical machines (i.e.,
host1, host2, host3 and host4), and one SDN
Controller, one L2 switch and one OpenFlow
switch. The physical environment is
constructed on the SDN, therefore, whenever
there are network traffics flow through the
OpenFlow switch in these physical machines,
the SDN Controller could get the network
topology through records of OpenFlow switch.
Under the virtual environment, the system
could obtain the network topology of the virtual
environment in virtue of vSphere’s collection of
information recorded by each vSwitch by
vSphere.
(6) Save/Load module
The module is responsible for the store and
load functions of the Front-end web and the
communication of database. When users are
using the Save/Load function, it will send a
slice name and the JSON format of its network
topology in the way of socket. Meanwhile, the
Deployment Manager will save this JSON in
the file path set by users and record this slice on
the slice data sheet so as to enable Front-end
web load information of topology.
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(7) Slice Deployment
The Slice Deployment module is used to
analyze all network topology with JSON format
that sent from the Front-end web. After that, it
starts to deploy VMs and vSwitch. In the end,
the virtual connection is conducted. The system
could offer three different deployment
strategies. These deployment strategies are
addressed and described as following.
A. Sequential clone strategy
When the virtual machine conducts a large
number of deployments in the same disk, the
second virtual machine can deploy after the
first machine finishes and the third virtual
machine starts to deploy after the second virtual
machine finishes, and so on. For example, in
Figure 3, suppose that the user needs four same
virtual machines to conducts deployment at the
same time. The strategy will choose one virtual
machine which assumes as VM1 to deploy first
and the time of clone is t1. In this strategy,
during t1, other virtual machines don’t operate
to deploy at this time and to the same in t2, t3, t4.
In other word, there is only one virtual machine
deploying in a period of time.

Figure 4. Parallel clone strategy

C. Branching clone strategy
When the virtual machine conducts a large
number of deployments in the same disk, the
strategy will based on the original template to
deploy a new virtual machine first. Then it
converts the machine to its template and
deploys another two virtual machines by these
two templates. After the deployment of these
two virtual machines, it will convert them to the
templates. With the two templates on former
step, it can deploy another four virtual
machines by this way. The VMware can deploy
up to eight virtual machines at the same time.

Figure 3. Sequential clone strategy

B. Parallel clone strategy
When the virtual machine conducts a large
number of deployments in the same disk, this
strategy will give this task to VMware vSphere.
As a result, there are various virtual machines
deploying at the same time in the same period.
For example, in Figure 4, suppose the user
needs four same virtual machines to deploy at
the same time. The mechanism will make these
four virtual machines deploy at t0 and they will
finish their tasks one by one depending on
when they begin.
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Figure 5. Branching clone strategy
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For example, in Figure 5, it is expected to
take four virtual machines, the steps are as
following:
a. Deploy a new virtual machine based on the
original template.
b. Convert the new virtual machine to the
deployable template.
c. Deploy other two virtual machines with the
new template and original template.
d. After the deployment of these two virtual
machines, convert them to the deployable
templates.
e. As three virtual machines has deployed at
this time, the system will choose one in
random to deploy.
f. After
four virtual machines finish
deploying, transfer to the operational
virtual machines.
(8) Resource Retrieving
The Resource Retrieving module is use to
recycle the network slice resources. When users
need to recycle the deployed network slices,
they can confirm information with the slice
name at the Front-end web. After that, via this
resource retrieving module, one could find
information deployed by this network slice in
the database and then delete corresponding
resources according to its information
(9) Resource Monitor Agent
In our design, the Resource Monitor Agent
could be installed in various physical machines
and virtual machines to convey resource
information such as CPU utilization, memory
utilization, network usage and others. If the
Deployment Manager stays at the same subnet
with the physical machine in the physical
environment, the Resource Monitor Agent can
directly send all collected Health Check
information to the Deployment Manager.
However, under a virtual environment, each
slice is an independent network and could not
directly connect with the Deployment Manager.
In order to resolve this problem, the DHCP
server provides two different virtual network
interface cards in our system design, of which
one virtual network interface card is used for
connecting the network slice and the other one
is responsible for communicating with the
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Deployment Manager and send information
collected by Resource Monitor Agent.
4 EXPERIMENTS
The purpose of the experiments is
evaluating the functions provide in the
SDN/NFV
virtualization
testbed.
The
experiment topology is shown in Figure 6.
There are totally six physical machines in the
experimental environment, including one SDN
Controller, one physical machine which serves
as the Health Check of the physical
environment, three vSphere and one physical
Openflow Switch. The Deployment Manager
and VMware vCenter are built on the virtual
machine in vSphere. The size of parent VM
template is 3.5GB. The hardware/Software
platform used for conducting the tests is
summarized in Table 1.

Table 1. Hardware/Software Specification
Hardware/Software

Specification

CPU

VMware vCPU *1

Memory

1G

Operating System

Ubuntu Desktop 14.04 LTS

Disk Size

3.5G

Figure 6. Experiment Environment
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(1) Deployment Strategies Evaluation
In this scenario, deploying eight virtual
machines results of different deployment
strategies are shown in Figure 7. When multiple
virtual machines deployed at the same time,
The efficiency of deployment depends on a
number of different factors including size of
virtual machine template and the read and write
operations in the disk. As show in Figure 7, the
Sequential clone strategy performs better
performance than other strategies.
The efficiency of deployment depends on a
number of different factors including size of
virtual machine template and the read and write
operations in the disk. The result is expected.
Figure xxx shows the disk read/write rate when
sequential, parallel and branching clone
strategies deploy eight virtual machines. As
shown in Figure 8, when the Parallel clone
strategy operates, the disk read/write rate is

about 25,000kbps, but when the Sequential
clone strategy operates, the disk read/write rate
is about 45,000kbps. Therefore, the deployment
efficiency is worse if several virtual machines
deploying at the same time.
(2) Resource Monitor Function Evaluation
This
scenario
conducting
resource
monitoring of different nodes and compare with
performance results of VMware vSphere. For
the reason that the monitoring frequency of
VMware vSphere is about 20 seconds, the
system adjust the frequency of resource
monitoring to the same time. As shown in
Figure 9, we could see that there are 10
different hosts and one victim. These 10 hosts
will use hping3[20], a test tool, to send 100
thousand ICMP (Internet Control Message
Protocol) packets per second to this victim. The
uplink/downlink network traffic is show in
Figure 10.

Figure 7. Performance Comparison amongst various
deployment strategies
Figure 9. Resource Monitor Test Scenario

Figure 8. Disk read/write rate test result of different
deployment strategies
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Figure 10. Uplink and Downlink network traffic
monitor
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5 CONCLUSIONS

Figure 11. Topology Discovery Test Scenario

(3) Topology Discovery Function Evaluation
This scenario aims at detecting network
topology in physical environment, with the
purpose of providing a management interface
with visibility. The interface enables users to
confirm whether problems take place to the
equipment based on the current state of network
topology. As shown in Figure 11, there are
seven physical machines, among which two
network switches are connected with physical
machines. The Figure 12 shows results detected
by the designed system and can actually present
the network topology of users.

Figure 12. Topology Discovery Result
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In this paper, we implemented an
SDN/NFV network virtualization testbed. The
experimental platform addressed by this paper
is based on the VMware vSphere. It can offer
user
operation
interface
to
establish
independent experiment network topology, and
process storage, deploy, monitor and
interception and replay functions. Except the
support of management function on the virtual
environment, it can monitor the network state
of physical environment as well. Besides,
different strategies for deploying NFV are
compared in this paper. The experimental
results indicated that Sequential clone strategy
performs better than other strategies. The
limitation of read and write operations in the
disk is the key point for NFV service
deployment.
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