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ABSTRACT
In this paper we present new processor array structure to perform inversion operation in GF (2m )
based on the modified extended Euclidean algorithm. This array has simple structure with processing elements have local communication with
each other. Also, it has low area and power complexities as well as a moderate speed compared to
the previously reported designs. ASIC implementation results of the proposed design and the previously reported ones show that the proposed design reduces area complexity by ratios ranging from
18.3% to 56.0% and also reduces energy by ratios
ranging from 11.4% to 77.3% over the previously
reported design. This makes the proposed design
more suited to the embedded applications that have
more restriction on area and power consumption.
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INTRODUCTION

Power consumption limits the application of
public key cryptosystems (PKC) in portable
devices. Elliptic-curve cryptography (ECC)
algorithms have the merit of giving the same
level of security using smaller key sizes
[1] comparing to other PKC algorithms.
This resulted in using ECC algorithms in
applications that have more restrictions on
power/energy and timing [2]. Recently, more
ECC hardware implementations that meet
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power/energy and timing limitations of these
devices and applications have been reported
in the literature [3, 4, 5, 6, 7, 8, 9]. Most of
these implementations are concentrated on the
efficient implementation of field multiplication
and field inversion operations as they are the
most expensive operations in ECC cryptography.
Compared to other schemes used to compute
the field inversion (e.g., Fermats little theorem) the extended Euclidean schemes are considered the most efficient in terms of area and
speed, but they may use variable size counters
pre or post calculations [10, 11, 12] that makes
them cumbersome for scalable VLSI implementations.
Processor arrays are the efficient hardware approach used to implement inversion in GF(2m )
[13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24,
25, 19, 26, 26, 27, 28]. Processor array architectures have some attractive features such
as modularity, regularity, and concurrency that
makes them more suitable for high-speed VLSI
system design. Most of the previously reported processor array schemes target the highperformance applications with different time
and area complexities and a few of them targets the resource-constrained embedded applications that have restrictions on area and power
[28].
In this paper, we propose a processor array structure that is suited to the resourceconstrained devices to perform inversion operation in GF (2m ) based on a previously modified extended Euclidean algorithm. This ar-
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chitecture is composed of one-dimensional array of logic cells and have low area complexity
of O(m). It is explored by applying a regular
technique to the inversion algorithm. In this
technique, the algorithm is first converted to a
regular iterative algorithm, then the algorithm
data dependence graph and a suitable affine
scheduling function are obtained. The systolic architecture obtained have simple structure with processing elements that have local
communication with each other.
The organization of this paper is as follows:
Section 2 gives a brief discussion about the
extended Euclidean-based finite field inversion
algorithm over GF(2m ) and the conversion of
this algorithm into bit-level form. Section 3
discusses the proposed systolic architecture
for this iterative algorithm. Section 4 explains
the complexity of the proposed design and
compares it to the previous work. Finally,
Section 5 concludes this work.

2

FINITE FIELD INVERSION

In GF(2m ), A finite field can be defined using
the following irreducible polynomial:
Q(x) = xm + qm−1 xm−1 + · · · + q2 x2 + q1 x + 1
(1)
where qi ∈ GF (2) for 0 < i < m.
In GF (2m ), a field element A can be represented by the polynomial:
A(x) =

m−1
∑

ai xi

(2)

i=0

where ai ∈ GF (2) for 0 ≤ i < m.
In GF(2), a multiplicative inverse of A(x)
is a polynomial Â such that Â(x)A(x) ≡
1 mod Q(x), where Â(x) is designated as
[A−1 (x) mod Q(x)]. The most commonly
used inversion algorithms are based on extended Euclidean algorithm (EEA) [29], Fermats little theorem [30] and Gaussian elimination [22]. EEA is widely used to perform inversion in practice.
The need for long polynomial division in each
iteration of the conventional EEA-based inversion algorithm in GF (2m ) makes it inefficient
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in both hardware and software implementations. This problem was solved in part by exchanging the degree comparison with a counter
[31]. In [32], Yan et al. proposed a modified EEA-based inversion algorithm as shown
in Algorithm 1. This algorithm computes four
intermediate polynomials, R(x), S(x), Y (x),
and H(x) that are stored in m + 1-bit registers with bits numbered as m, m − 1, · · · , 1, 0.
The most significant bits of registers R and S
are the highest degree terms of the R(x) and
S(x) (i.e., R(x) = rm xm + · · · + r1 x1 + r0 x0
and similarly for S(x)), while the least significant bits of registers Y and H are the highest
degree terms of Y (x) and H(x) (i.e., Y (x) =
ym x0 + · · · + y1 xm−1 + y0 xm and similarly for
H(x)). Yan et al. [32] proved that there is no
need to store the mth bit of R(x), S(x), Y (x),
and H(x). Thus, the registers can be shortened from m + 1-bit to m-bit. Here we use
Ri , S i , H i , Y i and the ring counter Di to denote the values of R, S, H, Y and D after ith
i−1
iteration. sm−1
and d0i−1 represents the most
significant bit (MSB) and least significant bit
(LSB) of S i−1 and Di−1 , respectively. The ring
counter D bits are ordered from right to left as
(dm−1 dm−2 · · · d0 ). The complement of control
bit c1 is represented as c1. In the initial step
of the algorithm, the coefficients of the irreducible polynomial Q(x) and the coefficients
of polynomial A(x) are assigned to the variables R0 and S 0 , respectively. Since the MSB
of Q(x) is always equal to 1, this bit does not
need to be computed or stored as mentioned in
[32]. Thus, Q(x) coefficients can be stored in
a register of size m. Through each iteration of
the for loop, the control bits and variables are
changed as follows:
• control bit c1 is set to the value of the
MSB of S i−1 .
• control bit c2 is set to the value resulted
from the logic anding of control bit c1 and
control bit signi−1 .
• control bit signi is either set to c1i , if
signi−1 bit have value of 1, or to the LSB
of D (d0i−1 ), if signi−1 bit have value of 0.
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• The variable H i is either set to the value
of Y i−1 , if c2 is set to 1, or to the value of
the shifted left H i−1 , if c2 is set to 0. (In
this case, dividing polynomial H(x) over
x is equivalent to shifting variable H to
left that the highest degree terms of polynomial H(x) is on the right).

1: Input: two polynomials A(x) and Q(x)
2: Output: Â = A−1 (x) mod Q(x)
3: R0 (x)
←
Q(x), S 0 (x)
←

• The variable Ri is either set to the value
of the shifted left S i−1 , if c2 is set to 1, or
remains unchanged, if c2 is set to 0.

4:
5:
6:

• The variable S i is either set to the value
resulted from the logic xoring of Ri−1 and
shifted left S i−1 , if c1 is set to 1, or to the
value of the shifted left S i−1 , if c1 is set to
0.

7:

• The variable Y i is either set to the value
resulted from the logic xoring of shifted
left H i−1 and Y i−1 , if c1 is set to 1, or to
the value of Y i−1 , if c1 is set to 0.
• The variable Di is either set to the value
of the shifted left Di−1 , if signi is set to 1,
or to the value of the shifted right Di−1 , if
signi is set to 0.
This algorithm differers from many other EEA
variants [22, 33, 34] in that it has no modular
operations and this resulted in achieving short
critical path delay, Besides making it more
secure against side-channel attacks for fixed
number of iterations [28].
Algorithm 2 shows a modification in terms of
bits of Algorithm 1. In this algorithm, the
terms rji , sij , yji and hij represent the j-th bit
of R, S, Y and H at iteration i, respectively.
3

Algorithm 1 Pseudo code of the EEA-based
inversion algorithm [32].

PROPOSED
SYSTOLIC
STRUCTURE

ARRAY

Figure 1 shows the proposed processor array
design when m = 3. The updated bits of
dim−j−2 , sij , hij , dim−j−1 are propagated between the processing elements (PEs), while the
updated bits of yji , rji are stored locally. Control bits (c1i , c2i , signi ), 1 ≤ i < 2m − 1,
are generated inside PEm and broadcast to the
PEs as shown in Figure 1. Since the input bits
(d0m−j−2 , h0j−1 , d0m−j−1 , yj0 ), 0 ≤ j ≤ m − 1,
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8:
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:

A(x), Y 0 (x) ← xm , H 0 (x) ← 0, D0 ←
2, sign0 ← 1
for 1 ≤ i < 2m do
i−1
c1i = sm−1
i
c2 = c1i 
AN D signi−1
c1i ,
if signi−1 = 1
signi ←
d0i−1 , if signi−1 = 0
if c1 = 1 then
S i ← (Ri−1 + xS i−1 )
Y i ← (H i−1 /x + Y i−1 )
else
S i ← xS i−1
Y i ← Y i−1
end if
if c2 = 1 then
{Ri , H i } ← {xS i−1 , Y i−1 }
else
{Ri , H i } ← {Ri−1 , H i−1 /x}
end if 
2Di−1 , if signi = 1
i
D ←
Di−1 /2, if signi = 0

21: end for
22: Â = H 2m−1

have fixed values they can be generated by
clearing or setting the flip flops of the processor array through the initial timing step as will
be explained in the next paragraph. Therefore,
there is no need to provide these input bits to
the processor array. Only input bits that should
be provided to the processor array are the bits
of s0j−1 and rj0 as shown in Figure 2.
Figure 2 (a) shows the details of the control
processing element PEm . Figure 2 (b) shows
the details of PEj when (1 ≤ j < m) . Figure
2(c) shows the details of the simplified processing element PE0 . MUX M 3 and the XOR gate
next to it, shown in Figure 2 (b), are removed
i−1
in Figure 2(c) that the input signals s0−1 , s−1
are equal to 0. MUXs M 4, M 5, M 6 and M 7,
shown in Figure 2(b), are replaced by AND
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Algorithm 2 Pseudo code of the bit-level
EEA-based inversion algorithm.
1: INITIALIZE
0
0
2: R0 = (rm−1
· · · r10 r00 ) ← (qm−1
· · · q10 1)
0
0
0 0
0
3: S = (sm−1 · · · s1 s0 ) ← (am−1 · · · a01 a00 )
4: H 0 = (h0m−1 · · · h01 h00 ) ← (0 · · · 00)
0
0
5: Y 0 = (ym−1
ym−2
· · · y10 y00 ) ← (00 · · · 001)
6: D 0 = (d0m−1 · · · d02 d01 d00 ) ← (0 · · · 010)
7: sign0 ← 1
i−1
i−1 i−1
8: di−1
= 0,
for 1 ≤
−1 , s−1 , h−1 , dm
i < 2m
9: for 1 ≤ i < 2m do
10:
c1i = si−1
m−1
11:
c2i = c1i AN D signi−1
12:
if signi−1 = 1 then
13:
signi = c1i
14:
else
15:
signi = di−1
0
16:
end if
17:
for m − 1 ≤ j ≤ 0 do
18:
if c1i = 1 then
19:
sij = rji−1 + si−1
j−1
i−1
i
20:
yj = hj−1 + yji−1
21:
else
22:
sij = si−1
j−1
23:
yji = yji−1
24:
end if
25:
if c2i = 1 then
26:
rji = si−1
j−1
i
27:
hj = yji−1
28:
else
29:
rji = rji−1
30:
hij = hi−1
j−1
31:
end if
32:
end for 
2Di−1 , if signi = 1
i
33:
D ←
Di−1 /2, if signi = 0

set D R_FF

D

H_FF
i-1

hj

i-1

34: end for
35: output: aˆj = h2m−1
m−j−1 ,

m−1

d m-2

for 0 ≤ j ≤

i

sign
D_FF D

i-1

d m-1
(c)PE0

gates as shown in 2(c) that the input signals
i−1
i−1
s−1
, hi−1
−1 , dm are equal to 0 and the input
signal r00 is equal to 1. Also, the lower XOR
gate in Figure 2(b) is removed in Figure 2(c)
that the value of hi−1
−1 is equal to 0.
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Figure 2. Design 1 when m = 3. (a) PEm details. (b)
PEj details when 0 < j < m. (c) PE0 details. Squares
labeled D are flip-flops with load and reset/set control
inputs.
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We summarize the operation of each PE for the
proposed design as follows.

4 DELAY AND AREA COMPLEXITIES
COMPARISON

1. At time t = 1, the FF of PEm in Figure 2(a) is set to have the initial bit sign0
equal to 1.

The delay and area complexities of the proposed design can be estimated from Figure 1.
Table 1 compares the proposed design to previously reported efficient designs of [24, 27, 28]
in terms of area complexity (gates, muxs, and
flip-flops), critical path delay, and latency. The
following terms are used in Table 1:

2. At time t = 1, the (D F F )’s of PEj and
PE0 in Figures 2(b) and Figure 2(c) are
cleared to have the input bits d0j (0 ≤ j ≤
m − 1, j ̸= m − 2) equal to 0, except the
D F F of PEm−2 is set to have the input
bit d01 equal to 1.
3. At time t = 1, the (Y F F )’s of PEj in
Figures 2(b) are cleared to have the input
bits yj0 (0 < j ≤ m − 1) equal to 0, except
the YF F of PE0 in Figure 2(c) is set to have
the input bit y00 equal to 1.
4. At time t = 1, the (R F F )’s of PEj in
Figures 2(b) are cleared, except the RF F
of PE0 in Figure 2(c) is set to obtain the
initial value of r00 equal to 1. Also, at the
same time the MUX’s M 4 in Figures 2(b)
are set to pass the input bits of rj0 , (0 <
j ≤ m − 1).
5. At time t = 1, the (S F F )’s of PEj
and PE0 in Figures 2(b) and Figure 2(c)
are cleared. Also, at the same time the
MUX’s M 3 in Figures 2(b) are set to pass
the input bits s0j , (0 < j ≤ m − 1).
6. At time t = 1, the (H F F )’s of PEj and
PE0 in Figures 2(b) and Figure 2(c) are
cleared to obtain the zero input bits h0j ,
(−1 ≤ j ≤ m − 2).
7. At time t ≥ 1, control bits c1i , c2i , signi
are broadcasted to all PE’s.
8. At time t > 1, the signals si−1
j−1 are
pipelined by selecting the lower input of
MUX M 3.
i−1
9. At time t > 1, the signals si−1
m−1 and rj
are passed through MUXs M 1 and M 4,
respectively.

10. At time t = 2m − 1, the output result H
is obtained where bit hj is produced from
PEj , (0 ≤ j ≤ m − 1).
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1. TInv is the delay of inverter
2. TA is the delay of AND gate
3. TM U X is the delay of MUX
4. TN is the delay of NAND gate
5. TX is the delay XOR gate
6. τ1 = 2TA + TM U X
7. τ2 = 2TM U X
We notice from Table 1 that the proposed design has area of 2 NOT gates, 2m + 2 AND
gates, 2m − 2 XOR gates, 3m − 2 MUXs,
and 4m flip flops. This area complexity is
less than that required by the other designs of
[24, 27, 28]. Also, the output of the proposed
design is obtained after a latency of 2m − 1
clock cycles and the critical path duration is
τ2 = 2TM U X . The latency and the critical pass
delays of the proposed design are less than that
of the designs of [24, 27] and they are similar
to the design of [28].
For real implementation, we described the proposed design and the previously efficient reported designs of [24, 27, 28] in VHDL at RTL
level and synthesized them, using (45 nm, 1.1
V) standard-cell CMOS technology, to obtain
the gate level for m = 233. The tool used
for logic synthesis and power analysis is Synopsys tool package version 2005.09-SP2. All
implementation results are obtained for 1.8 V
and 25◦ C operating conditions. Table 2 compares the obtained ASIC implementation results of the efficient finite field inverters. In
this table, the ”Latency” is the total clock cycles needed to finish single inversion operation.

5

Critical Path delay

τ1

τ2

τ2

τ2

Latency

5m − 4

5m − 2

2m − 1

2m − 1

The ”Area” is the area of the inverters in terms
of 2-input NAND-gate equivalents; the ”Clock
frequency” measures the performance of the
inverter; while ”Inverter delay” and ”Power”
are the values of time and power consumed by
the inverter to finish a single operation. We
used the obtained synthesis results to calculate
the energy and throughput rate to measure the
optimization degree attained in each inverter.
We notice from this table that the proposed design saves more area (ranging from 18.3% to
56.0%) and saving more energy (ranging form
11.4% to 77.3%) over the compared efficient
designs that makes it very suitable for applications that have more restrictions on area and
power consumption. Also, it has the same
throughput as the design of Fan [28].

4m
3m−2
2m+2
Proposed
Design

2

2m−2

5m + 6
3m+4
2m+3
Fan [28]

1

2m+2

32m
12m
6m
Yan [24]

4m

4m

30m
18m
6m
6m
Daneshbeh [27]

0

MUXs
AND
NOT

XOR

Flip-Flops

5 SUMMARY AND CONCLUSION

Design

Table 1. Area and delay Comparison between different finite field inverters.
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This paper presented a new processor array
structure to perform inversion operation in
GF (2m ) based on a previously modified extended Euclidean algorithm. It has simple
structure with processing elements that have
local communication with each other. The implementation results showed that the proposed
processor architecture is more efficient in area
and power than the processor architectures previously reported in the literature.
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