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ABSTRACT Il n recent year s, t he n
Recentl vy, the number of hagbereeant tiamks e dai agt i negs
ompani es or government adgeamaﬁgfnendrsgahnmszabte|edlns ;
ncreasing. 'though suchpyroggpemzat Mamy aEe mpahyie.
prepare ¢ untermeasureds agrt'ﬁléhttsarhghevteds@ftfé?‘é
ficul't F}&Ce‘krgent h[ehse rﬂeasuurceﬁ
r k withou the supp
S re, t he a[;felgourlreodevélo 8 Pﬂée |(§/%
d Intelllgent Net work ' 6P & SeIC §H3 ologl IS
I system to guide thhaesaEftJrhekasruersepsonéjélrlhg‘lgn
t cial intelligence t3khinshadse Odcna aSSUF%\p(B%IS/e
t k. This system analy'EféS c &lelcelcrtietdy | od ,f odrema
u (signs) of attacks,Mamagemead BaSleEMhan sryettweo
estimate the probabilatyewnfi @an atst aak sfurpoprortth
etected clues. I'f the ceggdai y ftaacrtg)étéa lqatrtgec le
n attack is assumed to bgy e ' tdec
ystem requires the colleg
rom the | ogs. Mor eover, éé‘l
i mpl ementation of counterm
automatic operations wi t ht !
bet ween the event and theY
would be a guide to the Idple
operation. The authors delveet
LIFT system and applied thow
sequences that occurred iatthe I
confirmed that LIFT was abslieng o etthet hl EMusy 8

event and recommended cdan Chpa n Mmewastler 8 by t he

appropriately because thearad)nocru’ryaﬂeﬁ{ueglgz|ngg§ wh g n
the recommended countermeas¥d¢fWasS £Pphducted.
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K ds - Di g | E _Unfortunateklylt the numb
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t he situati on of attacl
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nd | og conservation evdlowieweor gdriez &t iaornes ntoh
o not have highly skildyydt oeper @ttad $s ng wi t h t
To sol ve such probl ems$, mattltee emanhher sfrom ¢
evel oped t he Live andhetwoeks$si gdhnhe &et wor & a
orensic Technologies (@(flLIrFTe)stsynattemgt evegnti def
perations and/ or c cantdtuacctk s, opet attihoinss est i
utomatically wusing Baysydstaam nien wtoe &kd , ofvh Bakh e s
n artificial intelligelkicewn ecthhnaitqu éB.aylersi mamr en
he LIFT system coll ectadvtamé algegsoff riomc rseea svierr g
Cs and communicati on pecgUiepment psababiasity b
out er s, and detects iabnohremaplriitoirespr amabi hiet )
ol l ected | ogs. Next, t[hle2 ]LI FT system cal cul at
he certainty factor of Tahne eavuetnhto rasc ceunrgraegnecde i uns
ayesian net wor ks reprfecsreenntsginog atshes hmoeavinatiinon]|
et ween t he abnormali tbasedanan tthlkee eknadwlad cegle
vent type. I f the certraeqdyr dhmecet.or i s | arge e
he event i's assumed to have occurred, or el s
he LI'FT system requirrBed |l FhePROIIEICETc tAINDNn LIoF T
dditional clues from 83he UloRgTls.PrMgreedver, t he
I FT system gui des t he operator i n
mpl ementing the proper ThentkEFMmepsayest ahdgan
onduct s t he count er meResswerag £ h alun tmattitceal ¢ fy T
sing knowledge of the20rlel.atlinont heetpmedejne cithe t
vent and the proposed LachTi onystwhmcandotedabed
uide or an automatic op@Ymit§rorReasure planning
This paper describes ECKPCHEPENbpmMEWRP bft t B S
| FT system, and the pKhNeOsWl etdsgetfﬁ)é”d%‘vte'ﬂ%tp'eﬂnf
rototype for the LI F; gLéIyestJem ﬁhrPd pligynnt ng
xXperi ment al results fr ﬁmt apr?)' r&{ﬁ nt ett&oept'rn?)atlot%/(
e X U ip Yo @ m ystem

o the data from an attatk . sELT&PIPE )}Awa Qe Lurs

penetratiqn ~e eriment's
n the past. From_the t?é(tpv@éér{nezf(r)faé%/ernetsualntds'abtr
ut hors could confirm that the LI system car
e a wuseful t ool to p Gvestisw ot LIFT Prdject es
uring a targeted attac ?Ctm

Planning Assist System |
RELATED RESEARCH g:sp;:mentSuppurt]
Many studies on targe’| Y oo len
onducted. For exampl e]|| e g 2
onsi dered detection Wit rdosssmng d
ttacks [2] [3] [4] an| oot ndin
gai nst targeted attack stu
ave used a combinatlom.@JreSbEMvaeﬂ pAditdeh iLEER I
ntelligence met hods such as Support Vector
achines (SVM) [6] for 3arronmaney Stertiectturoe ¢f7] ar
nd the performance evalsed iiom tofe aLIcCHTasS$y gtiem
nd so on.
Studies have also appl iFedguBay es isahno wrse tt wcer ksst r
o the vulnerability ddeegsehantedotfermisemisedl i
acilities subjected to external attacks [ 9],
ynami c security risk management using
ayesian Attack Graphs [ 10]
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g% The LIFT core modul e |
; during attacks. I n t
Lo ] oo Pefl [ I T | Bayesian net work repr
bet ween the clue and e
measure relation tabl g
cl ues ar e coll ected f
[Source] [Source | [Source ] [Source ] [‘Source ] usi n g OS S E C . [ 1 5] Wh I C
program having functi
Figure Btructusreaok amd termscasddedathi on, |l og anal y:¢
the LIFT System. The Bayesi an net wor K
relation between the ¢

T Attack case estimate the <current
The AAttack Caseod remoeesentes ai he ifnl oSvecti o
of attacks that have amecwrurred rienl dthieom atséabl e

nt ermeasur es t hat

cou
empl oy as desc

T Attack phase ribed 1in
The AAttack Phaseo] rEmpe esenéssitomne of t he
current state of the atfttaeak.anHegmer gemecyattt@
phase is determined basedcenoft teheatttaagkt ed
scenari o described byartelme i hnft hremaotbij cernc-t n et
technol ogy Promotion oBRganayd (bFA)OnNnmi t su
Japan, as shown in Tahlneg olr-mati on of t he n

TABLEATTACK PHASE On mi t s u s a process |
' by Mi mura et al. to re
Phase| Abt ack Phase net wor k volatility w b
I Trespass Phase identi fying t he sour
X Attack Infrastructure Cons<t @UBMWA ipGasti ONs [ 17] (
(N Il nvasion & Survey Phase process state on the
executed process infor
(Y} Purpose Execution Phase fashion. Onmitsu's Iog
taken to identify the
T Event (Attack Result) y sed for attacks.
The AEvento is the . . )
an attack. If the — &
identified, it i's p ossec [opmer ] _, t he
attack phase, predic ﬁﬂ i on
and plan the emergen: L ﬁ i
T Clue (Sign) T .
The ACIl ueo, whi ch [ v maion |50 | mvin o
sign, is the detecte ]:> ack
(event) An event ge 'S .
The certainty factor LT Con e | Rt T [ Enmion ot t h
event and the clues I gzlv g bs.er Vi
abnormalities in the experguf’n F“”I'Ché %?/eor{tth
i's estimated by using. ‘pagéyeégns d "Ndthwo rCkl ues
and the certainty factor.
 Source_ . esi net work i
The fiSourceo repre %g‘?r!atpﬁhlbb@ ‘?n\b%l%tl h At e
that stores the cluegayi §hRir conditional di
3 Overview of the LI&§Y&Ghis¢gehppraphe field
intelligence, Bayesi an
An overview of the stuBTedsysnenmprobabilisti
il lustrated i n FiguresihceTaAaeroundTloO98yYst eemd

consists of a core mordaid earacnkd aannd epxtaecntsiicoan . |
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exampl e, a Bayesian netAdorok ctahne bper 0o lesded bR by r
represent probabilistisiamblytankeusid gl ataino rhseh iop
bet ween diseases and sgoqpatoimen. Gi ven some
sympt oms, the Bayesian BELEArnk 1o &nl) b e 1FBRELDID|t 0
compute the probabilitilie$) of 1RPH k=i 10)ups(PRAID /s))eR(SE ¢
being present [18]. (5)
Figure 4 shows a si mprd et he samplsee, @flh,gally alcaam
Bayesian network whichbescalommploseed ods tfhorldeo w:e
nodess ,oDDnd amd two edges BELEID-TL T he = 1= 1 |P¢=0OT)
nodesamd abe called the paP@Eilt £0df0 )no)e P( T

T Her e, anbdenDRles represemnt{=AME(1D £2AT=0,2=1D) ) +
cause, amodbdeheepresents R(MhE1l)e0DdE@T=6.,

For exampelper,eslkent s whet hebx=03) }peRfsTon has (6)

di sease i iswndjiZateandavHe&t der t he

i nspection result i S n o=(k | or abnor mal .
Specifically, when the 9 eRf{sIDbin IDp=sID) LYIDf B(@D ng f r
di seas=e 1li,, alhd when t he +H nEs{(dlg=<IDi=dD) Br(le)sx (DD

P (1D 2,D)T =1) PEHIP( D P (2

i s abngornmal , T + R IT|1:= 0D= 1ID) B=(0D (1D

Herg, i ( Dhe pir abdp P ( D# yRH{dR|:= @M= D) B(0D (0D . (7)
i's the prgbaitlhi tay eofgi @ Bry asisntownguati ons ( 6)
i n Figure. 4 ;=0 )H=0.e9QY9PHe in Figure. 4,
P(B1)=0.0012=20) =P.(D9 8 aldb1,.=1T) =0. 37.
P(oBP1)=0.002,,=Wheheins DifrudEhi s equation represen:
and A0,y Dbs not true. result i1 s abnormal, ther
The conditionakbkl DpH®basbli liist yo.o3f7.P( T
al so shown in Figuwrte] 41 n Folmhe exaamep lveay ,P( T
D=1,,=1D) represents the prhhhpill)i t=y 0t. Bt T 9)
when=1D anp=dl. D Her=d,|=B(T PR =1D=TL) = 0. 00076.
D=1) =0.950. This equatlinont miepr eagnt sbyt haitv itm
probability of t he i nwelpeerc ttitoen ceaasal t s bgaivrem
abnor mal i's 0.950 wunders thpeossobdtlieti ba ofbttahae
person having diseases dcawmrdr €nce of the cause
I n general, the foll owigngyeeax ppryeg hieoBalyelsdsan[ h9
P(iXX -m-, X

= RI( Xa)()® (K P a)()X e

P(OXPa) X (1) .

Her e,) PragpXr esents t he (Event)

I n Figure. 4, RRe

Pa)(®D{ }2 =Palp=fB@.T o) @

Here, { } represents oo Py

Therefore, from Bay TR
following equation can Dol oome o
Here, the, vahaie ibf dall EHIY'™hee 4. Example of a si

Abel i efandofcabn be expresl_s.ed as 5 h ¢ ;
BELX1D=T.) = 1R<TD) igure shows par 0
_ _ used in t/hge LIFT system.
=RAIED ) BAD 4 - POT s.e is(ggnoted fievent
Similarly, 2t hwehievha |iTuse coa qE&adt Ac | R
the bed aemd efanDbe expre _?sﬂeod eads hclhueo. b arb
BE L=(1D:= 1T) = 1RTD) _ e occurrence profba

_ _ i=1,2, 3, 4 a t he cond ]
=RIIN=0) B( Dy POT P(Tj| Di ) f(‘éf'r) i=1,2,3,
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he graph structure are Tmhma&i rLlly Td estyesrt neinm esdt afrrt osi
ngineering expertise awhen hel pastardat aet Hdetr ed
epresents the i-tilevdmnt amamditdatke, TWhreendeT ec
he i -th clue was obserBagdk,si amd ntelhevov &l wmendo ft h
el i ef |i) ,P(fDor i =1, 2, 3, 4e axcrhd ejveh,t2 ,a3,d4 ,tshe | arg
an be calcul ated wusi ngcetrhteai Ba yye sfiaacnt omre tavwo rdke sa
escribed above. certainty factor exceed:
At this ti me, t he ma x iamsusnu nveadl uteh aatmotnige t dhveeret
eliefs is called the tkReta@ai nsynbdbaewvent abdve
hich gives the maxi mueamddiatliuenails sawalvleggd of he he
stimated event. | f additional surveyin
automatically, it wi | |
cannot be performed aut
be di spl ayed to the op
Cause (Event) Evidence (Clue) resul t wildl be input by
T1: Unnatural start of 'S det e_C ted W_I thin a ce¢
the process factor IS agal n compar e
o, |0, by |pmmy Wh e n no <clues are dete
1 |1 [1 [055 period, or the certain
B g I decreases after leaving
D1: PClaunches a 1 |0 |0 0.80
malicious program 0 1 1 0.90 r
0o [1 o 0.80 Start when a clue is
o |0 [1 0.80 | detected )
0 | 0 |0 | 020 [
0.20 .
T2: Communication Calculate certainty factors using
not via a proxy server Bayesian network and select
D 5 Ty maximum beliefs
D2: Connection to 1 1 | 030 ' .
C&C server 1 0 0.80 Certainty factor exceeds
0 1 0.80 the reference value 7
0 0 0.20
T3: Communication using '
spnn st methodother } Occeurring event type can Recommend an additional
than 443 ; i . : :
be estimated survey for finding clues
, | P(T) |
D3: Download of ’_ﬁl | 0.80 ‘ '
necessary function _0 | 020 p y
Go to the process for
. T4: Long sessions J \_ determining the measure
(Ds)
0.20
DE DB D, p{Td}
11 [1 [o09s
11 [0 [ 090
Bk 101 | o090
1|0 |0 0.80 Operator can e
information 0 1 1 0.90 perform survey for
0| 1[o [o80 finding the clue ?
0| o1 | o080
e 0| 0|0 |02 I
: * (T5: Commands unnecessary Ves YES
for business operation New clue was
1: True = - detected 7
0: Not true i ?4 : %{gg
[0 1 030 No
Fi gurkex sdmpl e of a Bayesian netw
i No
Maximum
runtime has o
. . elapsed 7
5 Event Esti mati on
The flow of event esti [ - ' sioan
etwork in the LIFT sys = * ur e.
Figurkel ewcharts for Event est

6 .
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process I's terminated as Afhteerf isresltecdli mg mayn
have been a false alarmhecks whet her t he sel
executed at that ti me.
3.6 Selection of Measurmpossibility that t he or
affected by t he execut
Af ter the event esti metxiecru,t i bhe i 51 pPEBr myst e d,

selects countermeasur esawtsomdtliusdlrlay ear @ ne e gqut
7. The selection of meader el nies amdromiadd calt yuai
the event and measure trel aheomptalater TBaldl et hi
shows an exampl e of arexevaht omngemueaiassirae@n of
relation table. The posissishuleed noera siufr etshearex esceut
each event i n advance shhxsced sbml ,engi nreeeadd mrge n
expertise. The degree nefasuveeommendé&ei os prses.

calcul ated based on theucwmpbkemeht gt ieoxne cauad setd, o
measur es such as the det met erdeqauliue,d tdared est i
compl exi ty, the scope bD¥ype mprad tphaasned awlle tsloe ot
automatic execution is possible.

4 LI'FT PROGRAM

4 Qverview of LIFT progr

(" Start the countermeasure 1 We develo pe d a progr at
|_selection process LIFT cor e modul e and N
: progr am. Thi's program |

Select the optimal measure using the .
‘ event and measure relation table ‘ consi sts o f about 1 0 00 §
The LI'FT program i s C

| i

= : 1 modul es "liftbatch", "
C NCAsUTe Can be H H
o performed ? > Figure 8 shows the confi

(=}
L. 4

YES
No The measure can be YES 1 Liftbatch LIFT Program
fi - i ) ~ —
. performed automatically /> | i Ies and 3 Liftmain — )
0gs ——

Event
Event Measures Display Input
Guide the implementation Conduct the measure Measure Clues and, Tnput the Clue ]lavenl and Clue and
of the measure automatically Logs Execute Measures CASHIES 1 Measure
=
// Clues and ” i
* —— ey @
5 i} B ﬁ\ ==

The measure was \ t L e
. ogs

implemented successfully
Yes PCs and Servers
Display the result and ‘ Figur®t Bucture of modules for
leave the report
r ’ \ 1) Liftbatch
| P The Liftbatch modul e
an attack i s occurrin
net work and the cluell
s e ‘ obtained from a server
| t also has functions
,;1 and t o save t he resu
@ Furthermor e, by acqui
periodically from the
intervals and carryi ng¢
Fi gurfkl o/wchart for determiningcltbsecoutnber mecagslur d.i me €

possi bl e.
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2) Li ftweb registered in the bl ack
The Liftweb module dtbelayseihfetmatiinomddit
received from the Li faanmaitnh emocdeuriteaitnhtryo ufgahct o1
an API and to write tdaet aco¢mtremnédt byg uppreer |
operator to the databalseesi aarlei f dmaenot ed froec

3)Li ft main collected | ogs, but oper
I n order t o i nteractt havi t banklioftt weeb,aut bmat i
Liftmain modul e convmanhnusal d gt aent ®r tthhee m. M

specified APl format diidedmiby oLiffrtomel.he opt i
the detected object

4.2 LI'FT program screen =«
4. 2.1 Normal operation ; =
2 ? MERTVERA pper
Bar
The wuser interface 0Of vuwoe w oo o oo r
program is shown in Fi i domaig T Yer
bar represents the stat e - = tem.
the nor mal state, It || When this button . pcwens Jo2s 0t
yellow when clues are ¢ . 2 Z = ; 0O I ¢
when events are detect aaeaon = 77 ° U
urgent messages from trF“""“"“'”““’ LT IR R hef
operator are displayed. Ig'l':“xrgm]p éjs df'nrﬁgésaacgeeg
i nclude "esti mate event4s a3nd " aadvdl'otri oWnaeI Sl V4
of clues”™ and so on. t2h eefq ar't ol} T %3 s
various types of |nform<’1\:1;|g%r}er h1 asshocv\llsueghéatn
|l ogs can be displayed ipn chronologﬁct:al gr der .
. det’ect,ed m ngle cl_ue.:
the screen shown in F'gusrtl'magt’ theTHfspFa}y GG &N
changed with a button oh~the T.eOCb'O " i st Ehge.cl
: . Communlcatloq.h{) V|8
Il i st , t he event l'ist, ,t/he measdre IS an
. Actces a doma{ln r eg
net wor k di agr am. For cl ues ?ha%J cann.o b?
. 1S def ecC,t ed] and h.e
detected from automatlcalln}/ col’l ect'ed |Oq%, |E
. . c.qn uni cates ,wil t.h 'e C
al so possible to input Ed VL8 manuall\y by wilh
) . eciausq.the event has b
di scovery button in the_t1.uge I st .
of  the uppér bar change:s

TODO List Clue List Event List

B T
Upper Bar TS T PHCACH —REOWBER Upper Bar
P FuAn (Green) (Red)

ERD ERE EERE

——
E3 Measure List Network Diagram

mwo . mes .
* Name of Clue

2018712715 28:39:55.

L
. [T rrme———
~— Clue List o
‘ : +——Clue List
i 3 #EFD

. (The user 3 - - = )

] q

interface when

= no clue has 1 & The L
Py s heiizy hI—5 BRRTS &L interface after

. | been detected |

L I —— 4 L &L the event type

Detected Clue
(Communication
with domains

5L has been
\eshmalcd

_4

L
l)ilund Clue (Communication with the outside by a different
black list) user agent from usual)

Figure 9. User interface durfildd "forlntal YsPdr dihitgd face du

registered in the

4. 2.2 Behavior during clFi@udet elc2t i omows the <ca

selected from the event
his section describeseuveret opamati agdpsptaved
r when a clue is demeasodes Fagairrestld hes e\t
reenshot of when the oFf]| FeTf fpercotgrvaenmm edet eich ed h
e clue "Access to dom@maansr er ecgains theer eedx eicrut £ e
acklist". The messagkhe" aecXxceecsust € d o medaosmari en si s

— 0T O 0 -

f
S
t
b
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clues disappear before a certain period of ti
el apses. I f the specifiddh thmeexpampismantanddutr
clues do not di sappear with titte aG&Q@ mear vtehra,t tth
measur e was not ef fecthiyve Usaenrd- Atgleent p rdoigfrfaenr e n
i nstructs the administdaeterctdd. dxecaudtded t anat he

measur e. for t he attack, t he c |
included i n t he bl ackl |
= i Then, t he event "Downl|
T— functions" was detected
.W with C&C erver — Moreover, "Network isol
ansnsu = ”’“wﬂ:::!j::l related to the sr_:’ws the case _— t er ml na | ! was p ro p 0s e d
::;:Itzau— -!mrmaﬂlf:/ estimated event :vei:!r]sne Commu ni cat i on wi t h t h e
B ooy | hecvnt i stopped by disabling th
norgea - wur-ronman (b (v [l ‘\F‘lgurell corres p on d | n g P C or ser \
m .
Experi ment al resul ts (
H were no problems with t|
i Ues elr2 . i nt f h d t I IF woul d I
Figur elr2.1 n er ace S OWIng e élh han eiy?l”érent at
5 EXPERI MENT Because t_he aut hors us
. , this experiment, t her e
5.0verview of Experi ment .
l og analysi s. However,
The authors simulated'atrtwa'ltltlaoblﬁcto(éne sgsgbr
. aut hor s_ 2 i n ﬁ It
effectiveness of our Rrogramos. . ork
. . b"y Fncreas % owe
i ncluding the detection o]‘ c.Iues strmatr
nal ysi
event s, and proposal of countermeasures. The
experi ment al enV|ronmené CO%\IC%.‘EJ%I'bNSnAI?\l'Dg"HUeI'UJR%
ks, This paper p_rovides an
= B &, =, =, system, describes the de
Router + Firewall | DNS Server WEB Server PO Mail Sever system, and presents t !
from applying t he prot
sequence that occurred
ml ., =, |H experi ment al resul ts, t
Client KPC Client PC IiB Server g‘i&]:verr NTP:SA?I‘\’EI‘ t h a t t h e L I F T S y S t em C &
i . dp—,,;ﬂ =| countering a targeted at
Client PC uthentication cr? lon LIFT Server
Server el Al t hough t he LIFT cor «
Figur&xp@&riment environtentel oped, It i s desire
extensions of the LIFT |
The experi ment consi sBednotfthet faut b€l owi ng
steps. I n addition, although
(1) Send mal ware attacharedlte memdbwmnoattaeks, PC
(2) Make the client PCca&nxebahdl emahwar d . ypes of
( 3) Mal war e communi catreess evairtcth €&@ ms el waers t o
and downl oads attack toomheck whether the LIFT
(4) Run the attack toodounter them.
The mal ware was simulated using ShinoBOT
[ 20] , a RAT/ bot mal waAGKNOWIMEDG@GMENT The
authorss wused Mimikatz [21], an attack tool,
obtain passwords. The aut hor s woul d I ik

gratitude to the member
5.Results of Experi ment
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TABLE 2. Example of event and measure rel

Numbers represent the priority of measures. 4 : hig
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