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ABSTRACT
The development of telecommunications has
increased very rapidly since instant internet-based
instant messaging services to Indonesia. However, on
the other hand, many people abuse WhatsApp for
digital crimes such as fraud, pornography, or drug
networks. In some of the more common civil cases,
start using evidence in the form of conversations,
pictures, videos, and more from the WhatsApp. The
applied Forensic NIST mobile method can get
picture, video, or text data contained in WhatsApp.
So that text messages can be analyzed and provide
information about the indications associated with the
intervention of others using text mining methods.
Subjects in this research is to build web system using
Python programming language to be able to identify
text messages sent between the two actors. The
method used in identifying messages is to calculate
the weighted value of each word on documents sent
using the Tf-Idf and Cosine Similarity methods,
which prior to the text-mining method application
must identify the first perpetrator's message with the
NIST Forensics method application to obtain text
message conversations. The result of this study is a
web system that can identify text messages from the
perpetrator's conversation whether there is any
indication of interference by others or not.
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1 INTRODUCTION
The development of telecommunications has
increased very rapidly since the internet-based
instant messaging service is fast moving to
Indonesia. More than 1 billion people in over 180
countries use WhatsApp (WA) to stay connected
with friends and family. WA offers the ability to
send messages and make calls that are simple,
secure, and reliable, available for phones around

the world [1].WA is the most popular instant
messaging application compared to other instant
messaging services, according to statistics
website users as of January 2017 as much as 1, 2
billion people are actively using this app [2]. WA
is a cross-platform application with versions
available for the Android operating system,
BlackBerry, iPhone, and Symbian.WA allows
sending text messages, send messages, videos,
and audio media messager [3].
However, on the other hand, many people who
abuse WA for committing digital crimes such as
fraud, pornography, or drug networks. In some of
the more prevalent civil cases, start using evidence
in the form of conversations, pictures, videos and
more from WA applications. If in case of a crime
proved to be a smartphone, then the smartphone
will be analyzed and if it is installed WA
application, then, WA forensic analysis is done to
obtain digital artifacts in the form of the history of
conversations and contact numbers, and the other
related to WA applications [4].

So from the problem in this research, the digital
forensic procedure will be developed using text
mining method that focuses on the message text
of the offender to be able to cluster. It can also
automatically classify the text automatically
according to the weighting, so it can help
investigate messages in exploring or processing
the evidence.
2 LITERATURE REVIEW
2.1 Mobile Forensic
Ikhsani & Hidayanto conducted a study
on Forensic Analysis of Whatsapp and LINE
Messenger on Android Smartphone as a
reference in providing a strong and valid
evidence in Indonesia that explain the data
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that can be taken is the main data and data
supporting the application. The main data
consists of a database containing contacts
and conversations and artifacts of the
compilers file of the application. The
supporting data applications contain such as
database backup and associated media files
such as pictures, video, and sound. Once the
data is obtained, it will be analyzed using
the application and supporting literature to
achieve the objectives of the research. [5]the
research focuses only on images, videos, and
sounds. tap does not analyze the text data
sent.
In research Implementation of procedures
forensic applications WA on a mobile
android which is done by Kunang et al
describes that the approach extraction
database WA applied successfully extract
the chat conversations that are stored in the
internal memory or external use key WA
extractor and decryptor to convert the
database backup into the database text which
can be seen in the SQLite database browser
[4].
2.2 Text Mining
While, in Zahrotun Comparative Jaccard
similarity, Cosine Similarity, and Second
Clustering Data Using The Nearest Shared
Neighbor Method resulted that the cosine
similarity method has the highest value
compared to Jaccard Similarity [6].
Research conducted by Ade Chain et al.
Detection of Similarities in Text Documents
Using a Combination of Enhanced Confix
Stripping and Winnowing Algorithm
algorithms produce a system that can detect
text documents in pdf format. In the
Indonesian language text, there is a foreign
language in a document then the text is not
done stemming process and with the
detection of one-to-many grooves [7].
3 RESEARCH METHOD
3.1 Mobile Forensic
Mobile Forensics according to Guntur et al

is a way to recover digital evidence from a
cellular device with acceptable forensic and
methodologies [8]. In the forensic
investigative WA process, the forensic
mobile investigation process can refer to the
created milk by the National Institute of
Standards and Technology (NIST) [9] which
has several stages Figure 1.

Figure 1. Mobile Forensics Implementation Phase

3.2 Text Mining
Text mining, in general, is the theory of
processing a large collection of documents
by using some analysis, the purpose of text
processing is to know and extract useful
information from data sources with the
identification and exploration of interesting
patterns in a case, the data source used is
collection or collection the document is
unstructured and requires a grouping of
known similar information [10] with various
stages such as:
1. Tokenization
2. Weighing Term Frequency and Inverse
Document Frequency (Tf-Idf)
3. Measurement or Percentage of Cosine
Similarity
Where from both methods can be done an
implementation to identify or obtain the results
of crime perpetrators based on forensic text
mining literalists as Figure 2.

Figure 2. Forensic evidence analysis of text mining
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a. Evidence
Digital evidence is information stored or
transmitted in binary form that may be relied
on in court. Digital evidence is commonly
associated with digital or electronic crime,
such as pornography, prostitution, identity
theft, phishing, or credit card fraud [11].
b. Preservation
At the stage of preservation is an early
stage in mobile forensic methods, where the
stage includes several processes. Among
others are searching, collecting and
documenting evidence.
c. Acquistion
At the acquisition, the stage is the process
of imaging or cloning of mobile devices.
d. Examination and Analysis
This examination and analysis stage aims
to reveal and analyze the results of the
acquisition stage to obtain data. From this
stage, it is then broken back to find out the
frequency of a word in the document by
calculating the weight of each word using
the text mining method tf- idf and cosine
similarity.
e. Reporting
The process of preparing a summary in
detail, and concluding the results of the
investigation to be presented in detail of all
artifacts pertaining to WA applications that
have been previously obtained to reveal
cases [4].
f. Tokenization
Tokenization is to take all the words
contained in each document, collected and
broken down by each word that compiled it
and removed its reading symbols that are
considered as symbols [12] as well as
converting capital letters into lowercase
letters in order to calculate matching or
weighting by one-to-many.
g. Weighting of Tf-Idf

The Tf-Idf method is a way to give the

weight of a word in relation to a document.
This method combines two concepts for
weight calculation, the frequency of
occurrence of a word in a particular
document and the inverse frequency of the
document containing the words using the
equations (1), and (2).
Wij = tf x idf

(1)
N

Wij = tfij x log n (2)

Information:
Wij=the word weight or the term tj
against document in di
tfij=the number of occurrences of the
word or term tj in di
N = the number of all documents in the
database
n= the number of documents containing
the word or term tj (at least one word
is term tj)
Based on the above formula, regardless
of the value of tfij, if N = n it will get 0
(zero) for Idf calculation. For that, we can
add a value of 1 on the side of Idf, so that
the calculation like equation (3) [13].
N

Wij = tfij x log n + 1

(3)

h. Cosine Similarity
Cosine similarity is a method used to
calculate a similarity or similarity between
two objects. For clustering purposes in a
document, a good function used is the cosine
similarity function [14]. The formula of
measurement or percentage similarity is
given in equation (4).
Sim Xa , Xb = cos θ =

X a .X b
Xa

Xb

=

d
i
i
i =1 x a × x b
d (x i )2 ×
i =1 a

d (x i )2
i=1 b

(4)

Information:
Xa,b = document a,b
∑
= the amount
So from these results, to obtain an
indication that there is interference or
other people cannot be categorized from
the percentage obtained as Table 1.
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Table 1. Similarity Category between Documents [7]
Category
Null

Percentage
0%

Information
Both of the documents are not
indicated in common because
they are completely different
from both the content and the
sentence as a whole.

A little
Similarity

<15%

Category of two documents
have little in common.

Medium
Similarity

15-50%

Both documents indicate a
similar degree of similarity.

Closer to
Equal

>50%

Test results show more than
50%, it can be said that the
document tested close to the
level of similarity.

Equal

100%

The test document can be
ascertained same because
from the beginning to the end
of the contents of the
document is the same.

4 RESULT AND DISCUSSION
4.1 Mobile Forensic Stages
a. Preservation
Preservation is an early stage in mobile
forensic method, the thing that must be
done by the investigator is to search,
collect and also documenting the data
evidence. For the sample of evidence in the
analysis that is in the form of two
smartphones are discarded as evidence in
cases of crimes perpetrated by the
perpetrator. From one of the smartphone,
the offender is in a state in the root with
the condition of the active screen security
feature. Documentation done related to the
smartphone of the perpetrator. The
following is the result of documentation
and specification of evidence as in Table 2.

b. Acquisition
At the acquisition stage, investigators
perform imaging on the internal memory of
the actors’ two cell phone to perform the
process of retrieving and acquiring data
evidence. There are several ways of
performing data retrieval on Android
smartphones, such as using TWRP tools,
FTK Imager. Some of these tools have
advantages and disadvantages it is influenced
by the condition of the smartphone itself,
such as root privileges of the smartphone,
USB Debugging, screen security, vendor
type, android version and transfer protocol
supported by the perpetrator smartphone to
commit a crime.
1) Smartphone Detection
Smartphone detection is done to acquire
the original data obtained where the data
will be in if back in the stages of
examination and analysis to find crime
cases. So when analyzing, needs to do
backup data or imaging, in order to maintain
the originality of initial data obtained from
the acquisition of the evidence Table 3.
Table 3 Acquisition Smartphone detection With
FTKUsing USB
Evidence

Condition

Protocol
transfer

Eksternal
memory

Internal
memory

Smartphone 1

Not rooted

MTP

Not
detected

Not
detected

Smartphone2

Rooted

MTP

Detected

Detected

The 1st perpetrators’ Smartphone
The 1st perpetrators Smartphone in the
Imager FTK cannot detected, therefore the
investigator backing up or acquiring the
data evidence is done using the TWRP
tools as in Figure 3.

Table 2. Evidence Specification Table
Evidence
Smartphone
actors 1
Smartphone
actors 2

Brand

Series

Xiaomi

171aadd7cf40

Evercroz

SANZDWKB6
RG7TTGSOV8

Model
Redmi
4X
A28A

OS
Verse
Nougat
(7.1.2)
Kitkat
(4.4.4)

Figure 3. Backup data process using TWRP
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The 2nd perpetrators’ Smartphone
Be acquired that the initial detection
result by using FTK Imager is done on the
second proprietary smart phone that the
external and internal memory of the
performer has been detected where the
smart phone is done imaging to secure the
data first before the examination and
analysis of data related to the evidence as
in Figure 4.

Figure 4. Imaging SD Card Smatphone

c. Examination and Analysis
This stage aims to uncover and analyzed
the data on the outcome of the acquisition
phase to obtain data relating to the WA
application of the offender. Where in the
process using some tools used to analyze the
imaging results that have been done before,
that can be done again by using the Access
Data FTK Imager, WA Viewer, and ES File
Explorer. The results of the examination and
analysis are as in Figure 5.

processed to the next stage. Data can be seen
in Table 4.
Table 4. First Week Perpetrators' Conversations
perpetrators1, perpetrators2
Open BO guns ka ?, How dare?
How much money do you need ?, It takes a lot. 2M
1 million only. How ?, whichever the money. Hahaha
does have money?
Got it. This is 1 million, Haha period
But it can be baseball if I ask .., But I'm a lot. What are
you asking for ?
1 million only, Hmm .. bit really
1 million wrote first, Hmm .. what was it for?
Ask to the hotel or to the top of guns ?, Do not go to the
top of the distance Hotel only I ga can be long outside
the problem
If to the hotel how many hours ?, Can until half past 6
only me
Okay, why do you want to give me the money 1 million
and want Ml? Later see only directly at the hotel
Yes I want Ml. I'm lg to go to Bandung.
Alright want in which hotel ?, Hotel sentosa
Where is that ?, Bekasi east near the blue plaza
Alright. Later let me go first and boking his hotel, Ok ...
Send photos no room and transfer the money first
Okay, okay

b. Tokenization
Tokenization process is cutting the input
string based on each word that arranges and
disposes of symbols and changes into
lowercase. To break the conversation into
each word as shown in Figure 6.

Figure 6. The Result of Tokenization
Figure 5. Perpetrators Chat message

4.2 Stages of Text Mining Data
Analysis a. Load Data
Conversation messages that have been
obtained are collected and loaded into the
program so that conversations can be

c. Word Weighting of Tf-Idf
In the process of text mining can be
obtained a value comparison of the
conversation between the two actors to be
analyzed and recommend the authenticity of
the message, whether there are indications of
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interference of others or not. The
measurement of the word can be calculated
by the Tf-idf method as in the following (2)
equation.

d. Cosine Similarity
Cosine similarity is a method used to
calculate the similarity between two objects.
Where in this case compare the conversation
of perpetrator message 1 as in equation (4) and
Table 6.

N 2
=
n 1
N
=2
n

Sim Xa , Xb =

After getting the result from N / n then to
get the result Idf is the log result of N / n +
1 as in equation (3) with the following
calculation.

Sim Xa , Xb =
Sim Xa , Xb =

N
+1
n
Idf = Log 2 + 1
Idf = 0,301 + 1
Idf = 1,301

Idf = Log

Sim Xa , Xb =
Sim Xa , Xb

To get the weight W = tf x idf where
the term weight in a document of the
multiplication of the result tf with the result
idf as in equation (1) and Table 5.

W =TfxIdf

D1

D2

1 1

4

0 1

1,301 5,204

2 2

0

1 1

1,301

3 be

1

0 1

1,301 1,301

4 just

3 0 1

5 i

3 0 1

5,2042 + 02 +. . 1,3012 . 02 + 1,3012 +. . 02
0 + 0 + ...0
27,083 + 0+. . .1,693 . 0 + 1,693+. . .0
20

235,200. 103,019
20
20
=
=
= 0,1285
155,660
24230,093

1. First
perpetrators’
message
2. Second
perpetrators’
message

Length of vector
D1²

D1
X
D2

D2²

0

27,083

0

0

0 1,301

0

1,693

0

0

1,693

0

0

1,301 3,903

0

15,234

0

0

1,301 3,903

0

15,234

0

0

Until the data as much as the word document to ... n to
obtain the lengthof the document vector
62 me

1

0 1

1,301 1,301

0

1,693

0

0

63 awhile

1

0 1

1,301 1,301

0

1,693

0

0

64 but

1

0 1

1,301 1,301

0

1,693

0

0

65 tf

0

1 1

1,301

0 1,301

0

1,693

0

66 tp

0

1 1

1,301

0 1,301

0

1,693

0

67 money

0

1 1

1,301

0 1,301

0

1,693

0

68 themony 0

1 1

1,301

0 1,301

0

1,693

0

69 yes

2

0 1

1,301 2,602

0

6,771

0

0

70 alright

1

0 1

1,301 1,301

0

1,693

0

0

235,200 103,019

20

Document vector length one

5,204 . 0 + 0 . 1,301+. .1,301. 0

Conversation
No
Document

Table 5. Table of Tf-Idf

Term D1 D2 Df Idf

Xa12 + Xa22 +. . . X a..n 2 . Xb12 + Xb22 + … Xb..n 2

Table 6. The result of Cosine Similarity

W = tf x idf
W = 4 x 1,301
W = 5,204

NO

Xa1 . Xb1 + Xa2 . Xb2 +. . . . Xa..n . Xb…n

Value of
Similarity

Value
(Value of
Similarity
x 100)

0,1285

12,85 %

A little
similarity

0,5419

54, 19 %

Medium
similarity

Result

So with the acquisition of cosine
similarity, the results can be categorized of
the similarity from each word sent by the
perpetrator and then implemented into the
system to assist investigators in the
investigation of a case of conversation,
especially on text messages.
4.3 Implementation
Implementation of this program using
Python programming language which is
combined by using Framework Flask to
generate web-based text mining applications
with the following implementations.
a. Start page
Implementation of the initial page of
the system functioned to provide
information to the investigator of research
to be processed, for the system view as in
Figure 7.
.
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Figure 7. Start page Interface

b. Load Data
Implementation of the system load
data page is divided into 2 as in Figure 8.
Interface page load case data and Figure
9. Vocabulary text interface.

Figure 8. Load Data Interface

4.4 System Testing
a. Usability Testing
SUS is an effective and reliable
usability testing package for use on a
variety of products and applications. SUS
consists of 10 questions using the likert
scale 1 through 5. The odd number
question (1, 3, 5, 7, 9) is a positive
question. While the even numbered
questions (2, 4, 6, 8, 10). Each question is
weighted between 0-4. In the odd
(positive) question, the score of each
question is calculated by the weight of
each question (xi) minus 1, so is the even
(negative) question, the score is calculated
by way 5 minus the weight of each
question (xi).
From the questionnaires data obtained
then counted on the assessment based on
three categories namely Not Acceptable
with a score range SUS 0-50.9, Marginal
51-70.9, and Acceptable 71-100 as in
Figure 10 [15].

Figure 10. Rating and Conversion Scale Test Utility
Figure 9. Vocabulary Text Interface

c. The Result of Case Analysis
Implementation of the case analysis
result page is to display the results of the
overall analysis that has been done as in
Figure 10.

So based on testing of 10 users generated
with the conclusion that the value of SUS is
84.75 with Grade Acceptable.

b. Accuracy Testing
At the test in this stage is done 2 stages
of testing, namely the stage of training data
and testing phase. In the training stage, the
data used has been known the number of
similarity values and categories. Training
phase is used to see the accuracy of case
category with cosine similarity algorithm,
at this stage the data used are 5 cases with
5 categories.

Figure 10. Analysis Case result Interface
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Accuracy testing between the data
validation training and testing of the
system, namely:
1. Number of cases of accuracy
tests as many as 5 cases.
2. The result of training and testing
data on the system is similarity
value of the perpetrator case.
3. The output of the manual
training category in accordance
with the testing system is 5.
4. There has been no error between
the training and testing results
from the 5 cases above.
Then Based on the results of
validity testing system and manual,
the value of accuracy can be
calculated by using equation formula
(5) [16].
Value Accuracy =

Appropriate amount
x 100%
Number of case

Value Accuracy =

5
x 100%
5

Value Accuracy = 1 x 100% = 100%(similar)

5 CONCLUSION
Digital evidence is obtained using
forensic analysis procedures, this research
has been able to obtain evidence artifacts
in the form of chat conversation sessions
whatsapp text messages and can also get
other media files encrypted by crypt12.
Digital analysis of text message messages
is analyzed by processing digital evidence
data obtained using the Python
programming language which is able to
analyze the data of the perpetrator's
message to be matched based on the
similarity of the message document that
was previously screened with the
Tokenization Stages, Tf-Idf Weighting,
and Cosine similarity cases 1 with a
percentage of 12.85% of perpetrators 1
can be categorized as indications of

interference from other people and 54.19%
of perpetrators 2 indicated that there was
no interference from others. Tests carried
out using Usability Testing obtained
results already good or in the Acceptance
category with grade B values and priority
improvements to the interface design
system directed to aspects that include the
features section is too inconvenient, the
system is difficult to use, users do not
understand the use of the system, and the
user is not too good at using the system.
Accuracy Testing for comparison of
manual traning data using Excel, the
system gets the same accuracy from the 5
cases tested, so the system is suitable for
use.
After testing there are deficiencies in
repetitive word weighting in each
document so that it affects the calculation
of similarity. Then the need for
development associated with repeating
words for the acquisition of value
similarity more effective.
REFERENCES
1.

WhatsApp Inc, "WhatsApp," 2017. [Online].
Available: https://www.whatsapp.com/about/.

2.

Nuril Anwar and I. Riadi, "Forensic
Investigative Analysis of WhatsApp Messenger
Smartphone Against WhatsApp Web-Based," J.
Ilm. Tech. Electro Comput. and Inform., vol. 3,
no. 1, pp. 1-10, 2017.

3.

N. S. Thakur, "WhatsApp Forensic Analysis on
Android Smartphones," 2013.

4.

Y. N. Kunang, "Implementation of forensic
procedures for whatsapp applications on
android phones," vol. 11, no. Thakur 2013,
2017.

5.

S. Ikhsani and C. Hidayanto, "Whatsapp and
LINE Messenger Forensic Analysis with
Strong and Valid Evidence in Indonesia," J.
Tek. ITS, vol. 5, no. 2, pp. 728-736, 2016.
L. Zahrotun, "Comparison of Jaccard
Similarity, Cosine Similarity, and Combined
Second Data Clustering With Nearest Neighbor
Shared Method," Comput. Yes Appl., Vol. 5,
no. 11, pp. 2252-4274, 2016.

6.

326

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 7(3): 319-327
The Society of Digital Information and Wireless Communications (SDIWC), 2018 ISSN: 2305-0019

7.

8.

9.

10.

11.

12.

13.

14.

15.

16.

M. S. L. Ade Chania Sion Sagala and R. F.
Rahmat, "Detection of Similarities to Text
Documents Using Combination of Enhanced
Confix Stripping Stemmer and Winnowin
Algorithms .... Detection of Similarities in Text
Text with Enhanced Algorithm Combination
Stripping and Winnowing Algorithm," no.
January 2015.
G. M. Zamroni, R. Umar, and I. Riadi,
"Forensic Analysis of Android Instant
Messaging Applications," Annu. Res. Semin.,
Vol. 2, no. 1, pp. 102-105, 2016.
R. Ayers, W. Jansen, and S. Brothers, "Guide
on
mobile
device
forensics
(NIST
SpecialPublication 800-101 Revision 1)," NIST
Spec. Publ., Vol. 1, no. 1, p. 85, 2014.
O. Somantri and S. Wiyono, "K-Means Method
for Optimization of Classification of Student's
Final Project Using Support Vector Machine
(SVM)," Sci. J. Informatics, vol. 3, no. 1, pp. 3445, 2016.
I. Riadi, Sunardi;, and A. Firdonsyah, "Forensic
Investigation
Techniques
on
Android
Blackberry
Messenger
using
NIST
Framework," Int. J. Digit Cyber-Security.
Forensic, vol. 16, no. 4, pp. 198-205, 2017.
S. Agus Darmawan, "Analysis of Vminoring
Machine Vector Support Models On Positive
And Negative Comments For Comparison
Reviews Whatsapp Vs Bbm," vol. 1, no. 1, p.
74-82, 2016.
R. Intan and A. Defeng, "SOUND: SubjectBased Search Engine using TF-IDF and
Jaccard Coefficients," 2007.
S. Sugiyamto, B. Surarso, A. Sugiharto, and S.
A, "Performance Analysis of Cosine and Jacard
Methods on the Document Similarity Version,"
J. Masy. Inform., Vol. 5, no. 10, pp. 1-8, 2016.
A. Bangor, P. Kortum, and J. Miller,
"Determining what an individual SUS score
means: Adding an adjective rating scale," J.
usability Stud., Vol. 4, no. 3, p. 114-123, 2009.
D. O. Parwita, A. S. Sukamto, and R. D. Nyoto,
"Diagnosis of Expert System Disease of
Psychiatric
Disease
of
Schizophrenia
UsingTsukamoto Method," J. Sist. and Teknol.
Inf., Vol. 1, no. 1, pp. 1-6, 2016.

327

