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ABSTRACT
The TCP/IP protocol suite is known to be lacking
security in many aspects, which may allow an
attacker to leverage them using some techniques in
the form of covert communications. Secret
messages could be embedded into one of the
TCP/IP header fields and possibly not get detected
by various firewalls or intrusion detection systems
(IDS’s). This paper proposes a novel covert channel
utilizing the IP timestamp option inside an IPv4
packet header to exchange a secret message with
another party.
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1 INTRODUCTION
Over the past few decades, security threats, like
computer viruses, trojan horses, and other
exploits have been of increasing concern to
system and network security professionals.
However, few of these professionals investigate
the risk of covert channels while most have
overlooked and deemed them as a low priority
risk compared to other threats until recently.
Covert channels do not attract the attention of
security analysts as much as viruses and other
exploits. Taking advantage of covert channels,
illicit users have been utilizing available
technologies to transmit their own secret
messages to other parties without the system/
network administrators’ knowledge. According
to the SANS Institute, a private U.S. company
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specialized in information security and
cybersecurity, “covert channels techniques have
been evolving from the 1970s until today,
trying to avoid protections used by network
administrators” [1]. Covert channels are a rising
threat due to the increasing use of technology
that might lack security and could be leveraged
for malicious activities.
In this paper, an example of a network-based
covert channel is demonstrated to show that the
threat of covert channels is real and practical.
This proposed covert channel utilizes the IP
timestamp option of an Internet Protocol
version 4 (IPv4) packet to exchange a secret
message. This covert channel will use the
Hypertext Transfer Protocol (HTTP) which
usually has a lot of traffic associated with it.
This traffic could thus provide an excellent
means for concealing the covert channel.
However, this covert channel could be used
with any protocol that is part of the internet
suite of communication protocols including but
not limited to HTTPS, SSH, FTP.
1.1 Covert Channels
Covert channels were defined for the first time
by Butler Lampson in 1973 as a communication
channel not designed for any kind of
information transfer [2]. Lampson’s definition
of a covert channel applies to system-based
channels, but the concept is still relevant in any
shared environment, including network-based
environments. Network-based covert channels
were first introduced in 1987 to prove that such
a concept is possible and can be applied over
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the network as well [3]. Such a type of covert
channel takes advantage of unused bits and
fields from the Transmission Control Protocol/
Internet Protocol (TCP/IP) headers or padding
data using certain techniques to transmit
information among two or more parties. Those
covert channels may be limited, but they do
provide realistic channels through legitimate
and regular TCP/IP traffic moves.



1.2 IP Timestamp Option
IP Timestamp is an optional extension to the
IPv4 header that allows the sender to request
timestamp values from any machine which
handles the packet by specifying its IP address.
According to RFC781, the IP timestamp option
is a right-justified, 32-bit timestamp in
milliseconds since midnight UT [4]. It is
primarily used for diagnostics purposes
specifically to measure the network delay time
between gateways.



2 COVERT CHANNEL CHARACTERISTICS
The objective of the covert channel of this
study is to exchange secret messages in the
presence of firewalls and IDSs. The secret
communication thus will be hidden and
encrypted, so that an attacker cannot
demonstrate its existence without knowing the
technique used to hide the message as well as
the secret key used for the encryption. Along
with those objectives, below are the major
characteristics that this covert channel has:






secret message with up to 12 characters per
packet. Based on the experiment
implemented using this covert channel, it
took 72.3 milliseconds for the HTTP Get
Request packet to travel from the client to
the simulated web server. Such a low
bandwidth will reduce the observability of
the channel by statistical means.
Detection: due to the fact that “IP packets
very rarely contain the timestamp option”
[5], the potential for this covert channel to
be detected is high. Therefore, an
encryption mechanism is utilized to ensure
the exchanged messages are not readable by
anyone unless he/she has the decryption
key. Further details about the encryption
method used are explained later.
Prevention: firewalls and IDSs are capable
of detecting the activity of this covert
channel due to the rare use of the IP
timestamp option these days. However,
most of those firewalls and IDS’s rules and
signatures are based on public list of
malicious URLs or IPs. Thus, unless
custom rules are created to detect the use of
the IP timestamp option, this covert channel
would maintain a good undetectability level
and covert rate.
Permissibility: “Packets with the option (IP
timestamp option) present can travel at most
20 hops, so it is of little use in the open
Internet” [6]. That being said, this covert
channel is more suitable for small-tomedium size networks.

3 METHODOLOGY
Type: traditionally, covert channels were
classified into storage and timing channels
[3]. The type of this covert channel is
storage-based, since this channel involves
the writing of object values by sender into
the IP timestamp option field of a packet.
Bandwidth: the bandwidth is measured in
bits per second of how much information
can be transmitted through a covert channel.
Due to the fact that the length of the
timestamp option is 32 bit, one can send a
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Under a Linux environment, two Python
(Version No. 2.7.8) scripts were written for the
purpose of demonstrating this covert channel.
One script is on the client, which is used for
establishing the connection, encrypting, and
sending the covert message to the simulated
web server. The second script is on the server,
which is used for completing the connection,
receiving, and decrypting the covert message.
Those scripts utilize Python libraries such as
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Scapy (Version No. 2.2), a well-known network
packet manipulation tool [7], to generate
ordinary HTTP transaction packets that will be
utilized to carry the covert message between the
client and the server. Knowing that HTTP data
rides above the TCP protocol, which guarantees
reliability of delivery and breaks down large
data requests and responses into networkmanageable chunks, it is important to ensure
that the covert channel scripts establish the TCP
three-way handshake connection before sending
the covert message over the HTTP transaction
packets (Get Request and Response packets).
3.1 Embedding within the IP Timestamp
Option

commonly used lightweight intrusion detection
for networks, was also used to detect and create
alert notification for various types of attacks on
the web server network. The latest version of
Snort with all the current rule sets was kept up
and running during this experiment (Snort v2.8
Community-Rules). In addition, tcpdump was
used to capture all packets entering and leaving
the client and server machines. Further details
about the topology used are shown in Figure 1.
Because this activity can be a very onerous task
on a busy server like this experiment simulated
web server, not to mention the large amounts of
storage required, a reasonable approach was
implemented to capture HTTP traffic from only
those addresses that were expected to be
sending covert messages.

As described earlier, the length of the IP
timestamp option is 32 bits (4 Bytes). The first
byte would be used to specify the indicator of
the timestamp option in the packet using Scapy,
and the other 3 Bytes are to be used to carry the
secret message (3 Bytes of data can carry up-to
12 characters).
3.2 Encryption
Due to the length of the secret message (24 bits,
3 Bytes), Caesar cipher is used to
encrypt/decrypt the covert messages. Caesar
cipher is a type of substitution cipher that shifts
the characters N number of places. To make
this encryption technique stronger, the shifter,
the encryption/decryption key, will be
incremented by 1 every time it is used. 25 is the
maximum number the shifter can be equal to,
so techniques to ensure that the shifter does not
go bigger than 25 is implemented on both the
encryption and decryption keys.
3.3 Topology
Two separate hosts on two different networks
were utilized to analyze this experiment and
capture the network traffic. One machine
served as a web server while the other served as
a client. Snort, which is one of the most
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Figure 1. Experiment Topology.

4 RESULTS
With the web server up and running, the client
machine established the connection to it on port
80 (HTTP). A string of characters, “Covert,”
was sent from the client to the server. None of
the rule sets on Snort reported any alerts due to
the generated traffic from this connection and
the covert communication activity. All the
relevant packets captured by tcpdump are
shown below that prove the covert channel was
carried over the network to the server without
any issues. The server was able to decode the
covert message and displays the covert message
as it was intended.
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6 CONCLUSION

Figure 2. The Client Sends Out the Secret Message

This paper presented a covert channel and the
threat that can be presented to any system if
used. This covert channel has been demonstrated
and analyzed in a “real-life” setting and the
results clearly establish the effectiveness and
successfulness of exchanging a message by
evading stateless IDS tools. The results establish
very clearly the effectiveness of tools such as
tcpdump in identifying network traffic patterns
generated as a result of covert channel activity.
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communication.
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