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ABSTRACT
In this paper, we show that the watermarking method based on
sources separation can be easily detected and destroyed. Indeed, the previous method is based on a simple linear mixture
between the watermarks (signatures) and the original signal
(the signal to be protected) with grossly different proportions.
In this paper, we propose an attack based on blind sources
separation that has the ability to extract the signatures independently from the original signal using just one observed
mixture.

at compromising either the robustness or security of watermarking techniques. In this research we have focused on the
latter i.e. the security of watermarking techniques.

Index Terms— Watermarking, Blind Sources Separation,
Attack.
1. INTRODUCTION
Digital watermarking is the process of embedding a digital
signature into multimedia content such that the watermark
(the signature) can later be extracted or detected for a purpose
of authentication or identification1. This embedding process
keeps the watermarked signal as similar as possible to the
original signal. The existence of an invisible watermark can
only be determined using an appropriate watermark extraction
or detection algorithm. Research in this topic has progressed
along two paths, while new watermarking technologies are
being developed [6]; some researchers are also investigating
different ways of attacking digital watermarks [5]. In fact, as
soon as people have tried to develop watermarking technologies, others have attempted to break them. Common attacks to
watermarks usually aim to destroy the embedded watermark
or to impair its detection.
In [7][8], authors have differentiated between robust watermarks and secure watermarks. Robustness of a digital watermarking scheme is described as the survivability of the watermarking system during normal and legitimate processing
while secure watermarks are devised to be resilient to deliberate tampering. In other words, robustness is a prerequisite
but not thoroughly adequate for the security of a watermarking system i.e. if a watermark can be removed using normal
processing such as lossy compression, format conversion and
noise reduction, it is not regarded as secure. Adversaries aim
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Fig. 1. The digital watermarking schema

In this paper, we propose a new technique for attacking
some of the watermarking systems. This technique can detect and destroy the watermark by using the Blind Sources
Separation BSS algorithm. Our approach is completely free
from any pre-assumption on the watermarking algorithm or
any other parameters that are used during the watermark embedding procedure. It only requires the watermarked multimedia as an input. This paper is organized as follows. Section II reviews the related research work conducted on the
watermarking system based on BSS. The proposed approach
of our watermarking attack is provided in section III. The experimental results are reported in section IV. Finally, some
concluding remarks are given in Section IV.
2. BACKGROUND AND STATE OF ART
Many watermarking systems have been created in the literature.
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In [1], jony ismail and al have designed a watermarking
algorithm based on blind source separation. This later is the
separation of a set of signals from a set of mixed signals, without the aid of information about the source signals or the mixing process.
Their algorithm is described as following:
1. The embedding process is done using a linear mixture
of the watermark and the main message. Indeed, equation 1 explains the mixture operation:
y(t) = As(t)

(1)

where s(t) is a vector witch components are exactly the
original signal to be watermarked o(t) and the watermark w(t) (signature), s(t) = [o(t), w(t)], A is the mixing matrix known only to the source that operates on the
vector s(t). The choice of this mixing matrix plays an
important role. Indeed, the mixing operation is done
such that the watermarks signal seems like the original
signal. So, the components of the mixing matrix are
with grossly different proportions such as the weight of
the original signal is much more than the weight of the
watermark. Therefore, the watermark is absorbed by
the original signal. y(t) is the mixed signal. All the
components of y(t) seem like the original signal. So,
one component can be transmitted within the internet
and is considered as the watermarked multimedia.
2. The extraction process is done using the watermarked
signal and other components of the vector y(t). Indeed, these signals are manipulated by any algorithm
of Blind Source Separation (BSS), for example: Jade
[4] or Sobi [3],...etc. The BSS algorithm is applied to
separate different sources. In occurrence, the sources
are the original and the watermark signal. So, the extraction is done.
This algorithm has been extended to the color images.
In fact, in [2], they have applied the theory of the Blind
source Separation along with the RGB decomposition to embed/extract watermarks. The proposed technique uses the
blue channel component of a RGB decomposition both of
the host image and the watermark one as the medium of the
embedding/dewatermarking processes. They have proposed
a strategic feedback based approach to extract the watermark
from a possibly counterfeit images.
On the other hand, some researchers are also investigating
BSS in order to attack this kind of digital watermarks. In [9],
the proposed attack regards the watermark system as a black
box by assuming watermark signal as different kinds of noise,
instead of using the prior knowledge of the watermark signal
and embedding methods. To estimate the original image data,
blind estimation and a MIMO linear channel are introduced.
In this paper, we propose a new technique for attacking
this watermarking systems. This technique can detect and de-
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stroy the watermark by using the BSS algorithm. Our approach is completely free from any pre-assumption on the
watermarking algorithm or any other parameters that are used
during the watermark embedding procedure. It only requires
the watermarked multimedia as an input
3. THE PROPOSED APPROACH
We have only the watermarked signal Ow(t). This latter is a
linear mixture of the original signal o(t) and the watermark
w(t). So, it can be written as follows:
Ow(t) = αo(t) + βw(t)

(2)

where α and β are respectively the weights of the original
multimedia and the watermark.
Based on this signal, we can construct another mixing
vector y’(t) such that:


Ow(t)
y’(t) =  γ1 Ow(t) + γ2 z(t) 
(3)
γ3 Ow(t) + γ4 z(t)
where z(t) can be any signal and γi with 1 ≤ i ≤ 3 are
the weights of the signals.
We know that this vector is the mixture of an unknown
signals o(t), w(t) and z(t). So, if we give this mixture vector
y’(t) to any of the blind source separation algorithms, it can
extract o(t), w(t) and z(t) independently. So, the original
signal is extracted and the watermark is destroyed. Therefore,
the system is attacked.
4. ATTACK IMPLEMENTATION:
We implement both watermarking schemes and attack algorithms in Matlab. Our simulation setup closely follows that of
[1].
We can use any BSS algorithm. The algorithm used in this
work is Jade BSS algorithm. Jade algorithm is a blind signal
separation method that separates a linear mixture of signals
after they have been blindly processed.
Many examples are successfully implemented to demonstrate the effectiveness of this approach. For example let A be
a 2 × 2 matrix, as follows:
µ
¶
1.2 0.006
A=
.
(4)
1.2 −0.006
To better visually demonstrate the workings of this
method, two deterministic signals are modeled. The signals are of the following forms: a square wave which is the
signal to be watermarked o(t), and a signature that has the
following form: w(t) = t2 cos(60 ∗ π ∗ t) as seen in figure
2. The mixed and transmitted signals show no indication of
the digital signature w(t) as mentioned in [1]. To attack the
watermarking system, we have used just one mixing signal
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which is the watermarked signal that can be with anyone. We
have construct a new mixed vector by using this watermarked
signal. In fact, The new mixed vector is :
¶
µ
y1(t)
(5)
y’(t) =
y1(t) + 1/(y1(t)
where y1(t) is the received watermarked signal and z(t) =
1/(y1(t).
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Fig. 2. the Deterministic Input Signals (top) the Mixed Transmitted Deterministic Signals or the watermarked signal (middle), extracted watermark and original signal after applying
the attack (bottom).

In addition, we report the results relative to the proposed blind
estimation watermark attack method applied on the images.
The BSS based watermarking scheme is applied to a gray
scale image lenna with the size 512 × 512 by using the above
mixing matrix. By using jade algorithm, we estimate the original image and watermark. 3 shows the efficiency of the proposed algorithm. The top images are the original image lenna
and the watermark image. In the middle, the watermarked
images by applying BSS watermarking algorithm. The lower
images are an estimation of the original images and the embedded watermark.

destroy the signature. Experimental results show that the algorithm is very effective. Therefore, in our future work we
want to apply this BSS based attack on other existing watermarking systems.
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