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ABSTRACT
The emergence of the Internet of Things (IoT) has lead to a technological transformation that integrates several technologies to
represent the future of computing and communications. IoT is
the interconnection of internet of computing devices embedded
in objects such as sensors, actuators and networks enabling
them to send and receive data. Bring Your Own Device (BYOD)
is an integral part of IoT, which is the practice of allowing employees to use their own smartphones, tablets and laptops in the
workplace to access enterprise resources and applications. It offers several benefits like employee job satisfaction, productivity,
increased job efficiency and flexibility. With all the advantages
offered, BYOD environments are still less safe because of persistent security threats, attacks caused by loss, theft of personal
devices and corporate data leakage. BYOD enterprise network
is accessed through enterprise mobility management solutions
which monitor, controls and enforce access control policies to
devices accessing the network. This paper aims to close the gap
of the existing Network Access Control (NAC) systems focusing
on 802.1x protocols with a Novel Device type Behaviour Profiling
Technique. The Behaviour Profiling Technique used a dataset
proposed in [29] to develop a device type behaviour profiles of
five dell netbooks, three iPads, two iPhones 3G, two iPhones 4G
and two Nokia Phones using K-Means Clustering Algorithm.
Index Terms—BYOD security, Behaviour profiling, device fingerprinting, k-means clustering, anomaly detection.
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1

I NTRODUCTION

Network Access Control (NAC) systems unify
endpoint security solutions to enable access
control and enforce security policies to the
devices connected to the enterprise network.
NAC policies are capable of identifying its
devices connecting to the enterprise network.
These policies restrict access to the devices that
do not comply with the enterprise predefined
network access rules [9]. These predefined policies include security patches, firewalls, antivirus and anti-malware updates. NAC consists
of pre-admission and post-admission phases.
The former enforces access control policies before or after devices gain access to the network
and the latter resides between the switches
and access points to perform a combination of
internet firewall and intrusion preventions. In
addition to this, NAC block access to unauthorised devices to prevent the spread of malicious codes within an enterprise network
[5]. NAC authentication process follows IEEE
802.1x standard to define the authentication
policies for devices connecting to the enterprise
network. The IEEE 802.1x use Extensible Authentication Protocol (EAP) to improve NAC
authentication process over wired or wireless
access points. The authentication in 802.1x used
three terms such as supplicant, RADIUS server
and Authenticator to authenticate the devices
accessing the network. The supplicant is the
user or client trying to access the network, the
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RADIUS is the server authenticating the client,
and the Authenticator is the wireless access
point the device is attempting to connect. Bradford Networks white paper [35], provides detailed description of NAC authentication. NAC
was developed according to 802.1x standards
to enforce access control policies and ensure
the trusted devices have access to the network.
Prevalence of Bring Your Own Device (BYOD)
is the key reason NAC is increasingly becoming
an in-demand technology [11].
However, due to security concerns in BYOD,
organisations find it desirable to combine Enterprise Mobility Management (EMM) solutions and NAC for better and stringent security. Consequently, handling mobile devices
is another concern for network administrators,
because these devices are an easy target for
attackers and could be easily hacked. The traditional security measures such as firewalls,
antivirus and anti-malware solutions are no
longer adequate due to a proliferation of IoT
and the network traffic is too diverse to rely on
these measures. NAC has an inbuilt feature that
inspects and generates network traffic when
it is deployed in an enterprise network [14].
Another weakness of NAC is its inability to
detect the patterns of the devices and prevent
data leakage or potential devices that could
cause a considerable loss and damage to the
enterprise network.
This research builds on our previous work
in [33], here we develop a behaviour profiling
technique using a publicly available dataset
from [16]. The dataset was used in [29] to
develop a GTID to identify a device or device
type using fingerprinting technique. Therefore,
this dataset is suitable for building profiles
for each device type due to the following
reasons: (1) BYOD enterprise network used
Smartphones, Tablets and PC’s (2) The dataset
contains packet inter-arrival-time features of
Smartphone, Tablets and PC’s and (3) The
dataset was captured to understand the impact
of variation in clock skew and different configurations of fourteen mobile devices.
In section 2, we provide a brief description
of network access control systems with the
existing technologies. Section 3 presents a novel
behaviour profiling technique that used packet

inter-arrival-time feature to build a device type
profiles. These section was presented in three
parts: (1) Describing the dataset (2) Description
of the algorithm used and (3) The behaviour
profiling using K-means clustering. Section 4
present the experiments, Section 5 Analysis of
the device type behaviour profiling. Section 6
presents the results and section 7 concludes the
paper with future directions.

2

N ETWORK ACCESS C ONTROL S YS TEMS AND T ECHNOLOGIES
The enterprise network is a complex and dynamic environment that holds the communication backbone of computers and other devices across the IT departments and workgroup networks accessing and sharing data.
The NAC system seeks to authenticate and
authorise devices accessing the enterprise network. One of the limitations of NAC is that
it allow users to pass their credentials for
authentication through a RADIUS server not
the devices. Therefore, a user can use another
device, which could be unauthorised and legitimately access a network. Another concern, an
attacker can possess the device, steal the user’s
credentials and access the enterprise network
with a different device legitimately flooding the
network with more packet to steal information.
Our Behaviour Profiling Technique addresses
this concern by looking into the variation of
packet inter-arrival time patterns of the devices
connected to the BYOD enterprise network.
The second limitation of NAC is that it supports a limited range of devices such as windows and Macs and deem other devices like
printers and gaming systems unmanageable.
This issue was addressed in GTID [2]. The
GTID used information leaked by the devices
in network traffic from a wired segment to fingerprint different devices and device types. The
technique is resilient to various attacker types
to detect previously seen, and unknown devices using wired side observations and work
with different operating systems and protocols like TCP, UDP, ICMP. Similar works was
developed in [21], [22], [23], [24], [25], [26],
[27], [29] and [31] to improve NAC as part of
reconnaissance.
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Inverse Inc [8] developed a fully trusted open
source NAC solution called Packet fence with
a feature set that includes a captive-portal to
force authentication and authorisation in addition to remediation, registration and centralised
access management for both wired and wireless management. Packet fence supports 802.1x
layer2 isolation of problematic devices. Packet
fence is fully integrated with Snort/supricana
IDS and vulnerability scanner that checks the
device security before accessing the platform.
Regarding behaviour monitoring, packet fence
has features to monitor network traffic through
a link with IDS systems after authentication.
Another open source solution FreeNAC [9],
integrates 802.1x and Cisco VLAN Membership Policy Server (VMPS) port security mode
to provide access control, switch management
and live end-to-end network discovery. It can
track devices on the network and controls how
these devices access the network resources with
accurate information about network usage by
each device. Again, querying the switches for
network administrators to find out the devices
and users connected to the organisation’s network but does not manage the devices. The
devices are managed by MDM and NAC to
identify and allow network access to the devices registered on the network. It also prevents
devices from leaking information, controls and
manages users efficiently. There are a lot of security technologies targeting BYOD and NAC
to detect abnormal behaviours based on behaviour profiling and network traffic characteristics like a total number of flows and packets using Artificial Intelligence techniques [1].
NAC architecture adopted from [19] is shown
in Fig 1 to show how the devices connect to
enterprise network through NAC systems. Our
device type behaviour profiling technique can
improve this architecture by building a profile
for each device type and detect abnormal devices from each device type profile.

3

D EVICE TYPE B EHAVIOUR
ING T ECHNIQUE

PROFIL -

We developed our Behaviour Profiling technique based on the variations of packet IAT

Fig. 1: NAC Architecture

distributions from similar device types having the similar type of configurations, models,
memory and their effects in a network. The
rationale behind this technique is to understand the impact of IAT variation in device
type performance due to clock skews. Furthermore, the Behaviour Profiling Technique group
similar device types and build a model that
learn their differences by looking into the IAT
variations. The preliminary experiment in our
previous work in [33], developed a behaviourbased intelligent filtering technique that obtain
a behaviour profiles of fourteen mobile devices
with an intelligent filter that detects abnormal patterns from these devices. While current
work propose a device type behaviour profiling
technique that used a dataset publicly available
in [16].
3.1 Dataset Description
We have used a testbed data generated by [29]
that was used to fingerprint mobile devices to
identify a device or device type. The dataset
is publicly available in [16], it contains the
packet IAT features of 27 mobile devices including smartphone, tablets, laptops, printers
among others captured on TCP, UDP and ICMP
protocols respectively. The IAT is a statistical
analysis of the reproducible pattern of devices
(signals) that measure the delays between successive packets and characterised the rate of
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traffic flow from source to destination. The
dataset was divided into the isolated and real
testbed. The former was used to test the performance and the later was used to determine the
feasibility of their technique. The data contains
multiple files in (.mat extension) suitable for
use in Matlab. We extracted the data and covert
it into Comma Separated Value (CSV). The
dataset is categorised into three cases respectively.
• Case 1: Represents the flow of devices
sending packets at 64 bytes per second at
1Mbps.
• Case 2: Represents the flow of devices
sending packets at 1400 bytes per second
at 1 Mbps.
• Case 3: Represents the devices sending
packets at 64 bytes per second at 8 Mbps.
The real testbed data contains IAT records
of ten Acer netbooks, ten Asus netbooks, eight
Gateway Netbooks, two Google phones, two
other laptops and two tablets in three different
cases and applications respectively. The total
number of devices is equal to 208. The isolated
testbed data contains five dell netbooks, three
iPads, two iPhones 4G, two iPhones 3G and
two Nokia phones making a total number of 98
devices. We have used the isolated testbed data
because it contains IAT data from smartphone,
tablets, laptops which is suitable for profiling
BYOD devices connected to an enterprise network.
3.2 K-Means Clustering
K-Means clustering algorithm is one of the
most popular techniques in unsupervised machine learning, and it is fast, robust and relatively efficient [34]. It is also easy to understand
which can be used with iterative refinement
to produce the best result when the dataset
is distinct or well separated from each other
[34]. K-Means clustering algorithm is a method
of vector quantisation used when a resulting
group of data is unknown. This algorithm finds
the groups of similar patterns that exist in the
data to form a cluster centroids. The resulting cluster centroids are assigned to each data
points to form a new training data that would
be used for machine learning [34]. The k-means

clustering algorithm works between two steps
until no data points change the respective clusters, the sum of the distances is minimised, or
some of the maximum numbers of iterations is
reached.
The iterations occur after the algorithm initialised the estimates for k centroids to randomly assign the number of clusters. The algorithm iterates between two steps (i.e. data
assignment and centroid update step). For the
data assignment: the data is assigned to its
closest centroids. More formally, if cp is the
collection of centroids in D (device type) in
set IAT , then each data point x is assigned to
cluster k based on cp ∈ D dist(cp, x)2 , where
dist = Euclidean distance and it h cluster centroid denoted by Si . Then the centroid update
step will be recomputed using the mean of
all data points and assigned to the
centroids
P
clusters [34] denoted by IAT = S1i Xi ∈ Si Xi .
We have applied this formula and used the
algorithm proposed in our previous work in
[33] to ensure that the centroid update step
and data assignment guarantees no datapoint
change the clusters, the sum of the cluster distance is minimised and the maximum number
of iterations is reached.
3.3 Behaviour Profiling using K-means
It is widely recognised that employees utilise
their mobile devices in workplaces to be more
productive [6], [7]. These mobile devices are
used to perform many tasks when interacting
with organisational resources. In our previous
work in [33] we have developed a Device type
Behaviour Profile using K-means clustering algorithm. The algorithm was configured to use
a squared Euclidean distance function to compute the distances (i.e. similarities) between the
two clusters for each device type. We assume
the device type profile is represented by set of
vectors DevD = {IAT1 , IAT2 , .......IATn } where
D = device type and IAT is the distribution for
each device type. The BP algorithm (Algorithm
1 in [33]) distributes the IAT values into k
clusters according to distance d and produced
a cluster centroids cp. The squared Euclidean
distances was calculated between the clusters,
in a weighted Euclidean mode, using the inverse of the average proportions as weights.
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Suppose cj denote j-th element of the average
of each cluster. Then the squared Euclidean distance, denoted by E, between the two clusters
v = [v1, v2....vj] and nv = [nv1, nv2....nvj] is
defined as:
Ev,nv

v
u
j
uX
1
u
=t
(v − vj)2
j=1

cj

Where, v = varied and nv = non-varied
cluster for each device type. The squared Euclidean distance function computes the square
root of the sum of the squares of the differences between corresponding IAT values for
each device type. Note that all these features
contribute equally to the function value. The
IAT distributions are clustered based on their
similarities to build a behaviour profile for each
device type. The resulting K-Means data was
used in labelling a new profiled data that will
be used in our future work, i.e. the detection
of abnormal patterns from each device type
profiles.

4

E XPERIMENT D ESIGN

We explore iPerf-TCP case 2 data (described
in 3.1) and connects the data operator into
Rapidminer Studio [32]; the same procedure
can be applied to the remaining data explained
in section 4.1. However, considering all dataset
would lead to a very long paper with no significant added value. The iPerf TCP Case 2 trace
consists of 14 mobile devices and their specifications are shown in Table 2 in [2]. The data
was processed in RapidMiner using number of
operators. the following steps were followed:

4.2

Sample Operator

This operator was used to specify the range in
the data from specified conditions to randomly
generate samples from given IAT data. We have
used an absolute sampling method to balance
our data and to calculate the fraction of the
total number of IAT’s and add a sample ratio
for calculating the Euclidean distance.
4.3

K-means operator

This operator consists of four different parameters (Mixed, Nominal, Numerical and bregmann divergence). We set the parameter to
Bregmann divergence to squared Euclidean
distance, maximum optimisation steps to 100
and k = 2, to calculate the centroids and partition the data into two clusters.
4.4

Cluster Model Visualiser

This operator uses centroid-based cluster models to capture the essential details of each cluster and visualise it. The visualiser includes an
overview about the clusters with information
about the cluster centroids in a table along with
a choice of a plot to visualise the clusters.

5

A NALYSIS

OF

DEVICE

TYPE

BE -

HAVIOUR PROFILES

As stated earlier the data explored for this work
is numeric and unlabelled. We have applied
k-means clustering to calculate the distance
and discover the impact of IAT variation from
the same device types without being labelling
the data in advance. This was achieved by
specifying the number of clusters to build a
device type behaviour profile model. One of
4.1 Replace Missing Value Operator
the essential problems of k-means is selecting
The data was added and saved into Rapid- the number of clusters [34], we chose k = 2 asMiner Studio. As part of the data cleaning suming varied and non-varied IAT in the trainprocess, a Replace Missing Value operator was ing data to form two different cluster centroid
used to replace the missing values by taking points. The idea behind this approach is to
the average of the data points. We have used assume that the varied and non-varied IAT to
this setting to ensure the data is cleaned and form two different clusters. The clustered data
suitable for the k-means algorithm. The opera- was divided into two but does not determine if
tor calculates the average value for each device the cluster reflects varied or non-varied IAT. We
type having missing values and replaces the assume the large clusters belong to non-varied
missing values with an average value.
and the small belong to varied IAT. Although,

27

International Journal of Cyber-Security and Digital Forensics (IJCSDF) 8(1): 23-30
The Society of Digital Information and Wireless Communications (SDIWC), 2019 ISSN: 2305-001

the bigger clusters may contain outliers that
belong to small clusters.
The Device type behaviour profile of five
Dell -Netbooks (DevDN1-5), three iPads
(DevIP1-3), two iPhones 3G (DevIT1-2), two
iPhones 4G (DevIT1-2) and two Nokia Phones
(DevNP1-2) was presented in Table 1. These
device types were configured on the same
network to send the same type of packets at
the same rates. For DevDN1, we observed
cluster0 with 80.1% and cluster1 with 19.9%
of the data points. In DevDN2, 91.8% of the
data points fall into cluster0, and 8.2% fall into
cluster1. In DevDN3, 89.8% of the data points
fall into cluster0, and 10.2% into cluster1
and 97.9% data points fall into cluster0 and
2.1% fall into cluster1 in DevDN4. While in
DevDN5 97.9% of the data points fall into
cluster0 and 0.3% of the data points fall into
cluster1. Our behaviour profiling was not
build to detect a homogeneous device but to
build a device type profile. However, it can be
seen that DevDN1 is the only device type that
was partitioned into 80% and 20% of the data
points. While the smaller clusters in the other
device types were not more than 10% of the
data points.
As for the three iPads, we have observed
DevIP1 with 60.7% of the data points in cluster0 and 39.3% in cluster1. While 99.8% of the
data points fall into cluster0 in both DevIP2
and DevIP3 and 0.2% of the data points fall
into cluster1 in both the devices. As can be
seen from this device types DevIP1 is the only
device that was partitioned into 60% and 40%
of the data points. For the two iPhones 4G,
we have observed 62.3% of the data points
fall into DevIT1 cluster0 and 37.7% fall into
cluster1. While 63.9% of the data points fall into
cluster0 and 36.1% fall into cluster1 in DevIT2.
In this case, the percentage was similar for both
devices.
In the case of two iPhones 3G, 91% of the
data points fall into cluster0 and 9% fall into
cluster1 in DevIF1. While in DevIF2, 89.8% of
the data points fall into cluster0 and 10.2% fall
into cluster1. There were no much differences
in the percentage for these devices. For the
Nokia Phones, we have observed 89.8% of the
data points fall into cluster0 and 10.2% fall

Device Type

Cluster0

Cluster1

DevDN1
DevDN2
DevDN3
DevDN4
DevDN5
DevIP1
DevIP2
DevIP3
DevIT1
DevIT2
DevIF1
DevIF2
DevNP1
DevNP2

84,085
96,288
94,136
102,653
104,566
63,609
104,599
104,698
42,885
44,007
95,370
94,138
94,138
84,418

20,772
8,569
10,721
2,204
291
41,248
258
159
25,992
24,870
9,487
10,719
10,719
20,439

TABLE 1: Clusters of Dell Netbooks, iPads, iPhone 3G,
iPhone4G and Nokia Phones

into cluster1 of DevNP1. While DevNP2 was
partitioned into 81% and 19% respectively.
The result of behaviour profiling is promising as it addresses the limitations identified
in [1], [9], [10], [13] and [20] combined with
[25], [27], [29], [30] and [31] to come up with
Device type Behaviour profiling for detecting
abnormal devices. As can be seen from Tables
1 and 2, a developed device type profile and
the results of abnormal patterns detected from
the device type profiles. For Dell-Netbooks,
we observed DevDN1 as homogeneous with
inter arrival time of 0.187ms in one of the
cluster centroid point. In iPads, we observed
DevIP2 as homogeneous with inter arrival time
of 0.175ms in one of the cluster centroid point.
For iPhones 3G, we observed DevIT2 as homogeneous with IAT of 0.149ms in one of the
cluster centroid point. For two iPhones 4G, we
observed the devices having similar centroid
points with no IAT variations and for Nokia
Phones, we observed DevNP2 as homogeneous
with IAT of 5.279.

6

D ISCUSSION

OF THE

R ESULTS

To the best of our knowledge this is the first
technique that developed a behaviour profiling
according to device type unlike the existing
techniques developed in [1], [9], [10], [13] and
[20] that mainly concentrate on developing behaviour profiling according to network traffic, payloads and web usage to detect abnormal patterns from the network devices not
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Device Type

IAT1(ms)

IAT2(ms)

DevDN1
DevDN2
DevDN3
DevDN4
DevDN5
DevIP1
DevIP2
DevIP3
DevIT1
DevIT2
DevIF1
DevIF2
DevNP1
DevNP2

0.001
0.001
0.001
0.001
0.001
0.002
0.002
0.003
0.002
0.003
0.001
0.001
0.001
0.002

0.187
0.001
0.001
0.001
0.001
0.002
0.175
0.003
0.002
0.149
0.002
0.001
0.001
5.279

TABLE 2: Device Type Behaviour Profiles of Dell Netbooks, iPads, iPhone 3G, iPhone4G and Nokia Phones

the device types. Fingerprinting techniques in
[25],[27], [29], [30] and [31] was developed to
identify a device or device type but does not
detect abnormal patterns from the network.
However, our technique combined the profiling
and fingerprinting techniques to address NAC
limitation by building a behaviour profiles for
range of devices such as Smartphones, Tablets
and PC’s that can be used in identifying the device types and detect abnormal patterns from
the profiles.

7

C ONCLUSION

Due to recent success in BYOD, more wireless data can be obtained from online data
repositories and wireless test-bed simulations
to developed more techniques that would help
in securing 802.1x network devices. In this
paper we have reviewed the existing behaviour
profiling and device fingerprinting techniques
were the former profiled and detect abnormal
devices and the later fingerprint a device or
device types as part of reconnaissance in security testing. We have developed a Novel device
type behaviour profiling technique for BYOD
enterprise networks. This technique combined
behaviour profiling and device fingerprinting
to develop an additional security that can be
added to NAC systems to detect abnormal devices. As described in the analysis section some
devices such as DevDN1, DevIP2, DevIT2, and
DevNP2 have quite higher values compared

to their counterparts. The results of the behaviour profiling is promising as we were able
to build a device type profiles and observed
the homogeneous devices from the profiles. We
are currently developing an Intelligent Filtering
Technique (IFT) using Cluster based multivariate outlier detection technique to automatically
detect abnormal devices from the device type
profiles.
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